EECS 578 – Answer sheet for RSA mini-project
Please write your answers in blue color. You can delete instructions written in green color.
Full name (uniqname): your first and last name (your uniqname)
Part 1: Software implementations

Question 1 (Section 3.1). For each test vector, fill out the blanks in the table with the total elapsed time from 10,000 executions.
	Test vector
	Total elapsed
time (usec)
	Test vector
	Total elapsed
time (usec)

	1 (100001 mod 4292870399)
	
	5 (100001000 mod 4292870399)
	

	2 (100002 mod 4292870399)
	
	6 (1000010000 mod 4292870399)
	

	3 (100003 mod 4292870399)
	
	7 (10000100000 mod 4292870399)
	

	4 (10000100 mod 4292870399)
	
	8 (1000065536 mod 4292870399)
	


Question 2-1 (Section 3.1). Write your test vectors in the table (marked in blue), and fill out the blanks in the table with the total elapsed time from 10,000 executions for each test vector.
	Test vector
	Total elapsed
time (usec)
	Test vector
	Total elapsed
time (usec)

	1 (baseexponent mod modulus)
	
	6 (baseexponent mod modulus)
	

	2 (baseexponent mod modulus)
	
	7 (baseexponent mod modulus)
	

	3 (baseexponent mod modulus)
	
	8 (baseexponent mod modulus)
	

	4 (baseexponent mod modulus)
	
	9 (baseexponent mod modulus)
	

	5 (baseexponent mod modulus)
	
	10 (baseexponent mod modulus)
	


You should also submit your input file question2.txt. Do not copy and paste it here.
Question 2-2 (Section 3.1). Briefly explain how you can guess a secret exponent by measuring execution time of your test vectors.

Write a paragraph.

Question 3 (Section 3.2). For each test vector, fill out the blanks in the table with the total elapsed time from 10,000 executions.

	Test vector
	Total elapsed
time (usec)
	Test vector
	Total elapsed
time (usec)

	1 (100001 mod 4292870399)
	
	5 (100001000 mod 4292870399)
	

	2 (100002 mod 4292870399)
	
	6 (1000010000 mod 4292870399)
	

	3 (100003 mod 4292870399)
	
	7 (10000100000 mod 4292870399)
	

	4 (10000100 mod 4292870399)
	
	8 (1000065536 mod 4292870399)
	


Question 4-1 (Section 3.2). Write your test vectors in the table (marked in blue), and fill out the blanks in the table with the total elapsed time from 10,000 executions for each test vector.
	Test vector
	Total elapsed
time (usec)
	Test vector
	Total elapsed
time (usec)

	1 (baseexponent mod modulus)
	
	6 (baseexponent mod modulus)
	

	2 (baseexponent mod modulus)
	
	7 (baseexponent mod modulus)
	

	3 (baseexponent mod modulus)
	
	8 (baseexponent mod modulus)
	

	4 (baseexponent mod modulus)
	
	9 (baseexponent mod modulus)
	

	5 (baseexponent mod modulus)
	
	10 (baseexponent mod modulus)
	


You should also submit your input file question2.txt. Do not copy and paste it here.

Question 4-2 (Section 3.2). Briefly explain how you can guess a secret exponent by measuring execution time of your test vectors.
Write a paragraph.

Question 5 (Section 3.3). For each test vector, fill out the blanks in the table with the total elapsed time from 10,000 executions.

	Test vector
	Total elapsed
time (usec)
	Test vector
	Total elapsed
time (usec)

	1 (100001 mod 4292870399)
	
	5 (100001000 mod 4292870399)
	

	2 (100002 mod 4292870399)
	
	6 (1000010000 mod 4292870399)
	

	3 (100003 mod 4292870399)
	
	7 (10000100000 mod 4292870399)
	

	4 (10000100 mod 4292870399)
	
	8 (1000065536 mod 4292870399)
	


Question 6-1 (Section 3.3). Write your test vectors in the table (marked in blue), and fill out the blanks in the table with the total elapsed time from 10,000 executions for each test vector.
	Test vector
	Total elapsed
time (usec)
	Test vector
	Total elapsed
time (usec)

	1 (baseexponent mod modulus)
	
	6 (baseexponent mod modulus)
	

	2 (baseexponent mod modulus)
	
	7 (baseexponent mod modulus)
	

	3 (baseexponent mod modulus)
	
	8 (baseexponent mod modulus)
	

	4 (baseexponent mod modulus)
	
	9 (baseexponent mod modulus)
	

	5 (baseexponent mod modulus)
	
	10 (baseexponent mod modulus)
	


You should also submit your input file question2.txt. Do not copy and paste it here.

Question 6-2 (Section 3.3). Briefly explain how you can guess a secret exponent by measuring execution time of your test vectors.
Write a paragraph.

Part 2: Hardware implementations
Question 7 (Section 4.1). For each test vector, fill out the blanks in the table with the elapsed time in clock cycles.
	Test vector
	Elapsed time (cycles)
	Test vector
	Elapsed time (cycles)

	1 (100001 mod 4292870399)
	
	5 (100001000 mod 4292870399)
	

	2 (100002 mod 4292870399)
	
	6 (1000010000 mod 4292870399)
	

	3 (100003 mod 4292870399)
	
	7 (10000100000 mod 4292870399)
	

	4 (10000100 mod 4292870399)
	
	8 (1000065536 mod 4292870399)
	


Question 8 (Section 4.1). Draw a state-transition diagram of the unsecure implementation in the file montgomery_exp_square.v. Use four states: IDLE, SQUARE, MULT and FINISH.
Draw your diagram here.
Please make sure that your diagram is clearly readable. You can draw a diagram in Word, PowerPoint, or any tool you want. You can also scan your hand-drawn diagram and paste it here.
Question 9-1 (Section 4.2). Provide a high-level explanation of your secure implementation.
Write a paragraph.

Question 9-2 (Section 4.2). (If applicable) Draw a state-transition diagram of your secure implementation.
Draw your diagram here.
Please make sure that your diagram is clearly readable. You can draw a diagram in Word, PowerPoint, or any tool you want. You can also scan your hand-drawn diagram and paste it here.
Question 10 (Section 4.2). For each test vector, fill in the blank with the elapsed time in clock cycles.
	Test vector
	Elapsed time (cycles)
	Test vector
	Elapsed time (cycles)

	1 (100001 mod 4292870399)
	
	5 (100001000 mod 4292870399)
	

	2 (100002 mod 4292870399)
	
	6 (1000010000 mod 4292870399)
	

	3 (100003 mod 4292870399)
	
	7 (10000100000 mod 4292870399)
	

	4 (10000100 mod 4292870399)
	
	8 (1000065536 mod 4292870399)
	


You should also submit your modified Verilog file montgomery_exp_square.v. Do not copy and paste it here.
Question 11 (Section 4.3). For each test vector, fill in the blank with the elapsed time in clock cycles.
	Test vector
	Elapsed time (cycles)
	Test vector
	Elapsed time (cycles)

	1 (100001 mod 4292870399)
	
	5 (100001000 mod 4292870399)
	

	2 (100002 mod 4292870399)
	
	6 (1000010000 mod 4292870399)
	

	3 (100003 mod 4292870399)
	
	7 (10000100000 mod 4292870399)
	

	4 (10000100 mod 4292870399)
	
	8 (1000065536 mod 4292870399)
	


You should also submit your Verilog file montgomery_exp_ladder.v. Do not copy and paste it here.

