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Outline

1. Cyber-physical Systems for Verification & Validation
— Perspective
— Analysis for CPS

Formal setting
Emerging techniques

2. Requirements Engineering
— Ongoing challenges
— ST-Lib: Library of formal requirements for CPS applications
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CPS will be everywhere!

TOYOTA's Activities towards E .
SMART MOBILITY SOCIETY

Optimizing the energy use of the entire community. )
. s @ Achieving eco-friendly lifestyles with a high quality of life.
Toyota aims to create a smart mobility society i
where people feel secure and happy in transport and everyday life.

« Actualizing  low-carbon society where homes
and vehicles share energy with each other.

Future

+ Promoting local energy production/consumption,
- / « Creating communities that are strong enough to withstand
e o Industrial Energy Management: natural disasters.
Social networking service F-Grid
(0 M FO RT Connected with people...

linking people and vehicles: ’ Home and Vehicle
: , TOYOTA friend
The vehicle will become a trusted partner

Energy Management:

Smart House & HEMS.

through close communication with the driver. N ’ - "
The vehicle complies with the driver's verbal and nonverbal commands. a
The vehicie predicts the driver's actions in order to provide services.

" Centralized voice recognition system: g T SN N g Vege«aus greenhouse v l > _ @
3 . d ‘ﬁ mme alschnral appianuas from vemdas]
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\ P ' § High-efficiency power e ) —
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What can | do for you? ALY T *1 i 5 -
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A Next generation Geolr maragernent sy
¥ | ¢-CRB (Customer Relationship Buiiding)

( Push-style notifications based on behavioral prediction: o

Agent +

A

=1
Your usual route is congested.
Shall we take a detour?

o~ | ITS spot
: Ly

collision notification

Sy o . & Al ound 2020
Advanced automatic /,‘\ %"'h ; 5 : ,

Toward the realization of Toyota's ultimate g ) V2P cooperative system: |&
zero casualties from traffic accidents. 1 T, \ Vehicle to Pedestrian

« Veehicies exchange their locations and speeds at all y BT /
« Vehicles receive useful information from roadside:

T«CoONNeCt

| G-BOOK wX

cl ation * Ut idata generated from vehicles 1o improve traffic control
) " and Communication and disaster-related measures. >
¢eonly  System 'mlﬂnsmngmuﬂrammEVshanngsemnmmegra\sd A
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CPS iIs safety critical!

« CPSs used In safety critical applications
— Automotive powertrain control
— Smart grids
— Aerospace control
— Medical devices

-»MBD, 4
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CPS iIs safety critical!

The FDA has issued 23 recalls of defective devices during
the first half of 2010, all of which are categorized as “Class
I,” meaning there is “reasonable probability that use of

(1)
QV Sy these products-will cause serious adverse health
g/ . consequences or death.”

Us o, Trailer turns left
in front of the Tesla

Tesla doesn’t stop, 2
hitting the trailer e,
and traveling (3] %‘\\

under it Tesla Feneg 2
! veers off /

road and strikes Qﬁpowm POLE
two fences and a /

power pole

&
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FORMAL ANALYSIS SETTING

*’M'B‘B\ 6
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Setting

» Generally, M can be a model, a test experiment (e.g., HILs, SILs), or the physical system
« For simulation and analysis, we will assume M is a model of the system (e.g., Simulink)
* Note that p and u can be taken from (possibly infinite) sets P and U

N
L

uevu

...

Parameters: p € P
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Setting

« Assume simulations can be generated by numerical integration solver (e.g., Simulink)

...

Parameters: p € P

N
L

uevu

o(M,p,u)

< /
a4

Vv
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Setting

« Testing does not guarantee ¢ holds forallp e Pand u € U

...

Parameters: p € P

N
L

ueu

\P pl ¢(M,p, f])\

Vv
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Setting

« Proves ¢ holdsforallpe Pandu e U

...

Parameters: p

N
L

P2

N pl ¢(M1P;U)
P

Vv
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Software vs. Control Design

e Classical software design  Embedded control system design
— Nontrivial verification questions for — Nontrivial verification questions for
finite state models of software are hard even simple CPSs are very
— In general, proving nontrivial undecidable
properties for software is undecidable * X, undecidable’

* Y, undecidable

.LLJ, sqrt.c - Microsoft Visual C++ 2010 Express = | B

File Edit View Project Debug Tools Windew Help
o= I T R R ==Y
iDaba|s=E|E2|003aEa50, Computer Controller

(Unknown Scope) -l M 2
SBinclude<stdio.h> g
finclude<nath.hx ;

Sint main(}{ ‘

double t

printf ("Entar number:");
scanf ("BIF7, &t );

printf ("Ssuare root:”d;

printf (7% sart (t)); Environment

return 03

G(s)

_’.'M-B-B\ T E. Asarin and O. Maler. Achilles and the Tortoise Climbing Up the Arithmetical Hierarchy. Journal
f of Computer and System Sciences, Vol. 57, No. 3, pp. 389-398, 1998. 11
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Spectrum of Analysis Technigues

Testing/ContAroI Techniques

More Scalable

nalysis
ical)

* Test Vector
Generation for
Model Coverage

r Analysis
olic)

Less Scalable

|

Verificiation

Ny
* Concolic ”e,.
Testing
* (Bounded) Model

Checking * Stability
Proofs

* Reachability
Analysis

Less formal/exhaustive

~tMBD

TOYOTA TECHNICAL CENTER

More formal/exhaustive
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SIMULATION-BASED CHECKS FOR
POWERTRAIN CONTROL
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Why simulations?

» Help design validation

» Provide visual feedback

» Can use existing design artifacts

» Can uncover bugs

» Unlike formal verification, simulation does not require knowledge of:

» Temporal Logic, SAT modulo theories, Bounded Model Checking
» Simulations are cheap and usually fast

» Test-suites can be shared and built up across models

» Promising simulation-based approach: requirement falsification...

-eMBD, .
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Requirement Falsification

Definition (Falsification):

Find parameters p € P and input u € U such that behaviors ¢ (M, p,u )
do NOT satisfy requirements ¢ (i.e., ¢(M,p,u ) ¥ @)

El ...

Parameters: p € P

N
L

u eu

* Not verification, but systematic bug-finding

 No guarantees of completeness (except
asymptotic/probabilistic)

-eMBD, .
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Some key enablers

Robust satisfaction of ¢ by simulation trace ¢(M, p, u)
* A function maps @ and ¢(M,p,u) to R

* Positive number = ¢p (M, p, u) satisfies ¢

* Negative number = ¢ (M, p, u) does not satisfy @

* Moving towards zero = moving towards violation

Black-box Global optimizers
* Powerful heuristics to get close to global optimum

~tMBD

TOYOTA TECHNICAL CENTER




J. Kapinski

Falsification by optimization

1630

d(M,p,u)
!,W

Optimizer:
Minimize robust
satisfaction value

Falsification supported by both S-TaLiRo and Breach tools

17
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Requirement Falsification

« Work by others

— S-TaLlRo [Fainekos, Sankaranarayanan, et al.]
» Metric Temporal Logic based requirements
« Supports several stochastic optimizers

— Breach [ponzé, CAV 2010, NSV 2013]
« Signal Temporal Logic based requirements
» Supports Nelder-Mead
« Can exploit sensitivity info

~tMBD
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Requirement Falsification

« Other things we've done in the past

— Multiple Shooting [zutshi, Sankaranarayanan, et al., EMSOFT 2014, HSCC2016]

» Multiple short simulations segments leading from initial conditions to unsafe states;
adjust initial conditions to piece segments together

— Stochastic Local Search for Falsification [with Deshmukh, et al., ATVA 2015]
» Discrete optimization method used as search heuristic

— Simulation-based testing for coverage [with Dreossi, et al., NASA Formal Methods 2015,
extensions with Adimoolam, et al., CAV 2017]

+ Selecting inputs to maximize coverage of infinite state-space

— Simulation-based convergence/stability testing [with Sankaranarayanan et al., HSCC 2014,
extensions with Balkan, et al., EMSOFT 2016]

» Specifications in the form of Lyapunov-like function to test for convergence/stability
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Spectrum of Analysis Technigues

Testing/ContAroI Techniques

More Scalable

nalysis
ical)

* Test Vector
Generation for
Model Coverage

r Analysis
olic)

Less Scalable

|

Verificiation

Ny
* Concolic ”e,.
Testing
* (Bounded) Model

Checking * Stability
Proofs

* Reachability
Analysis

Less formal/exhaustive
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More formal/exhaustive

20



Spectrum of Analysis Technigues

Testing/ContAroI Techniques

Verificiation

More Scalable

nalysis
cal)

* Test Vector
Generation for
Model Coverage

Analysis
olic)

Less Scalable

Less formal/exhaustive
-oMBD,
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|

e Stochastic Local Search

* Multiple shooting

* Coverage-based Testing

* Simulation-Guide
* Concolic Lyapunov Analysi
Testing

* (Bounded) Model
Checking .« stapility
Proofs

* Reachability
Analysis

More formal/exhaustive
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Other Simulation-based
Methods

» Other things we've done in the past

— Simulation traces to learn contraction metrics [with Balkan, et al., ICC, 2015]

« Simulations to learn Lyapunov-like function showing convergence; used to compute
flowpipes that contain all system behaviors; used for verification (proving safety for
infinite sets of behaviors)

— Simulation-based verification [with Fan, et al., EMSOFT 2016]
« Simulations used to compute flowpipes to prove safety

— Simulation traces to assist mechanical theorem provers [with Arechiga, et al., EMSOFT
2015]

« Simulations used to learn invariant sets; invariant sets used in theorem prover to show
safety
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Spectrum of Analysis Technigues

Testing/ContAroI Techniques

Verificiation

More Scalable

nalysis
ical)

* Test Vector
Generation for
Model Coverage

Analysis
olic)

Less Scalable

| [

°|d
* Stochastic Local Search te

* Multiple shooting

* Coverage-based Testing

e Simulation-Guide

* Concolic Lyapunov/Contra
Testing Analysis
*Simu
* (Bounded) Model Guid
Checking * Stability Theo

Proofs

* Reachability
Analysis

Less formal/exhaustive
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How the customer explained it How the Project Leader How the Analyst designed it How the Programmer wrote it How the Business Consultant
understood it described it

Image source: LinkedIn

REQUIREMENT ENGINEERING
CHALLENGES

-

T 24
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Requirement Engineering

Challenges

« OQOutline
— Overview of requirements engineering
philosophy

« Comparison of perspectives: software vs.
CPS

« Challenges

— ST-Lib: collection of formal requirements
for control engineering applications

» Results and challenges applying ST-Lib

~tMBD
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Requirements-Driven Approach

« Many of our efforts focus on
providing a requirements-driven
development approach

— Requirements are developed and
iterated on

— Requirements used to develop
control models and specify expected
behaviors of models

— Same requirements also used to
define expected behaviors from
calibration & test, as well as from the
deployed system

~tMBD
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Requirement
Elicitation

\ Expected Behaviors,
— . Test Cases

REQUIREMENTS J ‘ PLATFORM+P
\ L
Requirement C‘\ J
\_DEsiGN MoDEL | ARDWAR

Validation

26



J. Kapinski

Classic Verification Assumption

Y

; T

.2 .
Implementation £ Requirements

/‘j {e} 7o
BT = e .
evelopmen

Verification Phase
Process

Requirements
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Results from

The Reality for CPS .

i
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: Engineering Insight \ 4 I
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I Next
: Model . . Development
I Simulation- Phase
I based checks

Incomplete

Takeaways:
1. Difficult/impossible to specify every aspect of CPS behaviors

2. Aspects of possible behaviors are discovered in simulation and testing phases
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Results from

The Reality for CPS
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Next
Model : . Development
Simulation- Phase
_____ based checks

Incomplete

Requirements
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Additionally: Hardware development taking place in

parallel with controller development!
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CPS Requirement Challenges

* Requirements are evolving due to CPS-related issues
— System hardware/software designs evolve concurrently
— Not possible to create a plant model that captures all behaviors
— Subtle interactions between states/signals are not known before integration
test
» Definition of correct behaviors exist only in engineer’s brain
— Formal requirements are hard for engineers to develop

— Existing requirements do not capture all of the desired behaviors
* Model may capture appropriate/expected behavior but requirements do not
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ST-LIB
SIGNAL TEMPLATE LIBRARY

—- « J. Kapinski, X. Jin, J. Deshmukh, A. Donze, T. Yamaguchi, H. Ito, T. Kaga, S. Kobuna,
t S. Seshia. “ST-Lib: A Library for Specifying and Classifying Model Behaviors”. 31
Society of Automotive Engineers Technical Paper (SAE), 2016.
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What i1s ST-Lib?

* |S alibrary for specifying and classifying
signal patterns of system behaviors

e Isn’ta modeling language like Simulink
for simulation

—
?M-B-B\ 32
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Why ST-Lib?

e Can specify intended design
behaviors using a

e Can use simulation-based

techniques to identify (near) worst-case
behaviors of system

-
?M'B‘B\ 33
TOYOTA TECHNICAL CENTER




J. Kapinski

Introduction to STL

« Signal Temporal Logic (STL)

— Specify timed behaviors of systems, containing:
» Logic operators (A, -, V, —)

« Temporal operators (“always”, “eventually”, and “until”)
« Atomic constraint formula (f(x)=0)

— Exam ples T boost pressure
250

alwayso,100](boost pressure < 250)

L 4

| o 50 100
time
always[ojloo](( gear = 1 A eventually, gear = 2) - alwaysie .+ (gear = 2))
Agear
2

1

-oMBD, : C
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ST-Lib

« ST-Lib uses STL to identify signal patterns of
Interest to design engineers, including:
— Ringing
— Spikes and glitches
— EXcessive overshoot or undershoot
— Slow response time (settling, rising, or falling)
— Undesirable timed relation behaviors
— Steady state or tracking error

TOYOTA TECHNICAL CENTER
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Example: Overshoot

¢ = eventually|o | (step(x,er, 1) A eventually (x — x,of > €))
step(Xyef, ) = Xpep(t + €) — Xpep(8) > 1

Note: Original ST-Lib requirements expressed bad behaviors:
- Bad behavior: ¢ = evo 1) (step(xyef, T) A ev (X — Xpep > )

+ Expected behavior: ¢ = alw, (step(xref, r) = alw(x — Xpep < c))
14 [\ i
c
10| ——
U |

Units

—— Unacceptable
— Xref
- == Acceptable

“ 1 1 1 1 1 1 | 1 1 | |
— 0 02 04 06 O8 1 1.2 14 16 18 2 22 24
t Time (seconds) 36
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ST-LIB IN PRACTICE:
LESSONS LEARNED AND
CHALLENGES

-
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ST-Lib Challenges

« Challenges applying ST-Lib in
practice
—  Works well for simulation models and
engineered input patterns

— Does not work well with real data —
particularly real input patterns

— Does not account for subjective Requircment
nature of many evaluation practices
y p (\‘- J %eslt (;asc::sB : ‘ ‘, ‘ -
RequirementC) C‘\J J 7
Validation DESIS;T}FZES);EL HL:;;\}\—'T;;I

N
SPECIFICATION
MoDEL

-eMBD, ,
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ST-Lib Example

« ST-Lib application example
— Applied versions of the following ST-Lib templates to a fuel cell
(FC) vehicle powertrain application
» Overshoot
« Settling time
* Rise time
« Steady-state error

TOYOTA TECHNICAL CENTER
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ST-Lib Example

« ST-Lib application example

— Example: used the following version of the overshoot
requirement

OVERSHOOT := alw ((STEPUP and alw g sjime; NOUSTEP)) => alw g s 1ime; (OVERSHOOTLIMIT))

STEPUP :=in[t+dt]-in[t] > StepThresh
STEPDOWN :=in[t]-in[t+dt] > StepThresh
STEP := STEPUP or STEPDOWN

Comment:
OVERSHOOTLIMIT := out[t] < 1.1*(in[t]) * No other step should be present when
checking the overshoot

- sstime: Time over which steady-state is assumed to be reached
t dt: Small constant, comparable to a sampling step size 40
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ST-Lib Application Example

« QOvershoot requirement performance

— Good (expected) requirement performance for control model,
using engineered input patterns

T T T T T T T T ;in
| \

= Triggers

01~ F dﬂ; 4"‘; Fault Triggers B
‘ ‘ ° Faus Comments: \

0.08 1 1 » Overshoot values are
Anonymized '\ r ‘ appropriately dgtegted
data fﬂ.na : ‘ | * New fault localization
{ | tool use to highlight
i " L | instants when faults
‘ occur

T " J

.

0.02 -

|
160 170 180 190 200 210 220 230

-eMBD, ’
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ST-Lib Application Example

Overshoot requirement performance
— Bad (unexpected) requirement performance for real data

08 \ I I oo Comments:
0.7 * Many unexpected
06 . behaviors are identified
» Other behaviors are
0.5 | \ | r‘ g'l \ | |ﬂ | m ﬁ mischaracterized
0.4
o3} | ol r i \ # h 1 \|
f |
0.2 ‘ J+ ! L\|| F f‘“
01
“JM g J_H | d . \.J m\h |
DD 500 1000 1500 .
- Lower plot shows
Trigger Condition Active moments When
CE LI AUROEE 0 Ao et L
off | | | antecedent is true

~tMBD
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0

200 1000 1500
Time (sec) /
antech ent

f \
(STEPUP and alw g sstime; NOt(STEP)) 42

Let’s look at some reasons why there are problems...
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ST-Lib Application Example

* This behavior is appropriately identified as
a fault

Trigger Condition Active

1 1 1 1 1 1
623 624 625 626 627 628 629 630
Time (sec.)
-oMBD, 43
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ST-Lib Application Example

* Problem: Overshoot error tolerance fixed

— Engineer wants a.) relative error limit for large reference values
and b.) absolute error limit for small reference values

0.07
—out L ol
0.06 1 ®  Faults 08 —out
[\ ) Faults
0.05 - " 051 e e e e e e
i ' =T
0.04 ' it SO U
‘ 04 r
|
0.03 |
‘ 03 [
0.02 |' ‘ |
‘ |
0.01 f‘l 02 | /
0 — 01 {
-0.01 ‘ J
L L 1 L 1 L 1 U — — — =
94 96 98 100 102 104 106 : ‘ : ! : ! : : ' !
624 624.5 625 625.5 626 626.5 627 627.5 628 628.5
Trigger Condition Active
Trigger Condition Active
On
L H On -
Off ] ] I ] I ] I H
N

94 96 98 100 102 104 106 ‘ X : : ! X : X !
624 6245 625 6255 626 6265 627  627.5 628  628.5

Time (sec.)

Comment:
- » Using 10% overshoot error limit is too small for small reference values a4
f * Engineer not so concerned about error at low reference values
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ST-Lib Application Example

* Problem: Many important behaviors are neither steps nor steady-

State

— These behaviors should fall under some other category of inputs, like an

input ramp, with corresponding requirements

016 |

Comment: \)&7 = \/ U
- This is | 1/

in
| out
il ®  Faults

appropriately 0
identified as an 0.02
overshoot failure 50

On

Off

1 1 1 1 1 1
90 100 110 120 130 140

Trigger Condition Active

TOYOTA TECHNICAL CENTER

1 1 1 1 1 1
90 100 10 120 130 140
Time (sec.)

Comments: \

» These behaviors are not steep
enough to be steps but not
small enough to be steady-
state

* So the behaviors are not
constrained in any way

* Want to make sure that all

behaviors are somehow /

evaluated

45
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ST-Lib Application Example

* Other challenges

— Engineer had a notion of an ideal response (included
a time-shifted, rate-limited version of the command
signal)

* Not easily captured in STL
» Addressed by a priori defining a new signal

— Using a fault localization (in time) tool

 Very difficult for complex STL formulas

-eMBD, i
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ST-Lib Challenges

e ST-Lib shortcomings
— Scaling constants relative to command magnitude
— Step is not the only meaningful input

— For real data, need to define a partition on the input and relate a
corresponding behavioral constraint on output

— Need to allow for more subjective classification of reference
signal class (step, ramp, SS, others...)

TOYOTA TECHNICAL CENTER
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ST-Lib Challenges

 We created some STL-based solutions for all of the
requirements, but...
— The requirements represent approximations of what they actually
want

* The requirements do not capture faults with 100% accuracy (there
are false positives/negatives)

— The requirements are very complicated

« Difficult to read/understand (this reduces the value of the
requirement)

» Are computationally expensive to monitor in Breach

-eMBD, i
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ST-Lib Challenges

« General formal requirements challenge

— Subjective nature of behavior expectation difficult to capture
with temporal logic (like STL)

» We are capturing (poorly) right now using complex STL
requirements

— Need improved methods to capture designer intentions
e Alternatives:
— Write code that would monitor appropriate behaviors

» Downside: specification in the same language as the design
(uses a program to specify correct behavior of a program)
— Train a NN to classify (good/bad) behaviors like the engineer would

» Downside: Essentially provides a specification that is a black box
» Other ideas?

-eMBD, i
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Summary

 CPS is everywhere and is safety critical
— Verification for CPS is hard!

— New simulation-based analysis techniques
« Simulation-based falsification methods can perform automated
bug-finding
* Requirement engineering an ongoing challenges for
CPS
— ST-Lib intended to support V&V activities for CPS
applications
« Application results are promising but many challenges revealed

— Need to think about improved methods to capture designer
Intentions

TOYOTA TECHNICAL CENTER
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Other CPS Test & Verification
Challenges

« Building appropriate models
— Model creation is time consuming and error-prone
— How to automate model construction
— How to check model accuracy
« Verification techniques
— Scaling model-checking/theorem proving techniques for CPS
— Dealing with black-box models
« Advanced testing/evaluation techniques
— Continue to develop new/better simulation-based falsification approaches
— Need automated testing approaches for calibration
e Control synthesis
— Can we create safe-by-construction control designs?
« Systems based on machine learning/Al
— Lots of immediate applications: autonomous cars, advanced driver assist
— Not clear how to test/certify

~tMBD
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Super hot
topic!!
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Thanks for your attention!

e Thanks to...

— Toyota collaborators: Hisahiro Ito, Ken Butts, Jyotirmoy Deshmukh, Xiaoging Jin

— Academic collaborators: Alexandre Donzé, Tommaso Dreossi, Sanjit Seshia (UC Berkeley), Ayca Balkan, Paulo Tabuada
(UCLA), Georgios Fainekos (Arizona State University), Nikos Arechiga, (Toyota Info Technology Center), Aditya Zutshi,
Sriram Sankaranarayanan (CU Boulder)

« Special thanks to Necmiye Ozay for the invitation!
*  Questions? Comments?

Simuilation-Based Approaches
for Verification of
Embedded Control Systems

AN OVERVIEW OF TRADITIONAL AND ADVANCED MODELING,
TESTING, AND VERIFICATION TECHNIQUES

Test Cases, Requirements
D

A
Requirements,
Cheaper to Debug,
| and Repair Code

“ [Simulation-Based
Analysis

«
h £ s

Rohustness, Certification,
and Testing

JAMES KAPINSKI, JYOTIRMOY V. DESHMUKH, XIAOQING JIN,
HISAHIRO IO, and KEN BUTTS

A 4 IEEE
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Please read about these and related issues in our article in 52
the Dec. 2016 issue of IEEE Control System Magazine




