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1. Abstract within seconds with full dalgging turned on. It is precisely
This paper describes the architecture and implementation 8f these points where the performancieat$ of protocol
windmill, a passie netwrk protocol performance interaction are the greatest, and most poorly understood.
measurement tool. Wdmill enables xperimenters to This paper presents an architecture for adteresible
measure a broad range of protocol performance metrics [gpftware probe that can measure precisely these types of
both reconstructing applicationviel network protocols and  interactions under realavld conditions.
exposing the underlying protocol layers/emts. Whdmill is 1o softvare probe described in thisovk utilizes passie
split into three functional components: a dynamicallyecnniques for a@sdropping on taet protocols. Groups of
compiled Whdmill Protocol F|It§ar (WPF), a set of .abstract these point probes can be disatitd throughout a tget
protocol modules, and arxtensible gperiment engine.d”  nerork to measure an aggae performance profile of
demonstrate Wddmill's utility, the results from seral tamget protocols. Care has been emkduring the probs’
experiments are presented. The first set mpedments gegign to enable its placement in high bandwidth monitoring
suggests a possible cause for the correlation between Interigine  This allavs the measurement of Internet protocols
routing instability and netark utilization. The second set of 5crq55 a spectrum ofintage points, from routingcehange
experiments highlights: Widmill's ability to act as a dr  5ints and enterpriseatavays to local area netwks. There
for a complementary avé Internet measurement apparatuS,5re mag research groups volved in the deplgment of
its ability to perform online data reduction, and the NONypternet” probe machines for the measurement of Internet
intrusive measurement of a closed system. paths and topologies, including the NIMI [25], Seyror [1],

and IPMA [12] projects. These projectsvhaapproached
1.1 Keywords Internet measurement by utilizing aeti performance
metrics [24] — measurements that perturb the awsuch
as one-wy loss along a datagram stream, or periodic
2. Introduction traceroutes between the probe and specific end-hosts. Our
The Internet has gvm significantly and shws little sign of ~WOrk complements thesefefts, in that we hee designed
stopping. Understanding the interaction among theyman@nd implemented the architecture of a pasgierformance
Internet protocols is ael challenge necessary for its rational Probe that can be used in conjunction with &crobes
gronth. As a real-wrld system, with economic incevsis  (Possibly housed on the same host) to measure and infer
for uptime and robstness increasing, it is fidult to tale ~ Performance data from the underlying netiflows without
portions of the netark down for measurement and testing. Perturbing the netark or infrastructure. Unli& most tools
Moreover, the rate of gnath for the Internet has placed a that focus on capturing data for post analysigdMill was
savere tax on the netwk infrastructure, leang mary  designed to support 24x7 — 24 hours, 7 days a week, around
resources such as routers and highlyfited Web serers in ~ the clock — passe measurements agk netvork vantage
a state of constantverload. Compounding the problem, is Points. The architecture alis application-leel protocol
that most of the softare ececuting the protocols is shrink- data (such as BGIMTTE DNS, etc.) to be distilled at the
wrapped and is not amenable to scytin modification for ~Measurement point for either on-line analysis or further post

performance measurement — a backbone router collaps@galysis. Our tool alles for their measurement without
modifying either the Internet infrastructure (the routers,

nameserers, Wb caches, end hosts, etc.) or host
implementation of these protocols.

This paper appear in the Poceedings of the @M  windmill's architecture supports the passiperformance
SIGCOMM ‘98 Confeence measurement of applicationvkd protocols through the use
of protocol reconstruction and abstraction-breaching
protocol @ent monitoring. A probe xperiment infers the
end-hoss view of a taget protocol by recurgely executing
the lowver protocol layers anst the stream of incoming

Protocol performance, pagsimeasurement, online analysis,
paclet filter



paclets. Efectively, the probe reconstructs the wief the
end hosts by pasgly monitoring the protoca’ netvork
frames. The xperiments utilize intedces gported by the
probe to “lift the hood” on the lerlayer protocols,
violating their abstractions toxamine ®ents and data
structures that are normally hidden from the higher layers.
Togethey these features ailo an eperiment to correlate
lowerlayer protocol eents — including checksum and
length errors, paek reorderings or retransmissions, round
trip estimates — with the beliar and performance of the
reconstructed applicationdel protocol.

To accommodate both performance andtemsibility the
probes software was split into three functional components:

a dynamically compiled protocol filter; a set of abstract
protocol modules; and anxtensible &periment engine.
Paclet throughput is maximized through the use of a custom
protocol filter which dynamically compiles andvddoads
native code into thedenel for fist multi-destination paek .
matching. Ier performance, theutk of the usefevel code

is contained in a set of abstract protocol modules. These
modules are C implementations of the base Internet
protocols. Those protocol layers that do not change — such
as IR UDR TCE BGR and HTTP — are implemented as
abstract protocol modules. By calling these modules an

most-specific one-to-one matching systems; and in prac-
tice WPF can match a Bvelement filter in less than
350ns on a 200MHz Pentium-Pro. Movep WPF
addresses a limitation of past patkltering technology

— filters that demultipbe paclets to endpoints by most-
specific matches — by correctly handling ambiguous
(overlapping) filters that do not & ary natural or
explicit ordering.

Investigation of an Internetouting instability conjec-
ture: The probe ws used in anxperiment designed to
monitor and measure the BGP routingftcaéxchanged
between tw peer border routers in order talidate one

of the ley obsenrations presented in [14]. Specifically
the experiment preides a possible answer for the corre-
lation between Internet routing instability and nestkv
utilization. The &periment suggests that the BGP proto-
col be modified with a UDPdepalve protocol.

Study of an Internet Collabatory: Windmill was used

to measure the Upper Atmospheric Research Collabora-
tory. The eperiment demonstrated: the use of the tool
on a real system that could not be modified for direct
measurement; the use of the tool for online data reduc-
tion; and the pwer of using our pass tool to dre an
actve measurement apparatus.

experiment can ditiently execute a taget protocolk stack
on incoming matching paeks. The probe’ extensibility

The remainder of the paper igyanized as follavs. Section
3 places our wrk within the broader conte of related

comes from the use of a custom dynamic loader that is usedyork. Section 4 describes the probe architecture and current

to load and manage the probetperiments.
The main contribtions of this verk are:

* Implementation of our passivegre achitectue: Our
current implementation isuiit on an of-the-shelf hard-

implementation. Section 5 presents the results from both the
BGP and collaboratory xperiments. Finally Section 6
presents our conclusions and plans for futuoekw

3. Related Wrk

ware and softare base. This implementation utilizes Passve techniques h& been used in mgnlow-level
both recursie protocol reconstruction as well as abstrac- protocol performance valuation and modeling studies

tion violation to measure application#s Internet pro-
tocols, such as BGPITTR, and DNS.

« Providing Experiment ExtensibilityThe intrinsic trade-
off between performance angtensibility was &plicitly

(examples include [20, 5, 6]). aBt work has mainly
addressed aggyate trafic characteristics at or belothe
TCP layey either from an end-host perspeetior as an
obserer at an intermediate node. Our tool ig&ded at the

addressed in our architecture by splitting the code intoPassve measurement of higher applicatioele protocol
two pieces. The performance critical code — for protocol 1ayers, and the correlation ofwer layer protocol eents

reconstruction and memory managemengs placed in
the tools libraries; whereas thatensibility support \as
constrained to a custom run-time librafpgether these
pieces enable dynamixpgeriments to be loaded, man-
aged, and modifiedver long periods of probe uptime,
while alloving for the high performance protocol pro-
cessing necessary for high bandwidémtage points.

* Creation of the \midmill Protocol FRlter (WPF). Since
the probe is designed txeeute multiple gperiments
simultaneously there is the possibility that \s=al
experiments may subscribe teeslapping pacét flows.

In order to mak multiple eperiment matching aa$t as
possible, this functionality &s pushed into a custom
paclet filter. This filter utilizes dynamic compilation in
conjunction with a dst matching algorithm to enable
one-to-mawg paclet demultiplging in a running time

with their performance.

One of the most widely used tools for Internet protocol
monitoring istcpdump [13]. tcpdump acquires netark
frames from an underlying filter and can either store those
frames in binary or output the fraradP protocols’ header
contents in ascii. Heever, tcpdump lacks the ability to
reconstruct higher layer protocols from the underlying
paclet stream. In contrast, our tool pides the underlying
filtering mechanism as well as the ability to reconstruct the
high-level protocol streams.

The OC3MON tool captures Wwelevel protocol headers
over serial AM network trunks for post analysis[3].
OC3MON is currently used for capturing IPDP, and TCP
headers at points in the vBNS net:.

There has been significantork done on pacek filters.

linear in the number of comparable fields (for common Traditionally, they have used interpreted code [19, 17, 28] or

cases). This is the same time comjile as the best



the traversal of high-leel data structures [4] for safety and  Abstract Protocol Modules: Extensible Experiment Engine:
portability; havever Englers DPF [10] uses dynamic code

generation techniques for high performance pack < HTTP r

demultipleiing. One of our performance to®icomponents, <|TCp _

the Windmill Protocol Filter (WPF), borres from DPF in Experiments
that it utilizes dynamic code generation fastf packt P \

matching; havever it differs from prgious work in that it is
designed to demultiptepaclets to a set of recairs (one- ubp

to-mary). In addition, WPF correctly demultiples packts
to overlapping (ambiguous) filters.

\

Packet Dispatcher

Paxsons tcpanaly  [23] is an ofline tool for analyzing User Space
TCP traces. It classifies TCP implementations based on the P
characteristics seen in their traces. In order to classify a TCPyg e space
connectionicpanaly must mak two passeswer the data

stream. This is the onlyay certain characteristics can be Protocol Filter
identified. In contrast, Wdmill is taigeted at the analysis
and distillation of application-lel protocols at the

measurement point in real-time for continuous ekw Device Driver
measurement. 1

There hae been seeral fault-injection studies done on Network

network protocols [8, 9]. Comer and Lin [8] injectealufts _ - N _

into a TCP session from an end-point to probe for Figure 1. Organization of Windmill's architecture.

implementation errors. SimilatflyDavson [9] used an  underlying netwrk trafic against a dynamically compiled
interposition agent on end-host systems for injectigt$ filter. This filter is constructed from the set of outstanding
into a protocol stream to measure protocol correctnesspaclket subscriptions from  Wdmil's  concurrent
Through modification of an end hasprotocol stack, both  experiments. The abstract protocol modulesvigl® both

of these studies awtly perturb the netark trafic to efficient implementations of tget protocol layers and
validate protocol correctness. In contrast, the primary focusinterfaces for accessing normally hidden protoozéngs.

of our work is on performance measurement of mekv  These modules are composed to enable thieiesit
protocols through pas& means from a neutral hosteW execution of the protocol stack on incoming peisk The

shav in Section 5.2 he the addition of an act extensible &periment engine prades a mechanism for the
measurement apparatus can be used to complement thisading, modification, andxecution of probe »periments.
passie technique. Additionally, the &periment engine prades interéices for

Measuring distribted systems and their protocols at the end the storage and dissemination gperimental results.

host can be done either by instrumenting the code directly Experiments are loaded into theperiment engine through
or indirectly through profiing and simulation. Both an interhce controlled remotely by the probe’
approaches require access to the applicatiodata administrator Once installed in the engine, axperiment
structures and a deegnfiliarity with the code (igardless of subscribes to paek streams using the abstract protocol
whether it is source or binary). This is not applicable  tw modules. These subscriptions are passed to the protocol
types of systemshrink-wiappedsoftware, and production filter which dynamically recompiles its set of subscriptions
(real-world continuous-use) systems. A method for into a single block of nate machine code. This code is
performing continuous system profiling withalcoverhead installed in the &rnel for st matching and demultiplieg

is presented in [2]. While the accounting of time in a systemof the underlying netark trafic. Upon a pacit match the

is useful for the optimization of the end-hsstbftvare, it is protocol filter sends the pask along with the set of
not an effective mechanism for profiling the semantic matching &periments to the paek dispatch routine in the
performance of an application. An altermatimethod for experiment engine. The paets are then gen to each
measuring the system is to simulate it entirely [26]; matching &periment. The abstract protocol modules are
however, this is not practical for measuring production invoked at the taget protocol by thexperiment which then
systems where real-timevents drve the protocols of  recursvely executes the ler layers of the protocol stack

interest. against the incoming paek. Afterwards, the xperiment
. can etract the results of the pastis processing from grof
4. Architecture the protocol layers. These results include the protocol frame

windmill's architecture consists of three functional o byte-stream Servicexported by the lver |aye|’s' or

components: a dynamically generated protocol filter; a setprotocol @ents and error conditions triggered by the pack
of abstract protocol modules; and attemsible &periment

Figure 1. The Wiadmill Protocol Filter (WPF) matches the ~Custom ersion of the FreeBSD 2.2.&ikiel and runs on an



Int,el'based P(,: hardave platform. ,Currently\/\ﬁndmi” is Experiment | IP Src Addr | IP Dst Addr | Protocol| Src Port| Dst Port
being used with broadcast and ring-based datalink layers - ~ ~ -
. Filter 1: AS=X * P=T | PS=A *
specifically Ethernet and FDDI. _
Filter 2: * AD=Y P=T * PD=B
4.1 Windmill Pr otocol Filter Filter 3: * AD=Z P=T * | PD=C
The Windmill Protocol Filter (WPF) passgly examines all Incoming Pkt~ AS=X AD=Y P=T | PS=A | PD=B

the underlying netark trafic and performsone-to-many

paclet demultipleing to the probexderiments. It does this Table 1: Three werlapping packet filters and a sample input

by constructing an intermediate representation of the packet.
outstanding subscriptions in the form of a directegthc IP Source 1P Dest Protocl Source Dest. Fitter
. .- . . Address Address Port Port Matched
graph (DAG); dynamically compiling this graph to a nati
machine language module; and finally installing this module .23 w2 {1.23) w2 /,/®

in the probe maching'kernel. WPF dffers from past paak
fiters [10, 4, 28, 17, 19], where neiwk paclets are
passvely matched to a specification and demultipt&to a
single endpoint, in that it identifies a set of destinations for a
paclet. By determining a set of end-points, WRBids the

subtle problem inherent in one-to-one matching algorithms

of client staration from @erlapping filters. .23 w2 .23 .23 2

One-to-mag matching is motiated by thedct that a probe Gs=0—=(=r)—=Cr=T)—(rs=a)—=(P0=6}-->Ci2>
machine may be xecuting numerous concurrent ®)

experiments that are interested in some of the sameepack

streams. In this model, axpgerimenter can add or ren® 23 12 w23 23 w2

small experiments to Whdmill as needed. As the streams of  (as=x}—={ab=v)}—~(p=1 }=(ps=a) =(PD=8) =2 )
paclets arrve, the filter for eachx@eriment must be used to

determine which pagits are sent to whichxgeriments. ©

This can be done either at reception time, where eaclepack rigyre 2. Part (a) represents the DAG generated from the thre
is compared to diérent eperiments’ filters (this wuld be fijters shown in Table 1. Part (b) shows an example of a pack

similar to using multiple BPF d&es to do the matching filters 1 and 2. Part (c) follows a path through the
determination, one for eacleriment); or by determining DAG of a packet that only matches filter 2.

a paclet's destinations before its reception. WPF adopts the
latter approach, in that it precomputes all possible
combinations of werlapping filters when the subscriptions
are made; and generates aA® to reflect these
comparisons. Once theA is constructed, it is compiled to
natve machine language on-the-fly and installed in the
kernel for matching ajnst incoming paaits.

data structure [10, 4]. This can lead to sition of paclkt
destinations whose filter is not the first to match an
incoming element. @ correctly accommodate one-to-rngan
matching using DPF orahFindey one wuld need to use
as maw trie structures asxperiments, resulting i©(mn)
time complaity (wherem is the number of ¥@eriments,
Logically, a message header consists of a sebwiparison andn is the number of comparison fields).

fields A filter is composed of a sequence of predicates__ . . . .
meiged by conjunctions. Each predicate specifies a boolean'© illustrate ha WPF works, consider the intermediate

comparison for a particular field. Axgeriment rgisters a  'ePresentation of the filters in thisanple as a BG shavn
filter by supplying a set ofalues for one or more of these N Figure 2(a). Theertices represent boolean operations on

comparison fields. These fields correspond to Internett1® comparison fields; a match results in a transition to the
protocol specific alues €g., IP source address, TCP right. Furthermore, eachextex is also labeled with the set

destination port, etc.). In the current implementation, WPF of co.rrespor_]ding fiIter_s when the boolean _operation
is specifically tageted at Internet protocols, and has associated with theevtex is true. Br example, consider the

knowledge of UDP and TCP header lengths: as such is it not€r& AS=X which is labeled with the set {1,2,3}. It
meant to be used as a generic padikter |nd|cat(_as that if the_ IP source address (AS) in the input
paclet isX, then the input paek matches all three filters for
To illustrate the subtle problem associated with pack the field in question. ConsequentBach path through the
filters that utilize most specific matching, consider the DAG corresponds to matching the input petckvith a
example in Bble 1. The table sk five comparison fields  unique subset of the filtersoFexample, an input paek
as the basis for threexgeriments (with one filter per that matches the path in Figure 2(b) satisfies both filters 1
experiment). Note that none of the three filters is more and 2, lit not filter 3. Similarly an input packt that
specific than the others.oF example, the sample input matches the path in Figure 2(c) also matches filtent2ndt
paclet abae matches both filters 1 and 2. In both filters 1 and 3. Obseevthat the intersection of the set of
PathFinder and DRREhe packt filter will supply the packt labels associated with thertices on a path identifies the
to the eperiment that matches first in the corresponding trie unique subset of filters that match input petek



Given the WPES intermediate representation of a set of
filters as a B.G, our goal is to reduce the time conxity

of matching an input paek with a set of filters. First, we
need to define a feterminologies. Suppose that wevha
specifiedm filters onn comparison fields. A set of filters is
defined to beparseif the number of distinctalues for each
(comparison) field is a small constant, i.e. much smaller
thanm, the total number of filters. A set of filters is defined
to bedenseif the number of distinctalues for at least one
of the (comparison) fields i©(m) We propose three
complementary optimization techniques:

Alternative 1 — Bth Enumeation for Spase Hlters: By
enumerating all possible paths in a WPA®a priori, one
can perform a match on avgn input pacét in O(n) time.
As in DPF and &thFindey a hash table is used at points
where there are more than oraue for a comparison field.
However, this impraovement in time compiéty does not
come for free: we he efectively traded time compigty

for space complaty since there are potentially an
exponential number of paths in a WPRG. Hawvever, if

Through these inteates, the abstract protocol modules
provide for the breadth and depth of protocol analysis as
well as interprotocol @ent correlation. ypically, network
protocol layers are designed to hide the details of their
underlying layers, and pvisle some type of data frame or
byte stream service to the layers @bdohem. The abstract
protocol modules are similain that thg can be chained
together to bild the service of higher layer protocols from
the bare stream of data patk arving from the WPFFor
example, an xeperiment can read a TCP sessiotyte
stream in either direction by only supplying the TCP
module with captured paets. Havever, the abstract
protocol modules intentionally violate the encapsulation and
abstraction of the iwer protocol layers byxgorting the
details of these layers — including protoce¢mts and data
structures. The probexgeriments can then correlate this
normally hidden data with the performance of higher layer
protocols.

Each module xports its protocol abstraction through its
interface. By chaining wocations to the modules, an

the set of filters is sparse, then the maximum branchingexperiment can infer the tget protocolk behaior and

factor for each ertex is efectively a \ery small constant.

performance at an end-hostorFexample, an xperiment

This property significantly reduces the number of paths in acould monitor and measure the sequence of HTTP 1.1

DAG.

Alternative 2 — Set Inteection for Dense ikers. This
alternatve does not require enumeration of all possible
paths in WPF BG. It exploits a subtle property of dense
filters to obtain a running time comgity of nlog(m) for
matching a paakt to a set of filters without additional space

overhead. If the set of filters is dense, then there is a

comparison field such that the total number of distinct
values for that field is roughiyn. By switching this field to
the front of the WPF BG, one can determine the
intersection of a pair of labels Ing(m)time as a path is
traversed in a WPF BG. (Note that one label has a constant
number of items whereas the other is an ordered set of
mostm items.)

Alternative 3 — Bit Mask Regsentation Finally, we
obsene that a common case mayaive the deplgment of
probe machines running no more tharvesal hundred
concurrent gperiments. In such scenarios, one can
represent the label associated with eaaex as a bit mask.
The cost of obtaining the intersection of the labels as a pat
is traversed is reduced to the cost of performingAND
operation on the labels. The cost of matching an input
paclet grawvs slightly as the number of concurrent filters
increases.

To give a concrete idea of WRFperformance, to match an
unwound five element BG - including IP source and

a

requests wer a persistent connection by supplying the
HTTP module with the incoming data patk and making
non-blocking getNextRequest calls to the module.
Moreover, the performance of theu@r layer protocols are
also accessible to thexgeriment through the moduge’
interfaces. Extending the pieus example, an @periment
could measure the number of duplicate TCP
acknavledgments in the underlying stream to infer the
congestion along the HTTP connect®path. The current
implementation of the Internet base protocol modules (IP
UDP, and TCP) bornes heaily from the 4.4BSD-Lite
distribution’s networking code [27] to determine protocol
error conditions and functionality

The abstract protocol modules are designed to minimize the
amount of duplicated ffrt by a set of concurrently
executing eperiments. Just as the WPF raak one
comparison for each field gardless of the number of
experiments, the abstract protocol modules only reeeissi
execute a protocol stack on an incoming daace. This is
chived by eaplicitty managing and coordinating the

al
rbaclet processing in each protocol moduler lExample,

the TCP module deps track of a stream’state so that
reassembly only happens oncegarglless of the number of
subscribed periments. Bclets are treated as objects
which are managed by the abstract protocol modules’
memory management librarffhe packt dispatch routine
initializes a reference count on the incoming maskwhich

destination, IP protocol, and TCP source and destinationis eplicitly decremented by thexperiments when their

ports — taks less than 320ns on a 200Mhz Pentium-Pro
(measured with the Pentiurgate counter).

4.2 Abstract Protocol Modules

The abstract protocol modulegpert interfices to probe
experiments for both protocol reconstruction and the direct
access to anprotocol layers events and data structures.

data is no longer needed. Each maabject has references

to protocol-specific data objects that are managed by their
respectie protocol modules. In addition to peaclet
memory state, each module that supports a stateful protocol
layer (such as TCP or HTTP) manages the memory required
to keep their subscribed endpoints’ state. Section 5.1



provides a detailedxample of a probexperiments use of
the TCP module.

The protocol modules also ptide a namespace for patk
subscription. Experiments indirectly subscribe to WPF
paclet streams by using the protocol modules to construct
field comparison elements from laygpecific names. df
example, an eperiment could ask to subscribe to HTTP
traffic by only gving the serer’'s IP address to the HTTP
module. This wuld generate seral bit comparison

found a strong correlation between Internet routing
instability and netwrk utilization [18]. One possible reason
presented for such a correlatiomsvthe use of TCP as the
underlying transmission mechanism in BGHhis
experiment galuates the &cts of netwrk congestion on a
router’s stream of BGP messageskanged between peers
and presentsvadence that suggests that BGP be modified
with a UDP leepalve protocol.

BGP is an incremental routing protocol, in that upon

elements with IP source and destination addresses, IRonnection establishment, awrouters (peers) that V&

protocol set to TCPand the TCP ports set to the aldgf
HTTP port.

4.3 Extensible Experiment Engine

As the passe component of an Internet measurement
infrastructure, Whdmill requires the ability to dynamically
load eperiments, modify them duringxecution, and
remove them when no longer needed. These features enabl
experiments to adapt to the needs of gdarmeasurement
infrastructure. Our current solution is to empld custom
runtime loader that can dynamically linkperiments as
they are davnloaded into the tool. had been pursuing a
parallel line of deelopment using a va Virtual Machine
with Just-In-Tme (JIT) compilation, bt performance
considerations in mang to very high-speed monitoring
have made it impractical.

The eperiment enginexports an administration intexée
that allavs for the remote management of the passi
experiments. Currently experimental results are either:
stored locally on disk for later retvigl through the intedce
(measure-and-fetch), or sent to a remote destination in real
time using a custom data dissemination service [16]. Using
the data retrieal and dissemination service, the
experimental results from mgrprobes can be correlated to
provide an aggrgate performance profile of a ¢mt
protocol aver a gven netvork topology There are seral
projects iwestigating the aggmation of Internet
performance data [25, 1, 12]. This failt problem is
outside the scope of this paper

5. Example Applications

This section preides the results from wv sets of
experiments obtained using the current implementation of
Windmill. The first eperiment reconstructs the BGP
interdomain routing protocol [15] to demonstrate a possible
correlation between Internet routing instability and roekwv
utilization. The second set okgeriments demonstrates the
tool's ability to measure a ge distriluted system. The
also shw how the probe can be used to reduce application
dataflavs to a manageable size through on-line data
reduction; and the inggation of an actie measurement
apparatus into the Wdmill infrastructure.

5.1 BGP Experiments

In these gperiments, a moduleag created to monitor and
measure the BGP [15] routing tiiaf exchanged between
two peer border routers in order talidate one of thedy
obsenations presented in [14]. Specificallthe authors

agreed toxchange reachability information, share their full
routing tables with one anothednlike maly other routing
protocols, this full gchange happensactly once. After the
initial exchange, a peer only shares routing information that
varies — when routes to a destination prefix change. If there
is no fluctuation in routes for some period of time, a
keepalve message is sent to the péea keepalve message

8r routing update is not resed within a bounded time
period (the routes Hold Timer), the peering connection is
severed causing the withdral of all the pees routes —
making them unreachable throughout the autonomous
system and its denstream netarks. Subsequentlythe
connection is reestablished resulting in a fultleange of

the routing tables. This is seen by Internet endpoints as
routing instability — the fluctuation of routing statéeafing
paclet forwarding.

There are both posie and ngative consequences of using
TCP as BGR underlying transport protocol [11]. The
benefit of using TCP is the support for incremental routing
through TCPS reliable byte-stream service. No routing data
is lost between peers, whting the need for full routing
table refresh messages. The problem with using TCP is its
adaptation to netark congestion. When nebnk
congestion is at its evst, the peering sessiowes which
routing information is shared reees its least bandwidth.
One would like the Internet infrastructure to stand rigid
under maximal stress; ¥wever routing information
(infrastructure stability) is hampered at the times of high
network loads. The ypothesis presented in [14] is that
during peak neterk usage, the TCP session supporting a
peers stream of BGPdepalve messages is baak of due

to congestie loss such that a messagetange between
peering sessions does not complete before one of the peers’
Hold Timers epires. The loss of adepalve message
prevents the deliery of subsequentelepalves until TCP
can reliably delier the lost message. Thisowd cause
peering sessions taif at precisely those times when the
network load vas greatest.

Figure 3 shars three possible places where a BGP session’
TCP packts could be lost due to nairk congestion at an
autonomous system (AS) boundaryo achiee high
throughput, most production routers do xtaeop IP
forwarding directly in the neterking hardvare. Therefore
the Forwarding Cards (FC), which handle the netiw
devices, bypass the routsrCPU for all trdic except that
relating to Internet control. The routeBGP sessionall in

the latter catgory and are handled by its BGP process. This
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Figure 3. BGP experimental apparatus.
process runs on the rouedperating system which is also
managed by the CPU. In Figure 3, tiverdoaded route is IP
data coming into Peex through the fonarding card
handling Port-1. This data is directly placed in the

transmission wbffer of the Port-2 fornarding card for
transmission to Ped through Port-3. There are three

places outlined in the figure where an IP datagram from
PeerA’'s BGP TCP session could get lost. First, if Port-2 is

forwarding data from Port-1 (or the sum ofyanput ports
directing data twards this destination) at its capacityis
clear that the IP datagram could be lost when -Reser
operating system attempts to add the packo the
overfloving transmission uffer on Port-25 forwarding
card. In the second case, it is possible that Pserita8bming

network congestion at the router causes the peering
sessiors TCP to back &f and prematurely sers the
connection. Whdmill provided seeral mechanisms that
allowed the construction of a simplgperiment module to
validate this conjecture. These include support for
answering the follwing questions:

* Was a peering session closed prematurelgPeVthere
ary unacknavledged data obsezd in the connectiog’
pipe?

» Isthere gidence of congestion along the path? Are there
ary missing sequences of data in the data wiilo

» Are the @ps due to an obsew error in the datapath?
Did Windmill obsene an erroneous paet?

* Is the peering termination consistent with theeatised
BGP hold timer? What is the tBrence between the
time of the last acknaedged leepalve and the FIN
paclet?

Figures 4 and 5 contain an abridged listing of the BGP
experiments code that reconstructs the BGP session and
upon peering collapse, correlates TCRer#s with the
termination to answer these questions. Although the figure
only represents a subset of the TCP abstract protocol
modules programming inteaice (API), it proides an
illustration of Windmill’s utility.

Windmill's control flav is handled usingvents. The most
common gents are incoming paeks that match an

buffer is filled to capacity which causes the datagram to beexperiments flow subscriptions. Thesa/ents are presented

dropped upon reception. Third and finaltyis possible that
PeerB’'s operating systemuffers are full due to some
external fctor (possibly handling the millions of duplicate
withdravals seen from a dédrent BGP peer [14]).

To test this Wipothesis, we performed axperiment that
mimics the setup described in Figure 3 on a testbe
consisting of fie 200 MHz Pentium-Pro Intel machines. All
five were running FreeBSD 2.2.5 with 32 ¢dbytes of

to an eperiment through a callback routine piged by the
experiment. The »xperiment passes the patk to the
appropriate abstract protocol modules, which reconstruct
protocol state and manage the statistics for their respecti
layers. Upon return,arious statistics that are triggered by

dthe packt — aggrgate @ents — can be identified by the

experiment and handled. In addition to peickesents,
Windmill provides support for time-basedents.

RAM, and each had three 100 Mbps Ethernet adapters (Intelvindmil’'s TCP abstract protocol module reconstructs the

Ether Express R®100B PCIl). wo of the machines,
corresponding to Pedy and PeeB, were configured as
routers running the Multithreaded Routingolkit's [21]
implementation of BGPThe peering sessions’ Holdniers
were set to the dafilt 180 seconds, resulting in the
generation of periodic depalves messages at 30 second
intenals — the only BGP messagescleanged on the
otherwise idle peering sessiorwd machines were used as
input drivers to PeeA that blasted IP datagrams through

byte-stream service and maintains statistics for both
directions of a TCP session. There axpegiment-specific
data structures that are associated with each direction of a
TCP data stream. Arxample is the BGPxperiments per
direction data structure shla in Figure 4. References to
this data are managed by the TCP module. There arg man
actions the TCP module can ¢afin behalf of anx@eriment
when processing an incoming patkFor some applications

it may be unnecessary for the TCP module to reconstruct the

two point-to-point Ethernet connections. These datagramspyte-stream service, where only @rification of TCP

were routed in PeeX's kernel to the Ethernet connecting
PeerA and PeeB. The fifth machine, running the
Windmill BGP eperiment, vas positioned “between the
peers” by subscribing to the connecting Ethesn&GP

header and length fields are necess#wmy experiment

explicitly directs the TCP module tcekp desired statistics
using thetcpEnableStats call. One of the basic TCP
statistics to be dpt is the bytestream service and its

traffic (TCP source or destination ports 179) where it accompaying Data Whdow. We use the terrdata window
reconstructed the peering sessions through the use the TCi denote ay unacknwiledged data that has been obsdrv

abstract protocol module. &\vere able to cause the BGP
peering session tail every time we ran thexperiment.

The typothesis that the BGPxgeriment alidates, is that

by Windmill.

The abridged code stvo in Figure 5 represents the
incoming packt event handling routine for the BGP



experiment. In addition to thegpHandlePacket routine,
the periment contains ta smaller procedures which are
elided due to their simplicitypgpStart , which subscribes
to TCP flovs on the well-knwen BGP port; and
bgpDumpOutput , which writes statistics to a file.

typedef struct BGPExpState {

int toRead;

seqNo curPos;

timeStamp lastKeepAliveAck;

enum {HEADER, DATA} bgpState;

enum {OPEN = 1, UPDATE,

NOTIFICATION, KEEPALIVE} bgpMsgType;

} * BGPExpState_t;

Figure 4. BGP Analysis Module state associated with a TC
session’s directional data structures.

Upon receipt, the BGPxperiment passes an incoming
paclet to the TCP abstract protocol module by using the
tcpProcessPacket routine shavn on line 7 in Figure 5.
This call causes the TCP module x@eute the IP and TCP
protocol as if the paet were receied on the destination
host. After the paakt’s efect on the TCP sessianstate has
been determined, thegeriment checks to see if the patk
was \alid on line 8. A pacdt is a walid TCP packt if the IP
and TCP headers aralid, there are no length errors, and
the checksums are correct. Lines 9-14 determine if the
paclet belongs to a mneBGP peering session; the code that
initializes the data structures has been omitted.

If the incoming pacét is \alid, the @periment ngt checks

to see if it signals the termination of a BGP peering session
The periment does this by checking whether the pack
has its FIN bit set in its TCP headeflags on line 15.
Currently tcpGetFlag is implemented as a macro; the

recevers BGP state is acquired in lines 38-39. The
tcpAvailBytes call in line 40 returns the number of bytes
in the first sgment of the data windo (the number of
acknavledged bytes in the stream that are unread by an
implicit experiment). If this is enough to parse thextne
portion of the current BGP message, thepeziment
proceeds. Depending on the portion of the message under
reconstruction, the xperiment will either ealuate the
header or skip the data. The TCP modupoets a set of
procedures that are similar to the string routines defined in
<string.h> . One of these, thécpncmp command is
shavn on lines 43-44, is used to match the BGP header
marker. These commands V& been supplemented with a
new class of error returnalues that propage incorrect
access to the data stream back to tkRpeement (not
shawn). If a match is found, the bytes are skipped (there is a
similar call used to seek into the byte-stream). The TCP
module preides calls that returnavious alues from the
byte-stream, xamples of which are stm on lines 46-47.
Additionally, the TCP modulexports a peek inteate to

the byte stream for use when the number or type of data on
the stream is uncertain. When &ekalve or update
message is ackmtedged by a pegethe obsersd time is
recorded in the peatirection BGP state on lines 54-55.

Upon the collapse of a peering sessiorindiil’s BGP
experiment dumped arious statistics to disk, including a
bounded winda of paclet contents. One such collapse is
graphically represented by Figure 6. This figurenghthat
the IP datagrams containing the TCigraents transporting
the BGP leepalve messages sent from Réeto PeesB are
dropped at Peek's Port-2 deice driver due to a full
transmission biffer. The congested TCP connection induces
PeefB’'s Hold Timer to &pire, causing the BGP peering
session to collapse. The circles denote TCP gitadent by

TCP module does not attempt to infer the current state of thePeerA that are obseed by the gperiment; whereas the
end hosts’ TCP state machines. Upon a TCP close, therosses represent those sent by eefhe short ertical
experiment calculates an estimate of the BGP hold time (thelines mark Peef's TCP pacéts that fully contained a BGP

time between the last ackmledged leepalve or update

keepalve message (19 bytes in length) — the only data

BGP message and the termination of the connection) onexchanged wer the TCP connection. Both the firstefiv

lines 18-23. The call tcpNumbDataSegments  on line 26
determines ho mary seggments of contiguous sequence
numbers hae been obseed by Whdmill, but have yet to
be acknaledged by the recetr (the peer that just closed

keepalves and their ackmdedgments are measured by the
experiment, hwever the datagram that contained the sixth
keepalve is dropped. At time 390 the datagram containing
the s&enth leepalive is obsergd, which leaes a gp in the

the connection). This corresponds to the data contained irsenders TCP byte-stream that causes the keteito

the session directios’'data windw. The code that loops
through these sequences searching for B&Bp#ie
messages has been elided. Apeziment can get a handle
on these ggments through thetcpGetDataSeginfo
command. Finallyafter termination, the BGPxperiment
state is eplicitly released in lines 32-33

When the incoming paek does not he its FIN flag set,
the experiment then checks to see if the reegs session
state has ackmdedged enough data to read a useful amount
from the byte-stream. This is because tkeeiment is only
reading data from the stream after
acknavledgment, therefore a pastkgenerally triggers just
one side of the session for byteraction. A handle to the

it has seen an

reacknavledge the receipt of the fifthrekpalve’s sequence
number However, the TCP protocol ner recwers; after
180 seconds (the alue of the BGP hold-timer) the
experiment obsemes a datagram with the FIN bit set from
PeerB, resulting in the termination of the peering session.
During this eperimenttcpdump was running on both the
sender and reogr to \erify Windmill's behaior. During
these gperiments PeeB’s tcpdump would occasionally
obsere an outbound paekthat vas not seen by \WwWdmill

or thetcpdump on PeetA. To verify that Windmill was not
dropping packts we connected &en additional machines
to the Ethernet all runningpdump ; Windmill and all eight
tcpdumps always agreed on their obsations. Our
conclusion is that these patk n@er made it onto the wire
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Figure 5. Abridged version of code written for the BGP expe

and were dropped in PeBts kernel due to the congested
Ethernet. One of these patk is shan as the triangle in
Figure 6 — note that Peéis (the sendes) TCP retransmits
the second déepalve when it &ils to receie
acknavledgment. In addition to this behar, we hae
obsened that in may of the eperiments the TCP timeout
sequence leading to theedpale failure is more
complicated than simplexponential backff. We hope to

void
bgpHandlePacket(pmfPacket *pkt, u_int handle)

BGPEXxpState_t es;
tcpSessDrn *sDrn;

tcpProcessPacket(pkt);
if (tcpValidPacket(pkt)) {
sDrn = tcpGetSessDrn(pkt, SEND, thisExp);
es = tcpGetExpState(sDrn);
if (les) {
/* This is a new BGP session */
bgplnitExpState(sDrn);

if (tcpGetFlag(pkt, FIN)) {
/* Peering session severed, do Post mortum */

/* Calculate estimated BGP hold time */

pktGetTimeStamp(pkt, &finTime);

sDrn = tcpGetSessDir(pkt, RECV, thisExp);

es = tcpGetExpState(sDrn);

holdTime = timeDiff(es->lastKeepAliveAck,
finTime);

/* Determine if there are any Data gaps */
n = tcpNumDataSegments(sDrn);

/* ... Calls to enumerate the Data window’s
* segments, and check for keepalives... */

/* Cleanup. */
bgpFreeExpState(es);
tcpFreeSessionDirState(sDrn);

}else {
/* Peers still healty, check for keepalive */

sDrn = tcpGetSessDrn(pkt, RECV, thisExp);
es = tcpGetExpState(sDrn);
while (tcpAvailBytes(sDrn) >= es->toRead) {
switch (bgpState) {
case HEADER:
if ('ftcpncmp(sDrn, tcpGetCurPos(sDrn),
BGP_MARKER, BGP_MARKER_SIZE)) {
tcpSkip(sDrn, BGP_MARKER_SIZE);
es->toRead = tcpReadShort(sDrn);
es->bgpMsgType = tcpReadByte(sDrn);
/* ... Process Header BGP data ... */
case DATA:
tcpSkip(sDrn, thisExp, es->toRead);
if ((es->bgpMsgType == KEEPALIVE ||
(es->bgpMsgType == UPDATE)) {
tcpGetAckTimeStamp(sDrn, segNo,
es->lastKeepAliveAck);

}

[* ... reset scanning vars ... */

}

iments.
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Figure 6. The collapse of a BGP peering session, due to multi

IP datagram drops in the congested TCP stream. Both peers ¢

generating keepalive messages at 30 second intervals; the

quence numbers correspond to the TCP stream originating
the overloaded peer.

explore the dynamics in more detail in futurenk.

We obsere that a BSD érnel routes paeits with a &stpath
similar to that used by hardne forvarding cards. PeeX's
kernel will forward the ®@erloading incoming datagrams
directly into the transmissionuffer of the outgoing pors’
device driver without usetevel intenention. This simulates
the direct transfer that occurs with the haadsvforwarding
cards. PeeA's outgoing TCP sessian’datagrams are
dropped when theeknel attempts to add them to an already
overfull transmission bifer. We are ngotiating with an
Internet Service Prader to place one of our probe
machines at a congested peering point to furtladidate
this occurrence. \Wh Windmill in place, the peering session
could be monitored for sustained periods.

While this result applies to BGP peering sessions at
exchange points, it is perhaps more significant when applied
to IBGP speafrs — the Internal BGP peering sessions
within an AS. IBGP peering sessions veese interior
routers in an autonomous system to fully connect all of the
system$ border routers. Through these connections, the
border routers agree on the routepated and policies
applied to their neighboring ASes. The probability that an
IBGP sessiors datagrams are lost at one of these congested
interior routers is increased during high netkvutilization,
making this result broader

We beliee that by using a combination of both UDP
heartbeats and TCP routing xchanges, a BGP
implementation wuld be less &bcted by netork
congestion. Had BGP used a UDP-based heartbeat in these
experiments, the peering sessionouldd hae been
significantly more robst in the &ce of congestion. An
alternatve solution, is for routers to mark the BGPwi$o



with an appropriat8ype of Servicewhich are then gen a
higher priority over normal trdfc. Some routing endors

ranges of data tlyerequested. These statistics can be
correlated with chat room logs to model collaboration at a

have beyun to implement this. These solutions both increasevery high leel. Similarly, we wanted to determine what the

the stability of BGP peering sessions anduld directly
strengthen the Internet infrastructure.

5.2 Collaboratory Experiments

This set of gperiments demonstrates the use dafdkhill in

a real-vorld setting by instrumenting agk sener in the
Upper Atmospheric Research CollaboratoryARL) to
gather a broad range of statistics. The use wfoviill for
on-line data reduction is illustrated by the collection of
application-leel statistics. Specificallystatistics from the
applications data flavs are &tracted that could not be done
using post analysis due to thelwme of data. Morer, the
experiments sh@ hov Windmill can be used in conjunction

effect a uses netwrk connectiity was on their
participation. A full analysis of thes&meriments is outside
the scope of this paper; this section focuses ow ho
Windmill made these measurements possible, and only
summarizes the findings.

The passie measurement of wrserial connection requires
hardware interention. The WRC sener was originally
connected to the Internet through a 100Mbps switched
Ethernet port on a Cisco 5500 roufesr these eperiments,

we split the switched Ethernet by inserting an Intel Express
10/100 Stackable Hub between the router and theesserv
The perturbation of the systemasvthe addition of an

with an actve measurement apparatus to obtain snapshots ofxtremely small amount of latepcWindmill ran on a 300

network metrics that can be temporally correlated with
passve statistics. Finally all of these statistics were
gathered without modifying the ARC software or host
operation systems; as such it represents ample of
utilizing passie techniques for measuring shrink-wrapped
systems.

UARC is an Internet-based scientific collaboratory [7]. It
provides an evironment in which a community of space
scientists geographically dispersed throughout theldw
perform real-time xperiments at remote a€ilities.
Essentiallythe LARC project enables this group to conduct
team science withoutver learing their home institutions.
This community hasxtensiely used the WRC system for
over four years; during the winter months, aARC

MHz Pentium-1I based PC with 128 lgebytes of RAM.

The use of Whdmill for on-line data reduction is illustrated
by the collection of usdevel statistics for the ARC
behaioral scientists. These statistics correspond to actions
initiated by the users including: addition and reaioof
subscriptions to data suppliers, requests for eechdata,

etc. In order to measure these applicatimellstatistics, the
UARC transport protocol as reconstructed. L&kBGR its
frames are wilt on top of TCP and uses adik header size
with variable size data payloads. As such the reconstruction
code used in thexperiment is similar to the code st in
Figure 5. Only a small fraction of the applicationde
frames &changed between the client and serdescribe
user actions; the majority of the fiiafis scientific data.

campaign — the scientists use the term campaign to denotdhree days of continuous campaign throughpas veduced

one of their typically weeklong xperiments — occurs
around the clock. TheARC system relies on a custom data
distribution service [16] to pnde access to both real-time
and archied scientific data. In thesaperiments Vihdmill
was deplged to measure one of the systernéntral data
seners during the April 1998 scientific campaign. In order
to provide ubiquitous access to theARC system, users
access the system through thebAvia a Jza applet. One
consequence of this decisiomsvthe implementation of the
data distrilntion as multiple TCP streams betweeARC
seners and the client bwsers. During this »@eriment,
Windmill obsened all of the data communications between
the main WARC sener and its clients. Wdmill collected

the statistics by reconstructing the TCP and application-

level sessions from theseis.

The WARC system praides access to data fronves 40
different instruments from around and ebothe vorld
including: the ACE, POLAR, JPL GPS, and WIND

satellites; Incoherent Scatter Radar arrays in Greenland,
Massachusetts; .
real-time

Norway, Puerto Rico, Peru, and
magnetometers; riometers; digisondes; and
supercomputer models. These instruments supmy 570

distinct data streams to the scientists. The goal of our

experiments was to obtain usdevel performance statistics
for analysis by behdoral scientists, such as when and to

by over five orders of magnitude to approximately 200
Kbytes of statistics. The follang is a subset of the
guestions that these measurements answered:

» Determination of the amount andvéd of synchronous
collaboration. That is, determining the duration and
times when the scientists’ wieof the data werlapped
enabling concurrent analysis. This corresponds to deter-
mining when the scientists were in the same virtual
room at the same time.

Investigation into amount of cross specialization abi

Do the scientists focus only on the instrument and sup-
ply types that define their specialtyr do thg exploit

the wealth of data madeailable by the system?

» Temporal access patterns of the scientists. An analysis
was done to determine whether the scientistge ha
changed their access to their data. In the past, when the
were colocated, tlyewould all sit in a Quonset hut and
engage in science. Does this continue with a dispersed
community?

Access patterns to areled data. Ha does the ability to
access wer a yeas worth of archved scientific data
impact their real-time campaign? Theperiment mea-
sured the access patterns to the aezhdata as well as
the real-time supplies.

which instruments the users connected, and what timeWindmill's passie measurement and analysis of underlying
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data streams isx&remely peverful when coupled with  clients five hops and l@nd represent x¢ernal space
actve measurements. idmill allows eperimenters to  scientists.

define trigger eents that can be used to initiate aeti
measurements in arxternal tool. Br example, when a
flow's bandwidth drops belo a threshold anx@eriment

During a connectios’ lifetime, its effective bandwidth as
measured by thexperiment. When the bandwidth fell

could generate a triggevent that instructs arxeernal tool belav a threshold, Widmill sent another message to the

to obtain a path snapshot through a mechanism such atgctlve tprobeén dwh'Ch s:z;]t?;ics()bltr?l?heig angthfgfilesitf of
traceroute . Typically, if data is passely collected for ~ aceroute ping S . ay, ap .
off-line analysis, it is not possible at analysis time athgr the client-sergr connections were collected for correlation

additional data about the state of the rmekwdue to the Wit the higher leel behaioral data. There is an inherent
transient characteristics of Internet paths[22]weer, by bias in passkly estimating a TCP sessierbandwidth that

pairing passie with actve measurements, a broader range depends on both the manner in which the estimate étak
of statistics can be obtainedo Tllustrate this feature, in  and the distance of the probe from either of the endpoints.
conjunction with the WRC data reduction x@eriment, For this e&periment, bandwidth as estimated using the

Windmill ran an &periment that classified the fdifent following formula:

types of client-semr connections. Specificallyvhen the

experiment recognized a connection from avjesly

unconnected host, it sent a message to anveacti

measurement probe running on the same machine thatad’s represent the measured times the first
performed path and ICMP round trip time measurements (inacknavledgments were seen for sequence numbkend

a manner similar to theeaceroute  andping tools) onthe  N. The bandwidth was only estimated when thereasva
client. Figure 7 shes the results from this initial acé difference of 15 Kbytes betweeN and M. Since this
measurement of mdy connected client hosts. Both lines estimate is made near the sarit is similar to the rough
represent a proportion. Note that for ease of comparison, théandwidth estimate made by FTP after performing a PUT
normally independent horizontal axis has been madecommand. Oer the course of the campaign, tiperiment
dependent. & the serer to client hop-count, the horizontal  only obsered four routes that changed. Three of these four
length of the staistep represents the folng data poins routes were 11 hops or greater in length; oas & 5 hop
proportion. fer example, 17% of the client hosts wereefiv  dial-in route that had intermittent conneiy. (UARC
hops avay from the WARC serer. The distrilutions reflect  provides support for bandwidth-constrained clients through
the diferent types of users. Specificaltiie clients one and  application-leel quality of service policies [16]). The
two hops way from the semr belonged to support experiments measured morariance in ICMP round trip
machines located at the School of Information (where atimes than in path length. Figure 8 slsothese results. In
large bank of machines for oegrting the real-time this figure the laer point on a ertical line represents the
scientific data were located as well as theRC system  mean ICMP round trip time for a single client; the upper
administrators); clients three hopsay were located in the  point on the ertical line denotes the mean plus a standard
Psychology department (curious beleaal scientists);  deviation. The clients arevenly distriuted across the
clients four hops wmay correspond to both the Miclilg  horizontal aes, sorted by increasing mean lagen€he
Space Pysics and Computer Science departments’ clients; round trip \ariation results shw a three tiered connewity



demographic. The first tiekess than 10ms, corresponds to keepalie protocol. Thesexperiments illustrate the ability
the clients at Michign; the second tieroughly between of Windmill to correlate laerlayer protocol weents,
60ms and 200ms, represents the clients well-connected tmamely dropped TCP gments, with the highdel BGP
the UARC sener through service pviders located in the  protocol transmission ofdepalve messages.

continental United States; the third tigreater than 200ms,

contains the remainder of the participants. This paper also presented a set ofpesiments that

measured a broad range of statistics of an Internet
6. Conclusions and Futue Work Collaboratory These gperiments highlighted the ability of
This paper presented the architecture and implementation o¥Vindmill to perform on-line data reduction byteacting
Windmill, a passie netvork protocol performance tool. @pplication-leel performance statistics, such as measuring
Windmill enables gperimenters to measure a broad range USers’ access patterns, and demonstrated the use of the
of protocol performance metrics by both reconstructing PaSsve probe to drie a complementary agé measurement
application-lsel netvork protocols and »posing the ~ apparatus. Thesexpgeriments highlight the ability of
underlying protocol layers'vents. This range encompasses Windmill to measure Internet infrastructure, such aseserv
low-level IP UDP and TCP&nts such as paekcorruption ~ Without modifying end-host application or operating system
and length errors, duplications, drops, and reorderings ag0de:

well as application-leel performance characteristics. By There are tw main directions this ark will be talen in the
correlating these integrotocol metrics, the normally hidden  fytyre. The first is thextéension of ihdmill. Specifically it
interactions between the layers axpased for gamination. || pe extended to passély measure dst serial links

windmill was specifically designed as the passi utilizing custom hardare splitting techniques similar to the
component of a lger Internet measurement apparatus. This ©C3MON tool [3]. Second, Wdmill will be tamgeted at
work complements the fefts of seeral research groups Measuring seeral diferent types of netark applications
that are deplyging active measurement probe infrastructures including: \eb serers, multiplayer gmes, and application-
within the Internet [25, 1, 12]. Unkkmost tools that focus ~ evel multicast protocols.

on capturing data for post analysisindmill was designed  we pelize that passe measurement techniques will
to support 24x7 pas& measurements atej network become increasingly important as the commercial shift in
vantage points. The architecture walfo application-leel the Internet continues. The ability to measure shrink-
protocol data to be distilled at the measurement point forwrapped protocol implementations is critical due to the
either on-line analysis or further post analysis. The gyerwhelming deplpment of commercially-based protocol
extensible architecture enablegeriment managers t@ry implementations in both the Interret’end-host and
the number and scope ofiMdmill’s experiments. infrastructure nodes. ofether the inability to tak the

The ley contritutions of our architecture are itast  System dfline or modify for study implies the need for
windmill Protocol Filter (WPF), and the support for both increased pass measurement of Internet performance.
experiment atensibility and high performance protocol Windmill was deeloped for precisely this purpdse
reconstruction. Through the combination of dynamic 7. Acknowledgments
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