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ABSTRACT

The primary-backup replication model is one of the commonly adopted approaches to providing
fault tolerant data services. The extension of the primary-backup protocol to the real-time environ-
ment, ho ever,imposes the additional constraint of timing predictability, hich re uires a bounded
overhead for managing redundancy. There is a trade-o bet een reducing system overhead and
increasing temporal consistency bet een the primary and backup, and the ay to achieve balance
bet een them is not so obvious. n this paper, e try toexplore aystooptimi e scheduling update
messages from primary to backup hile maintaining the temporal consistency guarantees of the
system.

epending on the purpose of the individual replication service and the environment in  hich
it is running, very di erent ob ectives can be sought in the process of optimi ation. This paper
considers the optimi ation problem from t o perspectives ith one aimed to minimi e the average
temporal distance bet een the primary and backup, and the other aimed to minimi e the resource
being used in maintaining a given temporal constraint on the system. orresponding optimi ation
techni ues have been developed for these t o diverse ob ectives and an implementation of such

techni ues is also presented. The implementation is built on top of the existing T model
developed in hich in turn as developed ithin the -kernel architecture on the ach
platform running mach kernel . . esults of an experimental evaluation of the proposed

optimi ation techni ues are also discussed.

ntro uction

common approach to building fault-tolerant distributed systems is to replicate servers that
fail independently. The ob ective is to give the clients the illusion that service is provided by a
single server. The main approaches for structuring fault-tolerant servers are state-machine
and primary-backup replication. n active replication, a collection of identical servers
maintain copies of the system state. lient rite operations are applied atomically to all of the
replicas so that after detecting a server failure, the remaining servers can continue the service. The
main attraction of the state-machine approach is the transparency in failure recovery. The client
does not see, nor does it need to kno , that there are faulty servers. Thus it is not involved in the
fault recovery process. o ever, the design and implementation of the consensus protocol is often
tricky and complicated.

assive replication, on the other hand, is simpler in design and involves less redundant pro-
cessing. t distinguishes one replica as the primary server, hich handles all client re uests.



rite operation at the primary server invokes the transmission of an update message to the backup
servers hich updates the backup. The servers run the failure detection protocol, here the regular
heart-beat messages are exchanged among the primary and the backups.  hen the primary fails
the backups execute a failover protocol as ell as a recovery protocol, in  hich one of them becomes
the ne primary and the system is brought back on-line. The clients need to participate in the
recovery process.

hile each of the above t o approaches has its advantages and disadvantages, neither directly
solves the problem of accessing data in a real-time environment. any embedded real-time ap-
plications, such as computer-aided manufacturing and process control, re uire timely execution of
tasks, and their o n processing needs should not be compromised by fault tolerant access to data
repositories. Therefore it is important for replication servers to provide timely access to the ser-
vice. n such a real-time environment, the scheme employed in most of the conventional replication
systems may prove insu cient for the needs of applications. articularly, hen time is scarce and
the overhead for managing redundancy is too high, an alternative solution is re uired to provide
both timing predictability and fault tolerance.

ith the introduction of the concept of external temporal consistency, inter-ob ect temporal
consistency, and phase variance, e have developed a real-time primary-backup T repli-
cation service that achieves the balance bet een fault tolerance and timing dependability. o ever,
the system built is not optimal in the sense that it neither minimi es the controlled inconsistency
bet een the primary and backup nor minimi es the resource being used in maintaining a given
bound on the inconsistency ithin the system. ur interest in this paper is to extend the design
of the real-time primary-backup replication system to support optimi ation ithin the system in
the above t o aspects. e achieve this by exploring ays to optimi e the scheduling of update
messages from the primary to backup hile maintaining the temporal consistency guarantees of
the system.

Ithough other avenues could be pursued in optimi ing the T system, the aforementioned
t o ob ectives are the most appropriate target for our optimi ation e ort. fter all, a tightly
temporal consistent system that consumes the minimum resource is hat e are hoping for in
building a primary-backup replication service. ut due to their nature, these t o ob ectives cannot
be met simultaneously. n one hand, e can try to minimi e the inconsistency of ob ects bet een
the primary and backup to the range that is achievable under the maximum utili ation of computing
po er of the machines, hich leaves no room for other tasks that may later arrive in the system.
n the other hand, e could minimi e the resources that are used in maintaining a given bound on
the inconsistency bet een the primary and backup, hich conse uently leaves maximum available
computing po er for other applications that may happen in the system at a later time.

The choice of optimi ation criteria depends on the goal of the system and the environment
in  hich it is running. f our main interest is to maintain a tightly consistent primary-backup
replication, the rst option may be the best choice. o ever, if fast response to outside clients is
our primary concern, then the second option ould be a proper alternative. o matter hich choice

e make, the optimi ations are in addition to our guarantees of temporal constraints imposed on
the system and our interest is to nd out at hat fre uency the update for each ob ect should be
sent from primary to backup such that our goal is achieved.

This paper tackles the optimi ation problem in real-time primary-backup replication from the
t o perspectives described above. This ork builds on the



by ouand ahanian but distinguishes itself
from that ork and focuses on the area of optimi ation ithin the system. The most important
contributions of this paper are the formulation of the optimi ation problems and the solutions
to them. s a by-product, e proved that the problem of minimi ing resources being used in
maintaining a given bound on the average temporal distance bet een the primary and backup is
intractable but the solution in the case hen a temporal bound is imposed for each individual
ob ect is polynomial. xperimental data that validates the results ere collected at the end.

The reminder of the paper is organi ed as follo s ection describe the underlying T
model and de nes the concept of average temporal distance. ection discusses the optimi ation
problem of minimi ing the average temporal distance bet een the primary and backup. ection
presents the optimi ation problem of minimi ing the resources being used in maintaining a given
average temporal distance bound bet een the primary and backup. ection extends the results
of ection and toinclude the consideration of faults. ection is the implementation follo ed
by performance analysis in ection . ection discusses the related ork, and nally, ection is
our conclusion.

T e RTPB mo el

The ork by ou and ahanian in as an attempt to construct a fault tolerant primary-
backup replication service that supports real-time computation and temporal consistency guaran-
tees. The primary-backup replication is a idely-used approach for providing fault tolerance by
replicating servers that fail independently. The main characteristic of this approach is that it dis-
tinguishes one replica in the system as the primary server, hich handles all client re uests and the
rest of the replicas in the system as the backups. rite operation at the primary server invokes
the transmission of an update message to the backup servers. f the primary fails, a failover occurs
and one of the backups becomes the ne primary.

The overhead incurred in maintaining redundant components in a replication service can be
reduced by exploring eak consistency semantics of applications.  ne category of consistency
semantics that is particularly relevant to the primary-backup model in a real-time environment is

, hich is the consistency vie seen from the perspective of the time continuum.

T o common types of temporal consistency are hich deals ith the
relationship bet een an ob ect of the external orld and its image on the servers, and

hich is concerned ith the relationship bet een di erent ob ects or events.

The rationale behind the concept of both external and inter-ob ect temporal consistency stems
from the re uirement of practical applications battle eld tracking system needs to keep the
positional data of an airplane very close in temporal sense to the actual position of the plane There
is a time bound bet een accelerating a plane and the lifting of it into air during takeo because the
run ay is of limited length and the airplane cannot keep accelerating on the run ay inde nitely

ithout lifting o , etc. n our replication system, these t o types of temporal consistency must be
ensured at all times if the replication service is to function properly in a real-time fashion.

The real-time primary-backup T model developed in consists of a primary and a
backup ith the primary being responsible for processing client re uests and keeping the backup
up to date in system state. The consistency at the primary is maintained by the timely updates



of ob ects by the clients of the system. The system must ensure that both the external temporal
consistency and the inter-ob ect temporal consistency are maintained at both the primary and
backup. igure illustrates the model.

xternal orld

rimary ackup

igure  real-time primary-backup replication

n the model sho n in igure , the copy of an ob ect s value on the primary may not be the
same as the copy on the backup. n case of a primary crash, a failover procedure is triggered and
one of the backups becomes the ne primary. n order for the recovery process to be smooth, the
state of the backup must be close to that of the primary. n other ords, the copy of any ob ect on
the backup must be close to that on the primary. ence, it is important to measure the degree of
closeness bet een the ob ect copy on the primary and that on the backup. f e timestamp each
data copy on both the primary and backup, then at any given time instant , the di erence bet een
the timestamp of ob ect at the primary and the timestamp of the same ob ect at the backup is a
good measurement of closeness of the primary and backup ith regard to ob ect . e called this
closeness of ob ect in the system.

urthermore, if e kno the temporal distance for every ob ect in the system, e could de ne

the overall closeness bet een the primary and backup to be the arithmetic average of the closeness

ith regard to each ob ect. e call this arithmetic average bet een the
primary and backup. et

denote the timestamp of the copy of ob ect at primary at time instant
denote the timestamp of the copy of ob ect at backup at time instant

ere time is measured as multiples of some clock microsecond or millisecond depending on the
individual case .

Then, e have

The temporal distance bet een the primary and backup ith regard to ob ect at
time instant is de ned to be . The average temporal distance bet een the primary
and backup at time instant is de ned to be , here is the total number
of ob ects registered in the replication service.

The de nitions of and also suggest a ay to compute
their values. n particular, to compute the temporal distance for any single ob ect at any time
instant , emneed to nd out the time instants at hich ob ect  aslast updated on the primary



and backup, respectively, and take the absolute di erence of these t o timestamps. To compute
the average temporal distance in a T system at any given time instant , e need to compute
the temporal distance for each ob ect and then take their arithmetic average.

learly, the smaller the average temporal distance, the better the system ill function in case
of a failover. n the follo ing sections, e ill discuss ays to minimi e this average temporal
distance or to minimi e the resources being used in maintaining a given bound on the average
temporal distance.

inimization of avera e temporal i tance

t is straightfor ard to see that the more fre uently updates are sent to backup, the shorter the
average temporal distance bet een the primary and the backup ill be. Thus, if the period of the
updates sent to the backup for each ob ect is minimi ed, the average temporal distance bet een
the primary and backup is also minimi ed. urthermore, the minimi ation of the update period
at the backup for each ob ect results in the minimi ation of the sum of the update periods for all
ob ects, and vice versa. ence, e can use the sum of the update periods for all ob ects as our
ob ective function. et

be the period of the task that updates ob ect at the primary.
be the execution time needed to update ob ect once at the primary.
be the period of the task that updates ob ect at the backup.
be the execution time needed to update ob ect once at the backup.
be the period of the task that transmits the update of ob ect from primary to backup.
be the execution time needed to transmit ob ect onto the net ork.
be the external temporal constraint for ob ect at primary.
be the external temporal constraint for ob ect at backup.
Then our optimi ation problem can be stated as

ob ective function

The constraint is needed to guarantee task schedula-
bility under both the ate- onotonic and istance- onstrained scheduling algorithms.
The ine uality ensures that the temporal constraint imposed on ob ect at the backup

is maintained hile ine uality guarantees that no unnecessary update is sent to the




backup since more fre uent updates at backup ould not make any di erence hen there is no
message loss means that all messages reach their destinations ithin the bound of some maximum
communication delay .

o ever, the above formulation of the optimi ation problem is not very useful in practice
because it is not in a normali ed form and the solutions to it are ske ed to ards the boundaries,

i.e. for most ob ects, the periods are either very high or very lo . or example, if e have
four ob ects in the system ith ,
respectively, then the minimi ation of is achieved if respectively. 1l
values except one in the vector are on the lo er limits ske ed solution in the constrainting

ine ualities.

n fact, e can sho that in any optimal solution if one exists for the above optimi ation
problem, there is only exactly one ob ect that has its period strictly bounded bet een the boundaries
given in the constraining ine ualities. ndeed, e can generali e this observation to the follo ing
theorem

T The optimal solution in maximi ing sub ect to and
for has at most one of the variables bounded strictly bet een its lo er and
upper boundaries.

roof  ithout loss of generality, assume

and

uppose, in the optimal solution, there exists some such that

Then, e claim that the follo ing ine ualities stand

e prove this theorem by contradiction. uppose for some value of |, ,
Then e can get a better solution by making , and reducing to and
keeping other variables unchanged.

Id solution supposedly optimal ,

e solution ,

b ective function value is increased by



hich is

ince , , and , the above uantity is positive. urthermore, e can
choose to be small enough such that and . Thus, the ne solution
is better than the old one hich as supposedly optimal. This is a contradiction.

Il other cases can be proved similarly. ence, the optimal solution in maximi ing
sub ect to the given constraints can have at most one of its variables bounded strictly bet een its
lo er and upper boundaries.

ince our optimi ation problem can be converted to the form stated in Theorem , any solution
to it is ske ed to ard boundaries and thus not acceptable in practice. This analysis necessitates a
need to nd a normali ed ob ective function hose solutions are not ske ed to ard any extreme.

ne suitable alternative is the , . This
ob ective function is simple and its solution can be easily found by a linear program. urthermore,
all the periods are made as small as possible together ithout ske . The optimi ation problem can
be formulated as

ob ective function
min

The proof that the above formulation indeed minimi es the average maximum temporal distance
bet een the primary and backup is very complex and beyond the scope of this paper. o ever,
it correctness can be explained intuitively as follo s since the minimi ation of the term
minimi es the update transmission period proportionally to its corresponding update period
at the primary, the overall update fre uency at the backup is therefore maximi ed proportionally,

hich results in the minimi ation of the average maximum temporal distance.

The above formulation states that to minimi e the average temporal distance bet een the
primary and backup, one needs to minimi e the maximum period of the update tasks for the ob ect
set sub ect to both schedulability and temporal constraint tests.  polynomial time algorithm that
achieves this ob ective is discussed in the subse uent subsection.

epending on the environment in  hich the system is running, there are t o cases to be
considered static allocation and dynamic scheduling. n the case of static allocation, the set of
ob ects are kno n ahead of time e are to assign the update scheduling period for each ob ect
such that the vaule of the ob ect function is maximi ed. The dynamic scheduling case deals ith
the registration of a ne ob ect in a running system in  hich a set of ob ects have already been



registered. e antto nd outif the ne ob ect can be admitted and at hat fre uency its update
task can be optimally scheduled.

S uppose e are given a set of ob ects. n this case, since all ob ects
are given before hand, the algorithm for scheduling updates from primary to backup is relatively
straightfor ard

ssign initially.

heck schedulability test using rate-monotonic or distance-constrained scheduling.
f the test fails, then it is impossible to schedule the task set ithout violating the given
temporal constraint so e stop here. ther ise go to next step.

ort term into ascending order.
horten the update period of the rst term in the ordered list until either it becomes the
second smallest term, or the update period reaches the lo er bound , or the utili ation

rate of the hole task set is saturated. This process can be implemented e ciently by using
the method of binary insertion

f the utili ation becomes saturated in previous step, then stop here since e have obtained
the optimal scheduling already. ther ise, repeat steps and

The above algorithm directly maximi es the minimum of . The running
time of the algorithm is dominated by the number of iterations of steps and hich is bounded
by . ince the time complexity of step and take are bounded
by log  binary insertion , the total running time of our algorithm is therefore

log hich is polynomial.

n this case, a ne ob ect is being registered ith a system that has

some ob ects already checked in. e ant to nd out if the ne ob ect can be admitted and at

hat fre uency e can optimally schedule its update task. e can pursue either a local optimum

or global optimum. The di erence bet een local and global optimum is that in the former case, e

do not ad ust the periods of tasks that are already admitted and in the later case all tasks need to
be considered in devising an optimal scheduling.

ssign the smallest value that is greater than or e ual to and less than or e ual to
to the ne task such that the total utili ation of the task set is still under
The last condition ensures that the hole task set is schedulable under rate-monotonic
or distance-constrained scheduling  algorithm.

f the above allocation is not feasible, then re ect the ob ect.

nsert term into the ordered list that e obtained in static or previous allocations.

erun the static allocation algorithm.



f the rerun is successful, then accept the ob ect. ther ise re ect it.

The running time for local optimum algorithm is linear The time complexity for the global
optimum algorithm is the same as that of the static allocation algorithm hich is polynomial.

inimization of re ource ein u e

n this section, e discuss the problem of minimi ing the resource used in sending updates
to maintain a given bound on the average temporal distance bet een the primary and backup.

ince the usage of resource at the primary is proportional to the fre uency at hich
updates are sent to the backup, the minimi ation of the resource used in maintaining a given
temporal constraint on the average temporal distance re uires the minimi ation of the number of
updates that are sent to the backup assume the transmission of an update message of any ob ect
takes the same amount of primary resource , hich is e uivalent to the maximi ation of the periods
of the update tasks under the given temporal constraint.

ince the temporal distance is determined by the fre uency of the updates that are sent to the

backup, the bound on the average temporal distance can be converted to a bound on the periods of

the updating tasks. oreover,if e normali e the period of each update task ith the denominator

, the given constraint on average temporal distance can be transformed to the ine uality

, here is the bound derived from the given constraint on the average

temporal distance. bserve that e do not need to kno the actual value of . The important
thing here is that  can be derived from the bound on average temporal distance.

Therefore, our optimi ation problem can be formulated as maximi ation of the ob ective func-
tion under constraint , here is some positive constant. nfortu-
nately, this problem turns out to be intractable. To prove the -completeness of the problem,
let s rephrase the optimi ation problem in a more convenient ay

Then, e have the follo ing theorem

T The problem of the minimi ation of resources used in maintaining a given bound
on the average temporal distance bet een the primary and backup is -complete.

roof irst, e sho that the problem is in the set. The problem is in because a
non-deterministic algorithm can guess a subset of and check ithin polynomial time that the
given selection satis es all the constraints stated in the problem.

Then, e prove it to be -complete by transforming the integer knapsack problem to our
optimi ation problem. et a nite set , for each ,asle and a value ,
and positive integers and  be an instance of our integer knapsack problem, e construct our
instance of the optimi ation problem as follo s

. let
. let
. let



The above transformation procedure takes only polynomial time to complete. The only thing left
for us to do is to sho that the integer knapsack problem is solvable if and only if the optimi ation
problem is solvable.

if the knapsack problem is solvable, then our optimi ation problem is also solvable.

uppose is a solution to our knapsack problem, i.e. are
non-negative integers such that and such that

rom , € have

ince , and , € have . ence

Thus, is also a solution to our optimi ation problem.
if optimi ation problem is solvable, then the integer knapsack problem is also solvable.

uppose is a solution to the above optimi ation problem. Then from ,
e have . urthermore, from , e have . ence
is also a solution to the integer knapsack problem.

ince the integer knapsack problem is -complete , the optimi ation problem is -
complete.

o ever, the problem becomes polynomial if e impose a temporal constraint on every in-
dividual ob ect instead an overall temporal constraint on the average temporal distance for the
hole ob ect set . nd this polynomial solution can be used as an approximation to the so-
lution of the -complete version of the problem. uppose e have the additional constraint
, then the follo ing algorithm achieves the minimi ation of resources used

in maintaining the temporal constraints for the corresponding ob ects in the system

or each ob ect, assign period

heck schedulability test. fthe test fails, then e cannot guarantee the temporal consistency
of the ob ect set. e ect the ob ect set.

ther ise, accept the ob ect.

The rationale behind the algorithm is that to minimi e the resource being used in achieving
the given temporal constraint, e simply schedule as less updates to the backup as possible for
each ob ect sub ect to the individual temporal constraint hich is achieved by assigning the update
period from the primary to the bakcup to the individual temporal constraint.

The running time complexity of the above algorithm is linear.

Optimization un er fault

The optimi ation discussion in the previous t o sections did not take into consideration message
loss bet een primary and backup. ince update messages from the primary to backup could be
potentially lost due to a send omission, receive omission, or link failure, the methods derived in
previous sections in minimi ing the average temporal distance bet een the primary and backup
may not be suitable. n this section, e devise a ne scheduling protocol that takes message loss



into consideration. e de ne the probability of a message loss from the primary to the backup to be
, and the probability of temporal consistency guarantee e ant to achieve to be . Then for an
update to reach backup ith probability ,the number of transmissions needed is log log

ence, the problem of minimi ation of average temporal distance bet een the primary and
backup can be formulated as

ob ective function
log

log

log
log

The goal is to send updates to the backup more fre uently in case of a message loss. This
fre uency can be increased up to the point that the fre uency of update transmissions e uals the
fre uency at hich any update ill reach the backup ith probability . The maximi ation of
the minimum term in ormula . results in the overall minimi ation of periods of the update
tasks hich conse uently results in the minimi ation of the average temporal distance bet een the
primary and backup ith probability . ne uality . is needed to guarantee that all tasks at
the primary is schedulable under a rate-monotonic and distance-constrained scheduler. inally,
ne uality . sets the upper and lo er limits of the periods of the update tasks ith the upper
limit guaranteeing temporal consistency of each individual ob ect and the lo er limit avoiding
unnecessary updates being sent to the backup.

ith proper substitution of terms, the same algorithm introduced in section can be applied
here. peci cally, the algorithm is as follo s
ssign initially.

heck schedulability test using rate-monotonic or distance-constrained scheduling
algorithm. f the test fails, then it is impossible to schedule the task set ithout violating the
given temporal constraint so e stop here. ther ise go to next step.

ort term  log log into ascending order.

horten the update period of the rst term in the ordered list until either it becomes the

second smallest term, or the update period reaches the lo er bound speci ed in . , or the
utili ation rate is saturated This process can be implemented e ciently by using binary
insertion .

f the utili ation becomes saturated in previous step, then the algorithm terminates since e
have obtained the optimal scheduling. ther ise, repeat steps and



imilarly, the minimi ation of resources used in maintaining a given temporal bound on the
average temporal distance hen message loss occurs becomes the of
of log log . gain, the problem is  -complete
but the alternative version of the problem here a temporal bound on each individual ob ect is
imposed can be solved in polynomial time. The same algorithm described in ection can be used
here if e substitute the upper bound in the constraining ine uality by  log log

mplementation

e have integrated the optimi ation techni ues developed in this paper into the T proto-

type that as built in our previous ork . Thisne modi ed T  system isimplemented as a

user-level -kernel  based server on the . microkernel from the pen roup. The protocol

ob ects communicate ith each other through a set of uniform -kernel protocol interfaces. given

instance of the -kernel can be con gured by specifying a protocol graph in the con guration le.

protocol graph declares the protocol ob ects to be included in a given instance of the -kernel
and their relationships.

ur system includes a primary server and a backup server. client application resides on the
same machine as the primary. The client continuously senses the environment and periodically
sends updates to the primary. The primary is responsible for backing up the data on the backup
site and limiting the inconsistency of the data bet een the t o sites ithin some speci ed indo
The follo ing assumptions are made in the implementation

ink failures are handled using physical redundancy such that net ork partitions are avoided.
n upper bound exists on the communication delay bet een the primary and backup. issed
message deadlines are treated as performance failures.
ervers are assumed to su er crash failures only.
The underlying operating system is assumed to support priority-based scheduling.

igure sho s the T system architecture ithin the -kernel protocol stack. t the top
level is the T application programming interface hich is used to connect the outside clients
to the ach server on one end, and ach server to the -kernel on the other end. ur real-time
primary-backup T protocol sits right belo the T layer. t serves as an anchor
protocol in the -kernel protocol stack. rom above, it provides an interface bet een the -kernel
and the outside host operating system, the ach in our case. rom belo , it connects ith

the rest of the protocol stack through the -kernel uniform protocol interface. The underlying
transport protocol is

The primary host interacts ith the backup host through the underlying T  protocol that is
implemented inside the -kernel protocol stack on top of assho nin igure . Therearet o
identical versions of the client application residing on the primary and backup hosts respectively.

ormally, only the primary client application is running. wut hen the backup takes over in case
of primary failure, it also activates the backup client application and brings it up to the most recent
state. The client application interacts ith the T  system through the application programming
interface developed for the system.
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efore a client starts to send periodic updates of a data ob ect to the primary, it rst registers
the ob ect ith the service so that the primary can perform admission control to decide hether
to admit the ob ect into the service. uring registration, the client reserves the necessary space
for the ob ect on the primary server and on the backup server. n addition, the client speci es the
update period as ell as the temporal consistency allo ed for the ob ect on both the primary
site , and the backup site , here the temporal consistency speci ed by the client is relative to
the external orld. ecause the copy of ob ect on the primary changes only hen the client sends
ane update, the inconsistency bet een the real data and its image on the primary is dependent
on the fre uency of client updates. ence, it is the responsibility of the client to send updates
fre uently enough to make sure the primary has a fresh copy of the data.

The primary server performs the temporal constraint test according to the rules developed
in . peci cally, it compares the value of and . f , then the inconsistency bet een
the real data and the primary copy ill al ays fall into the speci ed consistency indo . f the
condition does not hold, the primary ill not admit the ob ect. The primary can provide feedback
so that the client can negotiate for an alternative uality of service for the ob ect. ach inter-ob ect
temporal constraint is converted into t o external temporal constraints. peci cally, given ob ects

, and their inter-ob ect temporal constraint , their inter-ob ect temporal bound can be met at
the primary if , , and the schedulability test is successful. The temporal constraint
for ob ect on the backup is also checked to ensure that it can be met

fter testing that the temporal consistency constraints hold for ob ect , the primary needs to
check if it can schedule a periodic update event to the backup for ob ect that ill meet the
consistency constraint of the ob ect on the backup ithout violating the consistency constraints



of all existing ob ects. imply put, the primary ill perform a schedulability test based on the
rate-monotonic scheduling algorithm . fall existing update tasks as ell as the ne ly added
update task for ob ect are schedulable, the ob ect is admitted into the system.

n our model, client updates are decoupled from the updates to the backup. The primary needs
to send updates to the backup periodically for all ob ects admitted in the service. t is important
to schedule su cient update transmissions to the backup for each ob ect in order to control the
inconsistency bet een the primary and the backup. f the minimi ation of the average temporal
distance bet een the primary and backup is desired, then the algorithm described in section
is adapted. f the minimi ation of resources being used is sought, then the algorithm discussed in
section is used. ut in either of these cases, if a client modi es an ob ect , the primary must
send an update for the ob ect to the backup ithin the next time units, here
is the indo of allo ed inconsistency bet een the primary and the backup other ise the ob ect
on the backup may fall out of the consistency indo . ecause , the underlying transport
protocol e use, does not provide reliability of message delivery, e built enough slack such that
the primary can retransmit updates to the backup to compensate for potential message loss. or
example, e set the period for the update task of ob ect as in our experiments. or the
inter-ob ect temporal constraint, the primary need not send updates to the backup ithin the next

time units after the primary is updated. ut rather, the primary schedules the t o updates
for ob ect and ithin time units.

f the probability of message loss from the primary to the backup and the probability to achieve
guarantees of the temporal consistency in the system are given, then e apply the optimi ation
techni ue that deals ith faults described in section

ailure detection and recovery is a key component of the replication service. The approach
re uires that all replication servers exchange periodic messages. These messages serve as the heart-
beats among those servers. n our system, both the primary and the backup have a thread
hich sends periodic messages to the other server. ach server ackno ledges the message from
the other one. f a server receives no ackno ledgment over some time, it ill timeout and resend a
message. f there is no response beyond a certain amount of time, the server ill declare the
other end dead. f the backup is dead, the primary cancels the messages as ell as update
events for each registered ob ect. fthe primary crashes, the backup takes over as the ne primary.
The ne primary changes the address in the name le toits o n internet address, invokes a backup
version of the client application at the local machine, feeds the ne client ith information stored
in its memory via an upcall, starts listening to all client re uests, and then aits to recruit a ne
backup. The ne replaces the client at the crashed machine to perform the sensing task.
ur implementation supports the integration of a ne backup after a failure is detected.



Performance valuation

This section summari es the results of a detailed performance evaluation of the T  replication
service introduced in this paper. There are many ays to measure the performance of the system,
but the t o most important ones are those that sho the performance improvement due to the
proposed optimi ation in ection . peci cally, e ill consider the follo ing metrics

verage temporal distance bet een primary and backup
verage duration of backup inconsistency

These metrics are in uenced by several parameters, including client rite rate, number of ob ects
being accepted, indo si e, and communication failure. e rote an application that registers
and updates ob ects in the system under various conditions such that all cases are covered.

Il graphs in this section illustrate both the external temporal consistency and inter-ob ect
temporal consistency. ach inter-ob ect temporal constraint is converted into t o external tempo-
ral constraints ith the external temporal constraint being replaced by the inter-ob ect temporal
constraint.

To sho that the optimi ation techni ue is orking, e measured the average temporal distance
bet een the primary and backup under t o conditions ith and ithout optimi ation. igure a
and b compare the results of optimi ation to that of ithout optimi ation assuming no message
loss.  igure a sho s the average temporal distance bet een the primary and backup hen
no optimi ation is used, and igure b sho s the same graph ith the optimi ation techni ue
described in ection being applied.
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s sho n by the t o graphs, the average temporal distance ith optimi ation in e ect is about



smaller than that ithout optimi ation under the same set of parameters. The optimi ed

T sends as much update as possible to the backup hile the one ithout optimi ation does

not. t must be noted that in both graphs, larger indo si e results in smaller average temporal
distance, hich conforms to the result presented in

igure  a and b compare the results of optimi ation to that of ithout optimi ation hen
message loss is considered. igure a sho s the average temporal distance bet een the primary
and backup as a function of message loss rate hen no optimi ation is used, and igure b sho s
the same graph but using the optimi ation techni ue described in ection
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The t o graphs sho an approximate improvement on the average temporal temporal

distance bet een the primary and backup due to the application of the optimi ation techni ues
described in this paper. urthermore, e note that the shape of the graph under optimi ation
is much smoother than that hen no optimi ation is used, because the e ect of message loss is
compensated by the scheduling method hich compensates for message loss.

ince the optimi ed T minimi es the average temporal distance bet een the primary and
backup, it is expected that the duration of backup inconsistency should also be minimi ed under
the ne modi ed T model. igure a and b sho the duration of backup inconsistency
as a function of the probability of message loss bet een the primary and backup. The di erence
bet een these t o graphs is that igure a sho s the result hen no optimi ation techni ue is
used hile igure b sho sthe result in hich the proposed optimi ation in ection is applied.

The gures sho that the optimi ed one has a higher degree of tolerance to message loss than
that of normal scheduling. ith optimi ation, there is no backup inconsistency until hen the
message loss rate exceeds , and after that the duration of inconsistency increases slo ly. ut
the one ithout optimi ation su ers backup inconsistency hen the message loss rate exceeds
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approximately , and after that the duration of inconsistency increases rapidly as message loss
rate increases. ut for both cases, for the same message loss rate, the larger the indo si e,
the shorter the backup stays in an inconsistent state. This is so because the fre uency of update
messages is determined by the capacity of the resource at the primary. Therefore, larger

indo si e ould mean shorter duration of backup inconsistency because the update fre uency
at the backup is much higher than that at the primary.

efore e leave the performance analysis, it should be mentioned that e have studied the client

response time ith and ithout optimi ation and found out that their performance are not much

di erent. The original T  model already schedules a minimum number of updates to the backup
and hence leaves maximum available resources at the primary for client re uest processing .

Relate ork

ast ork on synchronous and asynchronous replication protocols has focused, in most cases,
on applications for hich timing predictability is not a key re uirement. eal-time applications,
ho ever, operate under strict timing and dependability constraints that re uire the system to
ensure timely delivery of services and to meet certain consistency constraints. ence, the problem
of server replication posses additional challenges in a real-time environment. n recent years, several
experimental pro ects have begun to address the problem of replication in distributed hard real-time
systems. or example, TT is a time-triggered distributed real-time system its architecture is
based on the assumption that the orst-case load is determined at design time, and the
system response to external events is cyclic at predetermined time-intervals. The TT architecture
provides fault-tolerance by implementing active redundancy. ault-Tolerant nit T in a



TT system consists of a collection of replicated components operating in active redundancy.
component, consisting of a node and its application soft are, relies on a number of hard are and
soft are mechanisms for error detection to ensure a fail-silent behavior.

T T is a light eight fault-tolerant multicast and membership service for real-time
process groups hich exchange periodic and aperiodic messages. The service supports bounded-time
message transport, atomicity, and order for multicasts ithin a group of communicating processes
in the presence of processor crashes and communication failures. t guarantees agreement on
membership among the communicating processors, and ensures that membership changes resulting
from processor oins or departures are atomic and ordered ith respect to multicast messages. oth
TT and T T are based on active replication hereas T  is a passive scheme.

a kumar presents a publisher subscriber model for distributed real-time systems. t
provides a simple user interface for publishing messages on a logical channel , and for subscribing
to selected channels as needed by each application. n the absence of faults each message sent by a
publisher on a channel should be received by all subscribers. The abstraction hides a portable, an-
aly able, scalable and e cient mechanism for group communication. t does not, ho ever, attempt
to guarantee atomicity and order in the presence of failures, hich may compromise consistency.

The approach proposed in this paper bounds the overhead by relaxing the re uirements on
the consistency of the replicated data. or a large class of real-time applications, the system can
recover from a server failure even though the servers may not have maintained identical copies of
the replicated state. This facilitates alternative approaches that trade atomic or causal consistency
amongst the replicas for less expensive replication protocols. nforcing a eaker correctness cri-
terion has been studied extensively for di erent purposes and application domains. n particular,
a number of researchers have observed that seriali ability is too strict as a correctness criterion
for real-time databases. elaxed correctness criteria facilitate higher concurrency by permitting a
limited amount of inconsistency in ho a transaction vie s the database state .

or example, a recent ork proposed a class of real-time data access protocols called
imilarity tack rotocol applicable to distributed real-time systems. The correctness of the
protocol is usti ed by the concept of hich allo s di erent but su ciently timely
data to be used in a computation ithout adversely a ecting the outcome. ata items that are
similar ould produce the same result if used as input. schedules are deadlock-free, sub ect
to limited blocking and do not use locks. urthermore, a schedulability bound can be given for the
scheduler. imulation results sho that is especially useful for scheduling real-time data
access on multiprocessor systems.

imilarly, the notion of imprecise computation explores eaker application semantics and
guarantees timely completion of tasks by relaxing the accuracy re uirements of the computation.
This is particularly useful in applications that use discrete samples of continuous time variables,
since these values can be approximated hen there is not su cient time to compute an exact value.
eak consistency can also improve performance in non-real-time applications. or instance, the
uasi-copy model permits some inconsistency bet een the central data and its cached copies at
remote sites . This gives the scheduler more exibility in propagating updates to the cached
copies. n the same spirit, the T replication service allo s computation that may other ise



be disallo ed by existing active or passive protocols that support atomic updates to a collection of
replicas.

onclu ion

This paper presents the optimi ation of a real-time primary-backup replication service from
t o perspectives.  xperimental results indicate that the optimi ation techni ues developed in
this ork can indeed improve system performance over our original T model. y applying
the appropriate optimi ation techni ue, e can achieve either the minimi ation of the average
temporal distance bet een the primary and backup, or the minimi ation of resources being used
in maintaining a given temporal constraint on the system.

venues for future studies include extension of the concepts developed for real-time primary-
backup replications to real-time state-machine replications and probabilistic analysis of temporal
consistency under conditions that are not discussed in this paper.

Reference
lonso, . arbara,and . arcia- olina. ata caching issues in an information retrieval
system. , , eptember
agliardi, . a kumar, and . ha. esigning for evolvability  uilding blocks for evolv-
able real-time systems. n , une
- an and - in. cheduling distance-constrained real-time tasks. n
, ecember
orth, . oparkar, and . ilberschat . Triggered real-time databases ith consistency
constraints. n , ugust
opet and . runsteidl. Ttp - a protocol for fault-tolerant real-time systems. n
, volume | pages , anuary
utchinson and . . eterson. The x-kernel n architecture for implementing net ork
protocols. , , anruary
aoand . arcia- olina. n overvie of real-time database systems. n . . on, editor,
, pages . rentice all,
T- uo and . . ok. sp semantics-based protocol for real-time data access. n
, ecember
T- uwo and . . ok. eal-time database - similarity semantics and resource scheduling.
n , arch
Tei- ei wo, . ocke,and . ang. rror propagation analysis of real-time data intensive

application. n , une



- in. onsistency issues in real-time database systems. n
, pages , anuary

- in and . ahanian. ssues and applications. n ang on, editor,
lu er cademic ublishers,

inand . . ayland. cheduling algorithms for multiprogramming in a hard real-time
environment. , , anuary
iu, .- . hih, and .- . in. mprecise computation. n ,

volume , pages , anuary

ueker. T o np-complete problems in nonnegative integer programming. Technical

eport eport o. , omputer cience aboratory, rinceton niversity,
uand . e . eplica control in distributed systems  n asynchronous approach. n
, pages y Ay

a kumar, . agliardi, and . ha. The real-time publisher subscriber inter-process

communication model for distributed real-time systems  esign and implementation. n
, pages y @y
avidson and . atters. artial computation in real-time database systems. n
, pages , ay

T. bdel aher, . haikh, . ohnson, . ahanian,and . . hin. tcast ight eight multicast

for real-time process groups. n ,

engming ou and arnam ahanian. eal-time primary-backup replications ith temporal
consistency guarantees. n

, pages y ay



