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Abstract

A fundamentaprobleminhibiting thewide acceptancef
aPublicKey InfrastructurgPKI) in thelnternetis thelack
of a mechanisnthat providesscalablecertificaterevoca-
tion. In this paperwe proposea novel mechanisntalled
WindowedRevocation In windowed revocation,certifi-
caterevocationis announcedor shortperiodsin periodic
CertificateRevocationLists (CRLs). Due to the assur
ancegrovidedby theprotocoloverwhich certificatesare
retrieved,we boundtheamountof timethatary certificate

A certificateis a datastructurethat definesan associ-
ation betweenan entity (the principal) anda public key.
A trustedauthority calleda Certificate Authority (CA),
statedts belief in the validity of the associatiorby digi-
tally signingthe certificate. Certificaterevocationis the
mechanismunderwhich a CA canrevoke the association
beforeits documentedxpiration. The CA may wish to
revoke a certificatebecausef thelossor compromiseof
the associategbrivatekey, in responseo a changen the
owner’s accesgights, or strictly asa precautionagainst
cryptanalysis.As statedby the CA, the revocationstate

is cachedoy users.Thus,we canlimit theannouncement of a certificateindicatesthe validity or cancellationof

of revocationonly to thetime in whichthe certificatemay
be cached;not until its expiration. Becauseahe time in
which certificateare announceds short, CRLs are sim-
ilarly small. By limiting the size of CRLs, we are able
to integrateothermechanismghatincreasahescalability
of the PKI. Onesuchmechanisnmis the useof “pushed”
CRLsusingmulticast.We includea proof of the correct-
nessof ourapproach.

1 Intr oduction

Over the past several years, the use of distributed ap-
plicationshasgrown immensely Theseapplicationsal-

low geographicallydistantuserso communicateleading
to social, educational,and commercialinteractionsthat
were previously impossible. Unfortunately becauseof

theopennessf thelnternet theform andcontentof these
interactionss vulnerableo attack.Limiting thesevulner

abilitiesis essentiato thefuture succes®f theseapplica-
tions.

A popularapproachto securingcommunicationover
large networks is to use public keys. Researchersnd
standard$odieshave arguedat greatlengthover possi-
ble architecturedor providing an authenticatiorservice
underwhich public key certificatescan be securelydis-
tributed. A centralpointof contentiorin thesediscussions
is themechanismsverwhich public keys arerevoked.

its associationA verifier determineshe revocationstate
throughthe verificationof the certificate.

In this paperwe investigatewindowedrevocation a
novel approachto certificaterevocationwithin a global
certificatedistribution service calleda Public Key Infras-
tructure (PKI). Thecentraldesignobjectivesof windowed
revocationare:

1. Correctness- All entitieswithin the PKI mustbe
ableto correctlydeterminethe revocationstateof a
certificatewithin well-known (time) bounds.

Scalability - The costsassociatedvith the manage-
ment,retrieval, andverificationof certificatesshould
increasat a slower ratethanthesizeof theserviced
community

Flexibility - Windowed revocationmustbe able to
supportmechanismgonsistentwith existing secu-
rity policiesandrequirements.

As with mary securitysolutions,certificationrevoca-
tion mechanismsare subjectto the fundamentatradeof
betweensecurity and scalability Solutionswith strict
security objectvesrequire more resourceghan systems
with morerelaxed securityobjectives. Thus,securityre-
quirementdave adirectinfluenceon scalability Our pro-
posedarchitecturgrovidesaflexible framework for man-
agingthis tradeof by incorporatingthe following design
principlesinto thekey revocationmechanism:



. Revocation window: By boundingthe time over
which the revocationof a certificateis announced,
we limit thesizeof suchannouncements.

. Pushdelivery: With limited revocationannounce-
mentsize,we cancontemplatehe active delivery of
thisinformationto verifiers. Thisreducesheloadon
the CAs by curtailingthe numberof verifierinitiated
retrievals.

. Certificate caching: A cachedcertificate may be
useduntil it expires,is revoked, or the issuerspeci-
fied TTL is reachedTheexpirationof atime-to-live
indicatesthat the associate@ntity’s policy requires
thecertificateto bere-validated.

. ScheduledAnnouncementBY stipulatingthat CAs
generat@evocationannouncementst adocumented
scheduleye allow verifiersto detectiostannounce-
ments.

. Multicastdelivery: Givenverifiers’ ability to detect
missingrevocationannouncementsje canuseunre-
liabletransporprotocolwithoutsacrificingthesecu-
rity of certificaterevocation. This allows usto use
IP multicasting,where available, to further reduce
the bandwidthrequirement®f the revocationmech-
anism.

. Lazy verification: Verification of a cachedcertifi-
cates revocation statemay be postponeduntil the
certificateis to beused.

. Revocation aggregation: Revocation announce-
ments from multiple sourcesare aggreyated by
higherlevel authorities.

In the next section,we discussthe designtradeofs of
revocationmechanismén generalandoutlinethe advan-
tagesof our windowed revocationmechanisnover other
approacheproposedn theliterature.ln Section3 we de-
scribetheworking of windowedrevocationandprovide a
formal proof of the correctnes®f the mechanism.Sec-
tion 4 discussegprotocol issuesand presentswvindowed
revocationasa X.509 v3 [HFPS98]extension. Section5
givesa brief overview of relatedwork. We concludethis
paperin Section6.

2 DesignTradeoffs

We recognizetwo fundamentalapproachesisedto dis-
tributerevocationstate:explicit andimplicit. Systemaus-
ing explicit revocationrequireall partiesto verify thestate
eachtime a certificateis used. In X.500 basedsystems,
suchasPrivacy EnhancedViail (PEM) [Ken93, eachCA
periodicallygenerates: list of certificateghathave been

revoked, but have not yet expired. The presenceof the
certificatein thelist,! calleda CertificateRevocationList
(CRL), explicitly stategevocation.

Verifiersretrieve and cachethe latestCRL during the
certificateverificationprocess.Thus,the frequeng with
which the CA generate€€RLs boundsthetime in which
arevokedcertificatecanbe used.A revokedcertificateis
includedin a CRL from thetime it is revokeduntil it ex-
pires.Because¢helengthof timeacertificatemaybevalid
is commonlymeasuredn years,CRLscanbecomdarge.
In aneffort to reducethe costsof CRL processingsome
systemgpresentrevocationinformationin authenticated
dictionariegNN98, Koc98 Mic96]. Usingauthenticated
dictionariesyerifiersinteractively construct proofof the
presenceor absencenf the certificatein the CRL. They
neednotretrieve theentireCRL, but requesbnly enough
informationto validatethe certificate.However, theseap-
proachesre not without cost; they ofteninvolve heary-
weight cryptographicoperationsJong interactve proto-
cols,and/orsignificantCA resources.

In PKI architectureghat employ implicit revocation,
therevocationstateis implicitly statedn a verifier's abil-
ity to retrieve the certificate. Any certificateretrieved
from the issuingCA is guaranteedo bevalid atthetime
of retrieval. Associatedwith eachcertificateis the TTL
which representshe maximumtime the certificatemay
be cached. This boundsthe time that a revoked certifi-
catemay be usedwithout detection. The SecureDNS
(DNSSec)[Gal96, EK99] architectureusesimplicit key
revocation.

A centralparameteto PKIs emplgying implicit revo-
cationis the length of the certificateTTL. PKI adminis-
tratorsmusttrade-of security(asstatedoy the boundon
revokedcertificateuse)with thefrequeng of retrieval. A
long TTL mayexposethe verifierto arevokedcertificate.
A short TTL requiresthe verifier to retrieve the certifi-
catefrequently thuslimiting the scalabilityof the PKI. In
extantsystemseachretrieval requireshearyweightoper
ationsby the verifier, the CA, or both.

Windowed revocation usesa hybrid of both explicit
and implicit revocation. Similar to explicit approaches,
windowedrevocationusesCRLsto announceevocation.
CRLsaregenerateta documentedate,andrevocation
is indicatedby the presencef the certificates associated
serialnumber Similar to implicit approachesyindowed
revocationrequireshe successfutetrieval of a certificate
to implicitly statethe validity and freshnesof the cer
tificate. Also similar to implicit approacheswindowed
revocationallows verifiersto re-acquirecertificatesat fre-
guenciesommensurateith their securityrequirements.

1Theentirecertificateis generallynot presentn thelist, but is refer
encedby someuniqueidentifier Thisidentifieris commonlyknowvn as
aserialnumber
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Figurel: Implicit, explicit, andwindowed revocationin
PKI architectures.

Different from implicit approacheswindowed revo-
cation does not require re-acquisitionof certificatesat
fixedintervals. Instead windowed revocationallows for
the freshnesof a certificateto be re-assertedvith each
statemenbtf its validity via CRL. Differentfrom explicit
approacheswindowed revocationlimits the period over
which a certificate$ revocationis announced. In win-
dowed revocation, the size of a certificates revocation
window is assignedy the issuingauthorityandis doc-
umentedwithin the certificate.By boundingthetime that
eachrevoked certificatemustbeincludedin the periodic
CRLs, we reducethe size of eachindividual CRL. Be-
causeof thesmallCRL size , we canactively deliver CRLs
to verifiers.

We illustrateimplicit, explicit, and windowed revoca-
tion in Figure 1. In the figure we shaw the lifetime of
a certificateC, which hasa documentedalidity period
from not Bef or e (t°) to not Aft er (¢3). At time ¢4,
C, isrevoked. AssumeC; is verifiedattimest! and¢? in
eachexample.

In implicit revocation,the usersecurelyretrieves and
cacheg’; attimet!. No furtherverificationis performed
betweert! andt?. After thefreshnes3 TL expiresattime
t2, the certificateis dropped. The certificateneednot be
re-acquireduntil it is neededagainat time ¢t3. Because
verificationis performedonly during retrieval, the revo-
cationof C; will not bediscorereduntil it is droppedat
time ¢ andre-acquirechfterward. We call the boundon
thelongestime arevokedcertificatemaybeusedthewin-
dowof vulnemability. For implicit revocation,the window
of vulnerabilityis exactly thefreshnes3LL (t6 — ¢3).

In explicit revocation, the certificateand last gener
ated CRL is retrieved at time t'. Eachsubsequentise
(t3) of the certificaterequiresthat the mostrecentCRL
be checled for a revocationannouncement.Becausea

cachedctertificateis only authenticatedsrequiredoy use,
thereis no boundon thetime in whicha CRL will bere-
trievedby theuser Thereforethe CA mustannouncehe
revocationfrom the CRL immediatelyfollowing the re-
vocationuntil the certificateexpires (t° to ¢?). Because
CRLs are the only mediumfrom which revocationstate
canbe obtained,the window of vulnerability in explicit
revocationis equalto the periodicity of CRL publication
(seeSection3.4for acorrectnesproof).

Windowed revocationboundsthe time at which a cer
tificate may be cachedthroughthe revocationwindow
Whenthe certificateis retrieved(¢!) it is guaranteedb be
freshandunrevoked. After revocation(t*), the CA need
only includethe certificatein the CRL for therevocation
window (¢° to t7). The CA knows thatoneof the follow-
ing casesoccurredfor every hostcachingthe certificate:
1) aCRL wasrecevedwithin therevocationwindow, and
C1 wasdroppedpr 2) therevocationwindow hasexpired,
andC; wasdropped.n eithercasewindowedrevocation
stipulateghatthe certificatewill no longerbe cachedby
ary hostat the end of the revocationwindow, hencethe
CA candiscontinueannouncingherevocation.After the
revocationwindow hasbeenreachedthe CA mayremove
the revoked certificatefrom its internallists. No master
list of revoked certificateds required. Similar to explicit
revocation,the window of vulnerabilityin windowed re-
vocationis equalto the periodicityof CRL publication.

For reasonsof policy or interoperability a CA may
wishto provideexclusively implicit or explicit revocation.
Theserequirementgan be met by the propermanipula-
tion of the revocationwindow. By settingthe revocation
window equalto or greaterthanthe validity periodof a
certificate,explicit revocationcan be achiesed. A con-
versemanipulationof the window yields strictly implicit
revocation. We detail the operationand implications of
revocationwindow configurationin Section3.5.2.

3 Architecture

In this sectionwe describethe designand operationof
our key revocationmechanism.For investigatve andil-
lustrative purposeswe definea simple Public Key In-
frastructurearchitecturecalled Key Distribution Hierar
chy (KDH). While we studythe operationof windowed
revocationwithin KDH, windowed revocationis not de-
pendenbn KDH.

3.1 KeyDistribution Hierarchy

The hierarchyof KDH is similarto the ICE-TEL [CY97]
PKI, but avoids mary of the compleities of its con-
struction. We provide a more thoroughcomparisonof
KDH andICE-TEL, aswell asa thoroughdescriptionof
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Figure2: InternetLevel Architecture

the architecturethe certificateretrieval protocol,andre-
latedpolicy issuedn [MJ98].

KDH introducesatwo level hierarchyconsistingof the
keyserverlevel andthe enterpriselevel. The keysener
level containsa setof senersfrom which enterpriseand
keysener certificatescan be retrieved. The enterprise
level containsindependentierarchiesof end users. In
ICE-TEL parlancegachkeysenercorrespondso aPCA,
andeachenterpriseorrespondi asecuritydomain.Fig-
ure 2 describesan Internet-centricview of one possible
configurationof the architectureIn thefigure,alink be-
tweentwo entitiesrepresentanexchangeof digital signa-
tures,whereeachend-pointsignsandpermanentlycaches
the other’s certificate. The exchangeof certificatesand
signaturess calledregistration.

KDH stipulateghatkeysenersform afully-connected
graphof peerswhereall keysenershave exchangeder
tificateswith all others. By mandatinga fully-connected
graph,we limit the length of certification path usedin
the retrieval andverificationof a certificate. An authen-
ticatedcertificateof ary keysener canbe retrieved from
ary otherkeysener.?

2Therequirementhatall keysenersexchangesignaturess usedto
boundthetransitvity of trustduringcertificateauthenticationTheeffect
of relaxingthis requirementvould be the introductionof additionalin-
termediatéeysenersinto theauthenticatioprocesgcertificationpath),
which may lower confidencein the process. In the degeneratecase,
theretrieval processvould becomesimilar to authenticatiorin the PGP
[Zim94] system.

Enterprisesegister with keyseners using an out-of-
bandchannel. It is from thesekeysenersthatthe enter
priselaterretrievesauthenticatingertificatesln essence,
the exchangeof signaturesbetweena keysener and an
enterprisestateghatthe enterprisdruststhe keysenerto
adwertisecorrectcertificates However, this trustneednot
be absolute. Later, during authenticationmultiple key-
senersmaybeconsulted.

Keyseners are intendedto be administeredndepen-
dently by regional, national,or global organizations.In
terms of hardware and administratve practices,these
senersshouldhave mary of the samecharacteristicas
thosedefinedfor thePCA servicesn RFC1422[Ken93.
Thesepracticeslefineproceduresisedfor mutualauthen-
tication beforeenterpriseregistration. An enterprisgro-
videsits certificateto eachkeysenerwith whichit wishes
to register After appropriatanutualvalidationof creden-
tials, the keysener signsandcacheghe enterprisecertifi-
cateandtheenterpriseootsignsandcacheshekeysener
certificate. A thoroughdescriptionof the useof digital
signatureganbefoundin [DH76].

Eachenterpriseencompassesomeorganizatiorof end
users. The enterprisds intendedto represent group of
geographicallyloselocal areanetworksundercontrol of
a singleadministratve authority A distinct host, called
theenterprisaoot, is logically the singlepoint of contact
for requestdor certificatesof the enterprise.The enter
prise root correspondso the organizationakertification
authority(CA) in the|CE-TEL systemsWe stipulatethat



eachenterprise&ontainsonly oneenterpriseoot. In larger
enterprisest maybenecessario replicatethis service.

As determinedy need,usersandhostsmaybelongto
multiple enterprises.For example,usersmay belongto
differententerprisesn which they performprofessional
andpersonatelatedactiities. All certificatedor entities
within an enterpriseare permanentlystoredat the enter
priseroot. Whena local hostregistersits public key with
the enterprisethey mutually authenticateand sign each
other’s certificates. When an external entity requestsa
certificatefor one of thesehosts,the enterpriseroot will
respondwith the storedcertificate.If therootis properly
placed(e.g.ata network border),very little traffic should
be generatedy external requeston the enterprisenet-
work.

Hostsinternalto the enterprisedirectly contactthe lo-
cal service(enterpriseoot) to make requestdor internal
or externalcertificates. Retrieved certificatesare cached
attheenterprisgootandeachenduserhost. Detectionof
the revocationof cachedcertificatess describedn Sec-
tion 3.3.

While in the precedingarchitecturabvervien we have
describedeachCA asa single entity, in practiceit con-
sistsof two components:a CA® and a directory service
[BAN9Q]. The CA performsthe missioncritical dutiesof
certificatesigning and CRL generationcommunicating
only with thedirectoryservice.Thedirectoryserviceacts
asthe distribution point for certificatesand CRLs. When
retrieving certificatesverifiersassumecompletetrustin
the CA, anda limited form of trustin the directoryser
vice. The directoryis trustedto correctly adwertisecer
tificatesandCRLs,andthe CA is trustedto comply with
proceduresutlinedin its policy statementWe seepolicy
compliancefailures[Dav96] asorthogonato our investi-
gation.For easeof expositionandwithoutlossof correct-
nesswe continueto treatthe CA anddirectoryasasingle
logical entity in theremainderof this paper

3.2 Certificate Retrieval Protocol

As is the casewith most PKIls, certificateretrieval in
KDH is accomplishedy the collectionand authentica-
tion of signedcertificates.The verifier logically traverses
agraphrepresentingignatureexchangedetweertheen-
terprisesand keyseners, collecting certificatesat each
hop. Eachcertificate$ signaturess verified andthe ap-
propriateCRLs are consulted. If all certificatesare au-
thenticand unrevoked, the useris free to usethem. We
now present stepby stepdescriptionof this process.

3In KDH, both keyseners and enterpriseroots perform CA duties,
but the type of certificateamanagedandthe generatiorof CRLs differ.
Throughoutthis paper we usethe term CA only whenthe contet ap-
pliesto bothkeysener andenterprisgoot.
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Figure3: Thecertificaterequesprocess.

Eachenterpriseéootnodebeginsoperatiorwith perma-
nententriesfor the certificatef entitieswithin theenter
prise theenterpriseertificate andthecertificateof each
keysenerwith which it hasregistered.

Whenan enterpriseroot noderecevesan externalre-
guestfor a certificatebelongingto an entity within the
enterpriseit returnsthecertificateandalist of keyseners
with which it hasexchangedsignatures.The list of key-
seners associatedvith the enterpriseis always cached
with thecertificate.

When a verifier requestcannotbe servicedby the lo-
cal hostcache the requests forwardedto the enterprise
root node. If the requestis for a certificateexternalto
theenterpriseit is forwardedby theenterpriseootto the
externalenterprise.Theresponsés cachedandreturned
to therequestinghost. A similar processs usedfor key-
sener certificateswith the originatingverifier specifying
from which keysenerit wishesto retrieve the certificate?

It is worth noting thatwe do not specifya mechanism
for locatingthe enterpriseoot nodeof an externalenter
prise. Thereareseveral existing designgfor scalablenet-
work directoryservicessuchasDNS [Moc873 Moc87h.
Theseservicesarereadily availablewithin today’s Inter-
netinfrastructureandassucharebeyondthescopeof this
paper

We illustratethe retrieval procesghroughan example
in Figure3. Assumeall nodednitially have emptycaches,
save the permanentntries. We statethat the enterprise
root nodesER 4 and ERg have exchangedsignatures
with keysener K.S;. In Figure 3, we shawv the request
procesaisedby enterprisehost H; in enterpriseA to ob-

4We notethe possibilityof reducinghenumberof round-tripsduring
theretrieval/verificaion processby consolidatingequests.For clarity,
theoperationatescriptiondelav will treateachrequestndependently



tain andauthenticat¢he certificateof a hostH, in enter
prise B. H, beginsby requestingrom ER 4 the certifi-
cateof H, (steplin Figure3).

ER,4 forwardsthe requestto ERg, returningthe re-
sultsto H; (steps2-4). H; thendetermineghatthe cer
tificate of ERp is neededand repeatshe requestpro-
cess,specifyingthat the certificatebe retrieved from the
keysener K S; (steps5-8). Basedon the keysener in-
formationreturnedn the H»> request,H; notesthatboth
enterprisesharedthe keysener. As statedin the local
hostpolicy, H,; determineghatthisis anacceptableela-
tionshipbecauséhey shareacommonkeysener, whichit
trusts.Finally, H; requestandrecevesthecertificatefor
keysener K S; (steps9 and10in Figure3). Having as-
sembledall the certificates,H; recursvely authenticates
thedigital signaturesBasedntheresultsof theauthenti-
cation, H; may initiate somesecureactionusingthe cer
tificate.

In [MJ98], we discusghe casesvhenthe enterpriseof
a verifier hostandthe enterpriseof the requestedertifi-
catedo not sharea commonkeysener (in termsof reg-
istration)andwhenmorethanonecertificatefor a single
targetis recevedwith valid signaturesFor brevity, we do
notincludethediscussiorof thesecasedere.

3.3 Certificate Revocation Protocol

In windowed revocation, we use explicit notification as
the primary revocationmechanism.CRLs are generated
perthe scheduledocumentedh the associatedertificate.
TheseCRLsarethendeliveredon keyseners’ announce-
ment groups. We require eachentity holding a cached
certificateto listenfor revocationannouncemerftom the
correspondindseysener. We exploretwo otherCRL dis-
tribution mechanismsnd evaluatetheir potential scala-
bility problemsn Section3.5.1.

The generatioranddelivery of CRLs from sourceen-
terpriseto verifier hostis demonstratedhroughthe fol-
lowing example. The key distribution hierarchyusedin
the previous exampleis depictedin Figure4 alongwith
the keysener’'sannouncemergroup. The hierarchycon-
sistsof a keysener K Sy, two enterprise§ER 4, ERB),
andtwo hosts(H; of enterprised and H> of B).

Continuingwith theexamplein the previoussection at
somepointafterhostH; acquiredcertificateCr,, Cr, IS
revoked. Subsequento the revocationof Cy,, requests
for Hy's certificatewill returneithera newly generated
Cy, (with auniqueserialnumber),or anerrorif no new
certificatefor Hy hasbeencreated Whetheranew certifi-
catefor H, is generatedr not, the next scheduledCRL
from ERp will includetherevocationof theold Cly, .

EachCRL generatedy ERp is reliably unicastto all
keysenerswith which it hasregisteredwhich in this ex-
ampleisonly K .S (stepl). Thekeysener K .S; storeghe

Z-CAW KS,

KS, Announce
Group

1-CRL{ER .}

ER

ER, | | H

Enterprise B

H

1

Enterprise A

Figure4: Certificaterevocationdelivery. After its revoca-
tion, certificateCy, isincludedin subsequentRLsgen-
eratedfor thelocal enterprisg B). EachCRL is reliably
unicastby the enterpriseroot (ERg) to all keyseners
with which the enterpriséhasregistered(K S;). Theen-
terpriseCRL is summarizedwith CRLs from otheren-
terprisespndincludedin thekeysener CRL. Theresult-
ing keysener CRL is multicastto all interestegarties.

CRL from enterpriseB in preparatiorfor the publication
of thenext keysener CRL (seeSection3.3.1).

Whenthe next keysener CRL is generatedthe CRL
from enterpriseB containingtherevocationof Cp, is in-
cluded. The keysener thenmulticaststhe CRL over the
keysener announcemeraddress(step2). The scalabil-
ity of traditional PKls is limited by the requirementhat
verifiersactively retrieve CRLs. We usepushdelivery in
windowed revocationto enablepassie verification. If a
pushedCRL is lostin transitandit is requiredby a veri-
fier, theverifiermayretrieveit from the CA (or refreshthe
certificateby re-acquiringit). HenceCRL delivery may
useunreliabletransporprotocol,suchaslIP multicasting.
Notethattheuseof unreliabletransporprotocoldoesnot
affectthesecurityof CRL delivery(seeSections3.5.1and
4.1).

Revoked certificatesare included in the scheduled
CRLsfor a period equalto its revocationwindow The
revocationwindow of eachcertificateis documentedn
the certificate. The revocationwindow limits the length
of time a certificatemay be cachedwithout the holderof
the cachedcertificatereceving an associatedCRL. Be-
causerevocationis explicitly statedin the CRL only for
this period, the verifier will have no meansof determin-
ing the correctrevocationstateafterwards. Therefore,if
a verifier doesnot receve an associatedCRL during the
revocationwindow, it mustdrop the certificatefrom its
cache.



Whenthe CRL associatedvith a certificatecannotbe
obtainedthe certificatemustbe re-acquired As CAs are
prohibitedfrom adwertisingrevoked certificates,andthe
retrieval processs freshnesgrotectedseeSection4.1),
all retrieved certificatesare guaranteedo be both fresh
andunrevoked. Thereforejf arecentCRL cannotbe ob-
tained therevocationstatecanbedeterminedy thedirect
acquisitionof the certificate.

By providing low costdelivery of CRLs in the aver
age case(multicastkeysener CRL delivery), we avoid
the vastamountof active CRL retrievals normally asso-
ciatedwith traditional PKI architecturesIn the aberrant
casewherethe mostrecentCRL hasnot beenreceved,
we provide ameansof recovery throughdirectretrieval.

TheCRLpublicationperiodandrevocationwindoware
documentedas additionalfields in all certificateswithin
thePKI. TheCRL publicationperiodis thelengthof time,
in minutes,betweeneachnen CRL publication. There-
vocationwindow is the numberof CRL publicationsin
which a revocationis included. Additionally, keysener
certificatescontaina CRL announcemenaddress The
CRL announcemenaddresss the identity of the group
overwhich CRLsaredelivered(seeSectior4.2).

In the following sections,we outline the Windowed
Revocationprotocol and supportingfeatures. The next
two sub-sectionglescribeCRL generationand distribu-
tion within KDH. We concludethis sub-sectiorby outlin-
ing thecachemanagemenmolicy.

3.3.1 Keysewner CRL Generation

Traditional CRL revocationrequireshostswishingto val-
idate certificatesfrom potentially mary CAs to retrieve
and validateas mary CRLs as the numberof CAs in-
volved. In attemptingto addresshis and other limita-
tions,the IETF PublicKey InfrastructuréNorking Group
(PKIX) providesthe Indirect CRL extension[HFPS9§.
UsingIndirectCRLs,a CA maydelegateCRL generation
to otherentities. We extendthis approachoy stipulating
a priori indirect CRLs. KeysenersaggregjateCRLs by
collectingall the CRLsof enterpriseshathave registered
with them. After the authenticityof eachenterpriseCRL
has beenverified, the enterpriserevocationinformation
is incorporatednto the keysener CRL. By allowing the
keysener to authenticateenterpriserevocationinforma-
tion, verifiersneednot collect or verify eachenterprise
CRLS

Each keysener generatesCRLs at the documented

CRL publicationperiod. Thekeysener CRL containsre-
vocationstateof certificatesdbelongingto enterprisegoots
thathave beenregisteredwith thekeysener, summaryin-

5As policy dictates,the verifier may wish to verify domainCRLs
directly In the absencef this, the verifier musttrustthe keysener to
correctlyperformthis task.

formationof CRLsfrom registeredenterprisesandadig-
ital signaturecalculatecbverthepreviousfields. Thekey-
sener deliversits CRLs to all interestedcpartiesover its
announcemerdddress.

To reducethe window of vulnerabilityin which a cer
tificate holdermay not have learnedof a certificates re-
vocationandthuscontinuego usetherevokedcertificate,
we expectakeysener’'s CRL publicationperiodto besig-
nificantly smallerthanthe CRL publicationperiodsof the
ERsregisteredwith it.

If the keysener doesnot have the mostrecententer
priseCRL (whoseannouncemerschedulés documented
in the enterprisecertificate) this factis notedin the key-
senerCRL. Theonly scenarian whichthekeysenerwill
not have the mostrecentCRL is whenthe enterprisgoot
experiences procesor communicatiorfailure.

We notethe possibility of keysener supported-resh-
nessCRLs CAssupporting-reshnes€RLs[AZ98] gen-
erateCRLs at differing frequencies. Usersretrieve the
CRL with a publication rate commensuratevith their
needs.In extendingthis approacha keysener may sup-
port several announcemengroupswith different CRL
publicationrates.

Finally, we considerthe specialcaseof keysener cer
tificatesrevocation.Eachkeyseneris therootof aportion
of the PKI hierarchy andassuchhasno higherauthority
to announcdts revocation. This makes dealingwith a
compromisedkeysener privatekey difficult. Onepopular
solutionis to have a singlehighly protectedroot CA. We
believe thatlocatinga single sourceof trustfor all users
in the Internetis problematic,if notimpossible. In our
architecturewve assumean out-of-bandmethodfor con-
tactingregisteredenterprisesfter keysener certificateis
compromised.In additionto out-of-bandrevocation,all
keysenersself-resoke their own certificates Thatis, each
keysenerwishingto revoke its own key will includeit in
subsequentRLs. This may aid the quick distribution of
therevocationnotification.

3.3.2 Certificate CacheManagement

Theoperatiorof thecacheateitherenterpriseootor end-
userhostss dependenbntheability of thehostto retrieve
CRLs. Hostswhich consistentlyretrieve or receve CRLs
may cacheand use certificatesas needed. When these
CRLscannotbereliably obtainedthe hostmustactively
authenticateachcertificate.

We presenthefollowing algorithmusedby theverifier
to determingherevocationstateof acachectertificate.In
thefollowing text, a distinctionis madebetweerthe last
publishedCRL andthe last receivedCRL The last pub-
lishedCRL is thelastCRL generatedby the CA previous
to theverificationof thecertificate. ThelastrecevedCRL
is thelastCRL recevedby theverifier.
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Figure5: ExampleCRL generation In this example,we shav the revocationof certificatesC; andC» andtheir

inclusionin subsequentRLs.

1. If thelastpublishedCRL hasbeenrecevedfrom the
CA andthe certificatehasnot beenrevoked, it can
continueto beused.

2. If thelastpublishedCRL hasnotbeenreceved:

(a) If thedifferencebetweerthe currenttime and
thelastrecevedCRL is lessthantherevocation
window, the last publishedCRL is retrieved.
Onceretrieved, the CRL is usedto determine
therevocationstateof the certificate.

(b) If the differencebetweenthe currenttime and
thelastreceved CRL is greaterthanthe revo-
cationwindow, the certificateis droppedand
mustbe re-acquired. The expiration of a cer
tificate window indicatesthat revocation an-
nouncementfor the associatedertificatemay
have beenlost.

(c) If thelast publishedCRL cannotbe retrieved,
the certificateis droppedfrom the cache,and
mustbere-acquiredrom the CA.

At thetime of retrieval, two timersareassociatedavith
eachcachedcertificate. For hostand enterprisecertifi-
cates,the cleantimer is setto the CRL publicationpe-
riod of theenterprisdp) plusthepublicationperiodof the
keysener (p/). This ensureghatall hostslisteningto the
keysenerannouncemeraddresseceve keysener CRLs
beforethe cleantimers expire. The revocationwindow
timer is setto the revocationwindow (w) multiplied by
the enterpriseCRL publicationperiod. The time of the
enterpriseCRL publicationis denotedt“®”, As CRLs
arrive, the cleantimer associatedvith eachun-revoked
certificateareresetto t“%L + p + pr. After receving a

CRL, revocationwindow timeris resetto t %L 4+ wp. Re-
vokedcertificatesareremovedfrom thecache.

As clean timers expire, the associatedentries are
marked“dirty”. In thennormalcase keysener CRLsare
receved regularly, and cachedcertificateswill never be
marked dirty. Certificatesnot marked dirty werenot re-
voked at the time the last CRL was generatedand may
continueto beused.

Whena dirty certificateis requestedy a verifier and
the certificates revocationwindow timer hasnot expired,
the hostattemptsto validatethe certificateby retrieving
themostrecentCRL. If the CRL is successfullyetrieved,
all relevant cacheentriesare updatedandthe certificate
is returnedto the end-user If the CRL cannotbe re-
trieved, the entry is droppedfrom the cache,and must
be re-acquiredusingthe certificateretrieval protocolde-
scribedin Section3.2).

If the revocationwindow timer of a certificatehasex-
pired, hostscannot determinethe revocationstateof this
certificateusingthelatestCRL. In thiscasethecertificate
is droppedrom thecacheandmustbere-acquired.

We now illustrate the certificate cache management
processvith anexample.In Figure5, we describeaseries
of eventsinvolving a certificatecachinghost. In this ex-
ample,the CRL publicationperiodfor the CA associated
with certificates; andCs is equalto 1 (wherea CRL is
generate@tt,t + 1,t 4+ 2,...).

Therevocationwindow documenteth eachcertificates
C1 and(Cs is 2 (periods).Betweent + 1 andt + 2, cer
tificateC; is revoked. Betweent + 2 andt + 3, certificate
C> is revoked. The CRLs publishedby the CA at time
t + 2 andt + 3 will containthe revocationof certificate
C1, while therevocationstateof certificateCs, will bein-



cludedin the CRLs publishedat time ¢ + 3 andt¢ + 4.
The CRL publishedat time ¢ + 4 will no longercontain
the revocationstateof certificateC;. Shoulda hosttry
to retrieve a CRL from the CA betweentime ¢ + 3 and
t + 4, the CRL returnedwill bethe onepublishedattime
t+3, whichincludedtherevocationof certificateC; . This
periodof inclusionof a certificaterevocationstateis rep-
resentedn Figure5 asgrey boxes.

Consideran end-usethostwhosecachecontainsboth
certificates”; andC>. Assumethatthe hostrecevedthe
CRL publishedattime ¢ + 1. Thusattimet + 1, thehost
setthe revocationwindow timer for both C; and C, to
t + 3. We now describethreepossiblescenarioselating
to this example.

If all CRLs are successfullyreceved, C; will be re-
movedin responséo the CRL attime ¢t + 2, andC will
beremovedfrom thecachan responsé¢o the CRL attime
t+3.

If the CRL attimet + 2 is not recevedandcertificate
C1 is accessedby anend-usebetweent + 2 andt + 3,
anattempto retrieve the CRL directly from thekeysener
or enterprisgootwill occur If this procesdails, the host
will dropandre-acquirghecertificate.Section3.2.

In the casewhenboth CRLs attime ¢t + 2 andt¢ + 3
arelostandcannotberetrieved, the hostis unableto de-
terminetherevocationstateof eitherC or C». Therevo-
cationwindow timer for both certificatesexpiresat time
t + 3, andthecertificatesareremovedfrom the cache.

Now considemasecondhostwhoretrievescertificateCy
attimet + 2. It knows atthetime of retrieval thatCs is
freshandunresoked,soit setsthe cleantimerto expire at
t + 3 andthe revocationwindow timer to expire at time
t + 4. The certificateis handledasin the previous case,
with the exceptionof the differenttimer expirations.

Notethatwhile thesizeof therevocationwindow is the
samein all hostsfor a given certificate,the starttime of
the revocationwindow timer itself is not. In eachhost,
therevocationwindow is reseteachtime the validity of a
certificateis asserted.

We addressthe latenciesincurred by the delivery of
CRLsby stipulatingthatcleantimersaresetto the publi-
cationperiodplus a propagatiordelayvalue. The propa-
gationdelayis a shortperiod(measuredn milliseconds)
that estimateghe maximumtime neededor the genera-
tion anddelivery of the CRL. Thisvalueis sitedependent,
andmustbe setby thelocal network administrator

3.4 Proof of Correctness

In this sectionwe formally prove theboundontheuse
of revoked certificates.In Figure6, we describethe life-
time of certificateC. C is valid from time ¢! until its
expiration at time ¢". CRLsaregeneratedy the CA at
the publicationperiodp. In the proof we assumehatthe

Revocation Window

Clean Timer

t t+p+p’
Certificate Lifetime

Time

Figure 6: We shaw the lifetime of certificatehost C,
which s valid from ¢! to t*. At time ¢!, anenduserre-
trievesthe certificate. In responsethe dirty andrevoca-
tionwindow timersaresetto ¢ + p+pr andt* +wp, where
p is the publication period of the enterprisep’ is the
publicationperiodof thekeysenerfrom which keysener
CRLswill bereceved,andw is the revocationwindow.
TheCA publishesCRLsattimes. ..t —p, t* tF +p, ...

keysener publicationperiod (pr) is strictly lessthanthe
enterprisepublicationperiod(p) (seeSection3.3.1). We
denotethetime of anarbitraryCRL publicationast®. At

timet?, C isretrievedandcachedy anenduser At some
timet”, C is revoked. Eachcertificatedefinesarevocation
window w, which statesghe lengthof time its revocation
will berecordedn periodicCRLs. Beforepresentinghe
proof, we formally definetwo centralpropertiesof win-

dowedrevocation.

Property 1 - FreshCertificateRetrieval - This property
ensureshatall certificatesarefreshandunrevokedat the
time of retrieval. More formally, " > t* holdsfor the
retrieval andrevocationof ary certificateC.

Property 2 -WindowedRevocation- This property en-
suresthat all revoked certificatesare included in the
CRLs publishedwithin the documentedevocationwin-
dow. Formally,
C € CRL for all CRLspublishedatt® + mp, where
min(t9)[t* > t",0 <m < w.

Intuitively, ¢¢ is the CRL publicationtime immediately
following the revocation,i.e. the publicationtime of the
first CRL thatcontaingherevocation.

Theorem: Thelengthof timeanyrevoked certificatemay
be usedis boundedby the lengthof the cleantimer (p +
p).°

Proof: After retrieval, theinitial cleantimer for C is
setto ¢* + p + pr, andthe revocationwindow timer is set
to t* + wp. It is sufiicientto shav the theoremholdsfor
verifications(anduse)of C attime t?, for all #° > #:.

SNotethatthe boundon the useof revoked keys is actuallytheclean
timerlengthplusthepropagatiorlelayvalue. For simplicity andwithout
lossof correctnessye omit mentionof the propagatiordelayvalue.



e Casel: t* < t' + p + pr: Thecertificateis verified
beforetheinitial cleantimer expires.

0 >t (by definitior)
:>ti+p+p/—t6 <p+p,

sothetheoremholds.

e Case2: t' + p+ pr < t° < t* + wp : Thecertifi-
cateis verified after the initial cleantimer expires,
but beforetherevocationwindow expires.

a)

b)

If C is notmarkeddirty, thenthereexistssome

e Case3: t9 > t + wp : Therevocationwindow has
expired,sothecertificateis dropped.Thus,thetheo-
remholds. m|

3.5 DesignEvaluation

In this sectionwe evaluateour approacho key revocation
in termsof ourtwo otherstateddesigngoalsof scalability
andflexibility .

3.5.1 Scalability

CRLJ publishedattime t/ < ¢" thatwasre- Windowedrevocationis scalablebothin its bandwidthre-

ceived by the host. At t/, we know C' hasnot
beenrevoked. The cleantimer hasnot expired,
sot? —t/ < p+pr.

Therefore,
t9 —t < p+pt, (Cisnotmarkeddirty)
o<t (C ¢ CRLY)

>t -t <p+p.

Intuitively, a certificate having an unexpired
cleantimer meansthat the certificatehas not
beenrevokedwithin p + pr sincethelastCRL
publicationtime, thusthetheoremholds.

If C is markeddirty andthemostrecentC RL’
publishedat time # is retrieved. If t* > 7,
C ¢ CRL/, thecleantimeris resetto t/ + p +
pt, andthis casereducego case?(a).

If t* < t, thenit sufficesto proveC € CRLY.
By property2, C € CRL? if andonly if
t° <4 <t + wp,
wheret® is min(t°)|t¢ > ¢", the CRL publica-
tion onorimmediatelyfollowing ¢”. Fromthis,
we canconcludethat:
=t < ¢,
t< 1, (propertyl)
tm < t°, (property2)
=t <t
= ti + wp < t° + wp,
th <t + wp, (fromcasedefinitior)
=t/ < t°+ wp.
Hence:
= t° < 9 < t°+ wp,
and
= C € CRL/.
So the theoremholds. A similar agument

holdsfor certificatesvhoserevocationwindow
is resetin responséo arecevedCRL.

guirementsandthe size of the supporteccommunity As
indicatedin Sectionl andthroughouthe paperthe scal-
ability of windowed revocationis basedon its useof the
revocationwindow and CRL pushdelivery. By limiting
the size of CRLsthroughthe useof the revocationwin-
dow, we reducethe costsassociatectheir distribution.

Throughcertificatecaching,we attemptto maximize
the total numberof supportableverifiers. Moreover, we
usethe CRL publicationasa form of cacheinvalidation
protocol. Givenour reducedCRL size,we canpushde-
liver CRLsto verifiers. This allows verifiersto passiely
maintain the validity of their cachedcertificateswith-
out having to independentlyequesinformationfrom the
CAs. We avoid unnecessaryalidationby allowing veri-
fiersto postponehe verificationof a cachedcertificates
revocationstateuntil the certificateis to be used.In this,
CRLsarereliably retrievedonly whenCRLsarelost and
a certificateverificationis needed.While a pushmech-
anismfor CRL delivery is mentionedn [Pro94, we are
notawareof ary existing designthatusesthe pushmech-
anismwith provablecorrectness.

Our useof IP multicastingin CRL pushdelivery mini-
mizesnetwork bandwidthusageby not duplicatingdata
transmissionto multiple destinationswvhere their paths
overlap. For scalability reasons,IP multicasting uses
the unreliabletransportprotocol, UDP, for datadelivery
[DC9O0. Our ability to use unreliabletransportproto-
col for pushdelivery of CRLsrestsfundamentallyon the
useof documentedcheduledntenals. A verifier with a
cachedcertificateknows the periodicity at which CRL is
expected.If the CRL is not recevedwithin the expected
period, the verifier usesa reliable transportprotocol for
validation.

An importantdistinctionto noteis that the useof un-
reliabletransporiprotocolin noway affectthe securityof
recevedCRLs. Thesecurityof recevedCRLsis basedn
digital signatureandassuchareassecureasthesigners’
CRL generatiorprocesgseeSectiond.1).

By stipulatingthatcertificaterevocationsbeaggreyated
atanddistributedby keyseners,we reducetotal costsof
CRL distribution. Thus, the numberof enterpriseand
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end-usercertificatesscaleswell with the numberof key-
seners.

We have considereatherapproachet CRL delivery.
In oneapproachthe keysener createand publisha new
CRL every time it receivesone from an ER, insteadof
postponinggeneratioruntil thenext KS CRL publication.
Alternatively, eachER canmulticastits CRLsdirectly to
certificateholderseither on the KS’s announcemenrad-
dressor its own multicastgroup. Both alternatveshave
the adwantageof reducingthe window of vulnerability
from wp + p/ to wp. Comparedo our proposedgrotocol,
however, thesealternatves requirethe network to carry
more messagesand certificateholdersto be interrupted
morefrequently checkmoredigital signaturesandkeep

alargernumberof timers. In additionto the performance 4

trade-ofs alongthesesameparametergequiringaKS to
generatea new CRL everytimeit recevesone from an
ER meansthe KS mustexecutemore digital signatures;
constructingandmaintaininga multicasttreefor eachER
may also overtax the networking infrastructure. Never-
thelesswe planto comparethe performancef theseal-
ternatives againstthe protocol proposedherein a future
study

3.5.2 Flexibility

We boundthe time in which a revoked certificatecan
be usedby its associatedCRL publicationperiod. Any

certificatewhich is cachedongerthanthe cleantimer is

subjectto verificationexplicitly througha freshCRL, or

implicitly by re-acquisitiorfrom the CA. The revocation
window allows the CA to control the resourcesequired
to proces<CRLs. Smallerrevocationwindows reducethe

sizeof CRLs, but requirehoststo validateor re-acquire
certificateanorefrequently

An advantageof this approachs thata CA usingwin-
dowed revocation can mimic traditional key revocation
mechanismsBYy settingthe revocationwindow equalto
the maximumlifetime of ary certificate,the CRLs gen-
eratedwill be functionally equivalentto thosefound in
explicit revocationsystems.In this way, no cachedcer
tificatewill ever have its revocationwindow timer expire
beforethe certificateexpiration date. To mimic implicit
revocation,CAs runningwindowedrevocationsimply set
the CRL publicationperiodto 0 andnever publishCRLs.
This forcesall certificatesto be re-acquiredafter their
cleantimersexpire.

Windowedrevocationsupportsrerifierswhowishto re-
trieve revocationstateat ratesfasterthanthe CRL publi-
cationperiodby settingthe cleantimerto ary periodless
thanthe CRL publicationperiod,andthe revocationwin-
dow timerto O.

Name | Type | Status
Certificate Extensions

windowvedCRLIndicator | BOOLEAN | critical
crlPublicationPeriod INTEGER | critical
revocationWhndow INTEGER | critical
crlAnnouncementAddress Name non-critical

Certificate Revocation List Extensions

windowedCRLIndicator | BOOLEAN | critical
crlPublicationPeriod INTEGER | critical
revocationWhndow INTEGER | critical

Tablel: Extensiongo the X.509v3 standard.

Issues

4.1 Secue Certificate Retrieval

A centralrequiremenbf our revocationmechanisnis for
freshnessassurances the certificateretrieval process.
Without such protection,the retrieval processwould be
subjectto replayattadks By replayingan old response,
anadwersarymaydeceve a userinto usingarevokedkey.
Thereare several approachefor achiesing freshnessle-
scribedin [NS78 and[Sch94.

In windowedrevocation,we avoid theinherentcostsof
providing freshnes®on a per requestbasisby only guar
anteeindreshnessvithin ashortinterval. To achievethis,
thedirectoryservicegenerateacertificatepacletfor each
certificateonceper configurableperiod. Includedin this
paclet is the certificate,a timestamp,and a digital sig-
naturecomputedover the previousfields. This pacletis
returnedn responseo eachrequest.Basedon the signa-
ture,therequestecandeterminehatthe requesis fresh
within the boundsof the configuredperiod. In this con-
text, we usethetimestampasa noncevalue. A verifieris
assureaf thefreshnessf theresponsdecausehenonce
uniquelyidentifiesthe paclket beinggeneratedvithin the
shortperiod.

As the freshnesgjuaranteesely on the quality of the
noncevalue, this mechanismrequiresloosely synchro-
nizedclocks. This is not an exceptionalneed,as other
securesystemssuchasKerberogSNS88 NT94] require
it. Thereareseveralwidely deployedsystemdor achies-
ing looselysynchronizealocksin [Mil92].

4.2 Certificate Format

The IETF Public Key Infrastructure Working Group
(PKIX) hasdevelopeda setof standardgor integrating
a PKI into the Internet. One standard,the X.509 v3
[HFPS9§ draft, providesa flexible interfacefor specify-
ing certificatedistribution and revocation. Throughcer
tificate and CRL extensionsthe issuingauthorityidenti-
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fies the locationand mechanisnusedto retrieve revoca-
tion state.

In the interestsof inter-operability we proposeto im-
plementour revocation mechanismas the set of X.509
v3 extensiondistedin Table1. The windowedCRLIndi-
cator field includedin the CRL and certificateindicates
theuseof our mechanismThecrlPublicationReriodfield
indicatesthe CRL generatiorrate, in minutes,of CRLs
by theissuingauthority TherevocationVihdowdescribes
thenumberof periodicCRLsthatarevocationannounce-
mentwill be included. Optionally includedin the cer
tificateof eachkeyseneris thecrlAnnouncementAddss
which designateshe multicastaddressover which CRLs
aredelivered.

Note that the windowedCRLIndicatoand parameter
fields are marked ascritical. Within X.509 v3 specifica-
tion, implementationsre prohibitedfrom acceptingcer
tificateswith unsupportedsritical extensions.In the ab-
senceof this,anapplicationmaymisinterpreawindowed
CRL asatraditional CRL, potentiallyresultingin the use
of arevokedcertificate.

Thedelivery of CRLs over multicastis independenof
the windowed approacho key revocation. This channel
maybeusedo improveperformancén thevalidationpro-
cessputis notnecessarfor thecorrectoperatiorof win-
dowed revocation. Consistentwvith the X.509 v3 philos-
ophy, our mechanismmay be usedin conjunctionwith
otherextensiongseeSection5).

5 RelatedWork

The Privagy EnhancedMail [Ken93 architecturg PEM)

stipulatesthat all revoked certificatesin eachdomainbe

includedin periodic CRLs. Due to the long lifetimes

of certificates,the size of theselists made CRL distri-

bution difficult. Severalapproache$o reducingthe size
the CRLs have beenproposedAz98, HFPS98, mary

of which have beenincludedin the IETF PublicKey In-

frastructuréWorking Group (PKIX) draft standardsThe

X.509 v3 certificateformat standardHFPS9§ provides
extensionsn whichnew mechanismsanbeincorporated.
Primarily, the existing extensionsattemptto reduceCRL

associateatostsby partitioning the revocationinforma-

tion or by delgyatingthe responsibilitiesof CRL gener

ation and distribution. Two approacheselatedto win-

dowed revocationare the delta CRL and freshnes<CRL

extensions.

CAs supporting delta CRLs [HFPS98 periodically
publishatraditionalCRL, calledabaseCRL. Verifiersre-
trieve andcachethe baseCRL and morefrequentlypub-
lisheddeltaCRLs. Delta CRLsonly containrevocation
information generatedsince the last baseCRL. In this
way, the CA canshortenthe publicationperiod without

requiring that verifiers obtain the entire CRL eachpe-
riod. A CRL in windowed revocationis similar to the
deltaCRL in thatit presentsevocationinformationwithin
someboundedperiod. However, unlike CRLs in win-
dowedrevocation deltaCRLscontinuallyincreasen size
betweerbaseCRLs. FurthermorePKlsusingdeltaCRLs
arerequiredto acquire validate, andcachethe potentially
largebaseCRLs.

In systemshatusefreshnes€RLs[AZ98], deltaCRLs
aregeneratedtmultiplerates.Verifiersretrievethe CRLs
at a ratecommensuratgvith their securityrequirements.
The frequeng of freshnes<CRLs is determinedby the
CA, andthuslimits the verifier to a setof predetermined
guarantees.In windowed revocation,eachverifier may
acquirerevocationstateat ary rate by droppingandre-
acquiringcertificatesas needed. Using this mechanism,
the verifier can obtain a tight bound on the delivery of
revocationstate.

The Pretty Good Privacy (PGP)[Zim94] systempro-
vides a suite of tools for generating/managing,and re-
voking certificateswithin a local ervironment.PGPdoes
notspecifycertificatedistribution or revocationprotocols,
but relieson usersto definemechanismgommensurate
with their needs.In responséo this lack of specification,
usersconstructad-hocrelationshipsetweerthemseles
calledwebsof trust. Revocationis explicitly statedby the
generatioranddistribution of arevocationcertificate

Thereis adirectparallelbetweerglobalcertificateand
name-spaceanagementln recognitionof this fact, the
authorsof DNSSedGal96 EK99] designedanarchitec-
ture for certificatedistribution and revocationusing the
existing DNS service. As with DNS, certificatesare re-
trievedfrom the sourcedomainandheldfor a shorttime.
Latervalidationis performedby re-acquisitiorof the cer
tificate. Thus, no explicit revocationnotificationmecha-
nismis necessary A limitation of this systemis in the
inherentcostof retrieval. Dissimilarfrom existing DNS
recordsgertificatesnustberetrievedwith freshnesguar
antees.As DNSSecrequireseachrequesto be digitally
signedby the CA, it is unclearhow well it will scalein
large networks.

Another architectureusing a form of implicit revo-
cationis the Simple Distributed Security Infrastructure
(SDSI)[RL96]. SDSIdefinesalanguageandtoolkit un-
derwhich userandgroupcertificatescanbe createddis-
tributed,andrevoked. SDSIrequirescertificateownersto
documentreconfirmationT TL. Whenthis TTL expires,
the validity of the certificateis requiredto be confirmed
by someauthority This is functionally equivalentto the
implicit revocationmechanisnfoundin DNSSec.

12



6 Conclusionsand Future Work

In this paper we have presented novel approacho key
revocationin PublicKey InfrastructuresMndowedrevo-
cation attemptsto limit the sizeof CRLs by announcing
revocationonly aslong asnecessaryThetime a certifi-
catecanbe held by a hostis boundedby the announce-
mentperiod,calledtherevocationwindow Thus,all cer
tificateswill beverified: (1) explicitly by CRL or, (2) im-
plicitly by retrieval. Throughthe manipulationof revoca-
tion window, the CA mayinfluencethe CRL sizeandthe
frequeng with which certificatesareretrieved.

We provideanend-to-engoushmechanisnfior CRL de-
livery using multicast. Using this mechanismthe costs
and latenciesassociatedvith verifier initiated CRL re-
trieval arealleviated.

In our design, we provide a priori indirect CRLs
[HFPS9§. CRLsfrom potentiallymary securitydomains
areaggregjatedandauthenticatedby a centralizedauthor
ity. Using aggreyated CRLs may increasethe perfor
manceof the CRL retrieval andvalidationprocess.

Within this work, there are performanceissuesthat
mustbe resoled: the obserablereductionof CRL size,
the frequeny with which certificatesare retrieved, the
costsand benefitsof pushing CRLs via multicast, and
mary others.While ananalysisusingexistingusagechar
acteristicswill provide significantinsightinto the validity
of our solution,we feel the bestmeasuremenwill bethe
effectivenesof animplementatiorwithin theInternet.

We arein theinitial stageof animplementatiorof the
KDH PKI. Thissoftwarewill bedeployedwithin ourlocal
ernvironmentandusedasatest-bedo studytheusageper
formance andvalidity of our approach Further we plan
to integratethe KDH serviceswith SSLeay[HY98], a
widely-usedsessiorayerproviding securepointto point
communication. Once our evaluationand implementa-
tion is completeweintendto integratewindowedrevoca-
tion into systemsurrentlysupportingthe PKIX working
groupstandards.
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