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Abstract

As the useof the Internetfor electroniccommerceaudio
andvideo conferencingandotherapplicationswith sen-
sitive contentgrows, theneedfor secureserviceshecomes
critical. Centralto thesucces®f theseservicess thesup-
portfor securepublickey distribution. Althoughthereare
several existing servicesavailablefor this purpose they
arenotveryscalablegitherbecaus¢hey dependnacen-
tralizedseneror rely on ad hoctrustrelationships.

In this paper we presentand examine a flexible ap-
proachto certificate distribution scalableto arbitrarily
large networks. We proposea two level hierarchywhere
certificatescanbe independenthauthenticatedyy oneor
more peerauthorities,called keyserves. Certificatesfor
end-userand host entitiesare managedwithin local do-
mains, called enterprises By administeringcertificates
closeto thesourcewe reducetheloadonthekey seners
andthe effectsof network topologychangesWe describe
the designof our systemand presenta preliminary per
formanceanalysishasedntracesof present-daypNSre-
guests.

1

Over the past several years, the use of distributed ap-
plicationshasgrown immensely Theseapplicationsal-

low geographicallydistantusersto communicateleading
to social, educational,and commercialinteractionsthat
were previously impossible. Unfortunately becauseof

theopennessf thelnternet theform andcontentof these
interactionss vulnerableto attack.Limiting thesevulner

abilitiesis essentiato thefuture succes®f theseapplica-
tions.

Centralto securingcommunicationover an insecure
mediumis the distribution of cryptographiceys. These
keys allow the communicatiorparticipantsthe ability to
ensurethe authenticity privagy, andintegrity of the con-
tent. Theseprotectionsare fundamentallypredicatecbn
the securityof thekey distribution mechanismAlthough
the existing body of work on this problemis extensve,
no single solutionhasadequatelyaddressedhe flexibil-
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ity andscalabilityproblemsnherentto key distributionin
networksthesizeof thelnternet.

In this paperwe proposea global certificationhierar
chy usedto distribute public key certificatesover the In-
ternet. Thearchitectureof the systemis drivenby several
designgoals. First, the designmustbe scalable.Thetar
getdomain(Internet)containsmillions of usersandser
vices,whichwill requirethedistribution of alike number
of certificates Any solutionthatlimits accessibilitypbased
onthesizeof theuserbaseor distancebetweeruserswill
be of limited use. Second,certificateretrieval mustbe
timely. Effectson userpercevedperformanceside,cer
tificateretrieval thatincurslong delaysmayinvalidatethe
contentof the information exchange. Finally and most
importantly certificatedistribution mustbe secure.

The focus of our investigationreportedin this paper
is on the scalability of the architecture and protocolsof
our public key certificatedistribution hierarchy. Thetwo
definingfeaturesof our architecturere:

1. A setof keyserves form a fully-connectedgroup
of mutually authenticatedentities which, in con-
cert,sene asour certificateauthenticatiorauthority
By mandatindgull-connectvity of authenticatiore-
tweenthe keyseners,we boundcertificateauthenti-
cationtime to at mostfour requests.

The window of vulnerability that a revoked certifi-
catemay be usedis controlledby userspecifiedcer
tificate hold time. Certificatehold time canbe setto
lessthanor equalto the CertificationRevocationList
(CRL) publicationperiodof systemghatdependon
CRLsto ensurecertificateintegrity.

In evaluatingthis architecturave attempto determinghe
viability of thesystemasakey distribution mechanisniy
estimatingts performanceharacteristicsFurther we at-
temptto verify thescalabilityandtimelinessof certificate
retrieval. While we alsoidentify severalimportantissues
relatedto the securityof the proposedarchitecturdtself,
arigorousanalysisof the securityprovided by the archi-
tectureis outsidethe scopeof this paper

In the Privacy EnhanceMail system(PEM) [Ken93,
theauthorsdefinea certificationauthoritywhoserequire-



mentsare similar to thatdefinedin this paper They de-
scribea rootedtree, wherethe securityof all certificates
areultimatelyguaranteedly therootauthority In aglobal
network, finding one authority which all userstrust is
problematic. This shortcomingis commonto mary ex-
isting key distribution systems.In this paper we address
thisdesignlimitation by definingasetof rootnodescalled
keyserves. End usersindirectly subscribeonly to those
keysenersin which they have somelevel of trust. Verifi-
cationof certificatesnaybeperformedoy polling asubset
of thesubscribedeyseners,from which amajority result
is used.

The DNSSEC[EK99] specificatioroutlinesa key dis-
tribution hierarchythat usesthe existing DNS infras-
tructureto supportauthenticatedetrieval of DNS data.
Whenretrieving aDNSrecordanapplicatiorwill traverse
the DNS hierarchy recursvely authenticatingeachzone.
This schemeintroducesarbitrarily long chainsof trust,
which reducethe requestoss confidencean the retrieved
content.We avoid theselong chainsof authenticatiorby
proposingadesignthatensureshateachkeyseneris able
to authenticatary other In thisway, we reducethe max-
imum lengthof theauthenticatiorthainto four.

A CertificationRevocationList (CRL) is a periodically
publishedlist of certificateghat have beenrevoked. Re-
vocationmay bestatedeitherexplicitly (by uniqueinden-
tifier) or implicitly (by latestvalid certificatetimestamp
or serialnumber).SystemghatuseCertificationRevoca-
tion Lists (CRL) to announce¢herevocationof certificates
force usersto accepta window of vulnerabilityin which
arevokedcertificatecanbeused.Thiswindow is equalto
theCRL publicationperiod,whichis controlledby thead-
ministratorsof theauthorities Moreover, anattacler may
interferewith the delivery or modify thesedlists in transit.
In ourarchitectureye addresshesdimitationsby allow-
ing theuserto specifythelengthof time a certificatewill
be cachedandthusthewindow of vulnerability.

A possiblelimitation of this architectureis that key-
sener resourcesnay becomethe bottleneck. With mil-
lions of endusers,thereis a potentialfor the keysener
andassociatedetwork resource$o becomeoverloaded.
We attemptto limit the load on the keysenersby certifi-
catecachingandtheaggrejationof enduserrequests\We
definean enterpriseas a collection of end userssened
by onedistinct membercalled the enterpriseroot. The
enterpriseroot proxiesrequestdor certificatesfrom in-
ternalhostsby communicatingvith keysenersandother
enterpriseoots,cachingthereturnedcertificates As war-
ranted,an enterprisecan be further divided into smaller
groupsto decreas¢heloadontheenterpriseoot.

A certificatecontainghe public key of someentity and
a seriesof otherfields that indicatethe identity, contact
information,expirationtime, andotherfeaturesof thecer
tificate. The X.509[Rec93 specificatiordescribes pop-
ular formatfor public key certificates.In this paper we
assumall certificatescontaina public key generatedis-
ing the RSA [RSA92 RSA78] cryptographicalgorithm.
We do not limit the type of entity thatcanown a certifi-
cate. End-usersapplicationsand hostsare examplesof

potentialcertificateowners. Throughoutthis paperand
without lossof generalitywe assumehat certificatesare
ownedby hosts.Eachenterprisdost(non-rootnodein an
enterprise)enterpriseoot, andkeysenercreates certifi-
cate. The primary function of the systemis the distribu-
tion andauthenticatiorof thesecertificates.Distribution
of certificatesis performedby the protocoldescribedn
Section2.4. A retrievedcertificateis authenticatetby the
verificationof anattachedligital signature.

Thelengthof timeacertificatels heldin acachegalled
thecertificateholdtime, is animportantparameteof this
architecture. If certificatelocality can be obsered, the
performancef the systemwill be effectedby this value.
A long holdtimewill increasehecachehit rate,resulting
in lessaggrayatetraffic. This parametealsoboundsthe
timethatarevokedkey canbeused.A shortholdtimere-
ducesthe possibility of obtaininga revokedkey from the
cache.Whenselectinga valuefor this parametgradmin-
istratorsmustbalancethis tradeof betweerperformance
andsecurity

In determiningheviability of thearchitecturewe need
a characterizatiomwf traffic the systemwill see.Froman
analysisof expectedusagewe cangeneratdeuristicsor
determiningpreferredvaluesfor the protocolparameters.
Primarily, we seekto find the bestchoicesfor caching
policiesand certificatehold times. Unfortunately there
arelimited existing systemsof this type from which we
cancollectdata.

We arguethatDNS (DomainNameService)[Moc873
Moc87( likely hasthe usagecharacteristicthatour sys-
temwill encounter Similar to certificaterequestsDNS
requestsare mostoften usedasa precursorto a session
[DOK92]. From an analysisof DNS traffic we cande-
terminewhen, how often, andto whom connectionsare
made. Assumingthat the securecommunicationsup-
portedby our key distribution hierarchyfollows the same
traffic patternasDNS, we proposeto estimatehe perfor
manceof our systembasedn DNS traffic.

Thestructureof the paperis asfollows. We outlinethe
designof our key distribution hierarchyin Section2. In
Section3 we usetracesof DNS traffic from existing net-
worksto analyzethe performancef thedesign.Sectiord
describessomeof the existing and proposeddesignsfor
certificatedistribution systems Section5 concludeswith
asummaryof our findings.

2 Design

In this sectionwe describehedesignof our proposedkey
distribution hierarchy

21 Goals

The purposeof this work is to definea key distribution
hierarchythatis scalableto the Internet,while avoiding
someof the problemsfound in existing solutions. We
seefour goalsthat are centralto the designof an Inter-
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Figurel: InternetLevel Architecture

netcertificatedistribution service:scalability availability,
robustnessandflexibility .

The architecturemust be scalableto the Internet. In
our designwe attemptto managecertificatescloseto the
certificateowner, thusreducingtheadministratve loadon
theupperlevelsof the hierarchy

Certificateretrieval mustbehighly availableandrobust.
We defineanauthenticationchannelasthe request-reply
procesof an enterpriseroot obtaininga certificatefrom
a keysener. In our architecturewe attemptto distribute
critical authenticatingnformationthroughmultiple inde-
pendenthannelsShouldconfidencen or connectvity to
somenodebelost, anenterpriseoot canuseanalternate
authenticatiorchannel. By makingthesechanneldnde-
pendent,an enterpriseroot can validatereceved certifi-
cates.Usersmay alsoopt to validatecertificateghrough
severalindependenthannelsresultingin increasedaon-
fidencein their authenticity This approachs similar to
mechanism#$or high-availability proposedn [GS9]].

The architecturamustbe flexible. Thetopologyof the
Internetis constantlychangingsothearchitecturendun-
derlying protocolsmustnot be dependentn the physical
connectvity or location of ary singularauthority Mo-
bility of usersis of equalimportance. As userstravel
from onedomainto another it is necessaryor the cer
tificate and associatediuthenticityinformationto travel
with them.By limiting theamountof time andexpenseof
thistransition,we provide for thedynamicnatureof users
in the Internet.

2.2 TheArchitecture

In our designwe introducea two level hierarchyconsist-
ing of the keyserverlevel andthe enterpriselevel. The
keysener level containsa setof senersfrom which en-
terpriseand keysener certificatescan be retrieved. The
enterprisdevel containsindependentierarchiesof end
users.Figurel describesan Internet-centrioview of one
possibleconfigurationof the architectureln thefigure,a
link betweentwo entitiesrepresentsn exchangeof dig-
ital signatureswhere eachend-pointsignsand perma-
nently cacheghe others’ certificates.Keysenersform a
fully-connectedyraphof peerswhereall keysenershave
exchangedcertificateswith all others. By mandatinga
fully-connectedyraph,we limit the numberof certificates
neededo beretrieved duringauthenticatiorof othercer
tificates.An authenticatedertificateof any keysenercan
be retrieved from ary other keysener. In limiting the
numberof retrieved certificateswe reducethe points of
failure or attack! Using an out-of-bandchannel,enter
prisesexchangesignatureswith keysenersin which they
trust. It is from thesekeysenersthat they later retrieve
authenticatingcertificates. In essencethe exchangeof
signatureshetweena keysener and an enterprisestates
that the enterprisetruststhe keysener to adwertisecor

1Therequirementhatall keyseners exchangesignaturess usedto
boundthetransitvity of trustduringcertificateauthenticationTheeffect
of relaxingthis requirementvould be the introductionof additionalin-
termediateékeysenersinto the authenticatiorprocessyhich maylower
confidencen the process.In the degeneratecase the retrieval process
would becomesimilarto authenticationn the PGP[Zim94] system(see
Section2.3).



rectcertificates However, this trustneednot be absolute.
Later, during authenticationmultiple keysenersmay be
consulted.

Keyseners are intendedto be administeredndepen-
dently by regional, national,or global organizations.In
terms of hardware and administratve practices,these
senersshouldhave mary of the samecharacteristicef
thosedefinedfor the PCA servicenf RFC1422[Ken93.
Thesepracticeglefineproceduresisedfor mutualauthen-
tication beforethe exchangeof signatures.For example,
a keysener may choosenot to exchangesignatureswith
someenterprisainlesgsheadministratorganprovide suf-
ficient proof of the securityof their own internalsigning
practices. An enterpriseprovidesits certificateto each
keysenerwith whichit wishesto register After appropri-
ate mutual validation of credentialsthe keysener signs
andcachesheenterpriseertificateandtheenterpriseoot
signsandcacheghekeysener certificate.A thoroughde-
scriptionof the useof digital signaturesanbe foundin
[DH78].

Eachenterpriseencompassesomeorganizatiorof end
users. The enterpriséds intendedto represent group of
geographicallyloselocal areanetworksundercontrol of
a singleadministratve authority A distinct host, called
theenterprisaoot, is logically the single point of contact
for requestdor certificatef the enterprise.

We proposewo modelsfor communicatiorinternalto
the enterprise.Thefirst (or enterpriseroot based model
usesthe enterpriseroot nodeasa single point of contact
for certificateretrieval. Similarto DNS, enterprisehosts
directly contactthelocal service(enterprisgoot) to make
requestsor internalor externalcertificates Retrievedcer
tificatesare cachedat the enterpriseroot nodeand each
enduserhost. In the secondgroupbased modeltheen-
terpriseis a hierarchyof multicastgroupswhich form the
enterprisetree. Eachgroupin the tree containsa node
calledtheparentnode whichis alsoamembetrof thenext
highergroupin thetree. Therole of the parentnodeis to
propagateequestsand responseso the vertically adja-
centgroupsin theenterprisdree. Theserequestareonly
propagatedvhenthe certificateis not held in any cache
within thelocalgroup.In respons¢o acertificaterequest,
anenterprisenternalprotocolis usedto searchthecaches
of all hostswithin the enterprise. Using thesegroups,
the enterpriséorms a logical enterprise-globatache.In
Section3, we analyzethe performancearadeofs between
thesetwo approaches.

All certificatedor entitieswithin theenterpriseareper
manentlystoredat the enterpriseroot. Whena local host
registersits public key with the enterprise they mutu-
ally authenticatandsigneachothers certificates.When
an external entity requestsa certificatefor one of these
hosts,the enterpriseroot will immediatelyrespondwith
thecachectertificate.Similarto DNS, if therootis prop-
erly placed(i.e. at a network border), very little traffic
shouldbegeneratedy externalrequest®ntheenterprise
network.

The purposeof the hierarchyis the secureretrieval of
public key certificatesfor arbitrary end points. This is

KS KS

Enterprise ‘

Enterprise Enterpris€

Figure2: ProtocolExample- grouporientedenter
prise, where H; representa host, GX; represents
groupi in enterpriseX, ERx representshe root
nodefor enterpriseX, and K S; representa key-
sener.

doneby the collectionand verification of signedcertifi-
cates.Therequestetogically traversesa graphrepresent-
ing sighatureexchangedetweerthe enterprisesindkey-
seners, collecting certificatesat eachhop. After assem-
bling the certificatesthe signaturesare authenticated!f
all certificatesareauthenticatedhe useris freeto usethe
retrievedendpoint certificate.

This schemds bestillustratedthroughanexample.In
Figure2, we shav a possibleconfigurationof the hierar
chy. In this examplehost H; is attemptingto retrieve a
certificatefor host Hs. Throughthe protocoldescribedn
Section2.4.1, H; will retrieve threecertificatesthe cer
tificatefor keysener K'S; signedby enterpriseoot ER 4
({K S1}ER.,). thecertificateenterpriseoot ER¢ signed
by keysener KS; ({ERc}ks,), andthe certificatefor
the host H3 signedby enterpriseoot ERc ({Hs}ER.)-
H, authenticateshe signaturein {K S;}gr, usingthe
publickey in locally storedcertificate{ ER 4 } i, , thesig-
naturein {ERc} ks, usingthe certificate{KS1}er,.
andsoon. H; may chooseto validate{ERc}ks, by
contactingadditionalkeyseners.If theenterprisesio not
sharea keysener (in the senseof signatureexchanges),
only oneadditionalcertificateis retrieved, andvalidated
(seeSection2.4.1for anexample),becauseur architec-
ture mandateshat keysenersbefully connectedn their
trustrelationshipasdescribeckarlierin this section.

2.3 Trust Mode

In this design,an enduserimplicitly truststhe local ad-
ministration of the enterprisedor both end-points,and
to a lesserdegreethe keyseners. Specifically the end-
usertrustsboththelocal andremoteenterprisgootnodes
to adwertisecorrectcertificates. The keysenersare also



trustedin this way, but alternatechannelsfor validating
certificatesareavailable. Keysenersarelogically theen-
tities furthestremovedfrom the end-pointsandarelik ely
to be leasttrusted. This modelis simlar to other public
key andtrustedthird party systems.

Kerberos[SNS88 NT94] is a trustedthird party key
distribution systembasedon symmetrickey cryptogra-
phy. Usersappealto Ticket Granting Serves (TGS) for
ticketsto servicesandotherusers.Theseticketsarethen
usedto establista symmetricsessiorkey underwhich se-
curecommunicatiorcanbe supported.Larger networks
(suchasthelnternet)aredividedinto Realms Realmsse-
curely registersecretswith otherrealms,which arelater
usedestablishinterrealmtickets. Userscommunicating
betweernrealmsarethenrequirecto trustbothend-points;
thesourceandtargetrealms.

As with the single rooted hierarchydescribedin the
PEM specificationKen93, the quality of retrieved cer
tificatesis only asgoodasthelocal administratiorof both
end points. In fact, when both enterprisesharea key-
sener, the trust modelis very similar. With respectto
trust, our proposedsystemhastwo distinct advantages
over PEM. First, our systemdoesnotrely onasingleroot
authorityfor guaranteesf authenticity Certificatedrom
severalkeysenersmayberetrieved,theresultsbeingused
toincreaseonfidencen authenticity Thisincreasedon-
fidenceis predicatedon the independenbperationof the
keysenersandthe correctnes®sf their signing practices.
A secondadwantages thatthe selectionof authoritiesis
decidedby the end-usemot dictatedby thearchitecture.

Theweb-of-trustsystemsuchasPGPoffer amorere-
laxedtrustmodel. Certificatesare signedanddistributed
in anad hoc manner A useris requiredto trustall the
intermediatesigners.Theadvantageof the PGPsystems
thattheintermediariegrefluid, allowing aryoneto sign.
Unfortunately finding a certificatefor an arbitrary end
pointin which onecantrustthe signersis difficult. The
certificatelocationproblemis avoidedin our architecture
throughthe useof the keysener andenterpriseservices.
By allowing the requesteto determinethe intermediate
signers,control of the trust relationshipis left to certifi-
cateusers.

2.4 TheProtocol

In this sectionwe describethe certificateretrieval pro-
tocol usedin the hierarchy We divide the protocolinto
two parts,the enterpriseexternaland enterpriseinternal
protocols. The enterpriseexternal protocoldescribeghe
processusedto retrieve certificatesthat are not local to
the enterprise.The enterprisénternal protocoldescribes
thecommunicatiorof requesftorwardingandcachingbe-
tweenthe enterpriseroot and hosts. For simplicity, we
describethe aquisitionof eachend-userenterpriseand
keysener certificateindependently Protocol optimiza-
tions, suchasrequestaggreationand negative caching,
will reducetheretreval costs.

ER, KS,
3 - Resp:
{Hlerc 7 Resp:
2-Req:H 4 {Chss 6-Req: C
ER,
1-Req: 5-Req 9-Req
H, H, SK,
4-Resp: 8- Resp: 10 - Resp:
{Hi}erc {H3}erc {SK Jera

Figure3: Thecertificaterequesprocess.

24.1 TheEnterprise External Protocol

The enterpriseexternal protocol describesthe retrieval
of certificatesof hostslocal to the enterpriseby exter-
nal hostsandthe retrieval of external certificatesby lo-
cal hosts. Eachenterpriseroot nodebegins operationby
warmingits cachewith permanenentriesfor the certifi-
catesof entitieswithin the enterprisethe enterprisecer
tificate,andthe certificatesof eachkeysenerwith which
it hasexchangedsignatures.

Whenthe root noderecevesan externalrequestfor a
certificatebelongingto an entity within the enterprisejt
returnsthe certificateand appendghe list of keyseners
with which it hasexchangedsignatures.The list of key-
seners associatedvith the enterpriseis always cached
with thecertificate.

As dictatedby the communicatiormodelusedin the
enterpriserequestdor certificatesthat do not currently
residein a hostcacheareultimatelyforwardedto the en-
terpriseroot node. If the certificateis foundin the enter
priseroot cache the certificateand associatedkeysener
information is returned. Otherwise,the requestis for-
wardedto the externalenterprise Theresponsés cached
andreturnedto the requestinghostvia the enterpriséan-
ternal protocol. A similar processs usedfor keysener
certificateswith theoriginatingrequestespecifyingfrom
whichkeysenerit wishesto retrieve the certificate.

It is worth noting thatwe do not specifya mechanism
for locatingthe enterpriseoot nodeof an externalenter
prise. Thereareseveral existing designgfor scalablenet-
work directoryservicessuchasDNS [Moc873 Moc87h.
Theseservicesarereadily availablewithin today’s Inter-
netinfrastructureandassucharebeyondthescopeof this
paper

We illustratethis protocolthroughan example.We re-
turnto ourexamplehierarchydescriptiorin Figure2. As-
sumeall hostsinitially have emptycachessave the per
manententries. We statethat both the enterpriseroot



nodesER4 and ERc have only exchangedsignatures
with keysener K'S; andthat enterpriseroot node ERp
hasexchangedsignatureswith keysener K.S,. In Fig-
ure 3, we illustratetherequesprocessisedby enterprise
hostH; in enterprised to obtainandauthenticat¢hecer
tificateof hostHj3 in enterprise”’. H, beginsby request-
ing the certificateof Hs. Viatheinternalprotocol,there-
guestultimately arrivesat the enterpriseoot node ER 4
(steplin Figure3). ER 4 forwardstherequesto ER¢,
returningthe resultsto H; (steps2, 3 and4). H; then
determineghatthe certificateof ER¢ is neededandre-
peatgherequesprocessspecifyingthatthe certificatebe
retrieved from the keysener K S; (steps5-8). Basedon
the keysener informationreturnedn the H; requestH;
notesthatbothenterprisesharedhekeysener. H; deter
minesthatthisis anacceptablérustrelationshippecause
they sharea commonkeysener, which it trusts. Finally,
H, requestsindrecevesthecertificatefor keysener K .S,
(steps9 and 10 in Figure 3). Having assembledll the
certificates,H; recursvely authenticateshe digital sig-
natures. Basedon the resultsof the authentication H,
may initiate somesecureactionusingthe certificate.

Whenthe enterpriseof a requestehostandthe enter
prise of the requestedtertificatedo not sharea common
keysener (in termsof signatureexchange)an additional
stepis necessaryAn exampleof this scenariqfrom Fig-
ure 2) would be H, requestinghe certificateof H,. The
certificateretrieval would proceedasin the previous ex-
ample,with the additionof the retrieval of the certificate
for keysener K S,. During authenticatiorof the certifi-
cates,H; would authenticatd( S,’s certificateusingthe
certificateof K.S;. Recallthatwe requireeachkeysener
to exchangesignatureswith all the other keyseners, so
ary trustedkeysener (K.S;) may be usedto retrieve and
authenticatedhe certificateof anotherkeysener (K Ss)
with a singleadditionalrequest.

An advantageof thisarchitecturés thatary hostcanre-
trieve anarbitrarycertificatewith a maximumof four re-
guestsThisis anadwantageover previoussystemsvhere
the retrieval of potentially mary certificatesmay be re-
quired. Additionally, the effects of network partitioning
canbereduced Whensomekeyseneris unavailable,oth-
erscanbe consulted However, a certificatecannotbere-
trieved from an unavailable enterprise.This may not be
detrimentato theusefulnessf our proposedrchitecture,
asthetargetenterprisdnostis likely to alsobeunavailable.

Whenmorethanonecertificatefor a singletargetis re-
ceived with valid signaturesthe enterpriseand end user
nodesmustmalke a policy decision.The mostsecureool-
icy would be to disallowv the use of ary of the certifi-
catesuntil the conflict can be resohed. An alternatve
approachs to biastowardsthosekeysenerswith whom
thelocal enterprisehasexchangedkeys. The administra-
tion of thesekeysenersis known to the local enterprise,
andthusshouldhave moretrustassociatedith them.An-
otherpolicy isto allow theend-usepr applicatiornto make
thedecisionona caseby casebasis.Therequestingntity
knowstheimportanceof theoperatioraboutto take place,
sois in abetterpositionto make a decisionabouttherisk

involvedin usinga questionableertificate.Our architec-
ture doesnot dictatethe policy, asary singlepolicy will
notbeappropriatdo all environments.

24.2 TheEnterpriseInternal Protocol

Recallthatwe have two modelsfor communicationnter-
nalto theenterpriseln this sectionwe describaheoper
ationof boththe enterpriserootandgroupbasedmodels.

In the enterpriseoot basedcommunicatiormodelen-
terprisehostscommunicatewith the enterpriseroot via
unicast.Enterprisehostsmake requestdor certificategi-
rectly to the enterpriseroot. The protocolfor retrieving
certificatesfrom external entities proceedsas described
above,theresultsof which arecachedandreturnedo the
requestindhost. We studyseveralcachereplacemenpoli-
ciesfor this modelin Section3.5.

In the groupbasedcommunicatiormodel,eachgroup
in theenterprisd@reerepresentamulticastgroupto which
all members’requestsare sent. A group hasa distinct
node,calledthe parentnode,which operatesasthe link
to the highergroupsin thetree. The enterprisaoot acts
asthe parentnodeof the highestgroupin the tree. The
requesprocesdayinsby amemberthostmulticastingthe
requestto the local group. Eachmemberof the group
looksin their local cachefor the requestedertificate. If
the certificateis found, the memberstartsa timer initial-
izedto arandomvaluebetweer) andsomefixedtime a.
If thetimer expiresandno responsénasbeenseenin the
group, the membermulticastsits responseo the group.
Whenthe requests receved by a parentnode,it setsits
timerto a + 4. If the parentnodetimer expires before
aresponsés seenin the group, it multicaststhe request
to the next highergroupin the tree. This randomwait
responseschemeat eachlevel is similar to thoseusedin
the SRM [Flo95] reliable multicastprotocol. This pro-
cesss repeatedintil aresponsés receivedor therequest
timer expires at the root nodein the tree. In the latter
case,the enterpriseroot retrieves the certificatevia the
enterpriseexternalprotocolandreturnstheresponseer
tificate. The responsés thenrecursvely multicastto the
enterprisegroups,whereit is eventuallyreceved by the
requester

24.3 Key Revocation

Key revocationis a primary concernof ary key distribu-
tion system.If the privatekey associatedvith a certificate
become®xposedtheownerwill wishto immediatelyin-
validateall cachedcopies. Due to the large numberof
hosts finding all the cachedcopiesin large networkscan
be problematic.In extantsystemsgCertificateRevocation
Lists (CRLs) are usedfor this purpose. Unfortunately
CRLscreatea differentsetof problems.The mechanics
of dishursingthis potentiallylarge setof revoked certifi-
cateso anenumerableetof interestecpartiespresentsa
dauntingtask.

Similarto DNSsedEas98, we avoid mary of theprob-
lems associatedvith key revocationby requiring short



hold times on cacheentries. When a certificateis re-
voked, the enterpriseor keysenersthatadwertisethe cer

tificate immediatelyflush the certificatefrom its perma-
nentcache.In this way, thetime a compromisectertifi-

catecanbe usedis boundedby the cachehold time. An

enterprisecanensurehatno revokedcertificatesareused
by settingthe cachehold time in the enterprisehoststo

zero.

A byproductof our key revocationmechanismnis user
mobility. Userswho wish to move from oneenterpriseo
anothercando sowithoutrevoking thier key. Whenmov-
ing betweenenterprisesthe only requirements thatthe
certificateis registered(digitally signedand adwertised)
by the new enterprise.An enterprisenever hasaccesso
theusers privatekey, sotheirareno securityrisksassoci-
atedwith usingtheold key.

Implicit to thisapproachs theneedfor freshnesassur
ancesn thecertificateretrieval processln theabsencef
suchassurancegnattaclermayobtaincertificatebefore
revocationandlaterimpersonat@neor morekeyseners.
In this way, the attacler couldinducea userinto usinga
revoked key. We stipulatethat all requestsare retrieved
using a protocolthat ensuredreshnessbut cite no spe-
cific method. Thereareseveralapproachefor achieving
freshnesslescribedn [NS7§ and[Sch9§.

Ourapproacho certificaterevocationthatreliesoncer
tificateholdtime offersseveraladvantage®verthe useof
CRLs. First, the controlover thewindow of vulnerability
is left to theuser With CRLs,theuseris forcedto usethe
lastpublishedCRL, whichis broadcasataratecontrolled
by the certificationauthority Moreover, anattacler may
deleteor interceptthe CRL publication. Secondlyrevo-
cationin our systemis a simple,onestepprocess Revo-
cationis notpredicatedn thesupportof externalentities.

Notethatwe assumenout-of-bandmethodfor there-
vocationitself. Socialprocesseareneededor this pur
pose.Onepossiblesolutionwould beto assignsecretre-
vocationcodesduring the signatureexchangethat would
beusedascredentialsluringrevocation.

3 Performance Evaluation

In this sectionwe evaluatethe performanceof our archi-
tectureby usingtracesof DomainNameService(DNS)
traffic asa model of expectedusage.We investigatethe
performancecharacteristicof the three centralcompo-
nentsof our architecturethe (end-userenterprisehosts,
theenterprisgootnode,andthekeysener. We attempto
guantifythefollowing factors:

1. Firstandforemostthelocality of DNSrequestsThe
scalability of our proposedarchitectureningescru-
cially onthelocality of certificaterequests.

2. The effect of cachereplacemenpolicies on enter
priseroot nodes certificatecachehit rate.

3. The cost benefit trade offs of the two enterprise
internal communicationmodels describedin Sec-
tion2.4.2.

4. The effect of specific enterprise characteristics,
mainly, the numberof hostswithin anenterprisepn
thevalidity of ourresults.

5. The load on keyseners as measuredby the num-
berof requestseceved;andthe effect of enterprise-
level certificatecachingon keysenerload.

The mainresultsof our evaluationof the proposedckey
distribution hierarchybasedon DNS tracescanbe sum-
marizedasfollow:

Thetraceswe collectedon DNS requestshav a high
degreeof locality.

Enterprisehoststendto beidle, in termsof initiating
DNS requestsfor long periodsof time. During these
idle periodshost cachesremainempty suchthat enter
prise hostcachinghasminimal effect on the overall per
formanceof thearchitecture.

The group basedcommunicatiormodel providesus a
practicallyinfinite cachesize. Henceenterprise-leel hit
rateis bestunderthe groupbaseccommunicatiormodel.
Underthe enterpriseoot communicatiormodel,we find
theLFU (LeastFrequentlyUsed)cachereplacemenpol-
icy to provide maminally better performancethan the
LRU (LeastRecentlyUsed)cachereplacemenpolices.
The performanceof the LFU cachereplacementpol-
icy underthe enterprise-roocommunicationmodel ap-
proacheghat of the groupbasedcommunicatiormodel.
In all casestheenterprisegootis notoverwhelmedy the
requestseenin our DNS traces,even during the period
of highestload.

The obsenation that enterprisehost cachesare often
empty explainswhy cachingat the enterpriseroot alone
provides cachehit rate comparablégo that of the group
basedmodel. This, coupledwith the obsenation that
enterprise-rooseesan acceptabldoad, leadsus to con-
cludethatthe managementverheacdf andthe additional
retrieval lateng introducedby thegroup-basednodelare
notwarrantedy themarginalperformancgainachiesed.

Using tracesfrom enterprise®f varying sizes,we de-
terminethat thesefindings appearto be independenbf
enterprisesize;we asserthatour EnterpriseExternaland
InternalProtocolsarescalablego existing domainsizes.

DNS tracesfrom atop-level domain(us) shows thatin
the worst casethe top-level DNS sener processes lit-
tle over 100,000requestper hour.  Arguing that traffic
seerby atop-level DNS senermodelsthetraffic our key-
senerswill seewe stipulatethattheload placedon key-
senerhostswill below. Oursimulationresultsalsoshav
thatenterprise-leel certificatecachingcanfurtherreduce
keysenerloadby asmuchas65%.

Basedon theseresults,we claim thatour key distribu-
tion hierarchyis scalabldo networksthesizeof thelnter
net.

In theremaindeof this sectionwefirst presenthecol-
lectionandcharacteristicef our traces.After describing
our cachesimulationsetup,we presentdata supporting
our performanceclaimson the proposedkey distribution
hierarchysummarizedbove.



Tablel: CollectedDNStraces

Start End Requests
Trace Hosts Date | Time Date | Time Local [ Remote] Total
AT&T 360 | 1/7/98 | 4:08pm | 1/8/98| 4:08pm 27,744 29,315 57,059
(trace2)EECS2 | 1,104 | 2/6/98 | 11:57pm| 2/7/98 | 11:47pm| 204,410| 272,656| 477,066
CAEN 7,080 | 1/8/98 | 1:55pm | 1/9/98| 3:02pm 175,177| 286,375| 461,552
umidh.edu 31,113| 1/6/98 | 11:55pm| 1/7/98 | 9:59pm | 1,027,967| 543,273| 1,571,240
us N/A | 1/7/98 | 11:38pm| 1/9/98 | 9:14pm N/A N/A | 2,365,122
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Figure4: Requestperminutefor umich.edutrace

3.1 TraceCoallection

The architectureof DNS asimplementedon the current
Internetparallelsour proposedkey distribution hierarchy
in thatDNS recognizes setof top-level root senersthat
resol\e top-level domainnameg(e.g.edu,com,gov, mil,
org, etc.) anddomain-level namesenersthatresohe do-
main specificnames. We collectedDNS requesttraces
from both top-level anddomain-lerel nameseners. We
usetracesfrom top-level namesenersto modelexpected
traffic ourkeysenerswill see.We usedomain-leveltraces
to modelexpectedenterpriseoottraffic. To studytheef-
fect of domainsizeon the expectedperformancecharac-
teristicsof our enterpriseroot nodes,we collectedDNS
tracedrom large,medium,andsmallDNSdomains DNS
requestraceswerecollectedusingthelogginganddehug
optionsbuilt-in tothenanmed namesener. A summaryof
thecollectedtracess givenin Table1.?

We choosethe University of Michigan (umich.edy as
a representatie large-sizeDNS domain. The Univer
sity is sened by four primary nameseners. We col-
lectedtracesfrom the namesener that is setup to be
the main namesener for the University by the network
administrators.We considerthe College of Engineering
of the University a representatie medium-sizeDNS do-
main. Theengin.umit.edudomainis a subdomairof the
umich.edudomain,but operatests own two DNS seners

2\We areattemptingto collect DNS tracesfrom a wider rangeof do-
mainswith varyingsizes.

independentlylin our study we treatengin.umit.eduand
umidch.eduastwo separatenterprisesWe usepartialdata
for the engin.umib.eduand AT&T Labs Reseath. In
the engin.umib.edutrace,we collectedfrom oneof two
seners,andoneof anunknovnnumberof senersfor the
AT&T LabsReseath trace.To simulatesmallenterprises,
we usetwo setsof traces:onecollectedrom theElectrical
Engineeringand ComputerScience(EECS)Department
of the University (eecs.umile.edy, which, again,though
a subdomairof umich.edy operatests own namesener,
andthe otherfrom AT&T LabsReseach.

Top-level DNS seners have mary of the sameprop-
ertiesof our proposedkeyseners. Most importantly the
toplevel DNS senersareusedasdirectoryservicefor ad-
dresseghat are not local to a requestoss domain. This
is preciselythe samefunction that a keysener fulfills,
with the exceptionthat the keysener distributes certifi-
catesinsteadof addressnformation. We collectedtop-
level DNS requesttracesfrom the namesener excal-
ibur.usc.edwhich senesasoneof nine authoritatve do-
mainnamesenersfor theusdomain.

3.2 TraceReduction and Analysis

The rate of requestseenin the umich.edutracefollows
thediurnaldistribution citedin mary network traffic stud-
ies. The overall peakrateis seenduringthe normal8am
to S5pmperiods while theremainingperiodsseelesstraf-
fic. We foundDNS requestrrival ratesto be Poissordis-
tributed. Since DNS requestausually precedeTCP ses-
sion arrivals, this obsenation is in agreementvith the
finding reportedin [PF95 that TCP sessionarrivals are
Poisson.In Figure4, we shav the numberof requesper
minute asseerovertheentireumich.edutrace.Enterprise
localrequestrrivalsvary between5 and4 of theaverage,
measuredveroneminuteperiods.Fromthis datawe can
assumehe high-watermarkperiods,in termsof requests
over someperiod,areinfrequentandwithin the sameor-
der of magnitudeas the average. The rate of external
requestshave essentiallythe samecharacteristics.This
leadsus to believe that a solution which performswell
for theaveragecasewill performwell in practice.Figure
4 indicatesa suige of remoterequestdetweenl2:00pm
and2:00pm. A cursoryvisualinspectionof the datafor
thosehoursshaws a high degreeof requestdor Internet
web-sites Fromthis, we attributethis suigeto lunchhour
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Dueto errorsin someDNS implementationsthe DNS
resolher may sendseveral requestdor the sameaddress
to the sener rapidly [DOK92]. We considera request
for asingleaddressvithin a singlesecondrom the same
sourceasasuspectequest\We cannotstatethata suspect
requesis invalid, asa hostthatdoesnot cacheDNS data
will correctlygeneratehem. Of the requestsn the data
collectedfrom the umich.edudomain,17%weresuspect.
In the eventthat someor all of theserequestsare erro-
neous,our resultsare still valid. The existenceof these
spuriousrequestsvould sightly increasethe locality of
requestsresultingin highercachehit rates.We make no
definitive statementaboutabsolutecachehit rates.Some
applicationsppendanadditionallocaldomainnameonto
a requestwvhich containsa fully resohablename. These
requestswill never be resohed, andwerethusremored.
We found in and removed from our traces5% of these
unresohablerequests.

In our simulation, we interpreteachDNS requestas
a correspondingcertificate request. Using the name
sener configurationinformation, we map all hostnames
for which the sener actsasan authorityinto a simulated
enterprise.As definedby the cachereplacemenpolicy,
cachearemaintainedor eachsimulatechost.In thesim-
ulation, informationaboutthe cachehit rateandsizeare
recordedbverthesimulatedime.

In theremaindepof this sectionunlessotherwisenoted,
all reportedresultsarefrom theumich.edutraces.

3.3 Request Locality

Theperformancef oursystemis chieflydependentnthe
locality of certificaterequests.In a systemwhereno lo-
cality canbeobsened,a cachingmechanisnis of nouse.
In Figure5, we shaw the distributionsof enterprisdocal
andexternalrequestgor theumich.edudomaintrace.The
figure shaws a high degreeof locality for enterpriseo-
cal requestsMore than76% of therequestswheremade

for the same100 addresseswhile over 93% where for
the same1000. We canattribute this locality to several
factors.All hostswithin the domainaccesservicegro-
videdby domainspecificseners.Moreover, usergendto
have asetof hostsonwhichthey performtheirdaily tasks.
Overtime, endusersaccesthe samemachinege.g.file-
sener),while never utilizing resourcesn thevastmajor
ity of availablemachines.

Enterpriseexternaltraffic shavs a lower, but still sig-
nificant, degreeof locality. Figure5 shaws thatoverthe
measuregberiod,over 40% of therequestswherefor the
samel00 addressesSimilar to the enterprisdocal data,
the vast majority of addressesare only requestech few
times. Given this obsened locality, we concludethat
cachingexternalcertificateswill provide performanceém-
provements.

3.4 Enterprise Host Performance

In our simulationof enterprisenosts.We find that certifi-
catecachingat thesehostshaslittle effect on the overall
performanceof the system.As depictedin Figure6, the
averagecacheoccupang per minute of the averagehost
remainssmall during the entire simulationperiod. We
notethathostcachesareemptythe majority of time. Dur-
ing shortperiodsof actity, the cacheggrow larger, but
never exceedingl entryon the average andemptywhen
theentriestime out. For longertimeouts we seeoverlap-
ping periodsof actvity for somemachineshut the ma-
jority of machinegemainidle with respecto certificate
requests.

We next investigatehe maximumresourcauisageatthe
enterprisdosts.We againfind thatevenatthehighesiob-
senedloadsresourceequirementstthe hostsarewithin
an acceptableaange. In Figure 7, we shov the maxi-
mumcacheoccupang over all hostswithin theenterprise
for the durationof our trace. Underextremeload condi-
tions, we seethat the maximumcachesize remainsun-
der 1000 entries,which for most systemsis acceptable
load? Therefore significanteffort to optimizeenterprise
hostcacheswill resultin verylittle performanceain.

3.5 Enterprise Root Performance

To determinghe expectedoad on the enterpriseoot, we
analyzetracesfrom the umich.edudomain. We alsosim-
ulate small, medium,and large enterprisego determine
that our resultsare independenbf enterprisesize. We
find the load on the enterprisaoot to be acceptableRe-
viewing the tracesfor the domain,we find thatthe DNS
senerprocessednaverageof 78,420requests/hoywith
a high of 151,115anda low of 33,395requestperhour.
The domaincontainsover 30,000hosts. Theserequest
arrival ratescaneasilybe processedby a dedicatechigh-
endworkstation.Shouldan enterpriseoot becomeover
whelmedby requeststhe sener may bereplicatedover a
clusterof workstations.

3A typicalsizeof a public-key certificateis 1KB.
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In implementingthe enterpriseoot cache we selected
the LRU (leastrecentlyused)andLFU (leastfrequently
used)cachereplacemenpoliciesto study We usethe
standardefinitionfor the LRU policy, but usea modified
versionof LFU. In our definition of LFU, we keepa per
manenthit countfor every certificateseen,whetherit is
presentin the cacheor not. The cacheusesthis counter
in its entry replacementomputation.This way, a certifi-
catesaccesgrequeng is notresetwhenits hold time ex-
pires.We simulatethe systemusingthe DNS tracewith a
cachesize of 1000 certificates. The resultsof this sim-
ulation show that certificatehold times of lessthan 10
minutesnever causethe cacheto becomefull. Hencefor
certificatehold timeslessthan10 minutes all thealterna-
tive cachingpolicies performthe same. In Figure 8, we
shav theperformancef thedifferentcachingpoliciesfor
certificatehold timesbetweenlO minutesand1 hour. In
Figure8 we includethe performanceof the group-based
communicatioomodel. Thegroupbasednodelrepresents
thebestcasescenariowherethesharingof cachesamong
the enterprisehostsrepresents cacheof practicallyin-
finite size. A cachereplacemenpolicy that achieves hit
ratesat or nearthoseof the groupbasedcommunication
modelrepresentaviablealternatve. In this casewe find
the LFU cachereplacemenpolicy to performmamginally
betterthanthe LRU policy andto approachthe perfor
manceof the group-basednodel. Note that the perfor
mancereportedin Figure8 is the hit rate of externalcer
tificaterequestsOurkey distribution architecturalictates
that certificatesof local hostsand trustedkeysenershbe
permanenthheldin theenterpriseootcacheandassuch
will alwaysbereadilyavailable.

Given the maminal performancegain of the group
based communicationmodel over the enterprise-root
cachewith LFU replacemenpolicy, the obsenationin
theprevioussectionthathostcachesareoftenempty and
the moderatenumberof requestger hourthe root node
canexpectto see,we do not believe that the extra over
headof certificatesharingvia the group communication
model, with the attendantadditionalretrieval latengy, is
warranted.
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pang (perminute)

We repeatedhe above simulationsusingall thetraces
availableto us and found the performanceo be compa-
rable. Figure9 shaws the expectedenterprisaoot cache
hit rate as a function of cachehold time from 1 second
to 1 hour Fromthis data,we statethatthe scalability of
our proposeckey distribution architectures independent
of enterprisesize. We make no claim aboutthe exact ex-
pectedquantitatve performanceof our architecturepnly
thatwe expectto seeahighdegreeof locality in certificate
requestandacceptableequestarrival rates.

3.6 Keyserver Performance

Thedominantrole keysenersplay in our proposedarchi-
tecturecould potentially make them the bottleneckthat
limit the scalability of the architecture. We usetraces
from anauthoritatve sener for theusdomainto estimate
the load on a typical keysener. In this trace,we seear
rival ratesof betweenl9,787and111,038requests/hoyr
with an averageof 52,558requests. Given the stateof
high end workstations,a dedicatedhostwill be ableto
sene loads considerablylarger than thoseindicatedby
thistrace.Shouldkeysenersbecomeoverwhelmedy re-
guestsit couldbereplicatedbveraclusterof workstations
to alleviatethe problem.

In a seriesof tests,we seekto determinethe effectsof
enterprisecachingon keysener performance Our simu-
lationsshaws that certificatehold time at eachenterprise
hasasignificanteffectonrequestrrivalsatthekeysener.
Certificatenoldtimesover5 minutesateachenterprisae-
ducetheloadonthekeysenerby asmuchas60%. Using
the usdomaintrace,we simulatea keysener andthe as-
sociatedequestingnterprisesBecaus¢he CIDR blocks
[FLYV93] of therequester@ ourtracewereunavailable,
we executetwo simulations. In the first simulation,we
treat all addressess Class-Caddressesiising the first
24 bits of their address.If two addressebave the same
first 24 bits, they aredeemedo bein the sameenterprise.
In the secondsimulation,we repeatthe simulationusing
only thefirst 16 bits: a Class-BaddressesBecauseaeal
networksencompasmorethanoneClassC, but lessthan

10
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oneClassB, addresseghefirst simulationreportsworse
performancehan reality andthe secondbetter The re-

sultsfrom thesetwo simulation,shovn in Figure 10, are
very similar, and give us a tight boundon expectedreal

performance. The figure shawvs keysener residualload

definedas a percentagef total requestsn the original

tracethat are not sened by enterpriseroot cache. For

very shortcachehold times (1 second),20% of the re-

guestswill be servicedby a cacheinternalto the enter

prise. Thesedramaticimprovementsontinueuntil cache
hold timesreachabout5 minutes whereonly 40% of the
original requestsare forwardedto the keysener. Certifi-

catehold timeslongerthan5 minutesdo little to improve

thisperformancegonsistentvith theenterpriseootcache
performanceas a function of certificatehold times pre-
sentedn Figure9.

4 Related Work

Therehasbeensignificantinvestigationof key distri-
bution bothin the standarddodiesandin industry We
classify the resultantkey distribution systemsnto three
classestrustedthird party, hierarchicalandad-hoc

Trustedthird party systemssuchas Kerberos[NT94,
SNS88§ rely on secretssharedwith local trustedathori-
ties. In largernetworks,theauthoritiecollaborateor form

hierarchiedo allow intra-domainsecurecommunication.

TheKerberossystemis a symmetric(privatekey) system
usedto provide authenticationn a network environment.
Beforeaccessingetwork servicesauserprovidesapass-
word known only to the userandthe Kerberossystem.
After beingauthenticatedhe userretrevesticketswhich
arepresentedo services.Theseticketsareusedto boot-
strapsecurecommunicatiorbetweenthe serviceandthe
user The Kerberosservicesactasa third partyin which
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Figure9: EnterpriseCacheHit Rate- hit ratefor re-
guestdor certificatesexternalto eachsimulateden-
terprise. The testswere performedunderthe enter
priseroot communicatiormodelusinga 100 certifi-
cateLFU cache.
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Figure 10: Keysener load - simulatedwith enterprises

modeledfrom classB andclassC addresses the DNS
trace.

bothend-pointgentities)trust.

In stricthierarchiessuchasthe Privacy Enhancedviail
[Ken93, X.500 Directory [], Public Key Infrastructure
[Cho94, andDNSsedEas9§ servicesform arootedhi-
erarchyunderwhich all secruityis ultimately gaurenteed
by theroot authority The Privacy EnhancedVail (PEM)
CertificateHierarchydefinesa designfor certificate(pub-
lic key) distribution to be usedby all entitieson the In-
ternet. As describedn RFC 1422, the authorspropose
a hierarchywhich containsa tree of certificationauthor
ities rootedat the InternetPolicy RegistrationAuthority
(IPRA). Eachnode(CertificationAuthority) in thetreeis
classifiedby policiesimplementedy the administrators.
Intendedto increaseend userconfidencen the authori-
ties,eachclassificatiorhasa setof socialandphysicalre-
guirementsTheserequirementslefinetheadministratve
practicesandhardwareervironmentin which the author
ity operates.The signersfor the certificatesare defined
by their positionin thetree,whosepathwithin thetreeis
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requiredto beunique.

Extentiongo the existing DNS servicethatprovide se-
curedistribution of public key certificatesarespecifiedn
[Eas9§. TheservicecalledDNSsec,ntroducesew re-
sourcerecordscontainingpublic key certificates. In re-
trieving certificates,DNSsecusesthe samedistribution
hierarchyand communicationchannelas DNS. Revoca-
tion of certificateds similarto thosefoundin KDH. Each
certificateis distributed with a TTL that specifieshow
long the certificateshouldbe cached.Note thatthe TTL
is controlledby the certificateprovider, and not the re-
qguestor asin KDH. Revocationis handledby the re-
moval of the revoked certificatefrom the authoritatve
DNS sener.

Ad-hocdistribution servicesdo not specifyanarchitec-
ture or servicemodelfor distribution. Usersarefreeto
exchangecertificatesin ary way they wish. The public
key certificatebasedPrettyGoodPrivagy [Zim94] (PGP)
systemdefinesa key signingschemebasedon “webs of
trust”. In PGR public key certificatesaredistributedinse-
curely. Certificatesaredigitally signedserially resulting
in anorderedist of signaturesttachedo theoriginal cer
tificate. By corvention,a userwill only signa certificate
if they trustthesourcefrom whichit wasreceved. There-
fore, whena certificateis receved from a trustedsource
(suchasa network administrator)their signatureshould
provide assurancéhatthe certificateis valid.

TheX.509[Rec93 specificatiordescribedoththefor-
mat of public key certificatesand CertificateRevocation
Lists (CRL). The certificaterevocationschemeusedin
X.509 describeshe periodicpublicationof CRLs. When
a userwishesto verify the authenticityof the certificate,
shechecksa recentlypublishedlist for the identitiesof
the certificate. If it is not on the list, the certificatesare
assumedo bevalid.

The IETF InternetPublic-Key Infrastructureworking
group (PKIX) outlinesversion3 of the X.509 specifica-
tion in [HFPS98. The specificationaddsseveral new
fieldsin thecertificatesaswell asproposea nev mecha-
nismfor limiting thelengthof the certificationpathof hi-
erarchicalsystems.Directedby strictly definedpolicies,
certificategnayberetrievedfrom peerauthoritiesvithout
consultingthe hierarchy Unfortuneatlythis requiresthe
peerauthoriesestablisha level of trustprior to certificate
retreval.

5 Conclusions

In this paperwe have defineda certificatedistribution hi-

erarchythatattemptdo avoid thelimitationsfoundin ex-

isting designs. We proposea solution where usersare
free to selectsomesetof authoritiesthat they trust. By

polling a subsebf selectecauthorities the endusermay
increaseheir confidencahatrecevedcertificatesareau-

thentic. We alsoavoid the problemsinherentto loosely
connectedbr “web of trust” systemsby stipulatingthat
areceved certificatehasonly beensignedby authorities
trustedby theenduser

The designof our systemattemptso de-centralizeéhe
signing of certificatesfrom a singularauthority In do-
ing this, we enablethe scalability and flexibility needed
for large networks. By managingthe certificatesclose
to the sourceand by aggreyatingrequestswithin the lo-
calervironment,we attemptto limit the burdenplacedon
network resourceskinally, usersneedonly trusttheprac-
ticesof theadministrator®f theirlocal environment.

In the securitycommunity key revocationis widely ac-
ceptedasadifficult problem.Existingdesignuserevoca-
tion lists thataredistributedto all interestecparties.This
solution doesnot scaleto millions of users,andis sub-
jectto mary denial of serviceattacks. We addresghis
problemby limiting the hold time of certificates.We fol-
low the exampleusedin the DNS protocol, by adwertis-
ing only correctkeying material. End usersboundthe
time in which they are vulnerableto compromiseccer
tificatesby settingthe hold time for receved certificates.
Our architecturecanaccommodatenuch shorterbounds
onthewindow of vulnerabilitythansystemslescribedn
the X.509 specificatiorfRec93, which usecertificatere-
vocationlists to adwertiseexplicitly that keys have been
revoked.

We evaluatethe scalabilityandperformancef our pro-
posedkey distribution hierarchyby using tracesof Do-
main Name Servicetraffic. We amue that characteris-
tics of DNS traffic mirror thoseof future certificatehi-
erarchiesQuranalysidind thatthe proposedrchitecture
performwell underthe DNS traffic patterns.Thelocality
of requestfoundin theDNStracesshowv thatourcaching
mechanismsvill be effective for variousdomainsizes.
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