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Abstract—The past decade has witnessed the development there is essentially no need for a coordinating site; i.e., the
of a body of theory, with associated applications, for fault decisions of the respective diagnosers will not require to
diagnosis of dynamic systems that can be modeled in a discrete be merged other than trivially. In Section VI, we consider
event systems framework. This paper first discusses the dual - . " . P .
problem of diagnosing the absence of faults in centralized and .COI’]dItIOI'].a! architectures” where fjlagnosgrs C"fm issue condi-
decentralized settings. The paper then develops new definitions tional decisions about fault detection and isolation such as the
of decentralized diagnosis in the context of a general decen- decision “Fault if no other site says No Fault.” Conditional
tralized architecture that allows for the use of “conditional  decisions have to be combined at a coordinating site, but the
decisions” by local diagnosers. The properties of these new fusion rule will be simple and memoryless. Our approach

definitions of decentralized diagnosability are presented and . ) . .
their relationship with existing work discussed. Corresponding builds on the results in [4] regarding Protocol 3 and is

verification algorithms are also described. inspired by recent work in [15, 16] on decentralized control
of DES, where conditional decisions are used to obtain more
I. INTRODUCTION powerful control architectures and relax the condition of

Fault diagnosis in Discrete Event Systems (DES) consistobservability that arises in the necessary and sufficient
of detecting unobservable fault events occurring in a systefpnditions for supervisor existence. The use of conditional
by performing model-based inferencing driven by sequenc&i@gnosis decisions differentiates our approach from that
of observable events; see [1-3] and the references thereif$€d in [4] to improve upon Protocol 3, namely our results
Decentralized and distributed diagnosis protocols beconf&€ different in nature from Protocols 1 and 2 in [4] which
necessary to deal with fault diagnosis in systems where ti§@PIoy fusion rules based afiagnoser state intersections
information is decentralized. Idecentralizedarchitectures, (With memory in the case of Protocol 1).
there are several local “sites” where sensors report their The paper begins with a brief review of the concept of
data and diagnosers run at each site processing the lo8iggnosibility in Section II, followed by new results on
observations and performing model-based inferencing on ti&e diagnosis of the absence of faults in Section Ill. The
basis of the projection of the system model on the locall{@in rgsults on decentralized diagnosis are then presented
observable events; see, e.g., [4]. Local diagnosers then reprtSections 1V to VI.
their decisions about system faults; these decisions may or
may not be fused at a coordinating site, according to the 1. PRELIMINARIES
properties of the architecture. Generally speakdistributed
architectures for fault diagnosis differ from decentralize ) i
ones in terms of the local models used at the different sit Q’ 2,0, ?O)’ whergQ IS th? state §pace>: IS the _Se_t_ of
for model-based inferencing and in terms of the ability forevents,(S is the partial transition function, ang is the |n|t|aI_
local diagnosers to communicate among each other in reState- The modelr accounts for normal and faulty behavior

time. Distributed and decentralized diagnosis problems ha the system. The behavior of the system is described by the
received a lot of attention recently; see [5-14]. prefix-closed languag€(G) generated by~, denoted often

In this paper, we are interested in decentralized archite@y tLt 'hertzaftg iorzthezsal;e oLsmlebcllty. Tdhe e\gent sett)l N
tures where diagnosers at local sites operate independerﬁ@f”one as = 2,2y, l0r observable and unobservable

(namely, without communicating among each other) angvents, respectively. Let us first assume there is only one fault

where local decisions about (potential) system faults at%ventf € Xyo. We will see later that extension to multiple

merged by simple memoryless Boolean operations, in tﬁgtlilltde}/er]ts |fs .stralght.forwar.d. A.?trrl]ng ora trages LZIE
spirit of the so-called Protocol 3 in [4]. Namely, in Section®@/'€d faulty It it contains f, 1.e., if there existu,v €

IV and V, we consider “unconditional architectures” where>UCh thats = ufuv. 5 denotes the set of all prefixes of trace
s. We denote byL/s the post-language of after s, i.e.,
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estimate of the behavior of the system consistent with theonsidered in [11,17] are not able to capture this property

model L after P(s) has been observed. and result in strictly smaller language classes.

For the sake of simplicity, we make the following standard Theorem 1:Languagel is NF-DIAG w.r.t. fault eventf
assumptions: and projectionP if and only if it is F-DIAG w.r.t. f and P.
Al L(G) is live; Proof: “NF-DIAG=- —F-DIAG. Violation of NF-DIAG
A2 Every cycle of G must contain at least one observablémplies there exists a traeey € £(st), whereu is faulty and
event. P(u) = P(s). ThenP(v) = P(t) and|t| > k, where integer

Al can be relaxed easily at the expense of extra statemeitsould be arbitrarily large. Since there is no unobservable
regarding the diagnosability of terminating trac&8.ensures cycle, bothv andt¢ can be arbitrarily long. Therefore, is
that the system will not generate arbitrarily long sequenceaulty with an arbitrarily long extension, P(uv) = P(st),

of unobservable events, which of course would prevemtherest is fault-free. Hence the system is netDIAG.

diagnosis within bounded delays. The other direction is similar and omitted. |
The following well-known definition [2, 3] is the starting  Since NF-DIAG is equivalent toF-DIAG, verification
point for our development. algorithms forF-DIAG, including diagnosers[2] and ver-
Definition 1: LanguageL is said to be diagnosablé- ifiers [18], can be used to verifNF-DIAG as well. We
DIAG for short, w.r.t. f and P if the following is true: are particularly interested in the verifier approach because
(Fk € N)(Vs € L st s is faulty)(Vt € L/s s.t. [t| > it has polynomial computational complexity and can be
k)(Vu € E(st)) u is faulty. easily generalized to decentralized settings [11, 19]. Online

This definition means the following. Letbe a faulty trace diagnosis of the absence of faults can be done by diagnosers.
andt be a sufficiently long continuation afin L. Then any Details of these results are in [17].

trace in L indistinguishable fromst is also faulty.F-DIAG

implies that all possible estimate traces of a sufficiently long V. DECENTRALIZED DIAGNOSIS

faulty trace are faulty. Therefore, it is possible to diagnose Let us consider the decentralized architecture depicted in

the fault in s after observingP(st). Fig. 1 where there are local sites jointly diagnosing the
I1l. DIAGNOSING THE ABSENCE OF FAULTS system G by observing subsets of the set of observable

. . events:,, denoted b , ..y Bo.m, FESPEctively. The blocks
F-DIAG characterizes the ability to detect the occurrenc Yo, : p Yy

. . . ..., P, in the figure denote the projection operations from
of the fault eventf using on-line observations and based o Lo o g broj P

. . . * to X¥ ,. The decision fusion block in Fig. 1 is assumed
the system model. If we are interested in recognizing trac?g be a ’simple memoryless Boolean function that merges
not containing fault evenf, i.e., diagnosing thabsenceof

f. the concept of no-fault diagnosis/F-DIAG for short Fhe diagnosis dgcisions of the Ioca! sites. As was m'entioned
néeds to be developed. There are many variations o’f this thg mtrod_uctlon, we daot consider more complicated
concept: see the results.in [11, 17]. We choose the followi d%m_smn fusion b_Iocks such as “coo_rdlnators” that would
definitioﬁ for our development ’becéuse it is equivalenfto gce|ve state esumates.from local snes.and process lthem
. i . . in order to compute online the overall diagnosis decisions
DiaG and has nice properties when it is generalized to th&f_ Protocols 1 and 2 of [4]). In contrast, our objective is

decentralized setting [17]. . . . ;
- ) . . to study the properties of decentralized architectures with
Ig?j'r.]f't;ﬁn ]?.llLangqu?L 'S_ said to beNF-DIAG w.rt. f the simplest possible types of fusion of local, possibly
an It the Toflowing 1S frue- conditional, decisions.

(3k e N)(Vs € L s.t.sis not faulty) (V¢ € L/s s.t.|t| > &
and st is not faulty)(Vuv € E(st) s.t. P(u) = P(s)) u is
not faulty.

In words, lets be a fault-free trace in. and ¢ be a
sufficiently long fault-free extension af Then any trace that
is indistinguishable fromst must be fault-free right after its
observed prefixP(s). NF-DiAG implies that if the system
is running without faults, we are always able to infer that
some events agthe systenwas not faulty.

Example 1:Consider the system described by the lan-
guagea™® fab*. The only unobservable eventfs The system
is F-DIAG becausef happensiff b is observed at most
two events afterf. It is alsoNF-DIAG. The only fault-free
trace isst = a”, resulting in&(st) = {a",a" f,a" ! fa},

u € {am,a"f,a"1fa}. Takek = 2, thuss = a" 2. Since The notions of projection and estimate set are extended to
P(s) = P(u), u must bea”~2 as well, a fault-free tracell  the above decentralized setting in a natural wWay' (s) :=

The above example demonstrates the interesting propeftyc ¥* : P;(t) = s}, &(s) = P, 'Pi(s) N L.
that we are only able to infer the absence of faittghe The following definition of decentralized diagnosis is the
past We have found that the other variations MF-DIAG  starting point for our development.

Decision Fusion

Fig. 1. Decentralized Architecture




Definition 3: LanguageL is said to be F-codiagnosable, Definition 4 is the extension to the decentralized setting

or F-CoDIAG, w.rt. f, Py,...,P,, if the following is true: of NF-DIAG, introduced in Definition 2. We note that based
(3k € N)(Vs € L s.t. s is faulty)(Vt € L/s s.t. |t| > on avariation oNF-DIAG, a similar notion of decentralized
kE)(Fi e {1,...,n})(Vu € &(st)) u is faulty. diagnosis of absence of faults was independently proposed

In words, lets be a faulty trace and let be a sufficiently in [11] and termed “strong codiagnosability”, which results
long continuation of in L. Then there must exist at least onein a stronger notion than that in Definition 4 [17].

local sitei such that any trace id, indistinguishable from It is not difficult to verify that the system in Example 2
st at siteq is also faulty. This definition is exactly the sameabove isNF-CoDIAG. The fault-free traces with sufficiently
as the definition in [4] of “diagnosability under Protocol 3,”long extensions arec™ andbc™, n > 0, and each one will
which is revisited in [11] under the name “co-diagnosability."'unambiguously be detected by sites 1 and 2, respectively.
We adopt here the name “F-codiagnosability” in order to Consider next the situation where instead of a single fault
facilitate comparisons between our work and that in [15, 1&vent f, there is a set of fault events denoted®y C ¥,

for coobservabilityand decentralized control. It is important Assume there are: fault eventsX; = { f1, ..., fn }. A trace

to note that inF-CobDIAG, the only local decision made by s is called f;-faulty if it contains fault evenjf;. Definitions 3
diagnosers is “Fault,” and the system is diagnosed to be faulind 4 are extended to this situation in the following manner.
if and only if there is at least one diagnoser reporting “Fault.” Definition 5: LanguageL is said to beF-CoDIAG w.r.t.
Thus, this architecture is closely analogous to the conjunctivg, ... f,., P, ...P,, if the following is true:

architecture considered in [15, 20] for decentralized control, (V; € {1,.m})(3k; € N)(Vs € L st s is f;-
where “disable” is the only local decision employed and afaulty)(Vt € L/s s.t. [t| > k;)(3i € {1,...n})(Vu € &(st))
event is disabled if at least one site disables it. In the nextis f;-faulty.

section, we will consider the dual problem of detecting the Definition 6: LanguageL is said to beNF-CODIAG W.r.t.
absence of faults in a decentralized setting and introduce tlfg, ... f,,., Py, ... P,, if the following is true:

corresponding notion of NF-codiagnosability. (Vj € {1,..m})(3k; € N)(Vs € L s.it. s is not f;-

) faulty)(Vt € L/s s.t. [t| > k; and st is not f;-faulty)(3i €
V. DECENTRALIZED DIAGNOSIS: ABSENCE OFFAULTS (1,..n})(Yuv € E(st) st P.(u) = Py(s)) u is not f;-

A. Notions of Codiagnosability faulty.

Let us first look at a motivating example. If every fault event inx; is F[NF]-CoDIAG, then we say
Example 2:Consider the system described by the lanthat the system i$[NF]-CoDIAG. However, it is possible
guage(f + a + b)c*, whereX, = {a,b,c} andX,, = {f}. that some fault events will bE-CobIAG while others will
There are two local sites; = 2, 3,1 = {a,c} andX,» = be NF-CoDIAG. To account for this situation, we introduce
{b,c}. This system is noE-CODIAG because the arbitrarily the notion of codiagnosability Inspired by the notion of
long faulty tracef c™ is indistinguishable from fault-free trace coobservability in the context of the “general architecture”
bc™ at site 1 and indistinguishable from™ at site 2. Recall in [15], we partitionX; asX; = X pUX; yr, WhereX r
that in the decentralized architecture corresponding=to is the set of fault events whose occurrence can be diagnosed
CoDIAG, sites are only allowed to issue “Fault” decisionsand X yr is the set of fault events whose absence can be
A faulty trace can therefore be diagnosed only if some sitdiagnosed.
is certain about the occurrence of the fault. In this example, Definition 7: Language L is said to be codiagnosable
to diagnose faulty tracgc”, cooperation between the twow.r.t. X; p, X nyp, Pi, ... Py, if
sites would be necessary. B 1. Lis F-CODIAG W.I.t. Xt i, P1, ... Py,
We observe that the fault-free traces in Example 2 cal. L is NF-CODIAG W.r.t. ¥f yr, Py, ... P,.
be detected with certainty by the local sites. For instance, ) ) N
observation of event at site 1 is an indication that fault B- Properties of Codiagnosability
eventf has not occurred. Inspired by this observation, as well Theorem 2:F-CobIAG and NF-CODIAG are incompara-
as by the notion of “disjunctive architectures” for decentralble w.r.t. the same fault event and projectidfs ... P,,.
ized supervisory control introduced in [15], we propose the  Proof: One part of the theorem is proved by Example
related concept of NF-codiagnosability, which allows locaPR above; the other part is proved by Example 3 belovm
sites to say “No Fault”. This leads to the following definition. Example 3:Consider the system described by the lan-
Definition 4: Languagel is said to be NF-codiagnosable, guage ¢* f(a + b)c*, where X, = {a,b,¢} and &,, =
or NF-CoDIAG, w.r.t. f, Pi,....P,, if the following is true:  X; = {f}. There are two local sites with,; = {a,c}
(3k e N)(Vs € L s.t. s is not faulty) (vt € L/s s.t. |t| > andX, s = {b,c}. The system id=-CoDIAG because faulty
k and st is not faulty)(Fi € {1,...,n})(Vuv € &(st) s.t. traces inc* fac* andc* fbc* will be unambiguously detected
P;(u) = P;(s)) u is not faulty. by sites 1 and 2, respectively. It is ndf-CoDIAG because
This definition is related to the ability to detect thbsence arbitrarily long fault-free trace™ is indistinguishable from
of a fault, i.e., if traces is not faulty, and: is a sufficiently faulty trace fbc™ at site 1 and indistinguishable from faulty
long fault-free extension i, there must exist one local site trace fac™ at site 2. [ |
1 such that any trace i indistinguishable fronst at site: Theorem 3:F-CoDIAG or NF-CoDIAG implies codiag-
was also fault-freeip to the observation aP(s). nosability w.r.t. the same set of fault events and projections.



The reverse implication is not true in general.

Proof: The first part of the theorem is obvious from the

respective definitions; the other part is proved by Example
below. ]
Example 4:Consider the systei® shown in Fig. 2, where
Yo = {a1,a2,b1,b2,¢1,02}, Xoyo = Xy {f1, f}, and
where ¥ is partitioned into two fault eventsy;p =
{f1},3f.nF = {f2}. There are two local sites with, ; =
{a1,a2,c1,c2} and 3, 2 = {b1,b2,c1,c2}. From Examples
2 and 3, we know that the system is codiagnosable with
F-CobDIAG and fo, NF-CODIAG. It is neitherF-CoDIAG nor
NF-CoDIAG for both fault events. |

Fig. 2. Codiagnosable but n&(NF)-CoDIAG

Theorem 4:Codiagnosability w.r.t¥ ¢ p, X¢ nr, o1, -
Y, implies centralized diagnosability w.r.t. every fault
event inX,;r U X,y and projection corresponding to
Yo =301 U...UX, . The reverse implication is not true
in general.

Proof: By definition, fault events that arE-CobDIAG
are alsd=-DIAG. Similarly, fault events that aldF-CODIAG
areNF-DIAG. SinceNF-DIAG equalsF-DIAG by Theorem
1, codiagnosability implies diagnosability.

The other part is proved by Example 5. [ ]

Example 5:Consider the system described by the lan
guage fabc* + bac*, where ¥, = {a,b,c} and &, =
Xy = {f}. There are two local sites witl,; = {a,c}
andX, » = {b, c}. The system is not codiagnosable becau
whether f happens or not, site 1 always observe$ and
site 2 always observdg*. In a centralized setting however,
it is clearly diagnosable.

C. Verification of Codiagnosability

The verification of codiagnosability (especialliNF-

CoDIAG) can be done by extending verifiers [18] to the
decentralized setting and building on the results in [11] fo

F-CoDIAG.

Assume systentG = (Q,X,d,qo) is to be diagnosed by
two local sites (for the sake of simplicity) with observabl
event sets), ; andX, 5, respectively. We construct verifier
Viee = Acc(QVaee, %3, §Vace g4 for a single fault evenf

as follows, whereAcc stands for taking the accessible part.

4QVd“:QX{NvF}XQX{NaF}XQX{NvF}

S92 S

s1
Q(Ydec = (quNa (IOva QO,N)

For the sake of readability, let = d(q;, o). The transition
relation 6V¢<= is defined as described below, for all cases
where the corresponding transitions are defined:

Foro € ¥,1,0 € £2,

§Vaee (1,11, g2, 12, g3, 13), 0)
Foro € Zo,laa ¢ 2072’

q/17l17q/27l27qé713>}

ql17l17q23l27qéal3)
qlall7q/25127q3al3)

5de(<Q17 ll7Q2a l27q3a 13)’ U>

Foro ¢ ¥,1,0 € £o2,
Q1all7q/25127q:/3113)

5Vde6 vl ) al ) al )
((ql 1 @2, 02,43 3) J) qi7ll7QQ5127q3;l3)

Foro € ¥, ando # f,

(
(
(
(

(qllv ll7q2a 127q3a 13)
((hv 117(]/2, l?qua 13)
(q1,01,92,12,q3,13)

{(
6Vdec((qlall7Q27l27q37l3)7U) - {
Foro = f,

(QiaFa qQ7ZQaQ37l3)
(qlallvqéaFa q3vl3)
((hvll,q%lQ»q{}aF)

The verifier simulates three tracas, so and s, where
s indicates the trace the system actually executes sand
i = 1,2, represents the trace that sitestimates. It satisfies
Pi(s1) = Pi(s) and Py(s3) = Pa(s). The construction
of the transition rules is such that it captures all possible
trace triples (s, s2,s) that satisfy P;(sq) Pyi(s) and
Py(s9) = Py(s). A verifier state(q1, 11, g2, l2, g3, 13) is called
a (l1,1s,13)-state. For example, the initial stagg? is an
(N,N,N)-state. A cycle is called afly, l2, I3)-cycle if every
state in the cycle is afiy, l2, l3)-state.

The above construction can be extended:ttocal sites
naturally. Basically, we need to simulaie-1 traces and thus
the state has+1 components; there ag#+! x |Q|"*! states
at most. At each state, evanhas at mosh-+1 transitions by
the transition rules, resulting 21! x |Q|"* x |X| x (n+1)
transitions at most. So the size of the verifier is polynomial in
the number of system states and exponential in the number

§Vaee (g1, 11, g2, 12, g3, 13), )

S6f local sites. For the case of multiple faults, we build a

separate verifier for each fault.

Testing of F-CoDIAG or NF-CoDIAG using the verifier
is based on the following theorem.

Theorem 5:£(G) is not F-CobliaG w.r.t. f if and only if
Vaee Of G has an (N,N,F)-cycleC(G) is not NF-CODIAG
w.r.t. f if and only if V.. has an (F,F,N)-cycle.

Proof: Following the same strategy as in the proof of
'Il'heorem 1 in [11), it can be proved that we can extract a
trace triple(sy, s2,s) from a path inV.. by the transition
rules. The trace triple reaches stdtg, 1, qo,l2,qs3,13) in
Ve if and only if:

e

IThere is a technical difference in that fault languages instead of fault
events are used to characterize faulty behaviors in [11].



1. s1, s ands reach states,, ¢g» andgs in G, respectively; A. Notions of Conditional Codiagnosability

2. 51 (s2 or s) is faulty if and only ifl; (I or l3) = F; To draw parallels with the previous section and the

3. Pi(s1) = Pi(s) and Pz(s2) = Pa(s). results in [16], we start by considering diagnosability
Based on this result, we complete the proof as follows. properties associated with two special cases of the con-
(i) and (ii) (N,N,F)-cycle< not F-CoDIAG. The proof of ditional architecture described in Table donditional F-

this part is similar to the proof of Theorem 1 in [11] andcodiagnosabilityfor the so-called conditional F-architecture

therefore omitted. andconditional NF-codiagnosabilitfor the so-called condi-
(iii) (F,F,N)-cycle = notNF-CoDIAG. In V., an (F,F,N)- tional NF-architecture.
cycle means an arbitrarily long path fropg“c. By the Under the conditional F-architecture, local sites have three

above analysis, we know that this implies the existenceypes of decisions to choose from: “Fault”, “No Fault’, and

of three tracess 7, soth, st”, where trace triplgs;, so,s)  “Fault if nobody says No Fault”. The fusion rules correspond

corresponds to the prefix of the path that reaches the cyd® cases 1, 2, 3, 4, 5 and 9 in Table I.

from the initial state andt,,t,,t) corresponds to the cycle. ~ Definition 8: LanguageL is said to be conditionally F-

Furthermorest” is fault-free, ands; ands, are faulty. Since codiagnosable, ®COND-F-CODIAG, W.rt. f, P, ... P, if the

Py (s1t7) = Py(st™), Py(sqt}) = Py(st™), fault-free trace following is true:

st™ cannot be diagnosed by either site. (Fk € N)(Vs € L sit. s is faulty)(vt € L/s s.t. [t| >
(iv) Not NF-CopIAG = (F,F,N)-cycle. NotNF-Copiag ~ F)(Fi € {1,..n})(Vuv € &(st) s.t. Pi(u) = Pi(s) anduv

means there is a fault-free traeg ¢ is arbitrarily long, and 1S Not faulty(3j € {1,..n})(Voy € &;(uwv) st Pj(x) =

faulty tracesu; andus with extensionsy; andwvs such that Pj(u)) « is not faul_ty: _ _

Pi(uiv1) = Pyi(st) and Py(usvs) = Py(st). By the above In yvqrds, this definition means thg foIonvmg. For. each

result, these three traces should form a patiin. Sincet  Sufficiently long faulty tracest, there is a site for which

could be arbitrarily long and,.. has only a finite number st might have the same projection as fault-free tracgbut

of states, there must be a cycle. Then u» faulty and st for every such fault-free tracev that belongs to site’s
fault-free imply that this cycle is an (F,F,N)-cycle. m ©stimate, there is a sitg that can ensure that the system
was fault-freeup to its observation ofi. That is, sitei can

infer that if a fault-free trace:, instead ofs, has happened,
VI. DECENTRALIZED DIAGNOSIS WITH CONDITIONAL  there is another sitgj, that can recognize fault-free trace
DECISIONS with certainty. Therefore, sitecan use the “Fault if nobody
says No Fault” decision and sigewill issue the “No Fault”
In the architecture considered in Section V, each locglecision overriding sité if « was the trace that the system
site makes “Fault” or “No Fault” decisions, and the globahctyally executed.
decision fusion block simply takes the disjunction of these ynder the dual conditional NF-architecture, local sites

local decisions. (In fact, no such fusion block is actuallhave three types of decisions to choose from: “No Fault”,
needed.) Under this architecture, Example NE-CODIAG  “Fault”, and “No Fault if nobody says Fault’. The fusion

but not F-CopiAG, which means that only fault-free tracesyyles correspond to cases 1, 2, 6, 7, 8 and 9 in Table 1.
can be detected with certainty. To diagnose faults in Example pefinition 9: LanguageL is said to be conditionally NF-
2, we consider a decentralized diagnosis architecture Wth@diagnosable, 0€OND-NF-CODIAG, W.rt. f, P, ...P,, if
local diagnosis engines are allowed to make conditionghe following is true:
decisions such as “Fault if nobody says No Fault” and (3k € N)(Vs € L st s is not faulty)(vt € L/s s.t.
“No Fault if nobody says Fault”. In analogy with [16], this || > k and st is not faulty(Ji € {1,..n})(Vuv € & (st)
architecture is called the conditional architecture. The globalt. P;(u) = P;(s) and u is faulty)(3j € {1,..n})(Vw €
decision fusion block merges decentralized unconditiongjj(uv)) w is faulty.
and conditional decisions. Inspired by the work in [16], weHere, for each sufficiently long fault-free trasg there is a
adopt the decision rules indicated in Table I. site i for which st might have the same projection as trace
As can be seen from Cases 3-8 in Table |, the conditionalk, wherew is faulty. But for every such faulty trace that
decisions “Fault if nobody says No Fault” and “No Faultbelongs to site’s estimate, there is a sitethat can ensure
if nobody says Fault” can be interpreted as “Fault” andhatuwv is faulty. That is, sitei can infer that if faulty trace
“No Fault” decisions, respectively, but with lower priority. u, instead ofs, has happened, there is another sjtethat
Namely, these conditional decisions take effect only if thean recognize faulty trace with certainty. Therefore, site
other sites are silent. The unconditional decisions “Fault’ can use the “No Fault if nobody says Fault” decision and
and “No Fault” override conditional decisions. There is asite 5 will issue the “Fault” decision overriding site if «
diagnosis conflict if and only if contradictory decisions ofhas actually happened.
the same priority occur, i.e., contradictory unconditional de- The two preceding definitions can be extended in a
cisions or contradictory conditional decisions. The propertiestraightforward manner to the case of multiple faults, as was
of conditional diagnosability introduced in the next sectiordone in Definitions 5 and 6. We omit these definitions here
will, by their very definitions, ensure that no such diagnosiand proceed directly to the case of conditional codiagnos-
conflicts occur. ability, the conditional version of Definition 7. Let us again



Case Local Decision 1 Local Decision 2 Global Decision Architecture
1 Fault Nothing Fault F-CoDIAG
2 No Fault Nothing No Fault NF-CoDIAG
3 Fault if nobody says No Faul Nothing Fault
4 Fault if nobody says No Faul Fault Fault COND-F-CoDIAG
5 Fault if nobody says No Faul No Fault No Fault
6 No Fault if nobody says Faul Nothing No Fault
7 No Fault if nobody says Faul Fault Fault CoND-NF-CoDIAG
8 No Fault if nobody says Faul No Fault No Fault
9 Nothing Nothing Nothing
10 Fault No Fault Diagnosis-conflict
11 Fault if nobody says No Faulf No Fault if nobody says Faulf Diagnosis-conflict
TABLE |

LOCAL DECISIONS AND THEIR FUSION IN DIFFERENT ARCHITECTURES

partitionX; asX; = Xy pUX ¢ v, WhereX; p is the set of indistinguishable fronb,aoc™ at site 2. It is noNF-CoDIAG

fault events whose occurrence can be diagnosedandr  because fault-free trae® is indistinguishable frond; fc™ at

is the set of fault events whose absence can be diagnosesdite 1 and indistinguishable from fc™ at site 2. The system
Definition 10: Language L is said to be conditionally is COND-F-CODIAG however, because if faulty traeg fc"

codiagnosable w.r.&¢ r, Xt np, Pri, ..., If has happened, the estimate by site d,ifc" itself or a, b2c™,
1. L is COND-F-CODIAG W.I.t. X¢ g, P1, ... Pp; but if a1b2c™ has happened, site 2 would know it for sure.
2. L is COND-NF-CODIAG W.r.t. ¥¢ np, P1, ... Py. Therefore, the fault can be diagnosed this way: site 1 says
“Fault if nobody says No Fault” once it seag, and site 2
B. Properties of Conditional Codiagnosability says “No Fault” to override site 1 if it seds. Similarly,
Theorem 6:1f language L is codiagnosable w.rt. faulty traceb, fc" can be diagnosed. u

Y¢r2fNF, Pr, ... Py, then it is COND-F-CoDIAG and
COND-NF-CoDIAG W.r.t. f, Py, ..Pp, Vf € ¥ pUXs Np.
The reverse is not true in general.

Proof: The forward direction can be proved by showing
that F-CoDIAG faults orNF-CoDIAG faults are bothCOND-
F-CobpIiAaG and COND-NF-CODIAG.

(i) F-CobDIAG implies COND-F-CoDIAG by definition, i.e.
site ; itself recognizes faulty tracet.

(i) F-CobpiaG implies COND-NF-CODIAG. F-CODIAG
means there is an integérsuch that for every faulty trace
s, extensiont, |¢t| > k, there exists sitg/, whose estimate
&;(st) contains only faulty traces. By assumption, there

is no unobservable cycle; let be the maximum number Fig. 3. The system of Example 6
of successive unobservable events. To see that the system
is COND-NF-CODIAG, let uv be a fault-free tracejv| > Example 7:In Fig. 4, there are two local site¥,; =

nk(d +1). Thusv contains at leasbk observable events, 14, 4, ¢}, ¥,, = {by,bs,c} and T,, = S o= {f}.

not necessarily observed by one site though. However, by ti@mjjarly with Example 6, the system can be shown to be
Pigeonhole principle, there exists a sitabserving atleast  conp-NF-CobIAG but not F-CobIAG or NF-CODIAG. B
events of them. S&;(v) > k, Vst € &;(uv), Pi(s) = P;(u)
and P;(t) = Pi(v) > k, |t| > k. If s is faulty, st must be
recognized by a sitg because ofF-CODIAG, i.e., &;(st)
contains only faulty traces. Therefore, by definition, the
system iSCOND-F-CODIAG.

(i) and (iv) NF-CobDIAG implies bothCoND-F-CODIAG
and CoND-NF-CoDIAG. The proof is similar and omitted.

The reverse direction thaoND-F-CoODIAG or COND-
NF-CoDIAG do not imply codiagnosability is proved by
Examples 6 and 7. [ ]

Example 6:Consider the syster& shown in Fig. 3, with
two local sites,X, 1 = {a1,as2,c}, ¥p2 = {b1,b2,¢} and
Yuo = Xy = {f}. The system is noF-CoDIAG because
faulty traceb, fc™ is indistinguishable frone™ at site 1 and

Fig. 4. The system of Example 7



Theorem 7:COND-F-CoDIAG and COND-NF-CoDIAG says Fault”. The use of such decentralized architectures
are incomparable w.r.t. the same fault event and local pradlows for diagnosing larger classes of systems that can be
jections. diagnosed under the decentralized architecture corresponding

Proof: The system in Example 6 BOND-F-CODIAG to Protocol 3 in [4]. Moreover, the various notions of
but not CoND-NF-CoDIAG. The problem fault-free trace codiagnosability that characterize these new architectures are

is ¢"; it is indistinguishable fromb; fc" at site 1 but

verifiable in polynomial time in the size of the state space

unfortunately site 2 cannot help on this faulty trace sincef the system.

it is indistinguishable fromb,asc™ at site 2. Similarlyc”
cannot be diagnosed by site 2 conditionally.
The other part is proved in a similar way by Example 7.[1]
[ ]
Theorem 8:COND-F-CoDIAG or COND-NF-CODIAG
implies conditional codiagnosability with the same fault [2]
events and projections. The reverse implication is not true
in general. [3]
Proof: The forward direction is true by definition. The
reverse part can be proved by a counter-example, whoslé]
construction is similar with Example 4 and omitted. m
Theorem 9:Conditional codiagnosability w.rt.X; ,
Yt NFy 2o, ---Lo,n iIMplies centralized diagnosability w.r.t.
every fault event irty pUXy, v and projection correspond-
ingto %, = ¥, U...UY, . The reverse implication is not [6]
true in general.

The proof and the counter-example are similar with those
for Theorem 4 and omitted. 7]
In conclusion, the relationship among the different notions
of codiagnosability introduced above is shown in Fig. 5,[8]

where a directed arc indicates “implies”.

(5]

[
F-DiaG = NF-DiaG
CoND-CODIAG [10]
Conp-F-CobpiaG ConD-NF-CobpiaG (11]
CoDIAG [12]
F-CobiaG NF-CobIaG
[13]
Fig. 5. Relationship among notions of codiagnosability
[14]
C. Discussion [15]

It can be shown that the technique presented in Section
V-C for verifying (unconditional) codiagnosability can be
extended to develop polynomial time algorithms for testingie)
conditional codiagnosability. The details are omitted due to
lack of space. The synthesis of special types of diagnosers[iq]
implement conditional decisions is a more intricate problem
and is not discussed in this paper.

VII. CONCLUSION (18]

This paper has outlined the main features of a strat-
egy for performing decentralized diagnosis of DES usin
architectures where local sites can issue several types of
diagnosis decisions about the presence or absence of e&h
fault, including so-called conditional decisions of the type
“Fault if nobody says No Fault” and “No Fault if nobody
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