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Abstract— This paper extends the active acquisition of in- and let it run for the duration; instead we must use the sensor
formation approach developed in [1] from the case of acyclic, selectively, and we capture this requirement by allowing a
timed automata to the more general case of cyclic, asynchronous small cost to incur each time a sensor is used.

automata. Conditions for the existence of optimal solutions at . .
finite cost are presented for both logical and stochastic systems Sensor selection prob]ems havg been studied fpr many
The information state method developed in the previous paper Cclasses of systems outside DES, including centralized and
is reduced to a “diagnoser state” method wherein actions are decentralized linear stochastic systems (e.g., [9]-[XZjn-
computed for each potential set of states, as opposed to eachmunication networks, [13], [14] and operations researé&.[1
potential set of strings. After developing a method of finding an |, yhe context of DES, we call the class of problems related
optimal policy, a limited lookahead algorithm is presented to . o ’ ) . o
produce a suboptimal solution with less intensive computation. (© finding a minimal-cost observation policy as the “active
acquisition of information” problem (or simply active adqu
sition). Our objective is to minimize the cost of observing a
finite-state machine when a cost is paid each time a sensor is
. INTRODUCTION activated, while preserving a diagnosability propertyitim
In complex systems such as communications networkg that of [3].
manufacturing processes, and queueing systems, an imin a previous paper [1], we considered active acquisi-
portant problem is the detection and isolation of failuresjon for the special case of automata with acyclic, timed,
One approach to failure detection in these systems involveguctures. By restricting our attention to this smalleassl|
modelling them as discrete event systems (DES) and theh systems, the information structure and the methods for
verifying if these DES have the property of diagnosabilityfinding an optimal solution were simplified.
(for an overview of this approach, see [2]). In both [1] and this paper, we consider a version of the
In recent years, there has been interest in studying vagiroblem where the decision as to what sensors are activated
ations of the basic diagnosability problem for logical DESs made by a centralized diagnoser. In this paper we consider
formulated in [3]. One area of extension has been to the active acquisition problem developed in [1] for general
realm of stochastic DES [4], [5], while another relatectyclic, automata. After developing the required concepts i
problem is the sensor selection problem [6]-[8], where thgections Il and IIl, we formulate and solve the problem for
objective is to find the minimal sets of sensors under whicfpgical models in Sections IV and V, and develop a limited
diagnosability is preserved when these sensors are &ttivajookahead algorithm in Section VI. Sections VII through
for the duration of the discrete-event process. X formulate and solve the problem for stochastic models.

In problems such as diagnosability and sensor selectioproofs of the theorems stated in this paper can be found in
finding solutions to the problem depends on which even{gg).

are observablei.e., events for which we have a sensor to
detect their occurrence. In the typical formulation of thes

problems, however, the term observable is a misnomer: not Il. THEORETICAL BACKGROUND

only does it indicate that the occurrence of an ewan be The study of discrete-event systems has followed a path
detected by a sensor, it also indicates that the occurrehceammmon to the research of a wide class of systems: the first
an eveniwill be detected. problems in DES were developed for the case of perfectly

If we have the ability to choose whether or not toobserved centralized systems [17], and, as the subject ma-
observe an occurrence of an event, we have a problem tofred, the set of problems was expanded to include the cases
measurement scheduling. Such a problem is very important centralized partial observation and partial decerteali
for situations where the act of measurement incurs a cost imformation (e.g. [18]) . Currently in DES, all problems
terms of money or energy. If the we have a wireless sensor¢an be placed into one of these three broad categories; the
a network, the act of transmitting data involves using somgroblem considered in this paper falls into the category of
of the small amount of energy available to the sensor argkntralized partial information.
some of the bandwidth in the network. In these situations, we To analyze the problem of active acquisition we consider
cannot simply purchase a sensor at the start of the procele similarities between DES and stochastic discrete-time

_ , _ systems and borrow a concept from the study of general
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preserves two necessary properties of a meaningful concepe Q4 C @, is the set of reachable diagnoser states

of state: causality and recursion. e Y, is the set of observable events@h
Definition 1: (From [19]) 7, is aninformation statefor a e 04 is the partial transition function of the diagnoser
(stochastic/deterministic) system if e qo = {zo, N} is the initial state of the diagnoser
1) (Causality)r; is a function ofy”, w1 The diagnoser transition functiofy is determined from
2) (Recursion)r, 1 can be calculated fromy, yx.1, and the transition function of the system and from thebel
U propagation functionLP : X, x A x ¥* — A
where the notation;, andy; denote the inputs and outputs .
at stagek, and «* and y* denote the sequences of inputs LP(z,1,5) = N} ifl= {.N} NEs ¢ 5] @)
and outputs from the initial stage to stage {F'} otherwise

A third requirement on the concept of information staterpg |ahel propagation function keeps track of those failure
not commonly appearing in the literature (for an exceptiogyents that have occurred along a particular string. Ffom

see [20]) is that it should be sufficient for some purpose (€.9nq 7,p, the diagnoser transition function can be written as:
input-output mapping, optimization, dynamic programming

etc.) For many centralized stochastic systems, we can define da(¢,0) = | J U {6, s),LP@,1,5)} (3)
an information state as the conditional probability dgnsit (z,1)€q s€Lo (G,)

function of the stater;, with re_zspect t<_) the obs_ervatiqn_ andwhereLg(G,x) denotes the set of string of the from that
control sequences. Such an information state is suffic@nt ;. feasiple frome, whereu € £ .

performance evaluation, e.g., optimization. ~ The diagnoser states defined using the above construction
Below we illustrate the concept of information state INsatisfy the definition of an information state, as 1) the
DES. diagnoser state at stagecan be calculated using the initial
diagnoser statery, the sequence of observationsand d;
A. Information States in Discrete Event Systems and 2) the diagnoser state at stdge- 1 can be calculated
Consider a DES modelled by an automateh = from m, an observable event, anddg.
(X,Z,é?, :Zio),. V\./here T = 6d(71'0,8) (4)
« X is a finite set of events ot = dalm, 0) )
« X is a finite state space Rt Tdi Tk
e 0:X x ¥ — X is the partial transition function The set of all possible information states (mformation
e o € X is the initial state spacg is Q,. Since the observation policy in this example

The DESG is observed through the detection of sequencds fixed, only those information states in the subQgtare
of events. Of the events in the sEt some are observable reachable.
and others are unobservable. If we wish to know the state The concept of information state defined by the diagnoser
of G, we may not be able to do so because our observatigtate is sufficient to solve the diagnosis problem for DES pro
of the system is incomplete. Thus, it may be advantageo@9sed in [3]. Different variations on the diagnosis problem
to define an information state in the context of DES, busuch as safe diagnosability [21], require different coticeys
in order to do so we must consider the specific problem tof information state to capture the unique features of the
which we wish to find a solution. problems.

Consider a partially observed DES where certain unob- The space of information state9, generated in this
servable events are classified as failure events, i.e., fisede €xample is insufficient for the active acquisition problem
a sety; C ¥,,. For ease of notation, we assume all failuregve study in this paper. In the active acquisition problem,
are of the same type. Our objective is to determine if suciye cannot compute the reachable state sp@geof the
a DES is diagnosable, that is, if it is possible to detecfliagnoser until we have determined the observation padisy;
occurrences of a failure after at most a finite delay. A sotuti Our objective is to determine an optimal observation policy
to this diagnosability problem was first proposed in [3]. Thét follows that we cannot use a diagnoser approach directly
exact conditions for diagnosability are not germane to th#® solve this problem. In this paper we present methods
discussion of information states; however, the structifre ®f constructing information spaces that are appropriate fo

the diagnoser used to determine them is. different formulations of the problem.
We define a pair of failure labelgy for normal andF for
failed. Using these failure labels we define a set of possible Ill. METHODS FORACYCLIC SYSTEMS
diagnoser states as: We now review some results for acyclic systems (see [1],
Q, = 2XexIN.F} ) [16]) that form the basis for the results that we develop in

this paper for cyclic systems and are especially useful in
where X, denotes those states iXi that are reachable via defining limited lookahead algorithms.
an observable event. A state of the diagnoser is thus a set ofWe first assign a cost : ¥, — [0, o0) to each observable
labelled states of the original system. event. Ifv(o) = 0, thano is said to befreely observable

A diagnoser forG is the finite state machiné’; = otherwises is costly observableThe set of all costly observ-
(Qd, 0,04, 90), Where able events are denoted By.,. An observation actiog(7)



at information stater according to the scheduling poligy the following dynamic program:
specifies the set of events that are the first observablesevent . 2
along any continuation fronmr. The cost of an observation Vim) = ug}%io{cu * a@%ﬁev(‘su(“’ o)} (11)

actiong(r) at an information state is given byc(g(r)) = We can solve this dynamic program sequentially, first for

Zcreg(w),”_(a)' . ) . ) elementsr in F; — Fy, then for elements iF, — F;, and
The difficulty in the active acquisition problem is deter-g4 o

mining how to systematically approach how information re-

garding the system behaviors evolves as events are observed
To address this difficulty, we use a maxinaafield approach. . i . .
This approach was initially proposed in [22] in the context We now formulate the active acquisition of information

of general informationally decentralized systems and Wa{%robl_em for _dlagnosns of cyclic systems. For ease_of natatio
further used in [23]-[26]. we will restrict attention to the case where there is only one

\‘ ilure type; the results below can be extended to the case
of multiple failure types.

IV. M ODELLING FORMALISM

Suppose that the length of the longest trace in the acycl
automaton is7. We wish to define a sequence of . } ’ . . .
fields Fy, ..., Fr such that all possible information states Definition 2: An information stater is N-safeif f ¢ s
reachable under any observation policy are elements oéthe%ndf .¢_L/5 fc_>r al sem. . . .
o-fields. To create these-fields, we partition the language Def|n|t|on 3: An information stater is safeif « is F-
certain orN-safe.

L(G) into sets of stringsX,,, where every element of, is . . .
(&) gstn y " (H]the system is in a safe information state, we need not make

a set of strings that are identical under projection and su b i . cain about the fail
that at mostn more observations are possible if we choos@"Y More observations since we are certain about the faiure

to observe all observable events. We define the projedtion IT??? e'lnf the Ctl.J rreni qurmaﬂor:c state and ln ﬁ” future Sai?
and the inverse projectioﬁ’L‘1 in the usual manner [27]. € information state IS unsafe, we must choose an action

Specifically, forn = 0...T, we define that ensures that anoth_er event will eyentually be observed
or else we may never diagnose the failure.

X, ={s € P_'[P(L(G))] : max It =n} (8) Definition 4: An information stater is non-diagnosable
tEP(L(G)))/P(s) if 3M e N such that for alln > M, 3t € L/7 such that
and we define the sequence wfields as follows: |lt]l = n and the information state obtained by implementing
. any policy g alongt is uncertain.
Fi = 0(Up=oXn) () Definition 5: A language£(G) is diagnosecby an obser-

vation policy g if, for all s € £(G), the information state
reached by implementingalongs is never non-diagnosable.

Definition 6: Let H denote the set of all policies that
diagnoseL(G). The languagel(G) is diagnosablef H is
non-empty, i.e., if there exists a policy that diagnosés’).
Define the performance criterion:

Each element of the partition that generates thedields
is the “finest,” “maximal” information available to the diag
noser. Such information is available if all observatione ar
made at all times.

As events are observed, theformation state transition
function defines how the information state changes, depen-

dent on the observation action we have chosen. For a given J(g)={ sup (s} (12)
observation policy, the information state transition function SEL(G)
is defined ag), : F; X Xg(x) 005 U € = Fi: wherec?(s) denotes the cost of implementing poligyalong

§ — ) % the strings.

Og(m,0) = {sto s €MNLE (Bg(m)unops)’}  (8) The active acquisition of information problem, henceforth
59(7r €)= {st:scmAte % () amob AT (8(zo, st)) = 0} also called the cyclic diagnosis problem, is defined as fol-

v/ o g(m),unobs ’
9) lows. _ _

where 3%, . and X . denote the set of events Problem CD. Find a policyg™ € H such that
that are o&as’ervable and unobservable, respectively, uhder J(g*) =inf(J(g)lg € H) and J(g*) < 0o (13)

observation actiorgy(r). I'(x) denotes the set of events that
are feasible from the statec X. A Solution Existence

We can solve for an optimal observation policy by back-
If we assume all observable events have a non-zero cost,

wards induction. We begin by defining a cost for ale Fqy ' > ' ;
solution existence for Problem CD can be determined using

as follows. ; -
o . the following definition and theorem.
0 if mis N-certain Definition 7: A language£(G) is strictly logically diag-
V(r) =40 if mis F-certain (10) nosable with respect tB, andX; if:
oo otherwise AN eN)(n>N=DV(s)=1vDF(s)=1) (14)

where an information state iS-certainif f € sforalls € m  \yhere the functiond™ and DF are defined as:

and N-certainif f ¢ s for all s € 7 [3]. . )
O (5) = {1 if P, "[P(s)] is N-safe

0 otherwise

For every information state not in F,, we can calculate

; ) . : . (15)
the optimal cost and an optimal observation action by sglvin



DF(s) = 1 if P '[P(s)] is F-certain (16) Theorem 3:1f multiple information states map to the same
0 otherwise diagnoser state, the same sequence of observation adions i
Theorem 1:A finite-cost observation policy exists if and optimal for any string after that diagnoser state.
only if £(G) is strictly logically diagnosable with respect to  The reduction of information states to diagnoser states
¥, andX;. ensures that an optimal policy need only be calculated for a
The condition of strict logical diagnosability is too sewer finite number of information states. However, the reduction
for most problems as it disallows the possibility of the eyst  Of set of strings to diagnoser states sacrifices the selignti
running in a normal, “unsafe,” state for an indefinitely longinherent in the strings; there is no inherent “filtration” of
time. Were a system to run in such a state indefinitel@iagnoser states that we can use as we have in the case of
a diagnosis at infinite observation cost would be incurred@cyclic systems.
however, the number of events required to occur for this cost Nevertheless, there are certain diagnoser states for which
to be incurred would also be infinite. Therefore, it would béve can assign a cost priori just as we assign costs to
more realistic to find a criterion for solution existencesglp  information states in the final maximatfield. If a state is

to the pre-existing concepts of diagnosability [3] safe, we are sure that no more observations are needed after
Definition 8: A language£(G) is logically diagnosable reaching such a state and can assign zero cost to such a state.
with respect to%,, 3; if Furthermore, we can test all remaining diagnoser state=eto s

- if they are non-diagnosable [28] and assign infinite cost in
(3n e N)[Vs € U(Xy)](Vt € L/s)[||t] > n= D" (st) =1] that case.
a7) For all ¢; € Q,, define

where ¥ (X ;) denotes the set of strings that end in a failure . :
Vi) {0 if qq4 is safe
dd) =

event. To formulate the problem so that finite-cost solution . ) )
oo If g4 is non-diagnosable

(21)
existence corresponds to the notion of logical existence,
consider a performance criterion where future costs asgle state what it means for a state-based information state to

discounted at a ratg < 1: be diagnosable in the following definition.
Is| Definition 9: A state-based information statgis diag-
J _ t .9 18 nosable if the language generated by the autométon-

5(9) {sglc&f}é);ﬁ ¢ ()} (18) (XU, XU{f,n},d,2') is diagnosable, where:
The discounted active acquisition problem, or discounted d'(@ f)=a if (x,F))€q (22)
cyclic diagnosis problem, is defined as follows. 8 (x',n) =z if (x,N))eq (23)
Problem CD-D. Find a policyg* € H such that §(x,0)=0(z,0) if x#a (24)
o In short, a state-based information state is diagnosable if
Js(g*) = inf(Js(g)lg € H) (19) g

the automaton is diagnosable when the initial information

Theorem 2:A language £(G) is diagnosable at finite State is notzy, but instead the diagnoser state specified by the

discounted cost if and only if it is logically diagnosablethwi information state. To apply standard diagnosability resul
respect to2, and ;. we append an new initial state to the automatoand add

unobservable transitions to this state that bear the &ilur
labels associated with each component of the diagnoser stat
In order to determine whether a particular diagnoser state
A cyclic automaton generates an infinite numbestoing- ¢4 has a zero or infinite cost, we need only test these
based information states in ther-field 27z '[P(£(G)] |n  conditions for diagnoser states consisting of at most two
order to derive an optimal policy as we had done in the cas®mponents. Ify; has two components and is not diagnos-
of acyclic automata, we reduce the string-based informaticable, any diagnoser state that is a supersej;olvill also
states to diagnoser states, as the set of diagnoser statebesnon-diagnosable. l§; consists of one component and
guaranteed to be finite [3]. is safe, than any diagnoser state that is the union of one-
Recall from Section Il that a diagnoser state is an elemeapmponent safe states having the same label is also safe;
of the setQ, = 2X-*{N.F'} For each information statein  such a diagnoser state has zero cost.
2£(G) the diagnoser state associated witban be computed For Problem CD, the costs of the remaining diagnoser

V. SOLUTION METHODS

by the functiong : 2£(¢) — Q, statesq; can be determined using the following equation:
a(m) = |J (6o, 5), LP(z0,5)) (20) Vi) = min {e+ maxVOoulgs o))}t (29)
sem For Problem CD-D, the equation that needs to be solved is

This mapping allows the infinite set of string-based ingiven by
formation states ire“(%) to be reduced to a finite set of V(ga)
diagnoser states, atate-based information state®/e can
calculate optimal policies using diagnoser states instdad where the exponentis defined as:
string-based information states as a result of the follgwin ‘ min (luc]| : uo € L/7} @7)
theorem. UETg(q) unobs

= min {c, + max §'V(9(q0) (4a:9))}  (26)



4F T7F ON 2N 3N 4N 5N 8N
F 0 — — — — — — —
0N ? ? — — — — — —
2N ? ? ? — — — — —
3N | o© ? ? 0 — — — —
4N | o© ? ? 0 0 — — —
5N ? 00 [e's) ? ? ? — —
8N | o© ? ? 0 0 0 ? —
IN | o© ? ? 0 0 0 ? 0

TABLE |
RESULTS OF DIAGNOSABILITY TESTS FOR REACHABLE
b /d TWO-COMPONENT DIAGNOSER STATES

Fig. 1. An automaton used to illustrate the active acquisitizethod. . . . . .
9 a For the system in Figure 1, a finite-cost solution exists for

Problem CD-D but not for problem CD. To see this, consider
the cost of the information state= {(8, N)} under problem
CD-D.

In the information state = {(8, V)}, only the two actions
to observe the event sefg,d} and {a,b,d} and actions
that are supersets of those actions are admissible in tat th
prevent the system from entering a non-diagnosable state.
The equation to find an optimal action fgris therefore:

V(8N) = min{c+d+ BV (5N), a+b+d+[*V(8N)} (28)

We now need to consider the cost of the information state
{5, N}. Using the same arguments as above, the only two
actions we need to consider afe,b} and {a,c,d}. The
equation to find an optimal action &5, N} is:

V(5N) = min{a+b+BV (8N), a+c+d+5>V(5N)} (29)
E't?s'ei,'ab|eT2\?er?t'§%?gS§£SZL,LhdeafgfesTaézsf'gure 1 obtained WHEN @ ¢ \ve solve these equations simultaneously, we find that the

optimal action at{8, N} is {a,b,d} and the optimal action
at{5, N} is {a,b}. The cost of the information stafs, NV}
Future costs in Equation (26) are thus discounted accordifgthen: .
to the minimum number of events that may have occurred V(8N) = 7
between the current observation and the next observation. B
The dynamic programming equations that solve Problent§# < 1, the cost of8, N'} is finite. However, if we consider
CD and CD-D are sets of algebraic equations that in gener@ioblem CD, 5 is equal to exactly one and the cost of
must be solved simultaneously for all diagnoser statesh Sugiagnosing the failure from this information state becomes
equations appear in the literature as characteristics ef tifinite. The loop between states 5 and 8 means that it is
free-time problem in stochastics (cf. Chapter 4 of [29]) an@ossible for an arbitrarily large number of observations to
infinite horizon expected discounted-cost problems [19]. e necessary, thus the worst-case undiscounted observatio
cost must be infinite.

(30)

A. Example VI. LIMITED LOOKAHEAD IN CYCLIC SYSTEMS

Figure 1 shows an example of a cyclic automaton, where To overcome the difficulties inherent in cyclic systems
the costs of each observable event are givenvfay) = 1, we consider a limited lookahead method similar to the one
v(b) = 2, v(c) = 3, andv(d) = 4. The diagnoser obtained proposed in [1] for acyclic timed automata. By restricting
when all observable events are always observed is shownattention to a finite lookahead horizon, we no longer need to
Figure 2. The results of the two-component diagnosabilitynake the switch from string-based to state-based infoonati

tests are shown in Table I. states, as the limited lookahead ensures that only a finite
Since the diagnoser staf€3, N), (4, F')} has infinite cost, number of strings are considered at each stage.
any diagnoser state containing bdth N) and (4, F) will However, in applying the limited lookahead method to

also have infinite cost. Also, if two diagnoser states haveyclic systems, we must take note of a fine distinction that
zero cost and the same label, their union will also have zedpes not appear in acyclic automata; namely, the distinctio
cost, e.g. sincg(3,N), (4, N)} and {(4,N), (8, N)} both betweenpreserving the property of diagnosabilignd the
have zero cost and bear only the labélthe diagnoser state actualact of diagnosing the failureTo see this difference,
{(3,N),(4,N),(8,N)} also has zero cost. consider the example in Figure 3 and suppose Hhat=



We assign a cost to all information states7if as follows:

0 if 7 is F-certain
V'(7) = { R(dly(r)) if = is diagnosable (34)
00 if 7 is non-diagnosable

We then determine an optimal observation action for every
information stater in . using the following equation:

Fig. 3.  An automaton where applying the acyclic limited locbath , ,a
approach directly results in the failure never being diagub V() = R(dly(m))+ min {cy(m)+ max V' (dy(x) (7, 0))}
g(m)€28co ocEXUe
(39)

Upon determining an optimal actiof(e¢), we implement
{a,b,c}, ¥ = {f}, ¥eco = {a,b}, and that the limited that action; when an event is observed, we generate a new
lookahead horizon i§” = 2. Suppose we apply the limited information stater’, construct a new sequence offields
lookahead algorithm for aCyC"C automata defined in [1hs in (33), and proceed as before using equa‘[ions (34)-(35)
without modification. At each stage, the locally optimahyith »/ as the initial information state.
action is always to observe only, as it will always be  |n the example in Figure 3, by considering a diagnosis
possible to pay to observe and b beyond the lookahead delay functionR with the properties stated above, eventually
horizon. Such a policy ensures that the failure event ighe cost of delaying the diagnosis will exceed the cost of

always diagnosable, but the actual diagnosis can be put ffaking the necessary observations, and thus we can ensure
indefinitely. The “procrastination” characteristic debed the failure will eventually be detected.

for the acyclic timed model is no longer held in check by
the existence of a final, finite, deadline for diagnosis.

In order to ensure diagnoses are made in a timely fashion,
we consider a surrogate problem wherein we introduce a
penalty for the delay in diagnosis occurring in uncertain In @ manner analogous to the section on timed, acyclic

information states. The delay in diagnosis for an uncertaidutomata, we now consider the active acquisition of inferma
information stater is defined as: tion problem for stochastic, cyclic automata. The stodbast

automata we consider are constructed by assigning prebabil
31) ities to each transition of a logical automaton.
We start be restating Definitions 2-6 for the stochastic
framework. We will consider the case where a diagnosis is
We require the delay penalty functioR : N — R™ to made if the probability of being certain about the failure
have the following properties: 1R is non-decreasing in information is greater than < 1.
N, and 2)3n € N such thatR(n) > ¢(X.). The first Definition 10: An information stater is almostf’-certain
condition ensures that the penalty for delaying a diagnosiEPr(s: f € s|s€w) > a.
increases as the delay increases, while the second ensureBefinition 11: An information stater is almost/V-safeif
that if the diagnosis has been delayed a sufficient length & (s: f € sA f € L/s|s€n) > a.
time, it becomes optimal to make whatever observations areDefinition 12: An information stater is almost safaf 7
necessary to complete the diagnosis. is almost#'-certain or almostV-safe.
The costs of terminal information states associated with Definition 13: An information stater is uncertainif o >
the lookahead horizo¥™ are specified as follows. If an Pr(s: fes|sem)>1—a.
information state is diagnosable when all possible observa Definition 14: An information stater is non-diagnosable
tions are made beyond the horiz@h then the cost of that if 3N € N such that for alln > N, 3t € L/x such that
information state is a function of the diagnosis delay define||¢|| = » and the information state obtained by implementing
by (31). any policy g alongt is uncertain in the sense of Definition
To construct thes-fields used in the limited lookahead 13.
algorithm, we first create the automat6s- which generates ~ Definition 15: A language£(G) is diagnosedby an ob-
all strings in£(G) of lengthT” or less. Form = 0...T, we  Servation policy if, for all s € £(G), the information state

define a sequence of partitions using the method for acyclig¢ached by implementingalongs is never non-diagnosable.
untimed automata described in Section Il Definition 16: Let H denote the set of all policies that

diagnoseL(G). The languagel(G) is diagnosablef H is
It =n} (32) non-empty, i.e., if there exists a policy that surely disgg®

VIl. PROBLEM FORMULATION FOR STOCHASTIC,
CycLIC AUTOMATA

dly(e) = max([t] - s = /)

X! ={s € P.'[P(Gr)] : max
ts € P [P(Gr)] teP(Grr))/ P(s) L(G).
For stochastic automata we consider the expected cost
and we define the sequence wofields as follows: instead of the worst-case cost. Define the performance crite
rion:

Fi = 0(Un=oX}) 33) J(9) ={E(c’(s))} (36)



wherec?(s) denotes the cost of implementing poligyalong  B. Strict-A A-diagnosability; Solution Existence for Problem
the strings. The performance criterion is thus the expecte®CASD
total cost of policyg.

) : : . . . For an optimal finite-cost solution to exist when< 1,
The stochastic cyclic almost sure diagnosis active acqui- . ; L
. ) . we wish to ensure that a diagnosis is almost surely made
sition problem is defined as follows.

. L in a finite amount of time. We therefore define stritt-
Problem SCASD.Find a policyg™ € H such that diagnosability, which requires that a diagnosis of either
J(g*) =inf(J(g)|g € H) < 00 (37) “normal” or “failed” is almost surely made.
Definition 19: A language is strictlyd A-diagnosable if

VIIl. SOLUTION EXISTENCE IN THECYCLIC,
STOCHASTIC CASE (Ve > 0AVa <1)(3IN € N)(Vn > N)

Just as in the case of logical systems, we first consider  Pr(s: DF(sy=0n ﬁfj(s) =0]|s||=n)<e (41)
conditions necessary and sufficient to ensure that a larguag
can be diagnosed at finite cost. To find such conditions, we )
consider the previous work on diagnosability of stochastiwhere the functionD) is defined analogously t®] as:
discrete-event systems [5].

A. Review of Stochastic Diagnosability 0 otherwise

The notions of stochastic diagnosability introduced in [5] (42)

replace the sure statements of the definition of diagnagabil  Theorem 4:A language is strictlyd A-diagnosable if and
for logical automata in [3] with probabilistic almost suregn)y if it js A A-diagnosable.

statements. Of the two definitions presented in [3], thetstri \yhjje it is fairly clear that strict4 A-diagnosability should
is A-diagnosability. = , _ imply AA-diagnosability, the opposite implication is not
Definition 17: (A-diagnosability) A live, prefix-closed iy itively obvious; the idea behind this result is as folo

languagel is A-diagnosable with respect to & projectionys 5 system isAA-diagnosable and no failure occurs, the

P and a set of transition probabilitigsif probability that the system does not reach a safe normal

state becomes arbitrarily small in the long run, as the set of

(Ve>0)3N €N)(¥s € U(Xp) An > N) unsafe normal states is transient. Thus if no failure ogcurs
{Pr(t: D" (st)=0[te L/sA|t|] =n) <€} (38) we will almost surely eventually diagnose that the system is

where the diagnosability condition functioP” is as in in normal operation, and since the systemi4-diagnosable,
Equation (16) we will almost surely eventually diagnose any failure egent

If a system is A-diagnosable, when a failure occurs, Having demonstrated that strigtA-diagnosability and

the probability of a continuation that does not allow the/*<--diagnosability are equivalent, we can now state the
failure to be diagnosed approaches zero as the length of #nditions under which Problem SCASD has a solution when
continuation approaches infinity. However, we still need t§* < L. o
be logically certain that a failure has occurred in orderaty ¢~ Theorem 5:A language is diagnosable for at < 1
it diagnosed. In the second definitiat A-diagnosability, we 2t finite expected cost if and only if the language is AA-
weaken the requirement necessary to diagnose a failure. diagnosable when all events K, are observed.

Definition 18: (AA-diagnosability) A live, prefix-closed Using the results from [5], we can now state a sufficient
languageL is AA-diagnosable with respect to a projectioncondition for a stochastic automaton to be diagnosable with

DY (st) {1 if Pr(w:Y; ¢ wl/w|we P P(st)]) >

P and a transition probability functiop if finite expected cost.
Corollary 1: A language is diagnosable for all < 1 at
(Ve > 0AVa <1)(3N e N)(Vs € U(Z5,) An> N) finite expected cost if the set of recurrent components ih eac

(Pr(t:DE(st)=0|te L/sA|t] =n) <e} (39) logical element of its stochastic diagnoser is certain.
For the case when = 1, we define strictA-diagnosability

where the diagnosability condition functidd,, is: in manner similar to Definition 19.
DF (st) = {1 if Pr(w: ) €w|we P UP(st)) > o Definition 20: A language is strictlyd-diagnosable if
0 otherwise (Ve > 0)(3N € N)(Vn > N)

(40) )
Thus a system ist A-diagnosable if almost every continua- Pr(s: D" (s) =0ADN(s)=0]|s] =n) <e (43)
tion of a certain length after a failure event leads to a stafstrict-A-diagnosability is not equivalent td-diagnosability;
where we are almost certain that the failure has occurrdbierefore the result corresponding to Theorem 5 when 1
with probability greater thamy, for any o arbitrarily close must be stated as:

to, but not equal to, one. Conditions necessary and sufficien Theorem 6:A language is diagnosable at finite expected
to confirm A-diagnosability and sufficient to confirrAA- cost fora = 1 if and only if the language is strictiy
diagnosability are given in [5]. diagnosable when all events ki, are observed.



IX. COMMENTS ONSOLUTION METHODS FOR
STOCHASTIC AUTOMATA

In general, the information state of a partially observed!!!
stochastic automaton is an element of an infinite space [4].
Thus, we cannot perform a reduction from an infinite set ofi2]
string-based information states to the finite set of statet
information states, as in the logical case.

When o = 1, we can assign costs to certain information [3]
states as follows:

if 7i f 4
Vir) = 0 | w?ssae . . (44) [4]
oo If m is not strictly-A-diagnosable
An information stater = s; +s9 + -+ + s, IS gefined to 5]
be strictA-diagnosable if the language, := P(s1)t1 +
P(s9)ta + -+ -+ P(sy)t, is strictly-A-diagnosable, wher® [6]

is the projection of: onto X,,,.

An optimal observation policy can be computed by solving[7
for every information stater the dynamic programming
equation:

Vi(r)

(8]

min {c, +
u€2%eo

Y V0ulmo)Plo|mu)}

0EYy, obs
(45)

where P(o | m,u) indicates the probability that the next
observed event is, given the current information state of
the system is state. This probability is in general dependent[1°]
on the observation policy.

Fora < 1, we initialize the dynamic program by assigning[11]
costs as follows:

B

if = is al f
_ JO if wis almost safe (46)

oo if w is not AA-diagnosable

V(7T) [12]

where an information stateis defined to bet A-diagnosable [13]
if the languagel,. is AA-diagnosable.

While finding an optimal observation policy requires de-
termining optimal actions for an infinite set of information(14]
states simultaneously, we can find a suboptimal policy by
modifying the limited lookahead algorithm of Section VI
to minimize the expected observation cost instead of tH&5]
maximal observation cost. A full discussion of computagion
features of logical and stochastic problems can be found jig)
[16].

X. DISCUSSION

This paper demonstrates how the active acquisition gf”
information method for DES introduced in [1] can be ex{18]
tended to general, cyclic, automata that are either logical
or stochastic. In the logical case, the size of the inforomati 19
space can be bounded by translating string-based infavmati
states into diagnoser states. In both cases, the use oédimit
lookahead algorithm can produce a suboptimal solution &0]
applying the techniques used for acyclic systems.

Future work on this problem lies mainly in the area of21]
developing more efficient techniques to find either optimal
or suboptimal solutions that can be tailored to specificiappljoo;
cations. By making additional assumptions on the system
structure, it may be possible to derive practically usefuf3l
solutions without requiring the computational intensifytte
general approach developed in this paper.
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