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Abstract— This paper studies on-line fault detection and fault diagnosis algorithm recovers the monolithic diagnosis
isolation of modular dynamic systems modeled as sets ofinformation at the cost of communication and growing
place-bordered Petri nets. The common places among thecommunication overhead. To mitigate that problem, we
set of Petri nets modeling a system capture coupling of present an improved version of the algorithm that signif-
various system components. The transitions are labeled by icantly reduces the communication overhead. Finally, we
events, some of which are unobservable, i.e., not directly introduce the software toolbox (written in MATLAB and
recorded by the sensors attached to the system. The eventsntegrated with AT&T Graphviz) and we present a case
whose occurrence must be diagnosed have unobservablestudy of an example of aHeating, Ventilation and Air-
transition labels. These events model faults or other Conditioning Systemwhere we use the software tool for
significant changes in the system state. The existing theorymodeling and analysis of the system.
of diagnosis of discrete-event systems is extended in the
context of the above model. The modular structure of the
system is exploited by a distributed algorithm for fault
diagnosis. A Petri net diagnoser is associated to every Petri
net and the diagnosers communicate in real-time during . INTRODUCTION

the diagnostic process when the token count of common . .
places changes. A merge function is defined to combine, This paper addresses the problem of detecting and

the individual diagnoser states and recover the complete iSolating faults or other significant events in the behavior
diagnoser state that would be obtained under a monolithic of @ modular dynamic system that is modeled as a
approach. Strategies that reduce the communication over- set of interacting Petri net modules. The events to be
head are presented. The software implementation of the diagnosed, referred to as “faults” hereafter, are modeled
distributed algorithm is discussed. as unobservable events in the respective system modules.

Note to practitioner - In th.e last decade_ monitoring, Events are unobservable when they are not directly
fault detectlo_n, and diagnosis methodologies based onyecorded by the sensors attached to the system. The
the use of discrete-event models have been successfully,mmqn places among the set of Petri nets modeling a
used in a variety of technological systems ranging from svstem capture counling of various svstem components
document processing systems to intelligent transportation y : p : P _g y P '
systems. This paper was motivated by the problem of The objective is to diagnose the occurrence of fault
fault diagnosis for modular (distributed) dynamic discrete- €vents based on the sequence of Ob_SGVVed events and
event systems (DES). As a DES modeling formalism, Petri 0n the structure of the respective Petri net modules and
nets offer potential advantages in terms of the distributed their coupling by common places. It is sought to obtain
representation of the system and of the ability to represent a distributed diagnosis algorithm that takes advantage of
coupling of the system components. The systems studiedthe modular structure of the system.
mththlsthpapel’: are sets OI modules coutpled O‘I"”th dea:cz The problem of fault diagnosis for discrete-event
ofher fhrougn various system components and modeled o q1omg has received considerable attention in the last
using Petri nets. We present a distributed fault diagnosis . , .

decade and diagnosis methodologies based on the use of

algorithm which allows each module in the distributed . X
system to diagnose its faults independently unless com-discrete-event models have been successfully used in a

pletion of a task requires the use of coupled components. vVariety of technological systems ranging from document
In the case of coupling, modules communicate with each processing systems to intelligent transportation systems;
other to accurately diagnose the fault. The distributed see [1] and the references therein. The methodology
termed the “Diagnoser Approach”, introduced in [2] and
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(i) test the diagnosability properties of the system and (&jgorithms, one termed DDG®}, that extends DDC-2
perform on-line monitoring of the system for the purpos® the case of multiple modules, and the other termed
of fault diagnosis. The above references regarding tB®C-M with fixed-size message labelghich uses an
Diagnoser Approach are all based on the use of automatecoding of messages and significantly improves upon
models for the system under consideration, leading to tthee real-time communication requirements. A prelimi-
construction of automata diagnosers. nary version of DDCM, without message encoding, is
This paper is concerned with discrete-event systemesented without a correctness proof in [16]. Clearly,
that are modeled by Petri nets. The use of Petri nétg monolithic approach is a special case of the modular
instead of automata offers potential advantages in sygpproach where the set of place-bordered Petri nets is a
tem modeling and analysis, especially in terms of ttsngleton.
distributed representation of the system state and of theOur objectives in the case of the modular approach
ability to represent coupling of system components aye: () to perform on-line diagnosis of faults in each
means of common places. module and i{) to recover the monolithic diagnosis
Petri net models have been employed to solve probformation obtained when all the modules in the system
lems of state observability, system monitoring, alar@e combined into a single module that preserves the
analysis, and fault diagnosis in several works, includidgghavior of the underlying modular system. The first
[5], [6], [7], [8], [9], [10], [11]. However, to the best of objective requires a Petri net diagnoser to be attached
our knowledge, our DDC-2 and DD®& algorithms are to each module in the system. Each Petri net diagnoser
the first to explore the extension of the Diagnoser Afras local information on the structure of the module, and
proach of [2] to modular discrete-event systems modelebiserves and diagnoses the fault types of the module
by Petri nets. it is attached to. The diagnoser has shared information
Systems possessing modular structures are receiiiiy its places that are coupled with other modules in
more and more attention in the recent literature on diagpe system. The second objective requires the Petri net
nosis, verification, and control of discrete-event systenf§agnosers to communicate among each other. Each
see, e.g., [4], [8], [9], [12], [13]. The suitability of Petricommunicating Petri net diagnoser sends messages to
nets to model distributed systems was a key motivatitfe diagnosers it is coupled with when a change occurs
for the use of Petri net structures in the work in [8N the shared information (i.e., a change in the token
on alarm supervision in telecommunication networkgount of common places) upon observation of an event.
The same consideration motivates our choice of Petri fgte communication of messages triggers the other diag-
structures as a means to mitigate the combinatorial é@sers to update their diagnosis information based on the
plosion that occurs when modular models are converteédange in the shared information. The communication
to monolithic ones. Our approach is different from tha&nd update of the diagnosis information are the two key
in related work such as [4], [8], [13], [14] and thus oufeatures that allow the modular diagnosis approach to
work is complementary to these references. correctly recover the monolithic diagnosis information.
Our investigations on the problem of fault diagnosi¥ general, a modular approach that does not consider
of Petri nets were first reported in [15] where th&e coupling of modules through shared information in-
notion of centralized(monolithic) Petri net diagnosers iscorrectly estimates the monolithic diagnosis information.
introduced. Petri net diagnosers serve the same purp¥é present in Figure 1 the general architecture of the
as the automata diagnosers in [2] for on-line monitoridgodular diagnosis approach described so far.
and diagnosis of a system, but they are based on the same
Petri net structure as the system model, unlike diagnoser

Communication [ C: ication Channel ]

Messages

automata which require a conversion of the system model Diagnosties [Diagoaser | [Disgaoser ] - - - [Diagnoser |
from nondeterministic to deterministic. Our initial work el I ENE
reported in [15] also considered systems composed of System Model | { Module 41— Module#2 I . A Module M |

two Petri nets sharing a set of common places, leading

to a distributed diagnosis algorithm with communicatiofi9- 1. General architecture of modular diagnosis approach.
abbreviated as “DDC-2” hereaftérin this paper, we

consider the case of modular systems consisting of alhe remainder of this paper is organized as follows.

setof M place-bordered Petri nets. We present two nefy Section II, we start with a brief summary of terms
used throughout the paper. In Section Ill, we state the

1DDC-2 is denoted by DDC in [15]; the “-2” label has been adde@ro_blem_Of fault diagnosis. The qiStfibUte_d diagnosis al-
in this paper for the sake of clarity. gorithm is based on communicating Petri net diagnosers.



The structure and dynamics of communicating Petri netmodular structure is a natural one. Examples of Petri
diagnosers are defined in Section IV. In Section V, weets coupled by means of common places, hereafter
present the first version of our distributed algorithroalled place-bordered Petri netsare found in many
with communication for diagnosing systems composéadustrial applications such as automated manufacturing
of M modules, DDCM whereM > 2. For the sake of and communication systems; see, e.g., [18], [19], [20],
clarity of presentation, this initial version does not ugg1l].

encoding of messages. In Section VII, we state resultsFormally, the system to be diagnosed is the. gebf
about the correctness of the DINL- In Section VIII, place-bordered Petri nets defined as

we present the DD®A with fixed-size message labels. .

In Section IX, we study an example of adeating, S = (M, Pm) - M=12,... .M} (1)
Ventilation and Air-Conditioning Systerwhich consists where
of a valve, pump and load module. Finally, in Section X, M= (N Zny Iy X, (2)
we give some concluding remarks. We give the proofs .

of the results about the correctness of the DEGn 1S @ labeled Petri net and

Appendix. Pn={PniCPn:i=12,...,Mandi#m} (3)

is a set of subsets &}, where each subsé&; is the set

_ o , _of common places between modulte ., and module
We start with some definitions (stated briefly sincg . By definition, the transition sets of thef, Petri

they are standard; see, e.g., Chapter 4 of [17] for furtheg; graphs are mutually disjoint.
details). A Petri net graph is defined a6 = (PT,AW),  \e assume that the place-bordered Petri nets in the
whereP and T are finite sets of places and transmon%ystem operate as a single entity. Intuitively speaking,
respectivelyA is the set of arcs from places to transitiongqre is a global clock which sets the order in which
and from transitions to places, amd: A — Z" is the  moqyles execute their observable events during the oper-
weight function on the arcs. We denote W(Pt) the 4tion of the system. We present in Figure 2 a conceptual
row vector of size equal to the number of placesPin yiew of a system of six place-bordered nets. In the figure,
and whosé'" column is equal tov(t, pi) —w(p;,t) where e draw dashed lines between the modules and put
pePandteT. the common places on these dashed lines to illustrate
A labeled Petri net is defined ds#,2,1,Xo), Where e fact that the modules are isolated from each other
Y is the set of eventd,: T — X is the transition labeling except for the common places. We present in Figure 3
f_unction, andxg is the ini_tial state. A transitiohe T can he implementation of the modular approach on a system
fire fromx € X, whereX is the state space of the labelegy sjy place-bordered Petri nets. In the figure, we illus-
Petri net, if and only ift is feasible (enabled) from.  yate with a box the communicating Petri net diagnoser
Whent fires, the state transition functioh: X x T — X attached to a module and with the arrows drawn between
gives the resulting state according to the usual Petri RgE diagnosers the communication channels linking the

dynamics. _ _ _diagnosers that have common places.
Some of the events ilX are observable, i.e., their

occurrence can be observed (detected by sensors), while
the other events are unobservable; thus>,UZX .. The :
set of fault event&s is a subset ok, We partition the

set of faults into disjoint sets where each set corresponds

Il. PRELIMINARIES
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to a different fault type. ThIS is be_cause it might not be B0 O 0
necessary to detect and isolate uniquely every fault event, C ._ O O ._)z*
but only the occurrence of one among a subset (type) of NI o o opar O
fault events. We denote b¥ry the set of fault events
corresponding to a typk fault. O 4

lIl. PROBLEM STATEMENT Fig. 2. System with six place-bordered nets.

As was mentioned earlier in the introduction, the
system to be diagnosed is modeled as a collection of PetriThe modular approach has a certain amourobéist-
nets (modules) coupled with each other through commaoassover the monolithic one, since each diagnoser in the
places. The choice of Petri nets to model a system witthodular approach has local knowledge of the monolithic



memorizes the history of changes on the common places
for each neighbor module and stores this history in
the diagnoser state during the operation of the system.
Since it is this history of changes that is communicated
between the diagnosers, we call the corresponding part
of the diagnoser statmessage labellThus, in general, a
communicating Petri net diagnoser state contains three

MODULE #6

oz, parts: (i) a set of system states, (ii) fault label, and (iii)
message labels for each neighbor module. In the case
of a single module, the diagnoser state does not have
Fig. 3. System with six place-bordered nets. the message label part since there is no other module to

communicate with.

We now present the formal definitions of the structure
system. The approach also has practical advantages ingRg the dynamics of communicating Petri net diagnosers.
sense that the modules are isolated from each other §p8 also restate the required knowledge on Petri net
do not share any structural information. When replacinfjagnosers to form a complete set of equations correctly
one or several modules in the system, the rest of thescribing communicating Petri net diagnosers.
modules in the system and the corresponding diagnosisn order to perform modular diagnosis \@ssumehe
devices stay the same as long as the information shafggbwing three conditions on the place-bordered Petri
is not changed. nets: {) for each module#, € .7, there exists another

In the rest of the paper, we present in detail oyhodule.#, € .7 such that the set of common places
modular diagnosis approach that achieves the ObjeCtlwween%m and .#y, Pnn, is not the empty set,iif
described in the introduction and restated in this secthylj/ €., 3Mye S, ImNEn=0, (iii) Vottm € .¥,

We also define a method that implements a coding c T, if t puts tokens into or removes tokens from
technique to reduce the size of the messages COMIBU: for some.#;, € ., thenly(t) € Zom. The motivation
nicated while still recovering the monolithic dlagnos%r labeling transitions putting tokens into or removing
information. tokens from the common places with observable events
is to allow communication between diagnosers to be

V. COMMUNICATING PETRI NET DIAGNOSERS triggered by observable events.

As was mentioned in Sections | and Ill, the commu- As was explained in Section lll, we attach a com-
nicating Petri net diagnosers introduced in [15] serve theunicating Petri net diagnoser to each module in the
same purpose as the automata diagnosers introducedenhy’ of place-bordered Petri nets that form the system
[2] for on-line diagnosis of faults or other significan(see, e.g., Figure 3). We denote the diagnoser attached
events in behavior of the system. However, commts module (.#y, #n) with the pair (Zm, Zm) where
nicating Petri net diagnosers and automata diagnosetg= (4, Zm,lm,xg’m,Af,m),Af,m is the set of fault types
have different structures. A communicating Petri nef %, and Z, is as defined in Equation (3). The set of
diagnoser inherits the Petri net structure of the underlyemmunicating Petri net diagnosers for the set of place-
ing system whereas an automaton diagnoser is obtaimesdered Petri nets” is denoted by¥.
by an algorithm that incorporates the conversion of aThe type of communicating Petri net diagnosers we
nondeterministic automaton to a deterministic one. Tlseudy in this paper were first defined in [15]. The com-
diagnoser and the underlying net to be diagnosed hawenicating Petri net diagnosers in this paper differ from
the same structure, but they do not have the samh@se in [15] in terms of the structure of message labels.
dynamics. We present the salient features of these diagnosers.

A communicating Petri net diagnoser, upon observa-The diagnoser statd]' of moduleZy, € . is a matrix
tion of an event, estimates the states the system cougfdthe form
be in. Thus, a communicating Petri net diagnoser state - - -
contains a set of system states. The diagnoser state my; my; my;
also carries diagnosis information, i.éault label that W) 1)) @
provides information on the fault types that may have oc-
curred. Moreover, a communicating Petri net diagnos&herexs (i) denotes the state in roinof diagnoser state
has a priori information on its common places with the]', x{'(i) denotes the corresponding fault label, afi¢i)
other (neighbor) modules in the system. The dlagnosnkrnotes the corresponding message label. The state part



x2'(i) of each rowi corresponds to one possible state of The definition of message label is embedded in Equa-

My following the occurrence of the observed sequentiens (6) and (7). This is because the message label is

of events. based on the state evolution of the labeled Petri net and
The diagnoser state transition function@f, € .5 is is formed using the structure of the Petri net graph. For

of the form fqm: X§' x Zom — X{", whereX[" is the state convenience, we divide the message label into different

space of%,. Given the diagnoser stai € X" and the parts where each part pertains to common places (if any)

observable everte X, n, thenfq (X7, @) is defined only between two given modules.

if there exists somé ¢ T, labeled with the observable We now present an example to illustrate the main

eventa and enabled from the state part of some riownotions and notation introduced in this section.

of xj. In that casefqm(X],a) is the listing of elements Example 1:Suppose that/#y, and.#, are two cou-

in the set pled modules in. The diagnoser state for 7, is of

Uuesnoxm.a)U Rm(U), (5) the following form

where: (i) Sn(XT,a) is the set of states with the corre- xg'_( o :1 . o )
sponding fault and message labels reached from the rows 2 2| <
of xj' by firing transitions labeled with the observable % X X" (Pmn)
eventa in .#m; and (ii) URy(U) is the set of stateswhereq; for i = 1,2 denotes the message label between
with the corresponding fault and message labels reachge modulesZ,, and Z,, y for i = 1,2 denotes the
from u by flrlng the enabled transitions labeled Withnessage label for all module,, ¢ .7 that are Coup|ed
unobservable events. Let therelb@ws inx}. Formally, with .#,, andr £n.

we have Suppose that the event, € 2, is observed and the

Sn(X{,a) = Ui U . next diagnoser state &, is yi' = fam(Xj). Lett; andt,
g5 @) = Ui<i<l YreBn((i).2) be enabled from the first and second rowx@f respec-

(8)

{(u;n|urfn|ulm) : u;n = fm(xsnﬂl(i)vt)v ur]rl = ern(|)7 tively, andlm(tl) = |m(t2) = Oop, i.e.,tl,tz € Bm<Xg1(i), O'o).
Yoty € S\ My such thatPy, # 0, Let wi = W (Pn,ti) andwi(Pyn) =W(Pnp,ti) for all i =
U"(Prn) = [X(i, Pnn) W(Pmn, )]}, (6) 1,2 In words,w; denotes the difference between the

number of tokens put into and removed from the places
whereBn(xj'(i),a) is the set ot € T, enabled fronx}'(i) of .#, whent; is fired from &, andwi(Ry,) denotes
and labeled witha € 2, ,, andWemn(t) is the weighting the part ofw; that corresponds to the common places
vector fort and the common placé%,, of .Z, and.#,. between.#, and .#,. Then, the set of states reached
We define the unobservable reach for eaghe from g by firing transitiont; labeled with the observable

Sn(X},a) as eventg, is formed by Equation (6) as follows
URn(U) = {(yslyr[y1) : 3t € T, Im(©) € T S50 =@t | ] s Wa(Po) < ¥ ).
(Vs = fm(Us,T)),Vk € At (a2twz | hy | a2 Wa(Rmn) &y %)},

K — 1, if I(T) contains an event gy, wherey {(Pnw) = [V (Pnw) Wi(Pnyw)] for i =1,2 and for
yi(k) = us (k), otherwise, " all modules.#,y € . coupled with.Z, except..
and(y; =u)}. 7) Suppose that there existse T, wherel(t) € 2,
such that; is enabled froma +w; for i =1,2. Letw; =
Fault labels are used as in automata diagnosersvam,fi) and W (Pnn) = W(Pnn,ti) for i =1,2. Then,
memorize the occurrence of a fault event in the diagnosae unobservable reach, defined by Equation (7), is
state. Overall, in the fault label of a diagnoser state,

each column corresponds to a fault type. Examination URn(Sin(x'00))=
of a given column of the fault label in a diagnoser {(artwy [ hy | a1 wa(Rnn) @y 1),
state reveals the current status of the diagnosis of the (3t Wz | o | a2 Wa(Pn) 1 ¥ ),

corresponding fault type (sdyk): (i) all rows have label

0 implies that a fault of Typ&k did not occur; (ii) some
rows have label 0 and some rows have label 1 implies
that a fault of Type-k possibly occurred Ek-uncertain where for allk € At hi(k) =1 if In(f) contains an
state” in the terminology of [2]); (iii) all rows have labelevent in Zgi, otherwisehi(k) = hj(k) for i = 1,2. The

1 implies that a fault of Typ&k occurred for sure k- unobservable reach does not result in a change in mes-
certain state” in the terminology of [2]). sage labels, since by assumption the transitions removing

(a+wi+Wy | Wy | ar wa(Pan) @ Y 1),

(Ap+Wot W, | 1y | @5 Wa(Prn) & ¥ )} 9)



tokens from or putting tokens into common places amhose common places with the master module were
labeled with observable events. As stated in Equation (&ffected (addition and/or removal of tokens) by the
the next diagnoser stai]' = fqm(X], 0o) is the listing execution of the observable event, lines 6-12 need to be
of the elements o) Rin(Sn(X7', 0o)) in Equation (9).0 performed. (Recall the assumption that transitions into
The module and corresponding diagnoser have tbemmon places are labeled by observable events.) In
same Petri net graph. Since the modules do not hdirees 6-12, the appropriate message for the communi-
disjoint sets of places, they can effect each other’s stategion from the master module to the neighbor module
via the common (shared) places. If diagnosers are f®tconstructed. This message consist of the message
informed of each others token additions/removals for thebels of the relevant rows of the master’'s diagnoser
common places, then they incorrectly estimate the morsiate, namely the rows for which tokens were removed
lithic diagnoser state. Thus, they incorrectly estimate tla@d/or added in common places. Note that each row of
fault information. As stated in the previous sectionshe message is composed of a prefix (previous message
we overcome this problem by defining a communicatidabel) and a suffix (most recent update on common
protocol between diagnosers. places). The resulting of a message on the diagnoser
In the following section, when we define the comstate of the neighbor module is captured by the function
munication protocol, we will need the following notalUDSCin line 13, which is evaluated by Algorithm 2.
tion for prefixes and suffixes of message labels. Sup-Algorithm 2: The algorithm is triggered by the re-
poseyy = fam(X],a) for somex} € X' andac Z,m. ception of a message by a given module, which will
Then, for some.#, ¢ ¥ and rowsi,j of xJ, yJ, resultinan update of the diagnoser state at that module.
respectively, if y"(j,Pnn) = (X"(i,Pnn) W(Pnn,t)), The new diagnoser state is initialized in line 1. Then,
then y"(j, Pnn).Pfx=X"(i,Pnn) andy"(j,Pnn).Sfx= the algorithm loops over the rows of the prefix part
W (Pnpn,t). of the message received (line 2) and over the rows of
the current message label in the diagnoser state (line 3)
V. COMMUNICATION PROTOCOL in order to find matches (line 4). Each match triggers
We now formalize our algorithm for Distributed Di-the construction of a new row for the module’s updated
agnosis with Communicating Petri net diagnosers forddagnoser state (lines 5 to 9). The construction of this
system withM modules. At this point, we are presentingow involves using the suffix of the message received
a version of DDCM where messages grow each time aio update to state of the common places affected and
observable event forces a communication. The purpdseaving the states of the other places unchanged (line 5).
of presenting this version of the DDR2-is to illustrate The fault label of the new row is carried over from that of
the key features of our approach to distributed diagnosiwe row that triggered the match since the event involved
with communication. In Section VIII, we present dn the transition is an observable event (line 6). The suffix
modified version of DDQW with messages of fixed-size,0f the message received is appended to the appropriate
which is much preferable for implementation purposegart of the message label of the new row (line 7) while
DDC-M is composed of Algorithms 1 and 2 whichthe rest of the message label is carried over (lines 8 and
are presented below. Algorithm 1 pertains to diagnos@)y. The complete row constructed as described is added
state updates and if necessary generation of messdgebe updated diagnoser state (line 11). The listing of all
upon occurrence of an observable event at one modutavs constructed by the above process for all matches in
Algorithm 2 pertains to diagnoser state updates upbne 4 is the value returned by the functi€fiDSC Note
reception of a message from another module. Pseutlat it is not necessary to perform the unobservable reach
code descriptions of Algorithms 1 and 2 are given igince we assume that transitions removing tokens from
the tables below. We provide some explanations for thige common places are labeled by observable events.
different lines in these two algorithms. We present an illustrative example to better understand
Algorithm 1: Line 1 considers that an observablthe steps of Algorithms 1 and 2.
evento,, has occurred. The module the event occurs atExample 2: Suppose that#,, and .#, are two cou-
is identified in line 2 and called hereafter tineaster pled modules in#. The diagnoser stateq' and xj of
module. In line 3, the diagnoser state of the mastéin and Z,, respectively, are given as follows:

module is updated for the observed event according to a | M| o ow

the diagnoser state transition function. Then, all other xg”—( o | b | @ o ) (10)
modules that have common places with the master mod- ~

ule, referred to as theeighbormodules hereafter, need X"(Fnn)

to be considered (line 4). For those neighbor moduladerea; for i = 1,2 denotes the message label between



Algorithm 1 Distributed Diagnosis with Communication  sjnce by assumptioro, € Som, Zm is the master

Upon occurrence of an observable evept
Find .#m such thatoor € Zm,
X — fam(Xgy_1: Gor),
for all Zn € .74 such thattmn # 0 do
if {W(Pmn,t)lt € Bm(x], _1,00r)} # {0} then
Mesgnn —{ },
for all j=1: Number of rows ofx"'f‘r do
Mesgnn PX(j) — X1} (J. Pmn) PTx
Mesgnn.SX(j) < X7 (,Pmnn)-Sfx
10: Mesgnn(j) — (Mesgnn.Px(j), Mesgnn.S (),
11: end for
12: Send all different rows oMesgnn,
13: X0, «—UDSQX],_;,Mesgnn),
14:  endif
15: end for

module. Then, upon occurrence @k, Zn sends a
message t@,. The message is the message labe¥gf

for ,. The message label, extracted from the diagnoser
statey]' in Equation (12), is as follows:

(13)

yIm(Pm,n)< o Wl(Pm.,n) )
az WZ(Pm.n)

Suppose thaB, = a; and 3, = a,. Upon reception of
the message/, updatesx] to y;j based on the message
from %, (as defined in Algorithm 2) as follows

Algorithm 2 Update of Diagnoser State upon Commu-

nication
Require: xj,_;,Mesgnn
1oxg, ()
2: forall i =1: Number of rows ofMesgnn.Pfx do
for all j=1: Number of rows ofq", _;(Pmn) do
if Mesgnn.Pfx(i) ==x",_1(j,Pmn) then
Ys(Pmn) Xgr,l(me.n) +Mesgnn.SfXi),
Ys(P(M)\ Pmn) < x2;_1(j,Pn\ Pmn)
V¢ ‘*x?(l)
Yy (Pmn) < (4", _1(i-Pmn) Mesgnn.SfXi))
for all Zq € (.74 \ Zm) such that q # 0 do
] (Phg) < X\n_r 1(ijm.n)
end for
X =Xy U sl v
end if
end for

14: end for
15: UDSQx], _1,Mesgnn) « Listing of the setX]

e el

the modulesZ, and %, (i.e., Pnn # 0), andy fori=1,2
denotes the message labels for @)} € .75 that %, is
coupled with excep¥y;

) by | ki | B D0
Tl |k | B &
~—

X(Pmn)

(11)

bél. ‘ ky | B Wl(Pm,n) ]
vi= by | k | Bwa(Pnn) @ &% ) (14)
——

X'(Pmpn)

where bf(Pnn) = bi(Pnn) + Wi (Pnn) and bi(Py\ Pnn) =

(15)

Bl Wl(Pm‘n)
Prn)=
- B e )

is the updated message label fag.

The fault labelsy} and x} are the same since by
assumption the fault types for each module are disjoint
and the transitions removing tokens from or putting to-
kens into the common places are labeled with observable
events.l]

VI. MONOLITHIC PETRI NET DIAGNOSERS

A brief review of the section on monolithic Petri
net diagnosers in [15] is required for completeness of
the results presented in Section VII that follows. If

where; for i = 1,2 denotes the message label betwe
the modulesZ,, and %, and, § for i = 1,2 denotes the
message labels for aby € .7 that %, is coupled with

exceptZy.

?He set of place-bordered nets is a singleton, then we
say that the system to be diagnosed is monolithic and
the corresponding diagnoser is a monolithic Petri net
Suppose that the event, € 5, is observed, then diagnoser. Monolithic Petri net diagnosers have states
the new diagnoser statgd — f; (XD, 0) of T is that do _not carry message labels since th_os_e are not

9 d d;m needed in that case. We may form a monolithic system

constructed as shown in Example 1 and is in the fornp3y combining the modules in a set of place-bordered

a+ws | b | a1 wi(Pnn) v nets. Formally, we have
_ a+Wo | hy | a2 Wo(Pnn) @ V5 . (12) -
¢ atwi+wy | h, | ar Wi(Pnp) : A Co = (<P’ T.A, W>’ zl 7X0)’
Wt Wy | hy | a2 Wa(Pnp) Y5

where . = {(Mm, Pm) : m=1,2,...,M}. We form
Suppose thatvi(Pnn) for i = 1,2 are not vectors of the set of places of the monolithic system Bs=
zeros. That is, the occurrence of results in a change Upe(12,..,m} Pm- Similarly for T, A, X. For each module
in the token distribution of the common places betweew, € .7, we havew|a,, = W, | |1, = Im, andXo(Pm) = X
the modules%, and %,. Then, the occurrence af, We denote the monolithic Petri diagnoser ¢f- by
triggers a communication between, and %,. Cd.7 -



VIlI. CORRECTNESSRESULTS distributed diagnosis system where a diagnoser is at-

In this section, we present correctness results fEﬂ'Ched to each place-bordered net and communication

DDC-M. The proofs of the results in this section ar® Iall?r\]/veg Ill)et\{veeln the dlagno;s,(—:;rs:[h tif ;
given in the appendix. The following lemma shows that n the foflowing femma, we state that It a sequence o

if for some rows of the diagnoser states of two plaC(gbservable events is feasible in the monolithic system,

bordered modules the message labels are the same, &18 the merge of the diagnoser states of the place-

for those rows the state information of the commoR®" ered modules will not result in an empty set.

places between those two modules must be the Samé_.emma 2:Given the set of place-bordered nefs,

! . o
Later in the section, we use the result of Lemma 1 ﬁ?d the set of corresponding diagnosefs, let {de :

define themergeoperation that leads to the main resuff’ = 1,2,...,M} be the set of diagnoser Stat(?s of the
of the section. modules%y, € .4 and €« be the the monolithic Petri

Lemma 1:Given the set of place-bordered net net formed by combining the modules i#f wherer €

and the set of corresponding diagnossfs, let {ngR: i.agitt;rl]ee if]?;e{]hceenf\))l:ec:'z;igla'b;meg;.;a;zb'O-or IS
1 ’r . .

m=12,...,M} be the set of diagnoser states of the . .
modules 2y, € 7, after the SeqUENCuTuy. .. Tor Of Thg following theorem states that D[M_— is cor-
observable events whefee N. For all 2, € ., such rect in the sense that the merge operation recovers
that Pun 0 if X™(i, Prn) = X' (j, Prn) fc?r Some rows the corresponding monolithic diagnoser state. That is,
i ang’in then ”*R(i’ g’” )= R (i’ TD’” ) when the token distribution of a set of common places
m N XsRrUm, Fmn) = Xsgln, Finn)- hanges, the change in the token distribution and the past

In view of Lemma 1, we define an operation Calle?ﬂstor along which the change has occurred is sent via
mergethat combines the diagnoser states of the modules. y 9 9

Definition 1 (Merge): Given the set of place-bordere(frg Ezfjgtﬁelahbiits)'r Tg?i;ﬁ':naegaghtm aﬁzia(?rz;?:?iscgr(ﬁn?g;y
nets. and the set of corresponding diagnoséfs, let y 9

X™ be the diagnoser state Gk, € % for m=1,2,..., M knowledge of shared history among the modules in the

, stem. Then, if we concatenate rows whose message
after some sequence of observable events. We define the o : :
: . abels match as it is defined by the merge operation, we
merge operation on these states recursively as follows; . .
combine exactly the rows with the very same history and

1) Merge of two diagnoser states/m,%n € 2. form the monolithic diagnoser state.

There are two cases: Theorem 1:Given the set of place-bordered net§,
@) Bnn=0. In this case for all rowsn,in of xi' and the set of corresponding diagnossfs, let {xT, :
andxj, respectively, m=1,2,...,M} be the set of diagnoser states of the
M- - mon modulesZm € /5 and Zy, be the set of states of the
(%5 (im, Pm), X5 (in, Pn) | XXF) monolithic diagnoser state;, of %, after observation
€ Mergexg, X3) (PnUPy | AsmUAtn).  of the feasible sequen@®; 0y . . . Oor Wherer € N. Then,
b) Pnn# 0. In this case for all rowsy, i, of X' Merge(Xq : Im € S2) = Zdyr-
andxj, respectively, such thad"(im, Pnn) =
X(in, Pum), VIIl. | MPLEMENTATION OF DDC-M: FIXED-SIZE

. . MESSAGELABELS
(%3 (im, Pm), XS (iny Pa\ Pm) | X7XF)

The version of Algorithm DDQM presented in Sec-
€ MergeXT, x3) (PnUPy | AfmUAf ). g P

tion V recovers the monolithic diagnosis information at

2) Let D, Dn, Zq € So. Then, the cost of communication and growing message labels.
The size of the message label is bounded by the number
Merge(x], X3, %]) = MerggMerge(Xy, x4 ), XJ)- of common places and the number of observable events

The intuition behind the merge of diagnoser states ekecuted by the system. Thus, observations of longer se-
place-bordered modules is to form composed states dpyences of events result in longer message labels. There
concatenating rows whose message labels match (caseseveral ways to reduce the communication overhead
(1)(b)). This constraint is waved when the modules aby reducing the size of the message labels while still
not coupled, since all combinations of rows are possiblecovering the monolithic diagnosis information. In this
(case (1)(a)). regard, we now present an encoding-based method which

In the rest of this section, we present the relatiorserves this purpose and results in fixed-size message
between the monolithic system formed by combininigbels. We first describe the structure of the message
the modules in a set of place-bordered nets and tlaels and how the encoding makes it possible to have



fixed-size messages and message labels. Secondly, we

update the DDQW algorithm to reflect the changes in We update Algorithm 1 to 3 and Algorithm 2 to 4
the messages and message labels. We continue withaccount for fixed-size message labels. The updated
an example showing the implementation of the updatetyorithms evolve the message labels consistent with the

DDC-M algorithm. We conclude the section by provingnumeration function described in Definition 2.

the correctness of the updated algorithm in the senseThe formal statement of Algorithms 3 and 4 is given
that the merge operation still recovers the monolithigelow. In Algorithm 4, Mesgn,.SfXi,1) denotes the
diagnoser state after observation of a sequence of eveptsumns ofMesg;, .S fxthat correspond to the changes

Suppose that the set of place-bordered n&tss the

in the token distribution of the common places, and

system to be diagnosed adgh gy, . . . Oor is the sequence Mesg, .S fXi,2) denotes the column that corresponds
of events observed. LetZn,.#, € . be two place- to the (new) enumeration.

bordered nets with corresponding common plaEgs

where Py, # 0. We define the se@f , of words such Algorithm 3 Distributed Diagnosis with Communication
that each wordw € Qﬁm is a combination of elementswith Fixed-Size Message Labels

from the finite selCinn = {Win(t,Pnn) :t € Tn} and the
length of the word is at mo$®. Formally, we have

Ofn={ww...0:V1<i<k & €Cnp
and1l <k < RwhereRe N}. (16)

The elements ofC,,, are vectors of siz¢Ry,| and
correspond to all possible changes in the token distrib%l‘i)f
tion of the common places upon firing of a transition;s:
The setCny is finite since the arcs removing tokensﬁg
from or putting tokens into the common places are dfb:
.. . . .. 6:
finite weight, and there is a finite number of observablb;

Upon occurrence of an observable evest
Find .#m such thatoor € Zm,
zan.r - fd.m<xg!r,1-00r)v
Xy = 4
for all Zn € .7 such thatPmn # 0 do
X" (Pmn) < En(@, (Fnn)),
if {W(Pmn,t)| t € Bm(X],_1,0or)} # {0} then
Mesgnn —{ },
for all j=1:# of rows ofZ"} (Rmn) do
Mesgnn.PX(j) < 7} (j,Pmn)-Pfx
Mesgnn.SXj) < (3, (j,Pmn).STx | (j,Pmn)).
Mesgnn(j) < (Mesgnn.Pfx(j) Mesgnn.SXj)),
end for
Send all different rows oMesgnn,
Xq, —UDSQAX] ,_4,Mesgnn),
end if
end for

transitions removing tokens from or putting tokens into
the common places. Thus, each wasle QR is a

m,n

possible combination of changes that may occur in
common places upon observation of a sequenc®

ba
;T'ATgorithm 4 Update of Diagnoser State upon Commu-
nication with Fixed-Size Message Labels

events. Ifx'; is the message label after observation of
sequence oR events, then each row af}, corresponds 1

to a word in the seDR . z
Our goal is to find a functiom®: QF | — N for all ~ 4:

Re Z-q such thagR is injective. One such function is the °:
enumeration of the different words @R, starting with  6:
1, that corresponds to the enumeration of the differengé
rows of x'k. We describe such an injective enumeration?:
in Definition 2. Since our goal is to enumerate thé‘fﬁ
different rows of a message label and message labels &t
matrices, we define the enumeration of different rows c}@

a matrix instead of different elements of a set. When we

R‘é‘quire: X3, _1,Mesgnn

Xr—={}
for all i =1: Number of rows ofMesgnn.Pfx do
for all j=1: Number of rows ofx‘”_rfl(Pm,n) do
if Mesgnn.Pfx(i) == Xﬂr,l(l'ﬂnn) then
Ys(Pmn) — X2, _1(j,Pmn) +Mesgnn.SfXi, 1),
ys(P(n) \ Pmn) < XQr 1(J,Pn\ Pmpn),
Y¢ ‘*X?(j)x
¥j (Pmn) < Mesgnn.SfXi,2),
for all Zq € (.79 \ Zm) such thatP q # 0 do
Y (Prg) =X _1(i.Pmn)
end for
X = Xg Ulyslyeivi]
end if
end for

end for
UDSQX], _;,Mesgnn) < Listing of the setX',

write En(X'g), we mean the enumeration of the different
rows of X'k as in Definition 2.

Theorem 2:Theorem 1 is valid for the diagnoser

Definition 2 (Enumeration)Given a matrix A, we states obtained under Algorithms 3 and 4.

denote byA(i) the it" row of A. Then, we defineEn
as follows:

1) En(A(L) = 1;

2) Forallie€{2,3,...,# of rows of A},
En(A())),3j e{1,2,...,i—1}
L such thatA(j) = A(i),
En(AM) =9 14 maxEn(A(j): 1< j < i},

otherwise.

The proof of Theorem 2 is given in the appendix.
The key idea that results in the fixed-size message
labels is that the next state in a Petri net is uniquely
found by the current state and the changes in the token
distribution of the places. We now consider how this
idea is implemented while message labels are created.
In Algorithm 1, we form the message label of the next
diagnoser state by appending the changes on the common
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places to the message labels of the current diagnosethe diagnoser state in Equation (12) obtained under
state. However, in Algorithm 3, we uniquely encode thalgorithm 3)
message label found by the diagnoser state transition

function and the encoded message label is the message

label of the next diagnoser state. That is, the message vi'=
label of the next diagnoser state is a bijective function

of the message label of the current diagnoser state and

the changes on the common places. Algorithms 2 andThe message sent frofa, to Z, is

4 do not differ in structure as do Algorithms 1 and 3. b | w®n) |1
Algorithm 4 correctly updates the diagnoser states of the - ( b | P ') L2 )
neighboring states because we use a bijective function to "'**%"= N
encode the message label. Mesgnn.Pfx  Mesgn.SfX1) Mesgin.SfX(2)

In the following example, we illustrate the notion and ypon reception of the messag®, updatesx] to v
notations presented in this section while comparing th@sed on the message froffy, (as defined in Algo-
steps of Algorithms 3 and 4 to 1 and 2. rithm 4) as follows (the reader is encouraged to compare

Example 3:In Example 2, we derived the diagnosefo the diagnoser state in Equation (14) obtained under
states when we run Algorithms 1 and 2. In this examplgjgorithm 4)

we consider the same setting as in Example 2, however,

| |
| h |
ag+Wp+Wyp ‘ h/l |
I h

a;+wy

az+Wz

(19)

N P N

+Wo+Wap

we derive the diagnoser states when we run Algorithms 3 N T T B :

. . d — / .
and 4 instead. The state and fault labels of the diagnoser e 2 (20)
states in this case are the same as the state and fault ¥ v ¥; "(Prn)

labels given in Example 2. However, the message labels
and messages sent are changed. In the following, we go
over the steps of Algorithms 3 and 4 to find the changes
in the message labels.

Suppose that#,, and .#, are two coupled modules We developed a software implementation of DIMC-
in .. The diagnoser stateg' and xj of 2, and Z,, and of the merge operation. The software interacts with
respectively, obtained under Algorithms 3 and 4 hawraphVizdeveloped by AT&T to visualize the labeled
same abbreviations ag' in Equation (10) andx] in Petri nets, diagnoser states (including the state, fault and
Equation (11), respectively. message information) and dynamics of the Petri nets and

In this example, we focus on the message labelse algorithms (if communications occur among mod-
betweenZ,, and &,,. We put the sigrx for the message ules, which module communicates with which module,
labels for all modules#,y € .’ coupled with.#, except list of events enabled from the diagnoser states, etc.). All
My and for all modules#,y € . coupled with.#, the analysis results of the examples in this section are
except.#m. performed using the software tool.

Suppose that the eveat € >, , is observed, then the In the following, we study an example of &feating,
intermediate diagnoser statf = fqm(Xj, 0o) is found Ventilation and Air-Conditioning SystenWe consider
as follows the valve, pump and load models shown in Figs. 4, 5
and 6, respectively. Together they form the set of place-

IX. CASE STUDY

. W1 (Pnn
I , : :1 W:EPmAn; bordered labeled Petri nets that constitute the overall
a'= | | 2 Wa(Pun) (17) System. The sets of events of these place-bordered nets
) | S b we(Pan) ¢ are disjoint, hence, so are the sets of transitions. The
I place-bordered nets of the valve, pump and load are
X xF 4"(Rnn) coupled with each other through common places. For
Suppose that the encoding of the message label isezxample, placec; appears in both the valve and load

follows model in Figs. 4 and 6, respectively. Figure 7 shows the
! coupling between the individual place-bordered nets for
EnaPn)=| 2 | (18) the overall system. For all the labeled Petri nets in this
! paper, the filled transitions are labeled with unobservable

2 events.

Then, the diagnoser staj§' of Z, upon observation The set of events and the abbreviations in the
0, is constructed as (the reader is encouraged to comphig. 4 to 6 for the events are as follow&,1 =



{closevalvecv), openvalvgov), stuckopenl(sol),
stuckopen?2(sa?), stuckclosedl(scl), stuckclosed2
(s@)}, Zop2 = {startpumpgst), stoppumpsp),
pumpfailed.on1(fnl), pumpfailed-on2(fn2),
pumpfailed_of f_1(fol), pumpfailedof f_2(fo2)},
2,3 ={setpoint.decreaséspd), set point.increasgspi),
failedof f(foff)}.

Fig. 4. Place-bordered net: Module#1 (valve).

Fig. 5. Place-bordered net: Module#2 (pump).

Fig. 6. Place-bordered net: Module#3 (load).

11

Module#3

y, c.3.1,c_6

1,c_1_1,c_4 Module#2

Module#1l

Fig. 7. Common places between the modules.

Then, the initial diagnoser states of the modules are
as follows as defined by the diagnoser state transition
function in Equations (5) to (7).

The initial diagnoser state of7; (the diagnoser
for Module#l) is shown in Equation 21, where each
digit in the rows of xéo correspond to the num-
ber of tokens in a place of2;, and each digit
in the rows of x}‘o corresponds a fault type of
2. The ordering of the digits ind, is as fol-
lows: c1l,c11c2c2lcdchvl 1lvl2vl_3vl4
The ordering of digits in , is F1 andF2, respectively,
where the event sets for the fault types are as fol-
lows: >¢11 = {stuckopenl(sal), stuckopen2(sa2)},
>r21 = {stuckclosedl(scl), stuckclosed2(s)}.

1100001000 | 00 0000001000 | 00
xé_]o( 1100000010 | 10 ) xﬁ,o( 0000000010 | 10 )
1100000001 | 01 0000000001 | 01

@‘0:( 110000100 | © )

(21)

The initial diagnoser state of/, (the diagnoser
for Module#2) is shown in Equation 21, where
each digit in the rows ofx?, corresponds to the
number of tokens in a place of,, and each digit
in the rows ofx%y0 corresponds a fault type o%-.
The ordering of the digits inxg0 is as follows:
c2,c21c3.c31.c5c6 pml pm2 pm3, pmA4.

The ordering of digits in xf, is F1 and
F2, respectively, where the event sets for
the fault types are as follows: 2g1p =
{pumpfailed_on.1(fnl), pumpfailed_on2(fn2)},

22 ={pumpfailed.off_1(fol), pumpfailedof f_2
(fo2)},

The initial diagnoser state of7; (the diagnoser
for Module#3) is shown in Equation 21, where each
digit in the rows of >§o corresponds to the num-
ber of tokens in a place ofz;, and each digit in
the rows of x?p corresponds a fault type ofZzs.
The ordering of the digits inx;"':0 is as follows:

Suppose that initially there is only one token at each ofl,c_1.1,¢_3,c_3.1,c_4,c_6,load_1,load_2,10ad_3. The

the following placesc_1, ¢.1.1, vli_1, pm1 andload_1.

ordering of digits inx} , is F1 where the event set for the
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fault type is as follows>g; 3 = {failedof f(foff)}.  difference between the number of tokens put into and
The initial diagnoser states do not have message lab@soved from a common place. The ordering of digits
by assumption. Thus, the diagnoser states in (243) (for the message labels are as followsl, c.1.1 c. 4 for
and (??) have state and fault type information only.  X; l(Pg 1), andc_3,¢.3.1,¢.6 for X2, (Ps2).
The only observable event enableddipenvalve If The next enabled observable eventsisart.pump
the eventopenvalve is observed, then applying Algo-Upon its occurrenceylodule#2 finds the next diagnoser
rithm 1, Module#l finds the next diagnoser state usingtate using the diagnoser state transition function and
the diagnoser state transition function and sends meends messages Module?l and Module#3. After the
sages tModule#2 andModule#3. Upon reception of the observation ofstart_pumpand the diagnoser state up-
messagesylodule#2 andModule#3 update their current dates triggered by the reception of messages, the state
diagnoser states according to Algorithm 2. Overall, theith fault information and message labels of the new
diagnoser states obtained by Algorithms 1 and 2 adéagnoser states are as follows:
presented in the following. The diagnoser statedgris

0110000001 | 01 | 100 : -100 0100000001 | 01 | 100-100 : —100
0110000010 | 10 | 100 : -100 . | 0100000010 | 10 | 100-100 : -100 (25)
X51= 0110000100 | 00 | 100 : -100 |’ 271 0100000100 | 00 | 100-100 : -100
1001000010 10 010 : 0-10 :
: 0| 10 | , 1000000010 | 10 | 0100-10 : 0-10
X1 X:fl,l Xil,l(PLZ) X11,1<P1,3)
S _ o (22) 0001000010 | 10 | 0100-10 : 010
where each digit (with the minus sign) in the rows of the , 0010000001 | 01 | 100-100 : 100 (26)
message labelg ; (Py2) andx'y(P13) corresponds to the ™27 go10000010 | 10 | 100100 : 100
difference between the number of tokens put into and 0010000100 | 00 | 100-100 : 100
removed from a common place. The ordering of digits
f?r the message labels are as IollowQ, c2.1,c5 for 010100100 | 0 | 100 : 010
X1(Pr2), andc.1,c.1.1,c.4 for X (Pr3). , | o1w00100 | 0 | -100 : 100 27)
: &
Upon _receptlon of the message frogy after the 427 100100100 | 0 | 0-10 : 010
observation ofopenvalve the diagnoser state fav, 101000100 | 0 | 0-10 : 100

is updated to (by following the steps of Algorithm 2)

Upon the occurrence of the next observable event the
010 algorithm will proceed in the same manner to update the
010 respective diagnoser states.

0100000001 o |
|

| : o ,

100 ©(23) An examination of the fault labels in the correspond-
|

|

| 010
0100000010 | 10
, 0100001000 | 00
%17 1000000001 | 01
|
|

1000000010 10 ing columns of the above diagnoser states reveals(that:

100
X4 X4.1 andxg , are bothFy ; —uncertain(stuckopenl

1000001000 00 100 -
— -~ Y or stuckopen2 could have happened but we do not
s M1 NalPer) RalPes) know for sure) andm; — uncertain (i) X3,, X3, and

where each digit (with the minus sign) in the rows of thlz;}zj , are bothFlz —uncertainand F,; — uncertain and
message labels’; (P,1) andx?;(Ps1) corresponds to the (i) x3 o, X3, andx3, are normal.
difference between the number of tokens put into andWe now consider the case of fixed-size message labels.
removed from a common place. The ordering of digitSuppose that we observe the very same sequence of
for the message labels are as follows2,¢c_.2.1,¢.5 for events which starts with the eveapenvalve followed
x?1(P21), andc_3,¢.3.1,¢.6 for x; (Py3). by start_ pump and we now run Algorithm 3 instead
Upon reception of the message fromy after the of 1 and Algorithm 4 instead of 2. The state and fault
observation ofopenvalve the diagnoser state fa¥; labels of the diagnoser states in this case are the same
is with the state and fault labels given in Equations (21)

010000100 | © | 100 to (27). However, the message labels and messages sent
91=| 100000100 | _ © | 0-10 (24) are changed. In the foII_owmg, we go over the steps of
_— =~ Algorithms 3 and 4 to find the changes in the message
Xg,l X?,l X13‘1(P3.l) X13‘1(P3,2) labels.

where each digit (with the minus sign) in the rows of the The message labels of the initial diagnoser states are
message Iabebﬁl(szl) andxﬁl(P&l) corresponds to the all equal tol by construction. Upon observation of the



event openvalve (executed by.#3), the intermediate

diagnoser state,—fq:(x,,0penvalve IS

| | 1100 : 1-100

| | 1100 : 1-100

4= ] | 1100 : 1-100
| | 1010 : 10-10
SN D - =

X1 Xt Z1(P2)  Z4(Pa)

The message labels for the diagnoser stdte are

(28)

Xty (P2) = En(z}1(Pr2)) and Xty (Pus) = En(z'(PL3))
for 7, and s, respectively. Thus, the diagnoser state The messages sent Isp are as follows:
in the case of fixed-size message labels (compare to one

13

The message labels for the diagnoser stqu are

X 3(P2) = En(z3(Pr2)) and x3(Pus) = En(z3(Ps))
for 2, and s, respectively. Thus, the diagnoser state
in the case of fixed-size message labels is found as

2 |" (33)

X3 %2(P1) %2 (Paa)

in 28) is found as ( 2 | o010 | 1 )
‘ o 1 Mesgi— 1| 100 |2
) ) ‘ ‘ 1 1 Mesg1.Pfx Mesg:.SfX1) Mesg:1.SfX2)
X5, =
" a o ! (29) 1| om0 | 1
. . 2 . 2
NGBS NG | ~— ~— Mesg = ( 1, ] 00, | 2 )
1 1 1 P 1 P
h %1 X%l Xal 1‘2)f ”Xu( 3) Mesgs.Pfx Mesgs.STX1) Mesgs.SiX2)
e messages sent are as follows:
. 100 . Upon reception of the message the diagnoser states
( L | 010 | ) ) of the neighbor modules are updated as defined by
Mesg.o= < L2 Algorithm 4. Then, the diagnoser states @f and Z;
Mesg ».Pfx MeSQ.z.Sb(l) Mesg.z.Sf)(Z) are as fO”OWS
1 —-100 1 | | 2 1
Mesg 3= 1 | 0-10 | 2 ’ . | | 2 1
NN N i
Mesg3.Pfx Mesgs.SfX1l) Mesgs3.STX2) ’ | | 2 1 (34)
. . . . 1 : 2
Upon reception of the message the diagnoser states - << ~
1 1 1 1
of the neighbor modules are updated as defined by X2 Xiz  Na(Pr2) - Xa(Pa)
Algorithm 4. Then, the diagnoser states @ and % | L1 L
are as follows: | D1 )
| 2 1 i | 2 1 (35)
| L -— w2
\ 2 1
Xqi= ‘ ‘ 1 1 (30) 52 Xt Xo(Pr1)  Xo(Ps2)
\ 1 1
| ! 1 X. CONCLUSION
~— —~ =~ ~— .
x.2 X2  x2(P1) X Z2(Pa) We have presented a new algorithm, DIMZ-for
’ ‘ ' on-line monitoring and diagnosis of modular systems
Xdal_< et ) modeled as a set of place-bordered Petri nets. INDC-
e e h e v (31)  exploits the distributed nature of the system to avoid the

Xs1 X]f-<1 Xﬁl(PZ‘l) X|1,1(P3‘2)

Upon observation of the evenstart pump exe-

cuted by %, the intermediate diagnoser stat®,, =

fa,2(Z3,, start_pump, is found as:

| | 20-10 : 1010

o | 1-100 : 1100

Zo= . | | 1-100 : 1 100
- e e
X3 X3 22(P1)  73(Pa)

(32)

combinatorial explosion of the state space, but it requires
communication among modules on the occurrence of
events that affect common places. Many issues remain
to be investigated. Among those we mention: further
improvements of DDQM to reduce the communication
overhead and deal with communication delays; proper
partitioning of a system into modules in order to enhance
the performance of DD®4; and performance analysis of
DDC-M on comprehensive examples using our software
tool.
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For the message label we have Equation (37). Thenx{k(im, Pnn) = Us(Pmn). Since the
diagnoser state does not changg, ;(jn, Pmn) is some

m _ )
XR(im; Fnn) = U (Fnn)- (38) row of xj z. This completes the proof @ase (2)hence
Suppose that € Sy(X{k_1, Oor) is reached from somethe lemma. u
row X?,Rfl(jm) by firing some transition, labeled with Proof: [of Lemma 2]
Oor. Formally, we have Base (r=0).By construction of the initial diagnoser
: states{x],:m=1,2,...,M}, MergeX,: Im € S5

s =X 1) + W), (39) 5 esixo h Mergeixgo: 7n < 7o) 7

Us :xrf“’Rfl(jm), (40) Hypothesis (r=R-1).If the sequence of observ-

able eventsop0q...00r_1 IS feasible in ¥y, then
Merge(xjr 1 : Zm€ Lo) # 0.
Step (r=R). If the sequence of observable events
Ui (Pnn) = X'R_1(ims Pmn) Win(to, Pun)],  (41)  0w10c2...Ocr is feasible i€, then Merge(Xig : Zm €
F9) # 0.
m . Proof of Induction StepSuppose that,,0q;... Oor
U (Fnn) = Xr-1(jm, Finn) (42) is a feasible sequence iﬁzf 'FIJ'ﬂen,aolooz...J(,R,l is
as defined by Equation (6) and: Bn(X]'r_1, OoRr)- a feasible sequence. Thus, by the induction hypothesis
We now consider the two following cases: (1) AsinceMergeXTy ;: Zm € .%5) # 0) X 1 (jm,Pn) =
message is sent fro, to Z,; (2) No message is sent.xﬂRfl(jn,Pm,n) for somejn, and j,, and 7any moduleZy,
Case (1)In this case, Equation (41) holds. For aland %, in .%%.
90 € S, when a message is received frol, by  Without loss of generality, we assume tlgk € Zo m.
Line 4 of Algorithm 2 if there exists a rowm such Sinceoyr is enabled ir¢’s,, thender is also enabled in
that Mesgnn.P fX(jm) = X'r_1(in,Pmn), then by Line 8 the moduleZn € .7%.
of Algorithm 1 Mesgnn.PfX(jm) = X'k _1(jm,Pmn) @nd  We now differentiate between the two cases: Upon
by Equation 41,Mesgnn.STXjm) = Wmn(t,Pnn). Thus, observation ofgyg, (1) a message is sent frot, to
there exists rowg, and j, such that some moduleZ, € .#, such thatPy, # 0, or (2) no
n o oM/ message is sent.
X'r(Jn, Pmn) = X'R(jm, Pmn)- (43) Case (1): By the induction hypothesis, Lind of
Then, the diagnoser statg g ;(jn,Pnn) is updated Algorithm 2 holds. Thusx™k(im, Pnn) = X'g(in, Pmn) for
t0 Xjr(in;Pmn) by Lines 5, 6 and 7 of Algorithm 2 assomeiy, andi, for all %, € ., such thatPy,, # 0.
follows: Case (2): If there is no communication, then
n N ; m im,Pm,n =x", jm,Pm’n for all 9m € 5. Thus,
Xsr{in, Fnn) = Xsp-1(In Fn) +Wan(t, Frnn) - (44) )k;iﬂlR(inductic))n h)?/go%rgesixﬂ‘R()im,Pmﬁn) = X5 (in, Pmn) for
and someiy, andiy, for all Zm, s € %5 such thatPyn = 0.
XeRr(insPo\ Pmn) = XSr_1(jn,Pn\Pmn),  (45) By combining Casel) and @), and the definition of
X'&(ins Prn) = X'_1(Jns Prun) Win(t, Pran)]- (46) merge operation, we foriverge(xj's : Zm € ) # 0.

and for all 7, € . such thatPy, # 0, if a message is
sent

otherwise

u
mBy _Equation (43;) and induction hypothesis  proof: [of Theorem 1] The proof of the theorem is
Xoro1(imPmn) = Xgr_1(in;Pmn)- Thus, by by construction of DDQM defined by Algorithms 1 and

Equations (39) and (44)us(Rnn) = X5r(in:Fnn)- BY 2, and induction on the observed sequence of events.
condition i), W(tuo, Fnn) = 0 in Equation (37), and  Base (r=0). The proof is by construction o6y
XSR(im Pmn) = Us(Pmn) = XSg(in, Pmn). This completes ang assumptioriii). By constructionxo(Py) = xI' for
the proof forCase (1) any %m € .%5. Suppose we pick som&n,. Then, by
Case (2)In this case, Equation (42) holds, and thgssumption(iii ), since the transitions removing tokens
diagnoser state a¥, does not change. K'r(im,Pnn) = from or putting tokens into the common places are
X'r(in,Pmn) for some rowsim and in, then by Equa- |gpeled with unobservable events, for & € .#, such
tion (42),Xk_1(jm, Pmn) =Xz _1(in, Pmn) for some rows that 7, is place-borderetd R(xo(Pnn)) = Xo(Pmn). Thus,
jm and jn and by induction hypothesisgr(jm, Pnn) =  UR(xo(Py)) = UR(XY) and no message label is created.
X3R(in;Pmn). If N0 message is sent, theéMm(t,Pnn) By definition of the diagnoser state transition function
= 0in Equation (39). Thusys(Pnn) =X{r_1(jm:Pmn) = in Equation (5),x40 is the listing of the elements in
Xer_1(Jn,Pmn). By condition (i), Wi(fuo, Pnn) = 0in UR(xo(Pn)). This completes the proof of the base case.
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Hypothesis (r=R-1)."Merge({x{r 1 : Zm € F3}) = [ |

Zar-1." Proof: [of Theorem 2] The proof is similar to
Step (r=R).“Mergg{xjr: Zm € S2}) = Zdr." the proof of Theorem 1. We follow the very same
Proof of Induction StepMe show set inclusion of both methodology of the proof of Theorem 1. However, in

sides of the equality. this proof the message labels and messages have different
(S): By Lemma 2, there exists sonyes Merge({xjr: structures as described by Algorithms 3 and 4. Thus, by

Pm € S7}) such that ' Line 6 of Algorithm 3 we rewrite Equation 38 in two

ye(P) = ngR(im), (47) steps .as follows |
Yi(Bim) = erTfR(im) 48) x{‘fR(lm, Pnn) = En(jT‘R(lm, Pnn)) = En(u(Pnpn)). (53)

for each g c .7 By Lines 10 and 11 of Algorithm 3,
Without loss ojf.generality we assume thak e it MeSgaa-P IX(jm) = Xralim Pna),

om-— then Mesgnn.STXjm1) = Wn(t,Pnn) and

We differentiate between the two casel: A message is Mes - _om (i -
_ Gnn-STX(jm, 2) = X'k(im, Pnn). Thus, Equations (44)
sent from%m to 7 such thathn, 7 0; (2) No message 5,4 (45) stay the same but by Line 7 of Algorithm 4

is sent. .
Equation (46) becomes
Case (1) If there exists a place-bordered nét, a (46)
such thatP,, # 0, then there exist some royy of the X'r(in; Pnn) = X'R(im, Pmn)- (54)

diagnoser state of, such that for some row, we
have Mesgnn.P fX(jm) = X'r_1(jn,Pmpn), i.e., the con-
dition in Line 4 of Algorithm 2 holds. Since by Line
8 of Algorithm 1 Mesgnn.PfX(jm) = X" 1 (jm,Pmn),
thenxs_1(im, Pmn) = X's_1(in, Pnn). Then, by induction
hypothesis there exists some elemenk(j) of Zur
such that

These are the only changes in the equations of the
proof of Theorem 1 to complete the proof of Theorem .
[ |

Xsr-1(],Pn) = X{r-1(Im), andXsr-1(j,Pn) = X3r-1(Jn),
(49)

Xt R-1(J,Arm) =X7r_1(im), andx¢r-1(j,A1n) =X¢ g_1(in)-
(50)

By Equation (49) and Lemma 2, ift, €
Bm(Xjr_1:00r), i-€., to is enabled fromx{k ;(jm),
then it is also enabled fromsg 1(jm,Pn)- Similarly,
for Tyo. On the other hand, if we consider the very same
Equations (36)-(40) for the place-bordered singleton set
4.7, theny € Zyr.

Case (2) Since no message is sent and received, the
proof of this case is straightforward by the induction
hypothesis.

(2): Supposexgr(i) € Zyr. Then, there exists
Xdr-1(i) € Zar such that the set of Equations (36)-(40)
hold when the place-bordered set is the singleton set
Cd.. -

By induction hypothesis, there exist§ ,(jn) and
X7 1 (jm) such that Equations (49) and (50) hold. Then,
we findx{] z(in) andx'z(im) by Equations (36)-(46) such
that xJ x(in) merges withxT'(im). Thus,

X3R(im) = Xsr(i, Pm), (51)
X{R(im) = Xt R(1,Af m). (52)

This completes the proof agyg(i) € Merge{xx
///dm S //d})



