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ABSTRACT Author Keywords

Social networks are popular for online communities. This Facebook, email, privacyosial networks, spam

paper evaluates the risk of sophisticated coragwdre

spam that could result from information sharing on socialINTRODUCTION

networks and discusses potential mitigatistrategies.  Social networks, such as Facebook, MySpace, LinkedIn,
Unlike normal spam, contessware spam would likely have Friendster [3], and Tickle have millions of members who
a high clickthrough rate due to exploitation of authentic use them for bt social and business networking. In this
social connections. Conteatvare spam could lead to more paper, we analyze the extent to which the current usage of
insidious attacks that try to install malware or steal such systems also poses significant risks for its users to
passwords. Inhis paper, weanalyzel Facebook, a popular cleverly targeted, contextware email spam. We then use
social networkng website. Our goal wa® determine how  the analysis to suggest risk mitigatisirategies for both
many userswere vulnerable t@ontextaware attack email users of social networks as well their designers.
andunderstand aspects of Facebodésignthat makesuch
attackspossible We also classifiedlifferent kinds of email
attacksbased on certain pieces of data such as birthday
lists of friends, wall posts, andiser news feeds. We

Email is one of the most common delivery mechanisms for
networkbased attacks such as phishipg5], computer

S\/iruses, Trojan horses, bots, worms, browser exploits, key
X . . . loggers, spywar, adware, and others. Messagelabs, which
analyzed Facebook starting from a single universityad scans millions of emails per day as part of its managed

3Sﬁ1reersa§|etot002§grllaie ;hif nal;trgglf rv(\)/fe L:‘cs)ﬁfd \;th; ;V%lggk:femail security service, previously reported that on average
yp j every one in 12 emails contains malwa8g Fome studies

ZOUIr?)xin?Ztne? EfE?OBhIz:‘ICS;ee(:s IC:?J?I?emrlrirgre e(;TJ?IIan;(I) SiSindicate that users are increasinglyrdortable with email
sﬁcr))ws tha e% Iew?th fivate : rofiles are alr’nost e ual?/ [7], including sparvfiltering functions. Thus, theuccess of
peop P P qually gelivered attack is dependent almost entirely upon the

vulnerable toa .subsetof attacks._ Finally, we d'.SCUS Plick-throughrate of the email if the target does not click
defense strategies. Some strategies would require users tQ

coordinate their privacy policies with each other. We also " the malicious link presented in the emalil, the k

L ) usually fails.

suggest design improvements for social networks that may

help reduce exposure to contextare attack email. To improve clickthrough rates, mny techniques of varying
complexity existthat mask the malicious nature of the

ACM Classification Keywords email: hiding the destination of hyperlinks, falsifying

H.5.3 Information Interfaces and PresentatiGroup and  header information, and creative use of imagiesa few of

Organization InterfaceBWeb-Based Interaction. these methods[21, 14]. Simple social engineering

K.4.1 Computers and Society: Public Policy Issu8s techniquesan also helmlisguise malicious emailsuch as

Privacy. by mimicking notification emails from popular financial
websites (e.g. bankofamerica.com, chase.com), bgr

General Terms mimicking notification emails from popat commercial

Human Factors, Measurement, Security websites like amazon.com and ebay.cttowever, these

social engineering techniques are relatively crude; they
blindly send messages claiming to be from large websites to

Permission to make digital or hardpdes of all or part of this work fc people who may or may not hagecounts on those sites.

personal or classroom use is granted without fee provided that cop

not made or distributed for profit or commercial advantage and that ¢ The attacks Weanalyzeln this paper involve the use of
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or republish, to post on servers or to redistribute to lists, requires among friends on a social network such as birthday
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increase email authenticity, more easily bypassing spam



filters and increasing the cligkrough rate for spam that There is also evidence that emladlsed attacks using
contains advertisements, installs malicious software, orOutlook address books as an attack vector are very
solicits sensitive personal information. This paper examineseffective. For example, the study in [19] analyzed the graph

usersO privagyolicies within a large University Facebook
network and looks at the extent of vulnerability to context
aware email attacks.

We analyzed over 000 profiles on the University of
Michigan Facebook network Many social networks,
including Facebook,do not, by default, make email
addresses visible on public profileddowever, we found
that there wassufficient information available on public
profiles to look up emailsn another public databader

of relationships implied by address books at a unityersi
system and the potential for email worms to spread via the
address books. One of the findings in that study was that
random vaccination of computers using antivirus software
is likely to be ineffective because the outbreak drops very
slowly as verticexorresponding to the users are removed
from the connectivity graph.

This paper builds on the above prior work. It gives insights
into aspects of the design of social network systems that

approxmately 90% of the Facebook users in our dataset.contribute significantly to the potential of conteware

We alo found that almostwo-thirds of users have privacy
policies for their profiles that permit access to 4fidands.
On most publicly-accessible  profiles, contextual
information exists thatcan be used to generate corntext
aware attack email. @vall data fom out test network
indicates that a spammer could targe®856f userswho
have visible profiles with contextaware attack email.

spam. Futiermore, based on the analysis, it suggests
design strategies for social networks that would help to
mitigate the risks of attacks outlined in this paper.

METHODOLOGY
In our work, weused dive-step approacko characterizing
the risk of contexaware spm and establishing counter

Perhaps somewhat surprisingly, our findings also indicatemeasures

that almost an equal percentage of users wibsed
(private) profiles may bevulnerableto attacks.

To help mitigate the risk of conteaware spam, our
findings indicate that privacy controls must be viewed from
a community perspectiv® users must collaborate to stop
attacks We also suggest possible changes at ttegfacce of

social networking systems that would make it harder for an3.
attacker to reconstruct the relationships in social networks

that are a basis for these attacks.

The rest of the paper is organized as followge first
discuss our methodology as wedl the threat model. Next,
we classify various types of conteaivare email attacks.

Then, we present a vulnerability analysis of users in a test

university network to different types of conteaware email
attacks. Next, we discuss potential defense sgfiegefor

both users and designers of social networks. Finally, we

conclude.

RELATED WORK

1. Sample data from one popular group on a&ocial

networking site.

Study the available attributem public profiles within
that social networkand determinehow they may be
exploited to generate conteatvare spam

Createsampleattack emails to provide evidence that it
would be trivial to automate the generation of context
awarespamusinga database of profile information

4. Analyze the social network etermine théraction of
usersthat could be targeted byarious attacks along
with characteristics in their profiles that contribute to

their vulnerability

5. Based on the anatomy of attacks, recommeef&nse

strategies to mitigate the risk of conteasware spam.

As in any vulnerability analysis workye are awarghat he
results of this paper could incite potential spammers,
especially if defenses are not deployddowever, we

Security companies have pointed out that social networkselieve that spammers magplready awareof how
are likely to become a target for attackers [20]. Traditional contextual information can improve clitkrough rate.tlis

attacks have been to corrupt data at sites st asduce

important to quantify the risks anduggest possible

users to click on malicious links. This paper examines thesolutions before thitype of attack becomes widespread.

possibility of emailbased attacks on users of social
networking sites.

Earlier studies have shown that email attacks using

contextual information have a higher clithcough rate
than rormal email attacks. For exampldagatic et al.
harvested publicly awable information from Facebook
and used it for emalhased attacks [13]. By simply

pretending to be a friend of the sender, a phishing attac

email had a 72% clickhrough rate versu15% for email
from nonfriends.

k

Choosing a Social Network

We considered several online networks as potential data
sources for our study, including Facebook, MySpace, and
LinkedIn. We decided to focus oRacebook beause it is
popular amonginiversity students (over 85% of all college
students use itl]). Facebook profiles are usually well
maintained and also contain large amounts of personal
Information. Furthermore, aecentstudy shows that on a
scale from 1 to 5 respondents indicated with high
confidence (mean=4.16) that their Facebook profiles
described them accurately [1@lthough a survey showed



that wsers trusted Facebook more tHdgSpace by a very contains anyone who registers usangemail address at the
slight margin, the amount o€orrect information they  umich .edu domain. This includes current students, staff,
disclosed on Facebook versus MySpace was significantand faculty. As at many universities, this also includes
(100% versus 67% revealingheir real name in their alumni of the university, who are allowed to retain their
profile) [6]. Furthermore,94% of users disclosed their umich.edu address.
email addressegersus 40%at MySpace [6].

Amenability to Automated Analysis
Facebook Privacy Policy Whenlooking at the possibility ohutomatically analyzing
Some of the important attribeg that Facebookrofiles profiles, as one would expect an attacker to do, we
contain are contact information, place of residence, determined that the HTML for Facebook profiles is fairly
educational background, gender, interests, names of friendgonsistent and could be parsaatomatically although this
birthday, wall posts (messages posted by other people on was complicated somewhat by thipdrty applications.
userOs profile), and news feeds (list of recent achyitye

profile owner, such as event RSVPs, etc.). We did anticipate some difficulties iextracting email

addresses in an automated fashion from Facebook profiles.
Facebook provides simple privacy settings at multiple Facebook allows users to keep email address as private.
granularities to control whamnformationother users can see Even when the email address is public, Facebook profiles
in aprofile. The default policy is for almost the entire user's display the email address of the user as a PNG image

profile to be availableo both friends and to people in the
user's network (i.e. the entire university, city, or
workplace) Users can join multiple networks, including
nonuniversity networks. In our study, we only examined
the possibility of &acks within a single network.

Closed and Open Profiles

Facebook allows users to completely restrict -friends
from seeing their profile. From the perspectiveaaftranger
(e.g., an attacker), such profiles are unlikely to be

instead of text.We were unsuccessful in using optical
character recognition software to accurately interpret the
email addresses (our attempts were admittedly crude in that
we used standard OCR software avddabto us).
Ultimately, however, we found that for the network we
selectedthe first and last name was enough to link 90% of
the profiles to an email addressth a university directory
which we deemed as suffent coverage.

Model for the Capability of t he Attacker

accessible. We therefore define such profiles as beingror the purpose of our study, we assumed that an attacker
closed All profiles that are not closed, meaning a strangercould find a way to join garget network on Facebook.

in the network could see the profile, we defin@psn

Fine-Grained Access Controls

Faceboolallowsusers to have fingrained privacy controls
on their profile attributes. For example, userancrestrict
certain sections of their profile only to their friends (e.g.
only display contact info to friends), while still allowing

However, we do not require the attackeh&we any friends
in the network For an attacker to gain access to Facebook
as a user ithe Uhiversity of Michigan networkwhich was
our test network, the only barrier would be in acquiring
access tone email address that ends imichedu. This
would be easy for attackers to do if they wererent or
former studens at the Univesity. Even if that is not the

anybody to see their profile page. However, it was noted incase, an attackawould only need taacquireaccess to an
a study by Harvey Jones that even when profiles wereexisting email account, which is not hard to do by

completey closed, individual profile attributes can still be

compromising a machine on a university network. That

found via an advanced search by anyone in the samemail account can be used to either set up a new profile at
network, in essence allowing database reverse engineeringacéook or if a profile already existsfo reset the

[15]. Even without using advanced search, Facebookpassword and get access to the existing profile. Another

provides significant navigation capabilgieFor example,
clicking on abirthdayin a user's profile allows one to find
users on the same network who share ltirttiday.

Overall, Facebook's privacy modeid not significantly
hinderour datagathering tools. While Facebook does allow
users to seure their profiles to a laudable extent, the default
behavior makesnany attributes in therofiles open to all
other users in the netwarklany students and young people
do not take the time to change their default setfings
believing that the informatia they post orFacebook (or
MySpace) is private sshould be considered private]].

Test Social Network

alternative is to create a new user account after
compromising a machinevith a hoshame in the same
domain (e.g., attacke@victim.uumichedu). Facebook only
requires théhoshame to end immichedu. We suspect that
many othereducationalnetworks at Facebook, if not all,
would be susceptible to a similar line of attack.

We also assme that the attacker can find aywv map
most of thefull names at Facebook profiles to email
addresses.Like many universities, the University of
Michigan provides a publicly accedéde webbased
directory for looking up contact information of students and
employees at the universityhe directory server does have
standard defenses to prevent automated programs from

For our study, we chose to focus on users in the Universitycollecting email addresses. For example, it limits the

of Michigan Facebook network. This network potentially



number of results returned ithe case of approximate
matches. However, such defensdid not prevent exact
lookups on names of users in the University Bfichigan

displayed onthe first pageThus, it is very likely that an
attacker who would not care about FacebookOs usage
policies, could easily use an automated script and collect

network at Facebook. We succeeded in matching 90% oprofiles on almost all the 70,382 users in a fairly short time

the profiles at Facebook in our test dataset to unégnoail
addresses. The directodpes allow users tepecify more
strict privacy settings, but the defauwhich most people
use,is for the full profile to be visible teveryone

For Facebook networks where the corresponding universit
directories have good privacy settings, the university doe
not have a directory, or for networks not affiliated with an
e-mail domain, one could guessrail addresses based on a
naming scheme. For examplefirfthamdg.[lasthame]@
webmail.com or [firstinitial][lasthame]@nivhameedu.
Furthermore, one could extract manymail addresses
directly from Facebook using advancedktieecognition
software that is designed to defeat CAPTCHASs. Mailing list

frame Assuming that Facebook returning 200 random
users on each "Browse my Network" operatiamdgiven a
network population oN, after m browsing operations the
probability of a particular user amomgnot being selected
is ((N-1)/N)%™- For N being 70,382 users and m being

y2000, this value is 0.0034, indicating that most usensld
Ye discoered using about 2000 lookups that return 200

random users each (400,000 total results).

CLASSIFICATION
ATTACKS

We examined information availabde profiles and dected
attributes that could be used as a basis for comteare
attacks. We identified three kinds of attacks:

OF CONTEXT-AWARE EMAIL

vendors who sell huge lists of email addresses along with _ .
full names can be found easily doing by doing a web 1.Relationshipbased attacks: These attacks only @s
search. These lists are available to spammers and may also friend-to-friend relationship informatian No  other

be an effectie way to obtain email addresses given a
personOs first and last name.

Seeding Our Initial Search
One problem thatwe had to solve was how to start our

search. Social network sites are designed to help a single

user find a relatively small number of othesers with
something in commonAn attacker needs to find a large
number of userswith which he or she has no prior
connection.

We had initially hoped to use the University Michigan

online directory to bootstrap our search since it contains

every studet at the university. However, we were unable to
do so because the directory severely limits the number o

search results to make email address harvesting mor

difficult. If the size ofsearchresultsexceeds a threshold,
the directory returneo results.

attributes from usersO profiles areuresyl to carry out
an attack.

2.Unsharedattribute attacks:These attacks use friend
to-friend relationships, along with an attributeom
only one of the parties in the relationship. An example
is the use of a birthday attribut®m one of the parties
for devising an attack.

3.Sharedattribute attacks These attacks use frietd-
friend relationships, along with an attribute that is
visible at both parties in the relationship. Usually, if the
attributes share a value (e.g., common hometown), that
could help @vise an attack.

TJntuitively, we expect that unsharadtribute and shared

attribute attacks will have a higher clithrough rate as
?ney provide more authentic context to the recipient. For
social networks,relationshipbased attacksare a special
case 6 sharedattribute attacks, since the sender and the

The method that we ended up using to bootstrap our searcteceiver do share some implied attributes: they are both
was Facebook's "Browse My Networks" feature, which users of the social networking site and they belong to the
returns10 random users from within a specified network on same network. The attacks we consider in this paper use
the first page. By visiting this page hundreds of times, wethat strategy to converélationshipbasedattacks to shared
were able toobtain profiles for a large number of unique attribute attacks.

users, which as an added bonus should be a random sam
of the population(assuming Facebook is selecting the
search resultgandomly). At the time of our study, the
University of Michigan network had 70,382 users
(Facebookreports this number when you join a network).
We collected profiles for 7,916f those userén about 20
hours, which we considered sufficiently largegroup to
provide us a representative sample for the puipo®ur
study.(We chose to do this colléeh manually and limited
the number of profiles collected so as not to violate

FacebookOs usage policies on automated data collection.)

q{?ext we give examples of emailtemplates that

demonstrateeach of the above attacks and illustrate that
they could be made to look very similartormalmessages
that the users receive on a regular basis

Email Template for Relationship -Based Attacks

If we only have friend information and no further social
context froma userQOgrofile, then tle standard issue email
from Facebookhat can be seen in Figurectuld serve as
an easy, believéd medium to dliver an attack.

We subsequently discovered that Facebook actually returns
about 200 random users on each query; only 10 are



[SENDERNAME] has written something on your wall.

To see what [SENDERNAME] wrote, follow the link below:
http://univname.facebook.com/profile.php?id=123
(Link to attacker -controlled site)

Thanks,
The Facebook Team

Want to control which emails you receive from Facebook?
http://www.facebook.com/editaccount.php?noatifications
(Link to attacker -controlled site)

Figure 1: Sample Facebook Notification Attack.

In this case, theelationshipbasedinformation is mapped
to a sharedttribute attack, where the attribute is the fact
that two friends belong to Facebook. Note the above
messagein Figure 1 issimilar to a notification from
FacebookThe only difference is that the link to the userOs

Hi [FIRSTNAME],
[SENDERNAME] ([SENDEREMAIL]) has sent you an
online greeting card from BirthdayCards.com!

To pickup your card, please click on the following link:
http://www.birthdaycards.com/pickup?ID= A222-FHRE
(Link to attacker -controlled site)

If you are unable to click on the link above, please try
cutting and pasting the URL into the address bar of

your web browser. You may also go to our website at:
http://www.birthdaycards.com (Link to attacker -controlled
site) and choose the "Pickup" option at the top of the
page.

Your Pickup ID is: A222-FHRE

BirthdayCards.com - High Quality Greetings for All

Occasions.

If you have any other questions or problems, please visit

our support page at:
http://www.birthdaycards.com/support.momd

profile is malicious it points to a page that is controlled by
the attacker anthat will possiblyinject malware into userOs
browser, display ads, or induce user to leak personal data.

In a similar way, the attacker could try to leverage
knowledge of the common network between two friends,
even if profiles provide no other helpful information. For

Figure 2: Sample Birthday Attack Template.

inviting the ownerOs friends to the ownerOs birthday. party
The invitation woulda link to a page that claims to be the
map of its location. As long as the attacker can identify the
emails of the ownerOs frienfiilem their namesaccess to

friends on a University network, the attacker could send artheir profiles is not necessarPn Facebook, if a person

email that claims to be a link to informationated to the
University.

Unshared -Attribute Attacks

If uses post their birthdayon their profiles, which 87% of
users in our dataset do, themigthday greeting attackike

the electronic birthday cardeen in Figure 2s possible.
This attack obviouslyhas some temporal limitationgt
must be sent near the victim's posted birthddgwever,
this also adds to its believability. The template for this
message was taken from a real email from

makes their profile page private, only thersonOs profile is
hidden; the personOs name continues to be visible on public
profiles of his/her friends, including on wall posts and
friend lists

Shared -Attribute Attacks

Sharedattribute attacksutilize a specific shared social
context. This can benything from an event that two
friends attended, to a shared "network" like a workplace or
hometown. It is even possible to get images of people who
are conveniently "tagged" for easy scraping. Figushows

BirthdayCards.com. We suspect that most users would finc® Potential attack template, based on an efraih a photo

it hardto resist the temptation of looking at aitard from

gallery site. A friend can share their online photo album and

would take the user to a malicious site, possibly designed tdriends participated in an event can gleanedfrom their
inject malware into the user®s browser or conduct furthewall posts. Facebook also allows users to post photos that

social engineeringteacks.

arelinked to events. Althis informationcan provide a rich
shared context for generating authesicking emails.

Besides birthdays, other attributes could be used as well.

For example, Facebook hascentlystarted posting usebs
recent purchases at selected websites o phefiles. If this
information isaccessible to an attackahen it could be
used tocraft an attack emaikferencinghe recent purchase
as the context.

Interestingly, public visibility of some attributes on a
profile makes not only the profileOs owner vulnerable, but

Not shown are two other shared context attacks that we
analyzed. If friends share a home town, it would be
possible to send them a cordiah&il including a link to a
news article from home. Friends from a similar network, a
workplace for instance, can be similarly targeted with a
news article about the network in question.

DATA ANALYSIS OF THE CANDIDATE SOCIAL

also the gwnerf)s friends. This vulnerability arises even iNETWORK
the owneOs friends make their profiles private. The date ofRecall that we collectk7,919 random profiles, as returned
birth attribute is a good example of that. The attacker couldoy FacebookOs OBrowse My NetworkO fedtare the

conducta birthday invitation attackby crafting an email

University network. For the 7,919 users in our sample
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Figure 4: Data available in open profiles.

) users for whom we had full profiles, 2,787 (52%) provided
Figure 3: Shared context attack templateba photo the gender in which they are interested for relationships. A
from a shared event. previous study has shown that users are up to 15% more

likely to click on lirks in emails sent by members of the

dataset, 5,399 users, or 68%, had open profitees . ;
accessible to everyone in the netwole 51us Ese 68%eas opposite sex][3]. We theorize that attackers may be able to
improve this figure by using sendérswhom the recipient

the probability estimate for a profile to be open. Given the. © s

data set size of 7,919 profiles, and assuming that profileés likely to have a remantic interest.

returned were randomly selected by Facebook, the 95%Qf the 5,399 users in our dataset who had open profiles,

confidence interval around this value for an estimate of4,686 (87%) provided their date of birth. This is probably

percentage of open pradit in the entire network is due to an artifact of Facebook's registration procedures and

68.18+1.03%, which we consider to be reasonpldgise disclosure policies. When a new user registers at Facebook,

date of birth is requested, which Facebook may be using to

verify that the useis over 13. The date of birth, if provided

at registration, is automatically included in a user's profile.

@s we showed in our sample attacks, this design artifact
ould be particularly devastating for attacks around a user's

birthday, when friends are mmlikely to initiate new email

'communications.

A study by Harvey Jones found that even when profiles
were completely closed, individual profile attributes could
still be discovered through an advanced search by arigone
the same network, allowing database reverse engineerin
[15]. The study in [16] also showed that profile structure
may be related to friendship link$hus, 68% could be a
conservative estimate for a determined attacker. A highe
percentage of open pilEs would simply make the attacks Among the 5,399 users in our dataset with open profiles, we
even more effective than the values estimated in this paper.were able to match 4,870 (90%) of them to a unique
University of Michigan online directory account, which
gives us a valid email address for thosers. Recall that

we were forced to match based on full name due to
Facebook's encoding of email addresses as images. Because
names are not completely unique, we were not able to make
perfect matches for all of the users with open profiles, but
90% is a vey favorable success rate for a potential attacker.
For most of the users in the remaining 10%, we got multiple
matches. Potentially, an attacker could still achieve success
by targeting each matched user in some of the attacks. In
our study, we conservagly assumed that the matching
success rate is simply 9Q%hough it could be lower in
practice for noruniversity networks

We estimatedhe usage of the fingrained privacy controls
by measuring the number odttribute fields (out of
approximately 35 fields parsethat were actually present
in eachprofile. As can be seen in Figu#e a large fraction

of users provide access tonany fields in thér profiles,
indicating that they disclose morethan jst contact
information.Keep in mind that ot all fields are necessarily
presenteven in open profiles, because setting them is
optional Overall, our resultsstrongly suggest that many
users allow noifriends to see attributes other than just
contact inbrmation. Our findings are largely consistent
with an earlier study that also found that users reveal
astonishingly large amounts of information [9] on

Facebook. We computed the distribution ahe number of friends
people have in the test netwotllsers who have no friends
Frequency of Attack Attributes are not vulnerabléo attacks discussed in this paper. Users

We also gathered statistics on selected attributes that w@ith more friends are likely to be more susceptible to
considered potentially useful for attackers. Out of the 5,399
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Figure 5: Distribution of the number of friends for users. Approximately 86% of users
(with open profiles) had at least one friend listed.

attacks because there will be higher odds of finding friendsFrom our sample dataset for the target social network,
who disclose their birthday or share events with each otherestimatedor the values are as follows:

Figure 5 shows thecomplementary cumlative probability P(open) = 0.68; P(closed) = 0.32; P(email) = 0.9:

distribution of friends for users with open profiles in our . A . . .
test network As expected, it is a heawgiled distribution, P(birthday) = 0.87PF(i) as estimated by Figure 5.

with some users having a large number of friends (someGiven these estimates, we next estimated the probability of
users had over 800 friends), while around 14% of the users& random user in our test network beisigsceptibleto a

had no visible friends. The friend numbers could be relationshipbased attack, birthdegreeting attack and
conservative since some users could have made theibirthdayinvitation attack, based on the following attack
friends attribute private. A determined attacker could models (analysis details omitted for brevity):

possibly discover hidden friends by examining the names of
users in wall posts. In that case, mousers could be
susceptible to attacks than indicated in our study.

¥ A user can be targeted forelationshipbasedattack if
the email addresssof both theuser and a userOs friend
are availableIn addition, one end of the relationship
We further analyzed the data shown in Figure 5 to needs to have an open profile so that friendship can be
determine if it satisfiedhe power law property as found in identified.
the analysis some networkg] [ It was found to not satisfy
powerlaw propeties, which is not surprising. Several
networks in previous studies have been found to differ in
from a power law curvelfl,12], such as exhibiting a faster
decay near the tail. The average number of friends per open
profile in our sample dataset was 82.

¥ A user can be targeted by a birthdggeting attackf a
user has an open profile with an exposed dathand
the attacker has managed to determine at least one of
userOs friendsO email addresses, which he or she will
use to construct a forged emdfl.a profile is closed,
the attacker will not have access to userOs birthday and

Having obtainedsome estimates of distributions of open a greeting attack isonsdered not possible

prOfileS, V|S|b|l|ty of attl’ibutes, and distribution of ¥ A user can become victim of b|rthday invitation

friendships, weomputed the following probabilities: attack if one of the userOs friends makes his/her
¥ P(open) = Probability that a userQOs profile is open. birthday visible. = Assuming the attacker has

downloaded all available profiles on the network, the

¥ P(closed) = BP(open) attacker can construct the friehmfriend relationships
¥ P(email) = Probability that a userOs email can be even if one end of the relationship has a private profile.
deduced. Under that assumption, a birthday invitation attack will

¥ P(birthday) = Probability that a user®s birthday is  Work equally well on users with open profiles as well
visible, given that the profile is open. as closed profiles.

¥ PF(i) = Probability that thenumber of a friends of a Table 1 shows the results for our analygis. interesting
user in a networls i. finding is that a significant fraction of users with closed



% Open | % Closed % All User-Centered Defense Strategies
- : For a Facebook useacting alone, defense options are
Relationship- 85% 84% 85% limited. One could make his or her profile accessible only
only attacks to friends.Howeve, the user would still be susceptible to
Birthday 24% 0 50% the birthdayinvitation attack as well as the Facebeok
greeting template attacka message that claims to be from Facebook
Birthday about an update to a frie_zndOs pagbg reason !s that the
invitation 84% 84% 84% userOdriends may continue to have opemofiles that
expose the friendeelationship. For the userOs defense to
Table 1: The percentageof userswho are vulnerableto work, userOs friendsould also have to make their profiles
three types of contextaware email attacksbased on private, which may be muchharder to achieve, as it
profile openness. 0% AlIO represents the percentage of ~requires everyone in the group to consider risks and act on
all users (with closed or ogn profiles). them collectively. This suggests the need for new

profiles are also vulnerable to attacks because one of theilinechgmsms n somal_ _networkmg that “help promote
coordinated privacy policies. For example, perhaps there

friends has an open profile. Many users in our sample : .
dataset appear to have a large number of friends in theiPOUId be a feature in social networks that allows users to

network, making it more likely that an attacker will be able regtnct the.'r. friends to those whq have rglayvegjafe

to find at least one friend of a user with an open profile. ThePrvVacy policies, or, only ?‘”OW thg friend re_lat|onsh|p _to be
lesson here is that users must not limit access to theiPIISpIayed on profiles of friends with safe privacy policies.
profiles but also choose friends who are equally carefulAnother interesting defense strategy could be for Facebook
about their privacy settps. (in collaboration with a school) to maintain a fake network
of prdfiles as members of school networks whose sole
purpose is to help provide an early warning of context

friends listed on their profile We then looked for any aware spam. The idea is similar to the deployment of

shared events among the users and their friends. We founlaoneypots in computer networks. If the attackgr chooses to
that approximately 22 (24.1%) of them would be target a fake profile, Facgbook and théosul _W|II get an
vulnerable to asharedhometownattack and 32 (3.4%) of early sample of the emails and can warn its users of the
them would be vulnerable to sharedeventsattack.Even danger.

though the percentage of users subject to a sheveut ) _ _ .
ocial Network Interface Design and  Privacy Policies

attack appears to be low, a user who was previousl noflI . '
bp b y ost of our attacks required us to be able to map the first

sulject to the attack could become vulnerable lateras . , ; ;

new shared eventare posted. For this part of the and Iast. names from users prpﬂles to their email addresses

evaluation, we only parsed profiles of friends for hometown by Iqokmg up an external directory. For I_:acebook, one
prSSIb|e solution would be to make the directory lookup

and event information who were listed on the main page o less effectiveby remoning thelast name from profiles. This
a userOs profile or appearedha userOs wall posts. Thus, v 9 P '
assumes that first names are much more common and thus

thesenumbers could be conservative. For users with IargeIess likely to lead to theight hit on a directory lookup.

numbers of friendsan attacker could takedvantage of Unfortunatel ing last Id be detri tal
information that wouldappear oradditionalpages niortunately,removing 1ast names would be detrimenta

to usability, as it would eliminate the ability of users to
There are some limitations of our analysis. We only disambiguate others who share the same first ndinis.
examined ae university network at Facebook. Other problem could be addressed by supporting a query to
networks may have different characteristics. For example, itconfirm last names, but this really offers no protection
may be harder to map names to email addresses on othéecause candidate full names could be found by the attacker
networks. There could be sampling errors as well. In somgrom the external directory and queried (note that most
ways, our results could be conservativeor example, university directories allow lookups on first names and will
attackers may be able to infer frienélationships by return candidate chais). We judged this solution to only
parsing the wall posts even if the friend attribute is hidden. hurt usability and not provide significaptotection

To analyzesharedattribute attackswe examined 906f the
users in our dataset who had both open profiles reatt

DEFENSE OPTIONS FOR USERS AND FOR SOCIAL Anothgr defelrg)se strz;:tegg/to ubse |mag?(s msteadf;l‘ textkfor
NETWORKING WEBSITES sensitive attributes that can be part of vectorsafoattack.

Given that the nature of social networks requires sharing-@c€book already does this with ematldressesThis
information, it is difficult to countethe attacksthat we  could also be done for names of frierafsthe userThese

outline in the previous section because they exfheitvery assqciations are even useful for targeting people W[th closed
nature ofsocial networking Because of this, there is a Profiles. However, just converting the names of friends to
natural tradeoff between the security and utility. We will images is insufficient. Firstly, it only helps users with
discussseveralpossble defenses against this sort of attack ¢losed profiles, because the html link to an open profile is

herg along with their potential usability impact. enough to get the user's full name anyway. A more &ftec
strategy would be to malkal names on profilegppear as



images, including the owner's. Of course, this strategy,n reducing the effectiveness of the attack, and not
while raising the barcould be overcome by a determined completely eliminate it. Attackercould potentially scrape
attacker who has access to high quality OCR software or idbirthdays from the wall posts on a person's profile because
able to use human computations extract text from the they often contain birthdayrgetings from friends.

images [22]. We are aware that Facebook has recently provided more

One extreme solution is to block most contextual fine-grained privacy controls. It is an open question as to
information on profilegrom being accesseduly nonfriends. whether the lack of finegrained options was preventing
This prevents any sort of association being made by arusers from bettecontrolling their privacy. There is a
attacker outside of the circle of friends. (Thispears to be tradeoff B users may find advanced controls more
the strategy adopted by LinkedIn.) A new user is still able complicated to use, whereas previously there were just a
to find his or her friends bgearching for them explicitly, few. One solution may be to choosetee privacy policy

but it reduces the contextual information available to thedefaults based on the results from this study so that
attacker. Such an option win limit the scope of attacks. contextual information is generally available only to
Unfortunately, this solution also makes it very difficult to friends. Useiinterface design should also be improved to
find newly met acquaintances if, say, only a first name ispresent contextual information (especially data that links
known, so there aresome functionality tradeffs. It users to eeh other) in such a way that it is harder to extract
potentially risks making the network "less interesting" to with automated tools.

regular users, since it is more difficult to browse the

network and find interestinghformation about friends of Defense Technigques from Other Social Networking Sites

friends or acquaintances who are not yet friends We now briefly examine thedesign of other social
networks such as MySpace and LinkedIn, whibuld help

A less extreme approach, but also less safe, is as follow uggestiefense sategies.

Suppose that person A has an open profile. As a matter o
policy, full names and links to A's friends' profiles are only Linkedin

shown to A's friendsAs a result, an attacker would be |, inkedin, most users' profiles are only visible to other
unable to find &sender” email address to forge. (The email |,ga(g directly connected to that user in the netwénk.

address, we assume, can only be reliably acquired from Qyincipie, this should makkinkedin much more immune to
Facebook profile or by searching Wlth a full or part of a {0 types of attacks we discussed in this paper. edhk
name at andier source such as a directgryhe approach  y5e5hr0vide operations téook up members and find the
would be better than the current sysfeiough some risks  gigiance to them, including the name of a friend who is
would still exist if profiles contain full names of the owner. . |iser to the member. This could allow one to discover
Friendships often occur in clusters. Attackers could use,qqes that are at a distance two away. Nevertheless, it

heuristics to map initials to fu]l names by .cluste.ring. ufsersappears that Linkedin does makehader to discover the
who h_ayg a lot of common f_nends,. |dent.|f|ed with sanil - giend friend relationships for users, though a more detailed
set of initials, andhen examining their profiles. analysis would be reqgudd to confirm this fact. Of course,
Another defenseve recommend is tmake it harder for the as discussed earlier, this does reduce the ability of honest
atacker to acquire fake accounts on a sociatwork. nonfriends to browse the networland establish new
Facebook limits the number of "networks" that any relationships.

Facebook profile can be a part of. whever, it enforces no

limit on how many Facedok profiles a person can have, MySpace i

although each Facebook profilequéres a unique email Our analysis indicates that MySpace profiles tend to be
address. Unfortunately, email addresses that are acceptabfBUch more customizable than Facebook's, with every user
to Facebook can be easily forged by simply compromisinglaying out their page in different ways. While MySpace
one mache on a campus network and setting up email profiles do tend to contain large amounts of personal data, it
accounts and an email server on that machihe. job of is unorganized and unlabeled. This could make it more
the attacker could be made hardey restricting email difficult than on Facebook for attackers to write automated

addresses to televel domain addresses of a university, Scriptsthatextract meaningfuhformation. Another barrier,
which are often harder to forge (e.g., asnoted in an earlier study, is that MySpace users are more

person@univname.edu rather than person@machine. likely to enter falsenformation on their profiles. This could
univname.edu). help reduce the scope of some attadts. example, if the

) ) ) birthday on a profile is inorrect, then emails that use a
Facebookat the time of this studyexposeshe date of birth  pjrthday as the context may be less believable. Finally, it
on open profilesy a default Thedate of birthis required  could be more challenging for attak to link a profile
at the time ofregistration (presumably to validate that the \ith an email because users stimes supply incorrect
person is Wer than 13 years). We recommend tightening names orMySpace(33% of the time, see [§] Of course,
the policy so that, by default, birthdays are not exposed on &gne of the aboveharacteristicof MySpace are likely to
profile, except to friends. Unfortunately, this may only help pe attractive defense options for Facebook as they all



potentialy detract from usability or reduce the accuracy of 8.

content for all of Facebook's users.

CONCLUSION

In this paper, we analydeFacebook, a popular social
network among higlschool and university students, fits
degree of vulnerability to different kindsf contextaware
attack email. Our goal wago understand aspects of
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vulnerable to sophisticated attacks via contaxaire email
We classified attacks into three types: relationdhéised
attacks, unsiredattribute attacks, and sharatiribute
attacks We analyzed wer 000randomlyaccessed profiles
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public profiles at Facebook with data from publicly
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