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ABSTRACT

Modern IC designshave readed unpalleled levels of overall
compleity, resultingin more andmore bugsdiscoreredpost-silicon.
However, few EDA toolscanassistenginees in post-silicondehug-
ging, sinceit requiresa highlevel of sophisticationln thisworkwe
developa methodolgy andnew algorithmsto automatethis dehug-
ging process. Key innovationsin our techniquesinclude support
for the unusualphysicalconstaints of post-silicondehugging and
ability to repair functional errors through subtle modi cations of
an existinglayout. Our proposedost-silicondetugging methodol-
ogy (FogClear) can also repair someelectrical errors while pre-
serving functional correctness. Thus, by automatingthis tradi-
tionally manualdehugging process,our contributions promiseto
greatly reduceenginees' dehugging effort. Asour empirical re-
sultsshow we canrepair more than 70% of therepresentativesir-
cuitsautomatically

1. INTRODUCTION

Dueto the high compleity of moderndesignsandthe increas-
ing pressurdo reducetheir time-to-marlet, errorsaremorelikely
to escapeveri cation andareonly foundaftera chip hasbheenman-
ufactured .Needlesgo say sucherrorsmustbe x edbeforetheIn-
tegratedCircuits (ICs) canbe shippedto customersmaking post-
silicon dehugginga crucial stepin the designprocessTo thisend,
arecentEE Timesarticlequotes:“post-silicondeluggingis a dirty
little secrethatcancost$15to $20million andtake six monthsto
complete”[14]. Indeed post-silicondetugginghasbecomeoneof
the mosttime-consumingpart, 35%on average of the chip design
cycle [2]. Therefore,it is surprisingthatonly few EDA tools and
algorithmsaddresshis problem[14].

Post-silicondelugging, however, is becomingmore important
becausssilicon ICs offer several advantagesot availablein pre-
silicon. Onereasoris thatmanugcturingdefectsarebecomingn-
creasinglydif cult to simulate includingthosecausedy antenna,
thermalandinductive effects,aswell asdiffraction patterns.Non-
deterministiceffects, suchasmanufcturingvariability, poseeven
greaterchallengesAs aresult,comprehense validationof a chip
canonly beperformedhftertape-out.n addition,silicondiesallow
at-speedesting whichis ordersof magnituddasterthanlogic sim-
ulationandastronomicallyffasterthanelectrically-accurateimula-
tion. If a sufciently strongpost-silicondehugging methodology
is available,a partof the veri cation effort canbe shiftedto post-
silicon, taking somepressureoff the enormoussimulationfarms
usedby leadinghardwarevendorsto validatetheir designs Unfor-
tunately sucha methodologyis notyet availabletoday

Pre-siliconand post-silicondehugging differ in several signi -
cantways. First, conceptuabugsthatrequiredeepunderstanding
of the chip's functionality often appearin pre-siliconstageonly,
andsuchbugsmaynotbe xable by automaticools. Onthe other
hand,post-siliconfunctionalbugsareoften subtleerrorsthatonly
affect the outputresponsesf a few input vectors,andtheir x es
canusuallybeimplementedwith very few gates.However, nding
such x esrequiregheanalysif detailedayoutinformation,mak-
ing it a highly tediousanderrorpronetask. As we will show later,

our work can automatethis process. Second,errorsfound post-
silicontypically includefunctionalandelectricalproblemsaswell
asthoserelatedto manufcturability andyield. However, issues
identi ed in pre-siliconarepredominantlyrelatedto functionaland
timing errors! Problemsthat manageto evade pre-siliconvali-
dationare often dif cult to simulate,analyzeand even duplicate.
Third, theobsenrability of theinternalsignalsin asilicondieis ex-
tremelylimited. Mostinternalsignalscannotbe directly obsered,
evenin designswith built-in scanchains[5], which enableaccess
to sequentiaklementsFourth, verifying the correctnessf a x is
challengingbecausét is dif cult to physicallyimplementa x in a
chipthathasalreadybeemrmanugctured. Althoughtechniquesuch
asFocusedion Beam(FIB) exist, they typically canonly change
metallayersof the chip andcannotcreateary new transistor(this
processs often calledmetal x).2 Finally, it is especiallyimpor-
tantto minimize the size of eachchangen post-silicondetugging
becausesmallerchangesare easierto implementwith good FIB
techniqguesandthereis a smallerrisk of unexpectedside effects.
Due to theseunusualcircumstancesnd constraintsmostdehug-
ging techniquegprevalentin early designstagesannotbe applied
to post-silicondehugging. In particular conventionalphysicalsyn-
thesisandEngineeringChangeOrder(ECO)techniquesffect too
mary cellsor wire sgmentgo beusefulin post-silicondehugging.
As illustratedin Figurel(b),asmallmodi cation in thenetlistthat
replacesa gatewith anotheronerequireschangesn all transistor
masksandrefabricationof the chip. To this end,we obsere thata
recenttechniguecalled SafeResyntli10] only selectsnetlistmod-
i cations thatrequireminimal physicalchanges.This philosophy
is adoptedin our work to handlethe unusualconstraintsof post-
silicon delugging.
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Figure 1: Post-silicon error-repair example. (a) The original
buggy layout. (b) A traditional resynthesistechnique nds a
“simple” x that only changesonecell type, but it requiresex-
pensive remanufacturing of the silicon die to changethe tran-
sistors. (¢) Our physically aware techniques nd a more “com-
plex” x involving the useof a spare cell and several wire re-
connections,but it can be implemented using only metal xes
and hassmaller physicalimpact.

Ipost-silicontiming violationsareoften causecy electricalprob-
lemsandareonly symptomsof sucherrors.
2Despitetheimpressie successf the FIB techniqueatrecentfab-
rication technologynodes the useof FIB is projectedto become
moreproblematicat futurenodes)imiting theamountof allowable
changeandfurthercomplicatingpost-silicondehugging.



Existingtechniqueshataddresshepost-silicondehuggingprob-
lem strive to provide morevisibility andcontrollability for the sili-
condie [2]. Althoughsuchtechniquesregreataidsto engineers,
they do not automatethe dehuggingprocesstself. To addresshis
problem,we proposenew algorithmsandamethodologythatfacil-
itate the automationof post-silicondelugging. Thesetechniques
canbene t from existing Design-Pr-Delbugging(DFD) constructs
but canalsowork well without them. Key innovationsin ourtech-
niguesincludetheir supportfor the unusualphysicalconstraintof
post-silicondehugging andtheir ability to repairerrorsby subtle
modi cations of an existing layout. As illustratedin Figure 1(c),
our techniquesreawareof the physicalconstraintandcanrepair
errorswith minimal physicalchangesTo achiere thesegoals,our
algorithmsare exhaustve in naturein orderto generateas mary
netlistandlayouttransformationsispossible.This is importantin
post-silicondelugging becauseoften only a few transformations
cansatisfyall the physicalconstraints On the otherhand,we also
utilize theseconstraintsn our algorithmsbecausehey canprune
the searchspaceeffectively dueto their highly restrictve nature.
Themain contributionsof our work include: (1) a post-siliconde-
buggingmethodologycalled FogClear, thatautomateshe dehug-
ging processj(2) the PARSynresynthesisalgorithmthat searches
for netlisttransformationsvhich canbeimplementedvith limited
physicalresourcesy3) the PAFER framework that automatically
diagnosesndrepairslogic errorswith minimal perturbatiorto the
layout; and(4) the adaptatiorof symmetry-basedewiring [8] and
SafeResyntfil0] for post-silicondetuggingto nd layout trans-
formationsthatcanrepairelectricalerrors. Empirical resultsshav
thatour techniquesareeffective in repairingdesignerrorsandcan
greatlyreduceengineerstdehuggingeffort.

In additionto post-silicondehugging, FogClearcanalsobe ap-
pliedto reducehecostof respins As thedatain [4] suggestmasks
responsibldor active device layerscontributeabout68%of theto-
tal maskcostat the 100nmtechnologynode. With maskcostsap-
proachingl0 million dollarspersetat the 45 nm node(seeFigure
2) [25], beingableto reusdransistomaskggreatlyreduceghecost
for arespin.This canbe achieved usingFogClearbecausehe lay-
out transformationst producesonly involve changesn the metal
layersandallow thereuseof thetransistormasks.

Figure 2: Estimated mask costsat differ ent technology nodes
[25]. The transformations produced by FogClear allow the
reuseof transistor masksand thus greatly reducerespincosts.

Therestof the paperis organizedasfollows. In Section2 we de-
scribethe currentpost-silicondeluggingmethodologyandreview
someDFD techniquesThe FogCleamethodologythatautomates
this dehugging processs illustratedin Section3. Our functional
andelectricalerrorrepairtechniquesreexplainedin detailin Sec-
tion 4 andSection5, respectiely. Experimentakesultsareshavn
in Section6, while Section7 concludeghis paper

2. CURRENT POST-SILICON DEBUGGING
METHODOLOGY

Josephsonlocumentedhe major silicon failure mechanismsén
microprocessors [16], wherethe mostcommonfailures(exclud-
ing dynamiclogic) aredrive strength(9%), logic errors(9%), race
conditions(8%), unexpectedcapacitve coupling (7%), and drive

ghts (7%). Anotherimportantproblemat the latesttechnology
nodesis the antenneeffect, which candamagea circuit during its
manufcturingor reducethe circuit's reliability. Theseproblems
oftenneedto be solvedvia post-silicondetugging.

Figure3 shaws the currentpost-silicondehuggingmethodology
To verify the correctnes®f a silicon die, engineersapply a large
numberof testvectorsto the die and then checktheir outputre-
sponseslf theresponsearecorrectfor all theappliedtestvectors,
thenthe die passesveri cation. If not, thenthe testvectorsthat
exposethe designerrorshecomethe bug tracethat canbe usedto
diagnoseandcorrectthe errors. The tracewill thenbe diagnosed
to identify the cause®f theerrors. Typically, therearethreetypes
of errors,includingfunctional,electrical,andmanufcturing/yield.
In this work we only focusonthe rst two typesof errors.

Figure 3: The current post-silicon debugging methodology In
this work we proposethe FogClear methodology that auto-
matesthis debugging processwhich is showvn in Figure 4.

After the errorsare diagnosedthe layout will be modi ed to
x theerrors,andthe repairediayoutwill be veri ed again. This
processkeepsrepeatinguntil veri cation passes.In post-silicon
dehugging, however, it is often not necessaryo x all the errors
becauseepairinga partof the errorsmay be enoughto enablefur-
therveri cation. For example,aprocessomay containabugin its
ALU andanotherbug in its branchpredictor If xing thebugin
the ALU alreadyallows the die to be usedin moretesting,thenit
is notnecessaryo x thebranchpredictorin thesamedie.

In the following subsectionswe rst describetwo DFD tech-
niguesthat can be usedto facilitate post-silicondetugging. We
thendescribetwo importantstepsin the dehugging methodology
includingfunctionalerrorrepairandelectricalerrorrepair

2.1 DesignFor Debugging

Without specialconstructspnly thevaluesof a designs primary
inputsandoutputscanbeobseredin achip, makingits dehigging
extremelydif cult. As a result, mostmoderndesignsincorporate
a technique called scantest[5], into their chips. This technique
allows engineergo obsere the valuesof internalregistersandcan
greatlyimprove thedesignsignals'obsenrability.

In orderto changethelogic in asilicondie, sparecellsareoften
scatteredhroughouta designto enablemetal x [17]. Thenumber
of sparecells dependsn the methodologyaswell asthe expec-
tation for respinsandfuture steppingsandthis numbercanreach
1% of all cellsin mass-producenhicroprocessodesigns Alterna-
tively, Lin etal. [18] proposedhe useof programmabldogic for
this purpose.A recentstart-upcompay [2, 26] providesa more
comprehense solutionthat furtherimprovesthe obserability of



silicon dies and enabledogic changesn the dies, and a success
story canbe foundin [15]. In our work, we assumeéhat scantest
hasbeenused,andsparecellsareavailablefor metal x.

2.2 Functional Err or Repair

If theerrorsarediagnosedo befunctional,engineercanresort
to the currentlogic error repairtechniquessuchasthe work by
Changetal. [11], Venerisetal. [21], andYangetal. [23]. These
techniguescan automaticallydiagnosedesignerrorsin combina-
tional circuitsandpotentially nd x esto correcttheerrors.These
x escanthenbe usedto repairthe layout, usually via metal x.
However, implementingthe x esin the layoutmay not alwaysbe
feasiblebecause:(1) theremay be insufcient sparecells to im-
plementthe resynthesisietlists;and(2) thewiresto reconnecthe
cellsmaybetoolongto begeneratedyy FIB. Althoughtechniques
thatcangeneratevariousresynthesisetlistsexist [24], they do not
take physicalinformationinto consideration.To nd x escom-
patiblewith anexisting layout,engineer®ftengeneratalternatve
x esby perturbingtheir logic-level techniqguesandthenresortto
tedioustrial-and-erromethodologieslf nosuch x canbefound,
engineerawill have to do it manually This is especiallydif cult
becausehe netlistswereautomaticallygenerate@ndhave proba-
bly undegonemary iterationsof optimizations. As a result,it is
dif cult to understandhe netlistseventhoughthe RTL codethat
producedhemweredesignedy theengineers.

Our solution to this problemis discussedn Section4, andit
is basedon the CoRe frameawvork describedn [11]. We adopted
CoRebecause(l) it usesanabstraction-re nemergéchemewhich
is more scalablethan most existing techniquesy2) it only needs
input vectors,outputresponsesandstatevalues,which are easily
available in post-silicondehugging; and (3) it provides a highly
e xible interface that can adoptdifferent resynthesigechniques.
Thisis becausé€CoRe operate®n signatureswhich areessentially
partial truth tablesof the nodesin the circuit. As a result,we can
easilyextendthe frameavork to be physicallyawareby pluggingin
our new resynthesisechnique.

The CoRe framavork works asfollows. Given certaintestvec-
torsandtheir outputresponsest rst usessimulationto generate
signatureswhich provide anabstractiorof thedesignbecausesig-
naturesarepartialtruthtablesof thewiresin thecircuit. Next, error
diagnosisandresynthesisare performedon the abstractmodelto
correctthe errors. Therepairednetlistis thenveri ed. If veri ca-
tion fails, thereturnedbug tracesareusedto extendandenrichthe
signaturedo re ne the abstraction.This framewvork repeatsuntil
veri cation passes.

2.3 Electrical Err or Repair

Delugging electricalerrorsis often more challengingthande-
buggingfunctionalerrorsbecausé doesnotallow thedeplayment
of logic deluggingtools thatdesignersarefamiliar with. In addi-
tion, thereare variousreasondor electricalerrors[16], and an-
alyzing them requiresprofound designand physical knowledge.
Althoughtechniquego dehug electricalerrorsexist (e.g.,voltage-
frequencyShmood3]), they are often heuristicin natureandre-
quire alundantexpertiseandexperience Evenif the cause®f the
errorscanbeidenti ed, nding valid x esis challengingbecause
mostexisting resynthesigechniquegequirechangesn cells and
do not allow metal x. To addresshis problem,techniqueghat
allow post-siliconmetal x have beendevelopedrecently suchas
ECOrouting[22]. However, ECOroutingcanonly repairsomeof
the electricalerrorsbecausét cannot nd layouttransformations
involving logic changesTo repairmoredif cult bugs,transforma-
tionsthatalsoutilize logic informationarerequired.For example,
oneway to repaira driving strengtherroris to identify alternatve

signalsourceghatalsogeneratehe samesignal,andthis canonly
beachieved whenlogic informationis considered.

To this end, Changet al. [9] proposedhe conceptof physical
safenesso measurdnow well physicalparameterarepreseredby
a physicalsynthesigechnique.In their de nition, techniqueghat
donotperturbexisting cellsarephysicallysafe;thereforethey can
be usedto repairelectricalerrorsvia metal x. In light of this, we
adapttheir SafeResynthechniquefor post-siliconerrorrepait In
addition,we develop a symmetry-basecdewiring techniquegcalled
SymWire, thatis physically safeand canrepair electrical errors.
Both techniquesareableto nd layout transformationsnvolving
netlist changesand are more powerful than ECO routing alone.
Thesetechniquesredescribedn Sections.

3. THE FOGCLEAR METHODOLOGY

Figure4 shavs our FogClearmethodologythatautomatepost-
silicon dehugging. Whenpost-siliconveri cation fails, abugtrace
will be produced. Sincesilicon dies offer simulation speedsor-
dersof magnitudefasterthanthoseprovided by logic simulators,
constrained-randornestingareusedextensvely, which cangener
atea bug tracethatis extremelylong. To simplify errordiagnosis,
we introducea stepcalledbug traceminimizationin our methodol-
ogy to reducethe complity of thetrace.To this end,we obsere
thatmary existing bug traceminimizationtechniquessuchasthe
work by Safarpouretal. [20] or Panetal. [19], rely heavily on SAT
analysisandlackthescalabilityto handlethesetraces.Ontheother
hand,the Butramintechniqueproposedyy Changetal. [7, 12] in-
cludesseveral simulation-basedbug trace minimization methods,
which are especiallysuitablefor post-silicondelugging because
simulationandbug traceminimizationcanbe performedusingthe
silicondie. As aresult,in our FogClearmethodologywe develop
the SimButamin componentsing the simulation-baseanethods
describedn [7, 12].

After thebugtraceis simpli ed, we simulatethetraceby alogic
simulatorusingthe netlist that produceghe layout. If simulation
exposeshe error, thenthe erroris functional,and PAFER is used
to generatarepairedayout; otherwisetheerroris electrical.Cur
rently, we still requiremanualkerrordiagnosi¢o nd thecauseof an
electricalerror After the causeof the erroris identi ed, we check
if the error canbe repairedby ECO routing. If so, we apply ex-
isting ECOroutingtools suchas[22]; otherwisewe useSymWire
or SafeResyntho changethe logic andwire connectionsaround
theerrorspotin orderto x theproblem.Thelayoutgeneratedy
SymWire or SafeResyntlis thenroutedby an ECOrouterto pro-
ducethe nal repairedlayout. This layoutcanbe usedto x the
silicon die for furtherveri cation.

Figure 4: The FogClear post-silicondebugging methodology

In the following sections,we will describeour functionaland
electricalerrorrepairtechniqueén detail,includingPAFER, SymWre
andSafeResynth.



4. PHYSICALLY AWARE
FUNCTION AL ERROR REPAIR

In this sectionwe describeour PhysicallyAware FunctionalEr-
ror Repair(PAFER) framewvork that automaticallydiagnosesand
x eslogic errorsin the layout by changingits combinationapor-
tion. In this contet, we assumehatstatevaluesareavailable,and
we treat connectiondo the ip- ops as primary inputs and out-
puts. Our PAFER framework extendspreviouswork in [11] which
was empirically validatedin the CoRé framevork and shavn to
be scalableand e xible. To supportthe layoutchangerequiredin
logic errorrepair we alsodescribea PhysicallyAwareReSynthesis
(PARSyn)algorithmin this section.

4.1 The PAFER Framework

The algorithmic ow of our PAFER framework is outlinedin
Figure5. Our enhancement® make the CoRe framework [11]
physically aware aremarked in boldface. Note that unlike CoRg,
the circuits (ckterr, Cktney) in the PAFER framework now include
layoutinformation.

framevork PAFER(Ckierr; vedorsy; veadorse; Ckinay)
1 calculateckten 'sinitial signaturesisingvedors, andvedorse;
2 fixes diagnosécktey ;vedorse);
3 foreachfix 2 fixes
4 ckishey  PARSyN( X ;ckterr);
5 if (every circuit in cktspew Violatesphysical constraints)
6 continue;
7 cktney  the rst circuit in cktshey that doesnot violate
physical constraints;
8 courterexanple  veri fy(cktney);
9 if (courterexample is empty)
10 return(cktnay);
11 else
12 if (ched(ckterr ; courterexample) fail)
13 fixes redagnoséckter ;courterexample; fixes);
14 simulatecourterexanple andupdateckt's signatures;

Figure5: The algorithmic o w of the PAFER framework.

The inputsto the framework includethe original circuit (ckterr)
andthetestvectors(vedorsp, vedorsg). The outputof the frame-
work is a circuit (cktney) thatpasseweri cation anddoesnot vio-
late ary physicalconstraints.In line 2 of the PAFER framework,
the erroris diagnosedandthe x esarereturnedin fixes Each
X containsoneor morewiresthatareresponsibldor the circuit's
erroneousdhehaior and shouldbe resynthesizedln line 4 of the
PAFER frameavork, PARS/nis usedto generate setof new resyn-
thesizedcircuits (cktpay), Which will be describedn the next sub-
section. Thesecircuits arethenchecled to determineif ary phys-
ical constraintis violated. For example,whetherit is possibleto
implementthe changeusingmetal x. In lines5-6, thatno circuit
complieswith the physicalconstraintsneansno valid implemen-
tation canbefoundfor the currentfix. As aresult,the fix will be
abandonedndthe next fix will betried. Otherwise the rst cir-
cuit thatdoesnotviolateary physicalconstraintss selectedn line
7, wherethe circuitsin cktshey canbe pre-sortedusingimportant
physicalparametersuchastiming, pover consumptionpr relia-
bility. The functionalcorrectnessf this circuit is thenveri ed as
in the original CoReé framework. Pleasereferto [11, SectionlV]
for moredetailson this partof the framework.

4.2 The PARSyn Algorithm

The resynthesiproblemin post-silicondeluggingis consider
ably differentfrom traditionalonesbecaus¢he numbersandtypes
of sparecells are often limited. As a result, traditional resynthe-
sis 0 w maynotwork becaus¢echnologymappingtheresynthesis
functionusingthelimited numberof cellscanbedif cult. Evenif

theresynthesigunctioncanbe mappedjmplementinghe mapped

netlistmaystill beinfeasibledueto otherphysicallimitations. There-
fore, it is desirablein post-silicondehugging that the resynthesis
techniquecangenerateasmary resynthesisetlistsaspossible.

To supporthisrequirementour PARSynalgorithmexhaustiely
tries all possiblecombinationsof sparecells andinput signalsin
orderto producevariousresynthesisetlists. To reduceits search
space,we also develop several pruning techniquesasedon log-
ical and physicalconstraints. Although exhaustve in nature,our
PARSyn algorithmis still practicalbecausehe numbersof spare
cellsandpossibleinputsto the resynthesisetlistsareoften small
in post-silicondehugging,resultingin asigni cantly smallersearch
spacehantraditionalresynthesiproblems.

Our PARSyn algorithmis illustratedin Figure6, which triesto
resynthesizevery wire (wirgy) in the given fix. In line 2 of the
algorithm, getSpareCell searchegor sparecells within RANGE
andreturnsthe resultsin spareCells, whereRANGE is a distance
parametegiven by the engineer This parametefimits the search
of sparecellsto thosewithin RANGE startingfrom wire;'s driver.
Oneway to determineRANGE is to usethe maximumlengthof a
wire thatFIB canproduce.A subcircuit,ckt|ocq), iS thenextracted
by extraa SUbCkt in line 3. This subcircuitcontainghecellswhich
generatehe signalsthatareallowed to be usedasnew inputsfor
theresynthesigetlists.A setof resynthesisietlists(resynMNt snay)
is thengeneratedy exhausiveSarch in line 4. Thecellsin those
netlistsarethen“placed” usingsparecellsin thelayoutto produce
new circuits (cktshey), which arereturnedn line 6.

function PARSYyIGfix; ckt);

1 foreachwirg 2 fix

2 spareCells  getSpareCell (wirg ; ckt; RANGE);

3 Ckijocal  extrad SUbCkt(wire; ; ckt; RANGE);

4 resynNts gy  exhausiveSearch(1; spareCells; cldocal);
5

6

ckishey  placeResynBtlist(ckt; resynNtsnen);
return(cktSnew);

Figure 6: The PARSyn algorithm.

To placethecellsin aresynthesigetlist,we rst sortsparecells
accordingto their distancego wire's driver. Next, we mapeach
cell in theresynthesisetlist, the onecloserto the netlist's output
rst, to the sparecell closestto wirg's driver. The reasorbehind
this is thatwe assumethe original driver is placedat a relatively
goodlocation. Sinceourresynthesisetlistwill replacetheoriginal
driver, we wantto placethe cell thatgenerateshe outputsignalof
theresynthesisietlistascloseto thatlocationaspossible.Therest
of thecellsin theresynthesisetlistarethenplacedusingthespare
cellsaroundthatcell.

The exhausiveSearch function calledin the PARSyn algorithm
is givenin Figure7. This functionexhaustvely triescombinations
of differentcell typesandinput signalsin orderto generateesyn-
thesisnetlists. Theinputsto the functionincludethe currentlogic
level (logic), available sparecells (spareCells), and a subcircuit
(cktjocal) Whosecells can be usedto generatenew inputsto the
resynthesisetlists. The function returnsvalid resynthesisietlists
in netlistSney-

In thefunction, MAXLEVEL is the maximumdepthof logic al-
lowedto beusedby theresynthesisietlists. Sowhenlevel equals
to MAXLEVEL, no further searchis allowed, andall the cellsin
cktjocal arereturned(lines 1-2). In line 3, the searchstartsbranch-
ing by trying every valid cell type, andthe searchis boundedf no
sparecells are available for that cell type (lines 4-5). If acell is
availablefor resynthesisit is deductedrom the spareCell s repos-
itory in line 6. In line 7 the algorithmrecursvely generatesub-
netlistsfor thenext logic level, andtheresultsaresavedin netlistgyp
New netlists(netlists,) for this logic level are then producedby



functionexhaustiveSeah(l evel, spareCells; cktgcar)
if (level = MAXLEVEL)
returnall cellsin cktjocal;
foreachcel Type 2 validCell Types
if (chekSpareCell(spareCells;cdlType) failed)
continue;
spareCellg[cel Typd:court- -;
nelistsyyy,  exhausiveSarch(level + 1; spareCells; cktjocar);
nelists, geneateNewCkts(cell Type netlistsgyp);
nelists, chekNetlist(nelists,;spareCells);
10 nelistshay  Nélistshey [ Nelistsy;
11 if (level=1)
12 remaelncored(nelistshay);
13 returnnétlistShey;

Figure 7: The exhaustiveSeach function.
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generteNewCkts. This functionproducesew netlistsusingacell
with type=cell Type andinputsfrom combinationsof sub-netlists
from the next logic level. In line 9 che&kNetlist checksall the
netlistsin netlist, and remove thosethat cannotbe implemented
usingthe available sparecells. All the netliststhatcanbe imple-
mentedarethenaddedo a setof netlistscallednelistsney. If level
is 1, the logic correctnes®f the netlistsin netlistsyay is checled
by remareincorred, andthe netliststhat cannotgeneratehe cor
rectresynthesisunctionswill beremoved. Therestof the netlists
will thenbe returnedin line 13. Note that BUFFER should al-
waysbe oneof the valid cell typesin orderto generataesynthe-
sis netlistswhoselogic levels aresmallerthanMAXLEVEL. The
BUFFERsin aresynthesisetlistcanbeimplementedy connect-
ing their fanoutsto theirinput wireswithout usingary sparecells.
To boundthe searchin exhausiveSarch, we implementedhe
logic pruningtechniqueslescribedn Changs GDSalgorithm[11].
To furtherreducetheresynthesisuntime,we usenetlistconnecti-
ity to remove partof the cells from our searchpool: cellsthatare
toomary levelsof logic avayfrom theerroneousvire areremoved.
In addition,cellsin the fanoutconeof the erroneousvire arealso
removedto avoid the formationof combinationaloops.

5. AUTOMATING ELECTRICAL ERROR
REPAIR

The electricalerrorsfound post-siliconare usually unlikely to
happenin ary given region of a circuit, but becomestatistically
signi cant in large chips. To this end,a slight modi cation of the
affectedwireshasahigh probabilityto successfullyepairtheprob-
lem. However, beingableto checkthis by accuratesimulationand
compareseveral alternatve x esincreaseshe chancesof a suc-
cessfulrepair even further In this sectionwe rst describetwo
techniqueghat canautomatically nd a variety of electricalerror
repair options, including SymW e and SafeResynthThesetech-
niguesareableto generatdayouttransformationshat modify the
erroneouswires without affecting the circuit's functional correct-
ness.Next, we studythreecasego shawv how our techniquesan
be usedto repairelectricalerrors.

5.1 The SymWire Rewiring Technique

Symmetry-baserbwiring changesheconnectionbetweergates
usingsymmetries An exampleis illustratedin Figure9(b), where
theinputsto cellsg; andg, aresymmetricandthuscanberecon-
nectedwithout changingthe circuit's functionality The changen
connectionanodi es the electricalcharacteristicof the affected
wiresandcanbe usedto x electricalerrors. Sincethis rewiring
techniquedoesnotperturbary cell, it is especiallysuitablefor post-
silicondelugging.

In light of this, we proposean electricalerror repairtechnique
usingsymmetry-basedewiring, calledSym\ite, whichis outlined

in Figure8. The input to the algorithmis the wire (w) that has
electricalerrors,andthis algorithmchangeghe connectiongo the
wire using symmetries.In line 1, we extract varioussub-circuits
(sulCircuits) from the original circuit, whereeachsub-circuithas
atleastoneinputconnectingo w. Currently we extractsub-circuits
composedf 1-7 cellsin the fanoutconeof w usingbreadth- rst-
searchanddepth- rst-searchFor eachextractedsub-circuit,which
is savedin (ckt), we detectasmary symmetriesaspossibleusing
functionsymmeryDeed (line 3). If ary of thesymmetriesnvolve
a permutationof w with anotherinput, we swap the connections
to changethe electricalcharacteristic®f w. In our implementa-
tion, we adoptthe symmetry-detectiotechniquedescribedn [8]
becauseheir techniquecan detecta large numberof symmetries
andsupportsavariety of cell types.

FunctionSymir e(w)

extractsulCir cuits with w asoneof theinputs;

2 foreachckt 2 sulCircuits

3 sym symmeyDeaed(ckt);

4 if (syminvolvespermutatiorof w with anotherinput)
5 reconnectviresin ckt usingsym

Figure 8: The SymWir e algorithm.
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5.2 Adapting SafeResynthto Perform
Metal Fix

Someelectricalerrorscannotbe x edby perturbinga few wires.
For sucherrors,we needa moreaggressie technique We obsere
thattheSafeResynttechniquedescribedn [10] can nd alternatve
sourcedo generate signalusinganadditionalcell. Furthermore,
theirtechniquedoesnot perturbexisting cells. Thereforewe adapt
SafeResyntho x electricalerrors,andit worksasfollows.

Assumethattheerroris causedy wire w or thecell g thatdrives
w. We rst useSafeResythto nd analternatve way to generate
the samesignalthatdrivesw. In our work, however, we only rely
on the so-called“spacecells” that are embeddednto the design
but notconnectedo othercells. Thereforewe do notneedto insert
new cells,whichwould beimpossibleto implementwith metal x.
Next, wedisconnectv from g andusethenew cellto drivew. Since
adifferentcell will beusedto drive w, we canchangeheelectrical
characteristicof both g andw andpotentially x the error Note
that SafeResyntlsubsumesgell relocation;therefore,it canalso
nd layouttransformationgnvolving replacementsf cells.

5.3 CaseStudies

In this subsectiorwe shav how our techniquesanrepairdrive
strengthand couplingproblems aswell asavoid the harmcaused
by the antennaeffect. Note that thesecasestudiesonly sene as
examples,and our techniquesanalso be appliedto repairmary
othererrors.

Dri ve strength problemsoccurwhena cell hasinsufcient driv-
ing capabilityto propagatsts signalto all the fanoutswithin the
designedtiming budget. Our SafeResynthechniquesolves this
problemby nding analternatve sourceto generatéhe samesig-
nal. Thenew sourcecanthenbeusedto drive a partof thefanouts
of the problematiccell, thusreducingits requireddriving capabil-
ity. An illustrationof this processs givenin Figure9(a).

Coupling betweeriong parallelwiresthatarenext to eachother
canresultin delayedsignaltransitionsundersomeconditionsand
also introducesunexpectedsignal noise. Our SafeResynthech-
nigue can prevent theseundesirablgphenomenay replacingthe
driver for oneof thewireswith analternatve signalsource.Since
the cell thatgeneratethe new signalwill beata differentlocation,
thewire topologycanbechangedAlternatively, SymWire canalso



(@)

(b)
Figure 9: Casestudies. (a) g; hasinsuf cient driving strength,
and SafeResynthusesa new cell, gnew, to drive a part of g;'s
fanouts. (b) SymWir e reducescoupling betweenparallel long
wiresby changing their connectionsusing symmetries, which
alsochangesmetal layers and can alleviate the antennaeffect.

be usedto solve the coupling problem. As shawvn in Figure9(b),
theaffectedwiresno longertravel in parallelfor long distancesf-
ter rewiring, which cangreatlyreducetheir couplingeffects.

Antenna effects are causedby the chage accumulatediuring
semiconductomanufcturingin partially-connectedire segments.
This chage candamageand permanentlydisabletransistorscon-
nectedto suchwire sggments.In lessseveresituations,t changes
thetransistors behaior graduallyandreduceghereliability of the
circuit. Becausdhe chage accumulatedn a metallayerwill be
eliminatedwhenthe next layeris processedit is possibleto split
the total chage with anotherlayer by breakinga long wire and
going up or down onelayer throughvias. Basedon this obsera-
tion, metaljumpes [13] have beenusedto alleviatetheantennaef-
fect, whereviasareintentionallyinsertedto changdayersfor long
wires. However, thenew viaswill increaseheresistvity of thenets
andslow down thesignals.To thisend,our SymWire techniquecan
nd transformationshatchangehemetallayersof severalwiresto
reducetheirantennaffects. In addition,it allows simultaneousp-
timizationof otherparameterssuchasthe couplingbetweerwires,
asshavn in Figure9(b).

6. EXPERIMENTAL RESULTS

To measurehe effectivenesof the componentin our FogClear
methodologywe conductedwo experiments.In the rst experi-
mentwe apply PAFERto repairfunctionalerrorsin alayout; while
the seconcexperimentevaluateshe effectivenesof SymWire and
SafeResynthin nding potentialelectrical x es. To allow metal
X, we pre-placedsparecells uniformly using the whitespacen
thelayouts,andthey occupiedabout70% of eachlayout's whites-
pace. The typesof the sparecells included: INVERTER, AND,
OR, XOR, NAND, and NOR (all cells exceptINVERTER have
two inputs). In the PAFER framevork, we set RANGE to 50um
and MAXLEVEL to 2. All the experimentswere conductedon
an AMD Opteron880 workstationrunning Linux. The bench-
marks were selectedfrom OpenCoreq27] except DLX, Alpha,
andEXU_ECL. DLX andAlphawereinternally developedbench-
marks,while EXU_ECL wasthe controlunit of OpenSpars EXU
block [28]. Our benchmarksrerepresentate because¢hey cover
variouscateoriesof moderncircuits, andtheir characteristicare
summarizedn Table 1. In the table, “#FFs” is the numberof
ip- ops and“#Cells” is the cell countof eachbenchmark. To
producethe layoutsfor our experimentswe rst synthesizedhe
RTL designswith CadenceRTL Compiler4.10usingacell library
basedon the 18um technologynode. We thenplacedthe synthe-
sizednetlistswith Capo10.2 [6] and routedthemwith Cadence
NanoRouted.10.

Benchmark | Description #FFs | #Cells
Stepper SteppemMotor Drive 25 226
SASC SimpleAsynchronousSerial 117 549
Controller
EXU_ECL OpenSpar&XU controlunit 351 1460
Prenorm Part of FPU 71 1877
MiniRISC MIniRISC full chip 887 6402
AC97_ctrl WISHBONEAC 97 Controller | 2199 | 11855
USB_funct USB functioncore 1746 | 12808
MD5 MDS5 full chip 910 | 13311
DLX 5-stagepipelineCPUrunning 2062 | 14725
MIPS-Lite ISA
PClLbridge32| PCI 3359 | 16816
AES_core AES Cipher 530 | 20795
WB_conmax | WISHBONEConmaxIP Core 770 29034
Alpha 5-stagepipelineCPUrunning 2917 | 38299
AlphalSA
Ethernet EthernetlP core 10544 | 46771
DES perf DEScore 8808 | 98341

Table 1: Characteristics of benchmarks.

6.1 Functional Err or Repair

To evaluate our PAFER framework, we choseseveral bench-
marksandinjectedfunctionalerrorsat eitherthe gatelevel or the
Register TransferLevel (RTL). At the gatelevel we injectedbugs
that compliedwith Abadir's error model[1], while thoseinjected
atthe RTL weremore comple functionalerrors(DLX contained
real bugs). We collectedinput patternsfor the benchmarkgrom
severaltracegyeneratedby veri cation (someof thetraceswerere-
ducedby SimButramin),anda goldenmodelwasusedto generate
thecorrectoutputresponseandstatevaluesfor errordiagnosisand
correction.Notethatthegoldenmodelcanbeahigh-level behaior
modelbecauseve do not needthe simulationvaluesfor theinter-
nal signalsof thecircuit. The goalof thethis experimentwasto x
the layout of eachbenchmarkso that the circuit producescorrect
outputresponse$or thegiveninput patterns.This is similar to the
situationdescribedn Section2 where xing theobserederrorsal-
lowsthesilicondieto beusedin furtherveri cation. If therepaired
die fails further veri cation, newv counter&ampleswill be usedto
re ne the x asdescribedn thePAFER framework. Theresultsare
summarizedn Table 2, where“#Patterns”is the numberof input
patternsusedin eachbenchmarkand“#Resyn.cells” is the num-
berof cellsusedby theresynthesisetlist. In orderto measurehe
effectsof our x on importantcircuit parametersye also report
the changesn via count(“#\Mas”), wirelength(“WL"), and maxi-
mumdelay (“Delay”) afterthe layoutis repaired. Thesenumbers
werecollectedafterrunningNanoRouten its ECOmode,andthen
they werecomparedo thoseobtainedrom theoriginallayout. The
maximumdelaywasreportedby NanoRoutes timing analyzer

Theresultsin Table2 shav thatour techniquegansuccessfully
repairlogic errorsfor morethan70% of the benchmarksWe ana-
lyzed the benchmarkshat could not be repairedandfound thatin
thosebenchmarkscellsthatproducethe requiredsignalsweretoo
faraway andwereexcludedfrom oursearch As aresult,ourresyn-
thesistechniquecouldnot nd valid x es.In practicejt alsomeans
thatthesilicondie cannotberepairedvia metal x. Theresultsalso
shaw thatour errorrepairtechniquesnaychangephysicalparame-
terssuchasvia count,wirelength,andmaximumdelay For exam-
ple,thewirelengthof SASC(GL1)increasedy morethanl1% after
thelayoutwasrepaired However, it is alsopossiblethatthe x we
performedwill actuallyimprove theseparameters.For example,
the via count,wirelength,and maximumdelaywereall improved
in DLX(GL2). In generalthechangesn thesephysicalparameters
aretypically small, shaving that our error repairtechniqueshave
few sideeffects.



Benchmark Bug description #Patterns | #Resyn. Changesfterrepair Runtime
cells #Vias WL Delay (sec)
SASC(GL1) Missingwire 90 2 0.29% | 1.27% | -0.13% 9.9
SASC(GL2) Incorrectgate 66 1 0.13% | 0.33% | 0.00% 4.4
EXU_ECL(GL1) | Incorrectgate 90 No valid x wasfound 158.71
EXU_ECL(GL2) | Wrongwire 74 0 0.01% | 0.03% | 0.00% 145.3
Prenorm(GL1) | Incorrectwire 46 2 0.10% | 0.24% | -0.05% | 38.92
DLX(GL1) Incorrectgate 46 0 0.38% | 0.02% | 0.00% | 17245
DLX(GL2) Additionalwire 33 0 -0.13% | -0.04% | -0.15% | 12778
Prenorm(RTL1) | ReducedR replacedy reducedAND 672 3 0.19% | 0.38% | 0.57% 76.24
MD5(RTL1) Incorrectstatetransition 201 3 0.02% | 0.03% | -0.02% | 29794
DLX(RTL1) SLTIU inst. selectshewrongALU operation 2208 No valid x wasfound 12546
DLX(RTL2) JAL inst. leadsto incorrectbypasfrom MEM stage 1536 0 0.00% | 0.00% | 0.03% 8495
DLX(RTL3) Incorrectforwardingfor ALU+IMM inst. 1794 0 0.00% | 0.00% | 0.03% | 13807
DLX(RTL4) Doesnotwrite to reg31 1600 No valid x wasfound 7723
DLX(RTL5) If RT = 7 memorywrite is incorrect 992 0 | 0.00% | 0.00% | 0.00% 5771

Table 2: Functional error repair results. The bugsin the upper half wereinjected at the gatelevel, while thosein the lower half were
injected at the RTL. Someerrors canberepaired by simply reconnectingwir esand do not requirethe useof any spare cell, asshown

in Column 4.

Benchmark SymWre SafeResynth

#Repaired] Metalsggmentsaffected | Runtime | #Repaired] Metalsgmentsaffected | Runtime

Min | Max Mean (sec) Min | Max Mean (sec)

Stepper 81 6 33 15.7 0.03 79 14 53 28.3 4.68
SASC 50 8 49 19.8 0.79 41 2 48 27.8 3.32
EXU_ECL 68 7 42 15.0 1.13 71 14 831 119.1 23.02
MiniRISC 58 4 29 13.7 1.65 57 14 50 28.1 166
AC97_ctrl 52 9 26 13.9 3.26 56 14 53 31.9 68.02
USB_funct 70 7 36 16.4 1.84 58 16 74 324 157.52
MD5 82 7 30 15.0 1.83 79 13 102 37.9 2630
DLX 64 6 49 15.8 11.00 67 13 97 40.2 8257
PClbridge32 42 8 42 16.6 6.04 32 15 54 31.2 211.28
AES _core 83 5 32 15.0 2.53 83 12 64 314 285.58
WB_conmax 84 7 35 16.0 2.96 46 19 71 35.2 317.50
Alpha 67 9 41 16.3 12.32 55 11 101 36.9 85104
Ethernet 36 7 22 134 45.01 18 18 104 46.6 3714
DES perf 91 7 1020 36.7 4.86 76 10 60 29.0 585.34

Table 3: Resultsof electrical error repair. 100 wireswere randomly selectedto be erroneous,and “#Repaired” is the number of
errors that could be repaired by eachtechnique. The number of metal segmentsaffectedby eachtechniqueis alsoshown.

6.2 Electrical Error Repair

We currentlydo not have accesgo tools that canidentify elec-
trical errorsin alayout. Thereforejn this experimentwe measure
the effectivenesf our electricalerrorrepairtechniquedy report-
ing thepercentagesf wireswhereatleastonevalid transformation
canbefound. To thisend,we selected.O0Orandomwiresfrom each
benchmarkandassumedhatthe wires containecelectricalerrors.
Next, we appliedSymWre andSafeResyntto nd layouttransfor
mationsthat canmodify the wiresto repairthe errors. Theresults
aresummarizedn Table3. In thetable,“#Repaired’is the number
of wiresthatcouldbemodi ed, and“Runtime” is thetotal runtime
of analyzingall 100wires. We alsoreporttheminimum, maximum
andaveragenumberof metalsegmentsaffectedby ourerrorrepair
techniquesThesenumbersncludethe sggmentsremoved andin-
serteddueto thelayoutchanges.

From the results,we obsere that both SymWre and SafeR-
esynthwere ableto modify more than half of the wires for most
benchmarkssuggestinghatthey caneffectively nd layouttrans-
formationsthat changethe electrical characteristicof the erro-
neouswires. In addition,the numberof affectedmetalsegmentsis
oftensmall, which indicatesthatbothtechniqueshave little physi-
cal impactto the chip, andthe layoutmodi cations canbe imple-
mentedeasilyby FIB. Theruntimecomparisorbetweertheseech-
niguesshavs that SymWre runssigni cantly fasterthan SafeR-

esynthbecaussymmetrydetectiorfor smallsub-circuitss signif-
icantly fasterthan equivalencechecking. However, SafeResynth
is ableto nd andimplementmore aggressie layout changegor
moredif cult errors: astheresultssuggestSafeResyntlypically
affects more metal sgmentsthan SymWire, producingmore ag-
gressve physicalmodi cations. We also obsere that SymWire
seemgo performespeciallywell for arithmeticcoressuchasMD5,
AES_core, and DES perf, possibly due to the large numbersof
logic operationsisedin thesecores.Sincemary basiclogic opera-
tionsaresymmetric(suchasAND, OR, XOR), SymWire is ableto
nd mary repairopportunities Ontheotherhand,SymWre seems
to performpoorly for benchmarksvhich have high percentageef
ip- ops, suchasSASC,PClbridge32,andEthernet.Thereason
is that SymWire is not ableto nd symmetriesn ip-ops. Asa
result,if mary wiresonly fanoutto ip- ops, it will notbeableto
nd x esfor thosewires.

7. CONCLUSIONS

Due to the explosive increasein designcompleity, more and
moreerrorsbayin to escapere-siliconveri cation andarediscor-
eredpost-silicon.While moststepsn thelC design o w have been
highly automatedlittle effort hasbeendevotedto the post-silicon
dehugging processmakingit mostly ad-hocanddif cult. To ad-
dresghis problem we proposegheFogCleamethodologythatsys-
tematicallyautomateshe post-silicondetuggingprocessandit is



poweredby our new techniquesandalgorithmsthatenhancegey
stepsin post-silicondehugging. An insightin thesetechniquess
their comprehenske naturethat allows the generationof various
netlistor layouttransformationsyhichis complementetby thein-
telligentuseof pruningcriteriaderivedfrom therestrictve physical
constraintauniquein post-silicondetugging. This innovation pro-
videsthefoundationof our PAFER framevork andthe PARSynal-
gorithmthat correctfunctionalerrors,aswell asthe SymWre and
SafeResyntimethodsthat repairelectricalerrors. With our tech-

niques post-silicondehuggingis transformedrom artinto science.

Our empiricalresultsshav thatthesetechniquesanrepaira sub-
stantialnumberof errorsin mostbenchmarksgdemonstratingheir
effectivenesdn facilitating the post-silicondetuggingprocess.In
additionto post-silicondehugging, FogClearcan also be usedto
reducethe costsof respins:the x esgeneratedy FogClearonly
affect metallayers,allowing the reuseof transistormasks thusre-
ducingmaskcosts.
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