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ABSTRACT
Modern IC designshave reached unparalleled levels of overall
complexity, resultingin moreandmorebugsdiscoveredpost-silicon.
However, few EDA toolscanassistengineers in post-silicondebug-
ging, sinceit requiresa highlevelof sophistication.In thisworkwe
developa methodologyandnew algorithmsto automatethisdebug-
ging process.Key innovationsin our techniquesincludesupport
for theunusualphysicalconstraintsof post-silicondebugging and
ability to repair functionalerrors throughsubtlemodi�cations of
anexistinglayout.Our proposedpost-silicondebuggingmethodol-
ogy (FogClear) can also repair someelectrical errors while pre-
serving functional correctness. Thus, by automatingthis tradi-
tionally manualdebugging process,our contributions promiseto
greatly reduceengineers' debugging effort. As our empirical re-
sultsshow, wecanrepair more than70%of therepresentativecir-
cuitsautomatically.

1. INTRODUCTION
Due to thehigh complexity of moderndesignsandthe increas-

ing pressureto reducetheir time-to-market, errorsaremorelikely
to escapeveri�cation andareonly foundafterachiphasbeenman-
ufactured.Needlessto say, sucherrorsmustbe�x edbeforetheIn-
tegratedCircuits (ICs) canbeshippedto customers,makingpost-
silicon debugginga crucialstepin thedesignprocess.To this end,
a recentEETimesarticlequotes:“post-silicondebuggingis adirty
little secretthatcancost$15to $20million andtake six monthsto
complete”[14]. Indeed,post-silicondebugginghasbecomeoneof
themosttime-consumingpart,35%on average,of thechip design
cycle [2]. Therefore,it is surprisingthatonly few EDA toolsand
algorithmsaddressthis problem[14].

Post-silicondebugging, however, is becomingmore important
becausesilicon ICs offer several advantagesnot available in pre-
silicon. Onereasonis thatmanufacturingdefectsarebecomingin-
creasinglydif�cult to simulate,includingthosecausedby antenna,
thermalandinductive effects,aswell asdiffractionpatterns.Non-
deterministiceffects,suchasmanufacturingvariability, poseeven
greaterchallenges.As a result,comprehensive validationof a chip
canonly beperformedaftertape-out.In addition,silicondiesallow
at-speedtesting, whichis ordersof magnitudefasterthanlogicsim-
ulationandastronomicallyfasterthanelectrically-accuratesimula-
tion. If a suf�ciently strongpost-silicondebuggingmethodology
is available,a partof theveri�cation effort canbeshiftedto post-
silicon, taking somepressureoff the enormoussimulationfarms
usedby leadinghardwarevendorsto validatetheir designs.Unfor-
tunately, sucha methodologyis not yetavailabletoday.

Pre-siliconandpost-silicondebuggingdiffer in several signi�-
cantways. First, conceptualbugsthat requiredeepunderstanding
of the chip's functionality often appearin pre-siliconstageonly,
andsuchbugsmaynot be�xable by automatictools. On theother
hand,post-siliconfunctionalbugsareoftensubtleerrorsthatonly
affect the output responsesof a few input vectors,andtheir �x es
canusuallybeimplementedwith very few gates.However, �nding
such�x esrequirestheanalysisof detailedlayoutinformation,mak-
ing it a highly tediousanderror-pronetask.As we will show later,

our work can automatethis process. Second,errorsfound post-
silicon typically includefunctionalandelectricalproblems,aswell
as thoserelatedto manufacturability andyield. However, issues
identi�ed in pre-siliconarepredominantlyrelatedto functionaland
timing errors.1 Problemsthat manageto evadepre-siliconvali-
dationareoften dif�cult to simulate,analyzeandeven duplicate.
Third, theobservability of theinternalsignalsin asilicondie is ex-
tremelylimited. Most internalsignalscannotbedirectlyobserved,
even in designswith built-in scanchains[5], which enableaccess
to sequentialelements.Fourth,verifying thecorrectnessof a �x is
challengingbecauseit is dif�cult to physicallyimplementa �x in a
chipthathasalreadybeenmanufactured.Althoughtechniquessuch
asFocusedIon Beam(FIB) exist, they typically canonly change
metallayersof thechip andcannotcreateany new transistor(this
processis often calledmetal �x ).2 Finally, it is especiallyimpor-
tantto minimizethesizeof eachchangein post-silicondebugging
becausesmallerchangesare easierto implementwith good FIB
techniques,andthereis a smallerrisk of unexpectedsideeffects.
Due to theseunusualcircumstancesandconstraints,mostdebug-
ging techniquesprevalentin earlydesignstagescannotbeapplied
to post-silicondebugging.In particular, conventionalphysicalsyn-
thesisandEngineeringChangeOrder(ECO)techniquesaffect too
many cellsor wire segmentsto beusefulin post-silicondebugging.
As illustratedin Figure1(b),asmallmodi�cation in thenetlistthat
replacesa gatewith anotheronerequireschangesin all transistor
masksandrefabricationof thechip. To this end,we observe thata
recenttechniquecalledSafeResynth[10] only selectsnetlistmod-
i�cations that requireminimal physicalchanges.This philosophy
is adoptedin our work to handlethe unusualconstraintsof post-
silicondebugging.

(a) (b) (c)
Figure 1: Post-silicon error-repair example. (a) The original
buggy layout. (b) A traditional resynthesistechnique �nds a
“simple” �x that only changesonecell type, but it requiresex-
pensive remanufacturing of the silicon die to changethe tran-
sistors. (c) Our physically aware techniques�nd a more “com-
plex” �x involving the useof a spare cell and several wir e re-
connections,but it can be implemented using only metal �xes
and hassmaller physical impact.

1Post-silicontiming violationsareoftencausedby electricalprob-
lemsandareonly symptomsof sucherrors.
2Despitetheimpressivesuccessof theFIB techniqueat recentfab-
rication technologynodes,the useof FIB is projectedto become
moreproblematicat futurenodes,limiting theamountof allowable
changeandfurthercomplicatingpost-silicondebugging.



Existingtechniquesthataddressthepost-silicondebuggingprob-
lem strive to providemorevisibility andcontrollability for thesili-
condie [2]. Althoughsuchtechniquesaregreataidsto engineers,
they do not automatethedebuggingprocessitself. To addressthis
problem,weproposenew algorithmsandamethodologythatfacil-
itate the automationof post-silicondebugging. Thesetechniques
canbene�t from existingDesign-For-Debugging(DFD) constructs
but canalsowork well without them.Key innovationsin our tech-
niquesincludetheir supportfor theunusualphysicalconstraintsof
post-silicondebuggingand their ability to repairerrorsby subtle
modi�cations of an existing layout. As illustratedin Figure1(c),
our techniquesareawareof thephysicalconstraintsandcanrepair
errorswith minimal physicalchanges.To achieve thesegoals,our
algorithmsareexhaustive in naturein order to generateasmany
netlistandlayouttransformationsaspossible.This is importantin
post-silicondebugging becauseoften only a few transformations
cansatisfyall thephysicalconstraints.On theotherhand,we also
utilize theseconstraintsin our algorithmsbecausethey canprune
the searchspaceeffectively due to their highly restrictive nature.
Themaincontributionsof our work include: (1) a post-siliconde-
buggingmethodology, calledFogClear, thatautomatesthedebug-
ging process;(2) the PARSynresynthesisalgorithmthat searches
for netlist transformationswhich canbeimplementedwith limited
physicalresources;(3) the PAFER framework that automatically
diagnosesandrepairslogic errorswith minimalperturbationto the
layout;and(4) theadaptationof symmetry-basedrewiring [8] and
SafeResynth[10] for post-silicondebugging to �nd layout trans-
formationsthatcanrepairelectricalerrors.Empiricalresultsshow
thatour techniquesareeffective in repairingdesignerrorsandcan
greatlyreduceengineers'debuggingeffort.

In additionto post-silicondebugging,FogClearcanalsobeap-
pliedto reducethecostof respins.As thedatain [4] suggest,masks
responsiblefor activedevice layerscontributeabout68%of theto-
tal maskcostat the100nmtechnologynode.With maskcostsap-
proaching10 million dollarspersetat the45 nm node(seeFigure
2) [25], beingableto reusetransistormasksgreatlyreducesthecost
for a respin.This canbeachievedusingFogClearbecausethelay-
out transformationsit producesonly involve changesin the metal
layersandallow thereuseof thetransistormasks.

Figure 2: Estimated mask costsat differ ent technologynodes
[25]. The transformations produced by FogClear allow the
reuseof transistor masksand thus greatly reducerespincosts.

Therestof thepaperis organizedasfollows. In Section2 wede-
scribethecurrentpost-silicondebuggingmethodologyandreview
someDFD techniques.TheFogClearmethodologythatautomates
this debuggingprocessis illustratedin Section3. Our functional
andelectricalerrorrepairtechniquesareexplainedin detailin Sec-
tion 4 andSection5, respectively. Experimentalresultsareshown
in Section6, while Section7 concludesthispaper.

2. CURRENT POST­SILICON DEBUGGING
METHODOLOGY

Josephsondocumentedthemajorsilicon failuremechanismsin
microprocessorsin [16], wherethemostcommonfailures(exclud-
ing dynamiclogic) aredrive strength(9%), logic errors(9%), race
conditions(8%), unexpectedcapacitive coupling(7%), anddrive
�ghts (7%). Another importantproblemat the latesttechnology
nodesis theantennaeffect, which candamagea circuit during its
manufacturingor reducethe circuit's reliability. Theseproblems
oftenneedto besolvedvia post-silicondebugging.

Figure3 shows thecurrentpost-silicondebuggingmethodology.
To verify the correctnessof a silicon die, engineersapply a large
numberof test vectorsto the die and thenchecktheir output re-
sponses.If theresponsesarecorrectfor all theappliedtestvectors,
then the die passesveri�cation. If not, then the test vectorsthat
exposethedesignerrorsbecomethebug tracethatcanbeusedto
diagnoseandcorrectthe errors. The tracewill thenbe diagnosed
to identify thecausesof theerrors.Typically, therearethreetypes
of errors,includingfunctional,electrical,andmanufacturing/yield.
In this work we only focuson the�rst two typesof errors.

Figure 3: The curr ent post-silicondebugging methodology. In
this work we proposethe FogClear methodology that auto-
matesthis debuggingprocess,which is shown in Figure4.

After the errorsare diagnosed,the layout will be modi�ed to
�x the errors,andthe repairedlayout will be veri�ed again. This
processkeepsrepeatinguntil veri�cation passes.In post-silicon
debugging,however, it is often not necessaryto �x all the errors
becauserepairinga partof theerrorsmaybeenoughto enablefur-
therveri�cation. For example,aprocessormaycontainabug in its
ALU andanotherbug in its branchpredictor. If �xing thebug in
theALU alreadyallows thedie to beusedin moretesting,thenit
is notnecessaryto �x thebranchpredictorin thesamedie.

In the following subsections,we �rst describetwo DFD tech-
niquesthat can be usedto facilitate post-silicondebugging. We
thendescribetwo importantstepsin the debuggingmethodology,
includingfunctionalerrorrepairandelectricalerrorrepair.

2.1 DesignFor Debugging
Withoutspecialconstructs,only thevaluesof adesign'sprimary

inputsandoutputscanbeobservedin achip,makingits debugging
extremelydif�cult. As a result,mostmoderndesignsincorporate
a technique,calledscantest [5], into their chips. This technique
allows engineersto observe thevaluesof internalregistersandcan
greatlyimprove thedesignsignals'observability.

In orderto changethelogic in a silicondie,sparecellsareoften
scatteredthroughoutadesignto enablemetal�x [17]. Thenumber
of sparecells dependson the methodology, aswell asthe expec-
tation for respinsandfuturesteppings,andthis numbercanreach
1% of all cellsin mass-producedmicroprocessordesigns.Alterna-
tively, Lin et al. [18] proposedtheuseof programmablelogic for
this purpose.A recentstart-upcompany [2, 26] providesa more
comprehensive solutionthat further improvesthe observability of



silicon dies andenableslogic changesin the dies,anda success
storycanbe found in [15]. In our work, we assumethat scantest
hasbeenused,andsparecellsareavailablefor metal�x.

2.2 Functional Err or Repair
If theerrorsarediagnosedto befunctional,engineerscanresort

to the currentlogic error repair techniques,suchas the work by
Changet al. [11], Veneriset al. [21], andYanget al. [23]. These
techniquescanautomaticallydiagnosedesignerrorsin combina-
tional circuitsandpotentially�nd �x esto correcttheerrors.These
�x escan thenbe usedto repair the layout, usuallyvia metal �x.
However, implementingthe �x esin the layoutmaynot alwaysbe
feasiblebecause:(1) theremay be insuf�cient sparecells to im-
plementtheresynthesisnetlists;and(2) thewiresto reconnectthe
cellsmaybetoo long to begeneratedby FIB. Althoughtechniques
thatcangeneratevariousresynthesisnetlistsexist [24], they donot
take physicalinformation into consideration.To �nd �x escom-
patiblewith anexisting layout,engineersoftengeneratealternative
�x esby perturbingtheir logic-level techniquesandthenresortto
tedioustrial-and-errormethodologies.If no such�x canbefound,
engineerswill have to do it manually. This is especiallydif�cult
becausethenetlistswereautomaticallygeneratedandhave proba-
bly undergonemany iterationsof optimizations.As a result, it is
dif�cult to understandthe netlistseven thoughthe RTL codethat
producedthemweredesignedby theengineers.

Our solution to this problemis discussedin Section4, and it
is basedon the CoŔe framework describedin [11]. We adopted
CoŔebecause:(1) it usesanabstraction-re�nementscheme,which
is morescalablethanmostexisting techniques;(2) it only needs
input vectors,outputresponses,andstatevalues,which areeasily
available in post-silicondebugging; and (3) it provides a highly
�e xible interfacethat can adoptdifferent resynthesistechniques.
This is becauseCoŔe operateson signatures,whichareessentially
partial truth tablesof thenodesin thecircuit. As a result,we can
easilyextendtheframework to bephysicallyawareby pluggingin
our new resynthesistechnique.

TheCoŔe framework worksasfollows. Givencertaintestvec-
torsandtheir outputresponses,it �rst usessimulationto generate
signatures,whichprovide anabstractionof thedesignbecausesig-
naturesarepartialtruthtablesof thewiresin thecircuit. Next, error
diagnosisandresynthesisareperformedon the abstractmodel to
correcttheerrors.Therepairednetlist is thenveri�ed. If veri�ca-
tion fails, thereturnedbug tracesareusedto extendandenrichthe
signaturesto re�ne the abstraction.This framework repeatsuntil
veri�cation passes.

2.3 Electrical Err or Repair
Debuggingelectricalerrorsis often morechallengingthande-

buggingfunctionalerrorsbecauseit doesnotallow thedeployment
of logic debuggingtools thatdesignersarefamiliar with. In addi-
tion, thereare variousreasonsfor electricalerrors[16], and an-
alyzing them requiresprofounddesignand physicalknowledge.
Althoughtechniquesto debug electricalerrorsexist (e.g.,voltage-
frequencyShmoos[3]), they areoften heuristicin natureand re-
quireabundantexpertiseandexperience.Evenif thecausesof the
errorscanbe identi�ed, �nding valid �x esis challengingbecause
mostexisting resynthesistechniquesrequirechangesin cells and
do not allow metal �x. To addressthis problem,techniquesthat
allow post-siliconmetal�x have beendevelopedrecently, suchas
ECOrouting[22]. However, ECOroutingcanonly repairsomeof
the electricalerrorsbecauseit cannot�nd layout transformations
involving logic changes.To repairmoredif�cult bugs,transforma-
tionsthatalsoutilize logic informationarerequired.For example,
oneway to repaira driving strengtherror is to identify alternative

signalsourcesthatalsogeneratethesamesignal,andthis canonly
beachievedwhenlogic informationis considered.

To this end,Changet al. [9] proposedthe conceptof physical
safenessto measurehow well physicalparametersarepreservedby
a physicalsynthesistechnique.In their de�nition, techniquesthat
donotperturbexistingcellsarephysicallysafe;therefore,they can
beusedto repairelectricalerrorsvia metal�x. In light of this, we
adapttheir SafeResynthtechniquefor post-siliconerror repair. In
addition,we developa symmetry-basedrewiring technique,called
SymWire, that is physically safeand can repairelectricalerrors.
Both techniquesareable to �nd layout transformationsinvolving
netlist changesand are more powerful than ECO routing alone.
Thesetechniquesaredescribedin Section5.

3. THE FOGCLEAR METHODOLOGY
Figure4 shows our FogClearmethodologythatautomatespost-

silicon debugging.Whenpost-siliconveri�cation fails,a bug trace
will be produced. Sincesilicon dies offer simulationspeedsor-
dersof magnitudefasterthanthoseprovided by logic simulators,
constrained-randomtestingareusedextensively, which cangener-
atea bug tracethat is extremelylong. To simplify errordiagnosis,
we introduceastepcalledbugtraceminimizationin ourmethodol-
ogy to reducethecomplexity of thetrace.To this end,we observe
thatmany existing bug traceminimizationtechniques,suchasthe
work by Safarpouretal. [20] or Panetal. [19], rely heavily onSAT
analysisandlackthescalabilityto handlethesetraces.Ontheother
hand,theButramintechniqueproposedby Changet al. [7, 12] in-
cludesseveral simulation-basedbug traceminimizationmethods,
which are especiallysuitablefor post-silicondebugging because
simulationandbug traceminimizationcanbeperformedusingthe
silicon die. As a result,in our FogClearmethodologywe develop
the SimButramin componentusing the simulation-basedmethods
describedin [7, 12].

After thebugtraceis simpli�ed, wesimulatethetraceby a logic
simulatorusingthe netlist that producesthe layout. If simulation
exposestheerror, thentheerror is functional,andPAFER is used
to generatearepairedlayout;otherwisetheerroris electrical.Cur-
rently, westill requiremanualerrordiagnosisto �nd thecauseof an
electricalerror. After thecauseof theerror is identi�ed, we check
if the error canbe repairedby ECO routing. If so, we apply ex-
isting ECOroutingtoolssuchas[22]; otherwisewe useSymWire
or SafeResynthto changethe logic andwire connectionsaround
theerrorspotin orderto �x theproblem.Thelayoutgeneratedby
SymWire or SafeResynthis thenroutedby anECOrouterto pro-
ducethe �nal repairedlayout. This layout canbe usedto �x the
silicondie for furtherveri�cation.

Figure4: The FogClearpost-silicondebuggingmethodology.

In the following sections,we will describeour functional and
electricalerrorrepairtechniquesin detail,includingPAFER,SymWire
andSafeResynth.



4. PHYSICALL Y AWARE
FUNCTION AL ERROR REPAIR

In this sectionwe describeour PhysicallyAwareFunctionalEr-
ror Repair(PAFER) framework that automaticallydiagnosesand
�x eslogic errorsin the layoutby changingits combinationalpor-
tion. In this context, we assumethatstatevaluesareavailable,and
we treat connectionsto the �ip-�ops as primary inputs and out-
puts.Our PAFER framework extendspreviouswork in [11] which
was empirically validatedin the CoŔe framework and shown to
bescalableand�e xible. To supportthe layoutchangerequiredin
logic errorrepair, wealsodescribeaPhysicallyAwareReSynthesis
(PARSyn)algorithmin thissection.

4.1 The PAFER Framework
The algorithmic �o w of our PAFER framework is outlined in

Figure 5. Our enhancementsto make the CoŔe framework [11]
physicallyawarearemarked in boldface. Note that unlike CoŔe,
the circuits (ckterr , cktnew) in the PAFER framework now include
layoutinformation.

framework PAFER(ckterr ;vectorsp;vectorse;cktnew)
1 calculateckterr 's initial signaturesusingvectorsp andvectorse;
2 f ixes diagnose(ckterr ;vectorse);
3 foreachf ix 2 f ixes
4 cktsnew  PARSyn(�x ;ckterr );
5 if (every circuit in cktsnew violatesphysical constraints)
6 continue;
7 cktnew  the �rst circuit in cktsnew that doesnot violate

physical constraints;
8 counterexample  veri f y(cktnew);
9 if (counterexample is empty)

10 return(cktnew);
11 else
12 if (check(ckterr ;counterexample) fail)
13 f ixes rediagnose(ckterr ;counterexample; f ixes);
14 simulatecounterexample andupdateckt's signatures;

Figure5: The algorithmic �o w of the PAFER framework.

The inputsto the framework includetheoriginal circuit (ckterr )
andthe testvectors(vectorsp, vectorse). Theoutputof the frame-
work is a circuit (cktnew) thatpassesveri�cation anddoesnot vio-
late any physicalconstraints.In line 2 of the PAFER framework,
the error is diagnosed,and the �x esare returnedin f ixes. Each
�x containsoneor morewiresthatareresponsiblefor thecircuit's
erroneousbehavior andshouldbe resynthesized.In line 4 of the
PAFERframework, PARSynis usedto generateasetof new resyn-
thesizedcircuits (cktnew), which will bedescribedin thenext sub-
section.Thesecircuitsarethenchecked to determineif any phys-
ical constraintis violated. For example,whetherit is possibleto
implementthechangeusingmetal�x. In lines5-6, thatno circuit
complieswith the physicalconstraintsmeansno valid implemen-
tationcanbefoundfor thecurrent f ix. As a result,the f ix will be
abandonedandthe next f ix will be tried. Otherwise,the �rst cir-
cuit thatdoesnotviolateany physicalconstraintsis selectedin line
7, wherethe circuits in cktsnew canbe pre-sortedusingimportant
physicalparameterssuchastiming, power consumption,or relia-
bility. The functionalcorrectnessof this circuit is thenveri�ed as
in the original CoŔe framework. Pleaserefer to [11, SectionIV]
for moredetailson thispartof theframework.

4.2 The PARSyn Algorithm
The resynthesisproblemin post-silicondebugging is consider-

ably differentfrom traditionalonesbecausethenumbersandtypes
of sparecells areoften limited. As a result, traditional resynthe-
sis�o w maynotwork becausetechnologymappingtheresynthesis
functionusingthelimited numberof cellscanbedif�cult. Evenif

theresynthesisfunctioncanbemapped,implementingthemapped
netlistmaystill beinfeasibleduetootherphysicallimitations.There-
fore, it is desirablein post-silicondebugging that the resynthesis
techniquecangenerateasmany resynthesisnetlistsaspossible.

To supportthisrequirement,ourPARSynalgorithmexhaustively
tries all possiblecombinationsof sparecells and input signalsin
orderto producevariousresynthesisnetlists. To reduceits search
space,we alsodevelop several pruning techniquesbasedon log-
ical andphysicalconstraints.Although exhaustive in nature,our
PARSyn algorithmis still practicalbecausethe numbersof spare
cellsandpossibleinputsto theresynthesisnetlistsareoftensmall
in post-silicondebugging,resultingin asigni�cantly smallersearch
spacethantraditionalresynthesisproblems.

Our PARSynalgorithmis illustratedin Figure6, which tries to
resynthesizeevery wire (wiret ) in the given f ix. In line 2 of the
algorithm, getSpareCell searchesfor sparecells within RANGE
andreturnstheresultsin spareCells, whereRANGE is a distance
parametergivenby theengineer. This parameterlimits thesearch
of sparecells to thosewithin RANGE startingfrom wiret 's driver.
Oneway to determineRANGE is to usethemaximumlengthof a
wire thatFIB canproduce.A subcircuit,cktlocal, is thenextracted
by extractSubCkt in line 3. Thissubcircuitcontainsthecellswhich
generatethe signalsthatareallowed to be usedasnew inputsfor
theresynthesisnetlists.A setof resynthesisnetlists(resynNetsnew)
is thengeneratedby exhaustiveSearch in line 4. Thecells in those
netlistsarethen“placed” usingsparecellsin thelayoutto produce
new circuits(cktsnew), which arereturnedin line 6.

functionPARSyn( f ix;ckt);
1 foreachwiret 2 f ix
2 spareCells  getSpareCell(wiret ;ckt;RANGE);
3 cktl ocal  extractSubCkt(wiret ;ckt;RANGE);
4 resynNetsnew  exhaustiveSearch(1;spareCel ls;cktl ocal );
5 cktsnew  placeResynNetl ist(ckt; resynNetsnew );
6 return(cktsnew);

Figure6: The PARSyn algorithm.

To placethecellsin a resynthesisnetlist,we �rst sortsparecells
accordingto their distancesto wiret 's driver. Next, we mapeach
cell in the resynthesisnetlist, theonecloserto thenetlist's output
�rst, to the sparecell closestto wiret 's driver. The reasonbehind
this is that we assumethe original driver is placedat a relatively
goodlocation.Sinceourresynthesisnetlistwill replacetheoriginal
driver, we wantto placethecell thatgeneratestheoutputsignalof
theresynthesisnetlistascloseto thatlocationaspossible.Therest
of thecellsin theresynthesisnetlistarethenplacedusingthespare
cellsaroundthatcell.

TheexhaustiveSearch functioncalledin thePARSynalgorithm
is givenin Figure7. This functionexhaustively triescombinations
of differentcell typesandinput signalsin orderto generateresyn-
thesisnetlists.Theinputsto thefunction includethecurrentlogic
level (logic), available sparecells (spareCells), and a subcircuit
(cktlocal) whosecells can be usedto generatenew inputs to the
resynthesisnetlists. The functionreturnsvalid resynthesisnetlists
in netl istsnew.

In thefunction,MAXLEVEL is themaximumdepthof logic al-
lowedto beusedby theresynthesisnetlists.Sowhenlevel equals
to MAXLEVEL, no further searchis allowed, andall the cells in
cktlocal arereturned(lines1-2). In line 3, thesearchstartsbranch-
ing by trying every valid cell type,andthesearchis boundedif no
sparecells areavailable for that cell type (lines 4-5). If a cell is
availablefor resynthesis,it is deductedfrom thespareCells repos-
itory in line 6. In line 7 the algorithmrecursively generatessub-
netlistsfor thenext logic level,andtheresultsaresavedin netl istsub.
New netlists(netl istsn) for this logic level are then producedby



functionexhaustiveSearch(level;spareCel ls;cktl ocal )
1 if (level = MAXLEVEL)
2 returnall cellsin cktl ocal;
3 foreachcellType2 validCellTypes
4 if (checkSpareCell(spareCells;cel lType) failed)
5 continue;
6 spareCells[cellType]:count- -;
7 netl istssub  exhaustiveSearch(level + 1;spareCells;cktl ocal );
8 netl istsn  generateNewCkts(cellType;netl istssub);
9 netl istsn  checkNetl ist(netl istsn ;spareCells);

10 netl istsnew  netl istsnew [ netl istsn;
11 if (level = 1)
12 removeIncorrect(netl istsnew );
13 returnnetl istsnew;

Figure7: The exhaustiveSearch function.

generateNewCkts. This functionproducesnew netlistsusingacell
with type=cellType andinputs from combinationsof sub-netlists
from the next logic level. In line 9 checkNetl ist checksall the
netlistsin netl istn and remove thosethat cannotbe implemented
usingthe availablesparecells. All the netliststhat canbe imple-
mentedarethenaddedto asetof netlistscallednetl istsnew. If level
is 1, the logic correctnessof the netlistsin netl istsnew is checked
by removeIncorrect, andthe netliststhat cannotgeneratethecor-
rect resynthesisfunctionswill beremoved. Therestof thenetlists
will then be returnedin line 13. Note that BUFFER shouldal-
waysbe oneof the valid cell typesin orderto generateresynthe-
sis netlistswhoselogic levels aresmallerthanMAXLEVEL. The
BUFFERsin a resynthesisnetlistcanbeimplementedby connect-
ing their fanoutsto their input wireswithoutusingany sparecells.

To boundthe searchin exhaustiveSearch, we implementedthe
logic pruningtechniquesdescribedin Chang'sGDSalgorithm[11].
To furtherreducetheresynthesisruntime,weusenetlistconnectiv-
ity to remove partof thecells from our searchpool: cells thatare
toomany levelsof logicawayfrom theerroneouswireareremoved.
In addition,cells in the fanoutconeof theerroneouswire arealso
removedto avoid theformationof combinationalloops.

5. AUTOMATING ELECTRICAL ERROR
REPAIR

The electricalerrorsfound post-siliconareusually unlikely to
happenin any given region of a circuit, but becomestatistically
signi�cant in largechips. To this end,a slight modi�cation of the
affectedwireshasahighprobabilityto successfullyrepairtheprob-
lem. However, beingableto checkthis by accuratesimulationand
compareseveral alternative �x es increasesthe chancesof a suc-
cessfulrepair even further. In this sectionwe �rst describetwo
techniquesthat canautomatically�nd a variety of electricalerror
repair options,including SymWire andSafeResynth. Thesetech-
niquesareableto generatelayout transformationsthatmodify the
erroneouswires without affecting the circuit's functionalcorrect-
ness.Next, we studythreecasesto show how our techniquescan
beusedto repairelectricalerrors.

5.1 The SymWir e Rewiring Technique
Symmetry-basedrewiring changestheconnectionsbetweengates

usingsymmetries.An exampleis illustratedin Figure9(b),where
theinputsto cellsg1 andg2 aresymmetricandthuscanberecon-
nectedwithout changingthecircuit's functionality. Thechangein
connectionsmodi�es the electricalcharacteristicsof the affected
wires andcanbe usedto �x electricalerrors. Sincethis rewiring
techniquedoesnotperturbany cell, it isespeciallysuitablefor post-
silicondebugging.

In light of this, we proposean electricalerror repair technique
usingsymmetry-basedrewiring, calledSymWire, which is outlined

in Figure 8. The input to the algorithm is the wire (w) that has
electricalerrors,andthis algorithmchangestheconnectionsto the
wire usingsymmetries.In line 1, we extract varioussub-circuits
(subCircuits) from theoriginal circuit, whereeachsub-circuithas
atleastoneinputconnectingto w. Currently, weextractsub-circuits
composedof 1-7 cells in the fanoutconeof w usingbreadth-�rst-
searchanddepth-�rst-search.For eachextractedsub-circuit,which
is saved in (ckt), we detectasmany symmetriesaspossibleusing
functionsymmetryDetect (line 3). If any of thesymmetriesinvolve
a permutationof w with anotherinput, we swap the connections
to changethe electricalcharacteristicsof w. In our implementa-
tion, we adoptthe symmetry-detectiontechniquedescribedin [8]
becausetheir techniquecandetecta large numberof symmetries
andsupportsavarietyof cell types.

FunctionSymWire(w)
1 extractsubCircuits with w asoneof theinputs;
2 foreachckt 2 subCircuits
3 sym symmetryDetect(ckt);
4 if (syminvolvespermutationof w with anotherinput)
5 reconnectwiresin ckt usingsym;

Figure8: The SymWir ealgorithm.

5.2 Adapting SafeResynthto Perform
Metal Fix

Someelectricalerrorscannotbe�x edby perturbinga few wires.
For sucherrors,we needa moreaggressive technique.Weobserve
thattheSafeResynthtechniquedescribedin [10] can�nd alternative
sourcesto generatea signalusinganadditionalcell. Furthermore,
their techniquedoesnotperturbexistingcells.Therefore,weadapt
SafeResynthto �x electricalerrors,andit worksasfollows.

Assumethattheerroris causedby wire w or thecell g thatdrives
w. We �rst useSaf eResynth to �nd analternative way to generate
thesamesignalthatdrivesw. In our work, however, we only rely
on the so-called“spacecells” that are embeddedinto the design
but notconnectedto othercells.Thereforewedonotneedto insert
new cells,whichwouldbeimpossibleto implementwith metal�x.
Next, wedisconnectw from g andusethenew cell to drivew. Since
adifferentcell will beusedto drivew, wecanchangetheelectrical
characteristicsof both g andw andpotentially�x the error. Note
that SafeResynthsubsumescell relocation;therefore,it can also
�nd layouttransformationsinvolving replacementsof cells.

5.3 CaseStudies
In this subsectionwe show how our techniquescanrepairdrive

strengthandcouplingproblems,aswell asavoid theharmcaused
by the antennaeffect. Note that thesecasestudiesonly serve as
examples,andour techniquescanalsobe appliedto repairmany
othererrors.

Dri vestrengthproblemsoccurwhenacell hasinsuf�cient driv-
ing capabilityto propagateits signal to all the fanoutswithin the
designedtiming budget. Our SafeResynthtechniquesolves this
problemby �nding analternative sourceto generatethesamesig-
nal. Thenew sourcecanthenbeusedto drive a partof thefanouts
of theproblematiccell, thusreducingits requireddriving capabil-
ity. An illustrationof this processis givenin Figure9(a).

Coupling betweenlongparallelwiresthatarenext to eachother
canresultin delayedsignaltransitionsundersomeconditionsand
also introducesunexpectedsignal noise. Our SafeResynthtech-
niquecan prevent theseundesirablephenomenaby replacingthe
driver for oneof thewireswith analternative signalsource.Since
thecell thatgeneratesthenew signalwill beata differentlocation,
thewire topologycanbechanged.Alternatively, SymWire canalso



(a)

(b)
Figure 9: Casestudies. (a) g1 hasinsuf�cient dri ving strength,
and SafeResynthusesa new cell, gnew, to dri ve a part of g1's
fanouts. (b) SymWir e reducescoupling betweenparallel long
wir esby changing their connectionsusing symmetries,which
alsochangesmetal layersand canalleviate the antennaeffect.

be usedto solve the couplingproblem. As shown in Figure9(b),
theaffectedwiresno longertravel in parallelfor long distancesaf-
ter rewiring, which cangreatlyreducetheir couplingeffects.

Antenna effectsarecausedby the charge accumulatedduring
semiconductormanufacturingin partially-connectedwiresegments.
This charge candamageandpermanentlydisabletransistorscon-
nectedto suchwire segments.In lessseveresituations,it changes
thetransistor'sbehavior graduallyandreducesthereliability of the
circuit. Becausethe charge accumulatedin a metal layer will be
eliminatedwhenthe next layer is processed,it is possibleto split
the total charge with anotherlayer by breakinga long wire and
going up or down onelayer throughvias. Basedon this observa-
tion, metaljumpers [13] havebeenusedto alleviatetheantennaef-
fect,whereviasareintentionallyinsertedto changelayersfor long
wires.However, thenew viaswill increasetheresistivity of thenets
andslow down thesignals.To thisend,ourSymWire techniquecan
�nd transformationsthatchangethemetallayersof severalwiresto
reducetheirantennaeffects.In addition,it allowssimultaneousop-
timizationof otherparameters,suchasthecouplingbetweenwires,
asshown in Figure9(b).

6. EXPERIMENT AL RESULTS
To measuretheeffectivenessof thecomponentsin ourFogClear

methodology, we conductedtwo experiments.In the �rst experi-
mentweapplyPAFERto repairfunctionalerrorsin a layout;while
thesecondexperimentevaluatestheeffectivenessof SymWire and
SafeResynthin �nding potentialelectrical �x es. To allow metal
�x, we pre-placedsparecells uniformly using the whitespacein
thelayouts,andthey occupiedabout70%of eachlayout's whites-
pace. The typesof the sparecells included: INVERTER, AND,
OR, XOR, NAND, and NOR (all cells except INVERTER have
two inputs). In the PAFER framework, we setRANGE to 50µm
and MAXLEVEL to 2. All the experimentswere conductedon
an AMD Opteron880 workstationrunning Linux. The bench-
marks were selectedfrom OpenCores[27] except DLX, Alpha,
andEXU ECL. DLX andAlpha wereinternallydevelopedbench-
marks,while EXU ECL wasthecontrolunit of OpenSparc's EXU
block [28]. Our benchmarksarerepresentative becausethey cover
variouscategoriesof moderncircuits,andtheir characteristicsare
summarizedin Table 1. In the table, “#FFs” is the numberof
�ip-�ops and “#Cells” is the cell count of eachbenchmark. To
producethe layoutsfor our experiments,we �rst synthesizedthe
RTL designswith CadenceRTL Compiler4.10usinga cell library
basedon the 18µm technologynode. We thenplacedthe synthe-
sizednetlistswith Capo10.2 [6] and routedthem with Cadence
NanoRoute4.10.

Benchmark Description #FFs #Cells
Stepper StepperMotor Drive 25 226
SASC SimpleAsynchronousSerial 117 549

Controller
EXU ECL OpenSparcEXU controlunit 351 1460
Pre norm Part of FPU 71 1877
MiniRISC MiniRISC full chip 887 6402
AC97 ctrl WISHBONEAC 97Controller 2199 11855
USB funct USB functioncore 1746 12808
MD5 MD5 full chip 910 13311
DLX 5-stagepipelineCPUrunning 2062 14725

MIPS-Lite ISA
PCI bridge32 PCI 3359 16816
AES core AESCipher 530 20795
WB conmax WISHBONEConmaxIP Core 770 29034
Alpha 5-stagepipelineCPUrunning 2917 38299

Alpha ISA
Ethernet EthernetIP core 10544 46771
DES perf DEScore 8808 98341

Table 1: Characteristicsof benchmarks.

6.1 Functional Err or Repair
To evaluateour PAFER framework, we choseseveral bench-

marksandinjectedfunctionalerrorsat eitherthe gatelevel or the
RegisterTransferLevel (RTL). At thegatelevel we injectedbugs
that compliedwith Abadir's error model[1], while thoseinjected
at the RTL weremorecomplex functionalerrors(DLX contained
real bugs). We collectedinput patternsfor the benchmarksfrom
severaltracesgeneratedby veri�cation (someof thetraceswerere-
ducedby SimButramin),anda goldenmodelwasusedto generate
thecorrectoutputresponsesandstatevaluesfor errordiagnosisand
correction.Notethatthegoldenmodelcanbeahigh-level behavior
modelbecausewe do not needthesimulationvaluesfor theinter-
nalsignalsof thecircuit. Thegoalof thethisexperimentwasto �x
the layout of eachbenchmarkso that the circuit producescorrect
outputresponsesfor thegiveninput patterns.This is similar to the
situationdescribedin Section2 where�xing theobservederrorsal-
lowsthesilicondieto beusedin furtherveri�cation. If therepaired
die fails furtherveri�cation, new counterexampleswill beusedto
re�ne the�x asdescribedin thePAFERframework. Theresultsare
summarizedin Table2, where“#Patterns”is the numberof input
patternsusedin eachbenchmark,and“#Resyn.cells” is thenum-
berof cellsusedby theresynthesisnetlist. In orderto measurethe
effectsof our �x on importantcircuit parameters,we also report
the changesin via count(“#Vias”), wirelength(“WL”), andmaxi-
mum delay(“Delay”) after the layout is repaired.Thesenumbers
werecollectedafterrunningNanoRoutein its ECOmode,andthen
they werecomparedto thoseobtainedfrom theoriginal layout.The
maximumdelaywasreportedby NanoRoute's timing analyzer.

Theresultsin Table2 show thatour techniquescansuccessfully
repairlogic errorsfor morethan70%of thebenchmarks.We ana-
lyzedthebenchmarksthatcouldnot berepairedandfoundthat in
thosebenchmarks,cellsthatproducetherequiredsignalsweretoo
farawayandwereexcludedfrom oursearch.As aresult,ourresyn-
thesistechniquecouldnot�nd valid �x es.In practice,it alsomeans
thatthesilicondiecannotberepairedvia metal�x. Theresultsalso
show thatourerror-repairtechniquesmaychangephysicalparame-
terssuchasvia count,wirelength,andmaximumdelay. For exam-
ple,thewirelengthof SASC(GL1)increasedby morethan1%after
thelayoutwasrepaired.However, it is alsopossiblethatthe�x we
performedwill actually improve theseparameters.For example,
the via count,wirelength,andmaximumdelaywereall improved
in DLX(GL2). In general,thechangesin thesephysicalparameters
aretypically small, showing that our error repairtechniqueshave
few sideeffects.



Benchmark Bug description #Patterns #Resyn. Changesafterrepair Runtime
cells #Vias WL Delay (sec)

SASC(GL1) Missingwire 90 2 0.29% 1.27% -0.13% 9.9
SASC(GL2) Incorrectgate 66 1 0.13% 0.33% 0.00% 4.4
EXU ECL(GL1) Incorrectgate 90 No valid �x wasfound 158.71
EXU ECL(GL2) Wrongwire 74 0 0.01% 0.03% 0.00% 145.3
Prenorm(GL1) Incorrectwire 46 2 0.10% 0.24% -0.05% 38.92
DLX(GL1) Incorrectgate 46 0 0.38% 0.02% 0.00% 17245
DLX(GL2) Additionalwire 33 0 -0.13% -0.04% -0.15% 12778
Prenorm(RTL1) ReducedOR replacedby reducedAND 672 3 0.19% 0.38% 0.57% 76.24
MD5(RTL1) Incorrectstatetransition 201 3 0.02% 0.03% -0.02% 29794
DLX(RTL1) SLTIU inst. selectsthewrongALU operation 2208 No valid �x wasfound 12546
DLX(RTL2) JAL inst. leadsto incorrectbypassfrom MEM stage 1536 0 0.00% 0.00% 0.03% 8495
DLX(RTL3) Incorrectforwardingfor ALU+IMM inst. 1794 0 0.00% 0.00% 0.03% 13807
DLX(RTL4) Doesnotwrite to reg31 1600 No valid �x wasfound 7723
DLX(RTL5) If RT = 7 memorywrite is incorrect 992 0 0.00% 0.00% 0.00% 5771

Table2: Functional error repair results.The bugsin the upper half were injected at the gatelevel, while thosein the lower half were
injected at the RTL. Someerrors canberepairedby simply reconnectingwir esand do not requirethe useof any sparecell, asshown
in Column 4.

Benchmark SymWire SafeResynth
#Repaired Metalsegmentsaffected Runtime #Repaired Metal segmentsaffected Runtime

Min Max Mean (sec) Min Max Mean (sec)
Stepper 81 6 33 15.7 0.03 79 14 53 28.3 4.68
SASC 50 8 49 19.8 0.79 41 2 48 27.8 3.32
EXU ECL 68 7 42 15.0 1.13 71 14 831 119.1 23.02
MiniRISC 58 4 29 13.7 1.65 57 14 50 28.1 166
AC97 ctrl 52 9 26 13.9 3.26 56 14 53 31.9 68.02
USB funct 70 7 36 16.4 1.84 58 16 74 32.4 157.52
MD5 82 7 30 15.0 1.83 79 13 102 37.9 2630
DLX 64 6 49 15.8 11.00 67 13 97 40.2 8257
PCI bridge32 42 8 42 16.6 6.04 32 15 54 31.2 211.28
AES core 83 5 32 15.0 2.53 83 12 64 31.4 285.58
WB conmax 84 7 35 16.0 2.96 46 19 71 35.2 317.50
Alpha 67 9 41 16.3 12.32 55 11 101 36.9 85104
Ethernet 36 7 22 13.4 45.01 18 18 104 46.6 3714
DES perf 91 7 1020 36.7 4.86 76 10 60 29.0 585.34

Table 3: Resultsof electrical error repair. 100 wir eswere randomly selectedto be erroneous,and “#Repaired” is the number of
errors that could be repairedby eachtechnique.The number of metal segmentsaffectedby eachtechniqueis alsoshown.

6.2 Electrical Err or Repair
We currentlydo not have accessto tools that canidentify elec-

trical errorsin a layout. Therefore,in this experimentwe measure
theeffectivenessof ourelectricalerrorrepairtechniquesby report-
ing thepercentagesof wireswhereat leastonevalid transformation
canbefound.To thisend,weselected100randomwiresfrom each
benchmarkandassumedthat thewirescontainedelectricalerrors.
Next, weappliedSymWire andSafeResynthto �nd layouttransfor-
mationsthatcanmodify thewiresto repairtheerrors.Theresults
aresummarizedin Table3. In thetable,“#Repaired”is thenumber
of wiresthatcouldbemodi�ed, and“Runtime” is thetotal runtime
of analyzingall 100wires.Wealsoreporttheminimum,maximum
andaveragenumbersof metalsegmentsaffectedby ourerror-repair
techniques.Thesenumbersincludethesegmentsremovedandin-
serteddueto thelayoutchanges.

From the results,we observe that both SymWire and SafeR-
esynthwereable to modify morethanhalf of the wires for most
benchmarks,suggestingthat they caneffectively �nd layouttrans-
formationsthat changethe electrical characteristicsof the erro-
neouswires. In addition,thenumberof affectedmetalsegmentsis
oftensmall,which indicatesthatbothtechniqueshave little physi-
cal impactto thechip, andthe layoutmodi�cations canbe imple-
mentedeasilyby FIB. Theruntimecomparisonbetweenthesetech-
niquesshows that SymWire runssigni�cantly fasterthan SafeR-

esynthbecausesymmetrydetectionfor smallsub-circuitsis signif-
icantly fasterthan equivalencechecking. However, SafeResynth
is ableto �nd andimplementmoreaggressive layout changesfor
moredif�cult errors:astheresultssuggest,SafeResynthtypically
affectsmoremetal segmentsthanSymWire, producingmoreag-
gressive physicalmodi�cations. We also observe that SymWire
seemsto performespeciallywell for arithmeticcoressuchasMD5,
AES core, and DES perf, possiblydue to the large numbersof
logic operationsusedin thesecores.Sincemany basiclogic opera-
tionsaresymmetric(suchasAND, OR,XOR), SymWire is ableto
�nd many repairopportunities.Ontheotherhand,SymWire seems
to performpoorly for benchmarkswhich have high percentagesof
�ip-�ops, suchasSASC,PCI bridge32,andEthernet.Thereason
is that SymWire is not ableto �nd symmetriesin �ip-�ops. As a
result,if many wiresonly fanoutto �ip-�ops, it will not beableto
�nd �x esfor thosewires.

7. CONCLUSIONS
Due to the explosive increasein designcomplexity, more and

moreerrorsbegin to escapepre-siliconveri�cation andarediscov-
eredpost-silicon.While moststepsin theIC design�o w havebeen
highly automated,little effort hasbeendevotedto thepost-silicon
debuggingprocess,makingit mostly ad-hocanddif�cult. To ad-
dressthisproblem,weproposetheFogClearmethodologythatsys-
tematicallyautomatesthepost-silicondebuggingprocess,andit is



poweredby our new techniquesandalgorithmsthatenhanceskey
stepsin post-silicondebugging. An insight in thesetechniquesis
their comprehensive naturethat allows the generationof various
netlistor layouttransformations,which is complementedby thein-
telligentuseof pruningcriteriaderivedfrom therestrictivephysical
constraintsuniquein post-silicondebugging. This innovationpro-
videsthefoundationof ourPAFERframework andthePARSynal-
gorithmthatcorrectfunctionalerrors,aswell astheSymWire and
SafeResynthmethodsthat repairelectricalerrors. With our tech-
niques,post-silicondebuggingis transformedfrom art into science.
Our empiricalresultsshow that thesetechniquescanrepaira sub-
stantialnumberof errorsin mostbenchmarks,demonstratingtheir
effectivenessin facilitating thepost-silicondebuggingprocess.In
addition to post-silicondebugging,FogClearcanalsobe usedto
reducethe costsof respins:the �x esgeneratedby FogClearonly
affect metallayers,allowing thereuseof transistormasks,thusre-
ducingmaskcosts.
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