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ABSTRACT

Recenimprovementsn designveri cation strive to automatethe
error-detectionprocessand greatly enhanceenginees' ability to

detectthe presenceof functional errors. However, the processof

diagnosingthe causeof theseerrors and xing themremainsdif-

cult and requires signi cant ad-hoc manual effort. Our work
proposesimprovementsto this aspectof veri cation by present-
ing novel constructsand algorithmsto automatethe error-repair
processat the RegisterTransferLevel (RTL),whele mostdevelop-
mentoccuss. Our contributionsinclude a newv RTL error model
and scalableerror-repair algorithms. Empirical resultsshowthat
our solutioncandiagnoseand correcterrors in designaup to sev-

eral thousandinesof RTLcodein minuteswith signi cantly higher
accuiacy than previousgate-level centeed solutions.Thisdemon-
stratesthe superiorscalabilityandef ciency of our approac com-
paredto previouswork.

1. INTRODUCTION

Thedramaticincreasean designcompleity of modernelectron-
ics challengeshe ability of developersto ensurdts functionalcor
rectness. While improvementsin veri cation allow engineersdo
nd alargerfraction of designerrorsmoreefciently, little effort
hasbeendevotedto xing sucherrors. As aresult,deluggingre-
mainsanexpensve andchallengingtask. To addresshis problem,
researcherlave proposedechniqueshatautomatehe dehigging
processby locatingthe errorsourcewithin adesignand/orby sug-
gestingpossiblecorrections. Although thesetechniquesare suc-
cessfulto someextent, they mainly focuson the gatelevel [6, 14,
19, 20, 21] or thetransistorevel [13]. However, mostdehugging
effort occursin the RegisterTransferLevel (RTL) descriptionof a
circuit, wheredesignactivities are carriedout. The lack of pow-
erful andautomatictoolsfor errordiagnosisandcorrectionat this
level greatlyreduceslesignersproductvity when xing evenvery
simpledesignerrors. Leveraginggate-leel diagnosigoolsfor the
RTL, however, is dif cult becaussynthesigoolsblur themapping
betweerthe RTL codeandthegate-leel netlist.

To addresshis problem techniqueshatwork directlyatthe RTL
have beendevelopedrecently The rst groupof technique$10, 15,
17] emplog asoftwareanalysisapproactthatimplicitly useamulti-
plexers(MUXes)to identify statements theRTL codethatarere-
sponsibldor theerrors.However, thesetechniquesanreturnlarge
potential error sites and cannotautomaticallycorrectthe errors.
The secondgroup of techniquessuchas[5], useformal analysis
of anHDL descriptionandfailed propertiespecausef thatthese
techniquescan only be deplo/ed in a formal veri cation frame-
work, andcannotbeappliedin a simulation-basetleri cation ow
commonin theindustrytoday In addition,theseechniquesannot
repairidenti ed errorsautomatically Finally, the work by Staber
etal. [18] candiagnoseand correctRTL designerrorsautomat-
ically, but it relies on state-transitioranalysisand hence,it does
not scalebeyond tensof statebits. In addition, this algorithmre-
quiresa correctformal speci cationof the design,which is rarely
availablein today’s designervironments becausets development
is oftenaschallengingasthe designprocesstself. In contrastthe

Figurel: REDIR framework. Inputs to the tool arean RTL de-
sign (which includesoneor more errors), test vectors exposing
the bug(s), and correct output responsedor thosevectors ob-
tained fr om a high-level simulation. Outputs of the tool include
REDIR symptomcore (a minimum cardinality setof RTL sig-
nals which needto be modi ed in order to correctthe design),
aswell assuggestiongo x theerrors.

mostcommontype of speci cationavailableis a high-level model,
oftenwritten in a high-level languagewhich produceshe correct
1/0 behaior of thesystem.

To developascalableandpowerful RTL errordiagnosisandcor
rectionsystemwe take a completelydifferentapproactby adopt-
ing hardwareanalysigechniqueshatareprevalentatthegate-level
intotheRTL. Thisapproachs signi cantly moreaccuratehanpre-
vious software-basedolutionsin thatwe cananalyzedesignsig-
orouslyusingformal hardwareveri cation techniquesAt thesame
time, it is considerablyfasterandmorescalablehangate-level di-
agnosisbecauseerrorsare modeledat a higherlevel. Moreover,
it only requirestestvectorsandoutputresponsesnakingit more
practicalthanexisting formal analysissolutions.Finally, the novel
errormodelandincreasedccurayg of ourapproactallow ourtech-
nigueto provide insightful suggestion$or correctingdiagnosectr
rors. Our main contributionsinclude: (1) a nev RTL errormodel
that explicitly insertsMUXes into RTL codefor error diagnosis,
asopposedo previous solutionsthat use MUXes implicitly; (2)
innovative errordiagnosisalgorithmsusing synthesisor symbolic
simulation;and(3) a novel errorcorrectiontechniqueusingsignal
behaiors (signatueg thatis especiallysuitablefor the RTL. Our
empirical resultsshav that thesetechniquesallow us to provide
highly accurataliagnosewsery quickly.

We implementedour techniquesn a framevork called REDIR
(RTL Error Dlagnosisand Repair), highlightedin Figure1l. The
inputsto the framevork include a designcontainingone or more
bugs,a setof testvectorsexposingthem,andthe correctresponses
for the primary outputsover the given testvectors(usuallygener
atedby ahigh-level behaioral modelwrittenin C, C++, SystemC,
etc). Notethatwe only requirethe correctresponseat the primary
outputsof the high-level modelandnointernalvaluesarerequired.
The outputof the framavork is a minimum cardinalitysetof RTL
signalsthatshouldbe correctedn orderto eliminatethe erroneous



behaior. We call this setthe symptonctore. Whenmultiple cores
exist, REDIR providesall of the possibleminimal cardinalitysets.
In addition, the framevork suggestseveral possible x es of the
signalsin thesymptontore to helpadesignercorrectthosesignals.
Ourempiricalevaluationshavs thatREDIR candiagnoseandcor

rectmultiple errorsin designdescriptionsvith thousandsf linesof

Verilog code(or approximatelyl00K cells after synthesis)which

is approximatelythe size that an engineeractively works on. As

aresult, REDIR canassistengineersn their everydaydehugging
tasksandfundamentallyacceleratéhe RTL designprocess.

The restof the paperis organizedasfollows. In Section2, we
describethe relatedwork and provide the necessarypackground.
Section3 andSection4 describeour errordiagnosisandcorrection
techniquesrespectrely. Empirical resultsaregivenin Section5,
while Section6 concludeghe paper

2. BACKGROUND AND RELATED WORK

Our errordiagnosisalgorithmcorvertstheerrordiagnosigprob-
leminto aPseudo-BooleafiPB) problem andthenusesaPB solver
to performthediagnosisandinfer which designsignalsarerespon-
sible for incorrectoutputbehaior. In this section,we rst de ne
Pseudo-Booleaproblemswhich arean extensionof SATisi abil-
ity problems. Next, we review gate-leel diagnosistechniques,
which provide the foundationfor our synthesis-basediagnosis,
andareusedfor comparisorin our experimentalresults. We then
shaw the basicideabehindsymbolicsimulation,which we useas
analternatve, compactway to formulatethe PB problem.Finally,
we brie y describesignature-basegsynthesisechniqueshatwill
beusedin our errorcorrection.

2.1 Pseudo-BoolearProblems

PB problems,alsocalled0-1 integer linear programmingprob-
lems,arean extensionof SATis ability problems.PB constraints
arespeci ed asaninequalitywith alinearcombinationof Boolean
variablesCopo+ C1p1+ :::+ Ch 1pn 1 Ch, wherethevariables
pi arede ned over the Booleansetf 0, 1g. A PB problemallows
the use of an additionalobjectivefunction which is a linear ex-
pressionthat shouldbe minimized or maximizedunderthe given
constraints A numberof PB solvershave beendevelopedrecently
by extendingexisting SAT solvers(for instanceMiniSAT+ [9]).

2.2 Gate-level Err or DiagnosisTechniques

Gate-level error diagnosisand correctiontechniqueshave been
studiedextensvely in the past. Early work oftenrelieson speci ¢
error modelsto simplify the problem,suchas[1, 14]. Recently
the power andeffectivenesf gate-leel errordiagnosishave been
improved by thework of Smithetal. [19], which doesnotrely on
ary errormodel.In Smith'serrordiagnosigechniquetwo typesof
componentgareaddedo a givenbuggy netlist. Thesecomponents
include (1) multiplexers, and (2) an errorcardinality constraint.
The purposeof the multiplexersis to model errors— when their
selectlines are assertedalternatve sourceddrive the correspond-
ing internalwiresto correctthe outputresponsesThe numberof
assertedselectlines is limited by the errorcardinality constraint,
which is implementedas an adderand a comparator:the adder
countsthe numberof assertedelectlines, andits outputis forced
to a value N usingthe comparatar The circuit is thencornverted
into Conjunctve Normal Form (CNF), andinputsandoutputsare
subjectedo additionalconstraintfrom input vectorsand correct
outputresponsesybtainedirom a high-level model. Error diagno-
sisis thenperformedby iteratively solving the CNF usinga SAT
solverwith anincreasingvaluefor N, until a solutionis found.

Note that Smith's techniquediagnosesrrorsin combinational
circuitsonly; to diagnosesequentiatircuits,Ali etal. [2] extended

Smith's work by unrolling the circuit, beforethe CNF cornversion
step,M times,whereM is the sequentialengthof the giventrace.
Similar approachs usedin our synthesis-basediagnosis.As we
shaw in our experimentakesultshowever, our algorithmrunssig-
ni cantly fasterandis moreaccuratehanAli' s techniquessince
we modelerrorsatthe RTL insteadof thegatelevel.

2.3 Logic vs. Symbolic Simulation

Logic simulationmodelsthebehaior of adigital circuit by prop-
agatingscalarBooleanvalues(0 and1) from primaryinputsto pri-
mary outputs. For example,when simulating2-input AND with
bothinputssetto 1, the outputl is produced.On the otherhand,
symbolicsimulationusessymbolsinsteadof scalarvaluesandpro-
ducesBooleanexpressionst the outputs[3, 4]. As aresult,simu-
latinga2-inputXOR with inputsa andb generateanexpressiorf a
XOR b" insteadof a scalarvalue. To imprave scalability modern
symbolicsimulatorsemplg/ severaltechniquesincluding approx-
imation, parameterizatiomnd on-the- y logic simpli cation. For
example,with on-the- y logic simpli cation, “0 XOR b" is sim-
plied to b thusreducingthe compleity of the expression. Tra-
ditional symbolic simulatorsoperateon a gate-leel model of a
design;however, in recentyearssimulatorsoperatingon RTL de-
scriptionshave beenproposed11, 12]. Symbolicsimulationis an
alternatve way to generata@ninstanceof the Pseudo-Booleacon-
straintproblemthatwe usein our errordiagnosidramework.

2.4 Signature-basedResynthesisTechniques

Our error correctiontechniqueis basedon signatureswherea
signatureis essentiallya signal's partial truth tableandrepresents
asignal’s behaior. Theerrorcorrectionproblemin REDIR is for-
mulatedas follows: given a tamget signatureand a collection of
candidatesignatures,nd alogic expressiorthatgenerateshetar
getsignatureusingthe candidatesignatures.Sincesignaturesare
partialtruth tables this processs essentiallyalogic synthesistep,
andary synthesigool couldbeusedfor this purpose Our previous
work thatis speciallytunedfor resynthesizingrom partialtruth ta-
bleswaspublishedn [6]. Thework propose$wo techniquesone
involves an exhaustve searchof the solutionspaceand nds so-
lutionswith minimal numberof logic operationdGDS).The other
methodis approximatebut faster(EGS).

3. RTL ERROR DIAGNOSIS

In this sectionwe describeour errordiagnosigechniquesFirst,
we explain our RTL error model,andthen proposetwo diagnosis
methodsthat useeithersynthesigSection3.2) or symbolicsimu-
lation (Section3.3). Finally, we outline how hierarchicaldesigns
shouldbe handled.

3.1 Error Modeling

In ourframenork theerrordiagnosigproblemis representedith
(1) an RTL descriptioncontainingone or more bugsthatis com-
posedof variables(wire, registers,l/O) and operationson those
variables;(2) a setof testvectorsexposingthe bugs; and (3) the
correctoutputresponsesor the given testvectors,usuallygener
atedby a high-level behaioral model. The objective of the error
diagnosiss to identify a minimal numberof variablesin the RTL
descriptiorthatareresponsibldor thedesigns erroneoudehaior.
Moreover, by modifying thelogic of thosevariablesthe designer-
rors canbe corrected.Eachsignalfound to affect the correctness
of thedesignis calleda symptonvariable Without minimization,
thesetof symptonvariablesreportedwvould includetheroot cause
of the bug andthe coneof logic emanatingrom it: correctingall
the symptomvariableson ary cut acrosshis coneof logic would
eliminatethe bug. Therefore py forcing the PB solverto minimize



the numberof symptonvariables we returna solutionascloseto
theroot causeof the erroneousdehaior aspossible.On the other
hand,if minimizing the numberof symptomvariablesis not pre-
ferred(e.g.one-outputircuits),a solutionwith a speci ednumber
N of symptomvariablescanbe found by corvertingthe PBCto a
SAT instancewith thetotal numberof symptonvariablessetto N.

To modelerrorsin a design,we introducea conditionalassign-
mentfor eachRTL variable,asshavn in the examplein Figure2.
Notethattheseconditionalassignmentareusedfor errordiagnosis
only andshouldnot appeatin the nal synthesizedalesign. How-
ever, they allow the REDIR frameawvork to locatesitesof erroneous
behaior in RTL, aswe illustrateusinga half_adderdesignshavn
in Figure 2. Supposehat the outputresponse®f the designare
incorrectbecausec shouldbe driven by “a & b” insteadof “a j
b”. Obviously, to producethe correctoutputthat we obtainfrom
a high-level model,the behaior of ¢ mustbe changed.To model
this situation,we inserta conditionalassignment;assigncy = Cge|
? ¢t : C", into the code. Next, we replaceall occurrence®f c in
the codewith c,, exceptwhenc is usedon the left-hand-sideof an
assignment.We call cse a selectvariable and ¢ a freevariable
in this paper Then,by assertingcse) andusingan alternatve sig-
nal source,modeledby cs, we canforce the circuit to behae as
desired.If we canidentify the selectvariablesthat shouldbe as-
sertedandthe correctsignalsthat shoulddrive the corresponding
freevariablesto producecorrectcircuit behaior, we candiagnose
and x theerrorsin thedesign.

module half _adder(a, b, s, c);

input a, b;
output s, ¢;
assign s = a " b;
assign ¢ = a | b
endmodule
module half _adder _MUXenriched(a, b, Sn, Cn,

Ssel, Csel, St, Ct);
input @, b, Ssel, Csel, Sf, Cr;

output sp, Cp;

assign s = a " b;

assign ¢ = a | b;

assign  Sp = Sgel ? St 1 S;

assign Cp = Cggl ? Cf : G
endmodule

Figure 2: An RTL error-modeling code example: mod-
ule half_adder shows the original code, where c is erro-
neously driven by “a j b” instead of “a & b"; and module
half_adder_.MUX _enriched shows the MUX-enriched version.
The differencesare markedin boldface.

The procedureto introducea conditionalassignmentor a de-
sign variablev is called MUX-enrichment(since conditional as-
signmentsare conceptuallymultiplexers), and its pseudocodes
shavn in Figure 3. It shouldbe performedon eachinternal sig-
nal, de ned in thecircuit, including registers. The primaryinputs,
however, shouldnot be MUX-enrichedsinceby constructiorthey
cannothave erroneous/alues. It alsoshouldbe notedthat for hi-
erarchicaldesignsthe primary inputs of a modulemay be driven
by the outputsof anothermoduleand, therefore,may assumeer-
roneousvalues. To handlethis situation,we insertconditionalas-
signmentsnto the hierarchicaimodules'outputports.

procedureMU X_enrichmen(v)

1. createanew signalwire v, andnew inputsvs andvsey;

2. addconditionalassignmentvy = Vg ? V5 : V';

3. replaceall occurrence®f v that appearon the right-hand-sideof
assignmentéincludingoutputsjf/caseconditions etc.) with vp;

Figure 3: Procedure to insert a conditional assignmentfor a
signalin an RTL description for error-modeling.

3.2 Diagnosiswith Synthesis
After theerrormodelingconstructsave beeninsertednto ade-

sign, error diagnosiss usedto identify the minimal numberof se-
lectvariablesthatshouldbe assertedlongwith the valuesof their
correspondindreevariablesto producethe correctcircuit behar-
ior. In this sectionwe presentan error diagnosistechniquethat
usessynthesisandcircuit unrolling. In contrastwith existing gate-
level diagnosigechnigueslescribedn Section2.2,ourRTL error
modelingconstructsaresynthesizedvith the design,which elimi-
natesthe needto insertmultiplexersat the gatelevel. In this way,
the synthesizedetlist faithfully preseresthe constructanserted
at the RTL, enablingaccurateRTL error diagnosis. This is sig-
ni cantly differentfrom diagnosingdesignerrorsatthe gatelevel,
since synthesids only usedto generateBooleanexpressionde-
tweenRTL variables,andthe synthesizedetlistis not the target
of the diagnosis. As a result, our diagnosismethodhasa much
smallersearchspaceand runs signi cantly fasterthan gate-level
techniguesaswe shawv in our experimentakesults.

ProceduresynbaseddiagnosigdesigrCNF; c; inputs; out pus);

1 CNF =unroll desigrCNF ctimes;

2 connectll selectvariablesin CNFto thosein the rst cycle;

3 constrainPl/POin CNF usinginputs/ou pus,

4 PBC=CNF, min(4 selectvariabley;

5 returnsolution=PB-SoheBPC);
Figure 4: Procedureto perform error diagnosisusing synthesis
and circuit unrolling.

Figure4 outlinesthe algorithmfor synthesis-baseerrordiagno-
sis. Beforetheprocedurds called,thedesignis synthesizedndits
combinationalportion is corvertedto CNF format (desigrCNF).
Otherinputsto the procedureincludethe length of the bug trace,
¢, aswell asthe testvectors(inputs) andtheir correctoutputre-
sponsegou pus). To make surethatthe diagnosisappliesto all
simulationcycles, the algorithm connectsthe selectvariablesfor
eachunrolledcopy to the correspondingENF variablesin the rst
copy. Ontheotherhand,freevariablesfor eachunrolledcopy of
thecircuit areindependentWhenasolutionis found,eachasserted
selectvariablesis a symptonvariable andthe solutionfor its cor
respondindreevariableis analternatve signalsourcethatcan x
the designerrors. Note thatif statevaluesover time are known,
they canbeusedto constrairnthe CNF atregisterboundariesreduc-
ing the sequentiakrrordiagnosigproblemto combinational. The
constructedCNF, alongwith the objective to minimize the sumof
selectvariables forms a Pseudo-Boolea@onstrain{PBC). Error
diagnosiss thenperformedby solvingthe PBC.

3.3 Diagnosiswith RTL Symbolic Simulation

In this sectionwe proposean alternatve errordiagnosistech-
nique that scalesfurther than the synthesis-basetéchnique. We
achieve thisby performingsymbolicsimulationdirectlyonthe RTL
representatiomnd generatingBooleanexpressionsat the primary
outputsfor all simulatedcycles. The outputs'Booleanexpressions
areusedto build a Pseudo-Booleaproblems instancethatis then
handedoverto a PB solver for errordiagnosis.

AlthoughRTL symbolicsimulatorsarenotyet commonlyavail-
ablein the industry effective solutionshave beenproposedn re-
centyearsin theliterature[11, 12]. Moreover, becausef the scal-
ability advantagesof performingsymbolic simulationat the RTL
insteadof the gatelevel, commercial-qualitysolutionsarestarting
to appear For our empiricalvalidationwe usedone suchexperi-
mentalRTL symbolicsimulator[22].

Figure5 illustratesour novel procedurehatusessymbolicsim-
ulationandPB solving. We assumethattheregistersareinitialized
to known valuesbeforethe procedureés invoked. We alsoassume



thatthe circuit containsn MUX-enrichedsignalsnamedyv;, where
i = f1::ng. Eachv; hasa correspondingelectvariablev; ¢¢) anda
freevariablev;_s. Thereareo primary outputs,namedPOj, where
j = f1::0g9. We usesubscript'@” to pre x thecycle duringwhich
the symbolsaregeneratedFor eachprimaryoutputj andfor each
cyclet we computeexpressionPO;jg; by symbolicallysimulating
thegivenRTL designandalsoobtaincorrectoutputvalueCPOjgt
from thehigh-level model. Theinputsto theprocedurearethe RTL
design(design, thetestvectors(tes _vedors), andthe correctout-
putresponsesvertime (CPO).

Proceduresim baseddiagnosigdesigntes _vecors,CPO);
8i;1 i n;Vjge= Nen_symbo();
fort = 1tocbeagin// Simulatec cycles

Pl=teg_vedor atcyclet;

8i;1 i nVit@= nhew.symbo();

POgat = simukte(design;
ed ,
PBC= ?:l t=1(POj@t= CPOjat), min(& L 1Vi_sel);
returnsolution=PB_Solvg(PBC);
Figure5: Procedureto perform error diagnosisusing symbolic
simulation. The boldfaced variables are symbolic variables or
expressionswhile all others are scalar values.

WO~NOODhWNPE

In the algorithmshawn in Figure5, a symbolis initially created
for eachselectvariable(line 1). Duringthesimulation,anev sym-
bolis createdor eachfreevariablein every cycle,andtestvectors
areappliedto primaryinputs,asshavn in lines2-4. Thereasorfor
creatingonly one symbolfor eachselectvariable is thata condi-
tional assignmenshouldbe eitheractivatedor inactivatedthrough-
out the entire simulation,while eachfreevariable requiresa new
symbolatevery cycle becaus¢hevalueof thevariablemaychange.
As aresult,the symbolsfor the selectvariablesare assignecdut-
sidethe simulationloop, while the symbolsfor the freevariables
are assignedn the loop. The valuesof the free variablescanbe
usedasthe alternatie sighalsourceto producethe correctbeha-
ior of thecircuit. After simulatingonecycle, a Booleanexpression
for all of the primary outputsarecreatedandsavedin POgy (line
5). After the simulationcompletesthe generatedooleanexpres-
sionsfor all the primaryoutputsareconstrainedy theirrespectre
correctoutputvaluesandareANDedto form aPBC problemasline
7 shavs. In orderto minimize the numberof symptonvariables
we minimize the sumof selectvariables which is also addedto
the PBC asthe objective function. A PB solver is theninvoked to
solve the formulatedPBC, asshavn in line 8. In the solution,the
assertedelectvariablesrepresenthe symptomvariables andthe
valuesof the freevariablesrepresenthe alternatve signalsources
thatcanbe usedto correctthe erroneoudutputresponses.

Below we presentanexampleof a buggy designto illustratethe
symbolicsimulation-baseérrordiagnosigechnique.

Example 1. Assumethat the circuit shavn in Figure 6 contains
anerror: signalg; is erroneouslyassignedo expressiort‘rl j r2”

insteadof “r1 & r2”". Conditionalassignmentd)ighlightedin bold-

face,have beeninsertedinto the circuit usingthe techniquesle-
scribedin Section3.1. For simplicity reasonswe do not include
the MUXes atthe outputsof registersrl andr2. Thetracethatex-

posesthe errorin two simulationcycles consistsof the following

valuesfor inputsf 1, 12g: f0, 1g, f1, 1g. Whenthe sametrace
is simulatedby a high-level behaioral model, the correctoutput
responsedor f O1, O2g are generated:f 0, Og, f1, Og. Besides
theseoutputresponseso additioninformation, suchasvaluesof

internalsignalsandregisters,is required.We annotatehe symbols
injectedduring the simulationby their cycle numbersusing sub-
scripts. The Booleanexpressiongor the primary outputsfor the
two cyclesof simulationare:

Oln@1= Olsel ? Olt@1: [11@1] (9lsel ? 91t @1 : O)]

02@1= O2%el ? 02 @1 : [12@1 & (91se1 ? 9li@1 : 0)]
Olh@2= Olsel ? Oli@2: fll@2] [9lsel ? 9li@2: (I1@1 & 12@1)]9
02@2= O2%el ? 02t @2 : f12@2& [91lsel ? 91i@2 : (Il@1 & 12@1)]9
Sincethe primary inputsarescalarvalues,the expressioncanbe
greatly simpli ed during symbolic simulation. For example,we
know thatllg, = 1, therefore Ol,@2 canbesimpli ed to Olge ?
Olt@2: 1. As aresult,the Booleanexpressionsctuallygenerated
by the symbolicsimulatorare:
Olh@1= Olsel ? Oli@1 : (91sel ?9li@1: 0)
02,@1= O2el ? 021 @1 : (91sel ? 91t @1 : 0)
Oln@z= Olsel ? Oli@2: 1
02@2= O2el ? 021 @2 : (91se1 ? 91t @2 : 0)
To performerrordiagnosiswe constrairtheoutputexpressionsis-
ing the correctresponsesndthenconstrucia PBCasfollows:
PBC = (Oln@1= 0)" (O2h@1= 0)" (Oln@2= 1) " (O2n@2 = 0),
mMin(Olse| + OZel + 9lsel)-
Onepossiblesolutionof this PBCis to asserflge;, which provides
acorrectsymptoncore,

module example(clk, 11, 12,

O2%e, glf, Olf, O%);
input 11, 12, glse, Olse, OZse, 91, Olf, O

Ol,, 02, 0glse, Ol

output 0O1,, O2;
reg rl, r2;
initial begin rl= 0; r2= 0; end

always @(posedge clk) begin
ri= 11, r2= 12;

end

assign gl =711 | r2;

assign Ol =11 | glp

assign 02 = 12 & glp;

assign  glnp= glse ? 9glt @ @l
assign  Oly= Ol ? Ol : 01,
assign  02,= O%¢ ? 02 : 02;

endmodule

Figure 6: Designfor the example.Wir e g1 should be dri ven by
“r1 & r2", butit iserroneouslydrivenby “rl jr2”. Thechanges
madeduring MUX-enrichment are markedin boldface.

3.4 Handling Hierar chical Designs

Currentdesignsoften have hierarchicalstructuresto allow the
circuit to be decomposednto smallerblocks and thusreduceits
compleity. In this subsectiorwe discusshown the MUX-enriched
circuit shouldbe instantiatedf it is encapsulate@sa modulein
sucha hierarchicaddesign.

Thealgorithmto insertMUXes into a singlemodulemis shavn
in Figure3. If mis instantiatednsideof anothemoduleM, how-
ever, MUX-enrichmentof M mustincludeanextra stepwherenewx
inputsare addedto all instantiationsof m. Therefore,for hierar
chical designs,the insertionof conditionalassignmentsnust be
performedbottom-up:MUX-enrichmentin amodulemustbe exe-
cutedbeforeit is instantiatedoy anothemodule. Thisis achiezed
by analyzinghedesigrhierarchyandperformingMUX-enrichment
in areverse-topologicabrder

It isimportantto notethatin hierarchicabesignstheselectvari-
ablesof instance®f the samemoduleshouldbe sharedwhile the
freevariablesshouldnot. Thisis becausall instance®f the same
modulewill have the samesymptonmvariables As aresult,select
variablesshouldsharehesamesignals.Ontheotherhand,eachin-
stancds allowedto have differentvaluesfor their internalsignals;
therefore eachfreevariable shouldhave its own signal. However,
it is possiblethatabugrequiresxing only oneRTL instancewhile
otherinstancef the samemodulecanbe left intact. This situa-
tion requiresgeneratiorof nev RTL modulesandis currentlynot
handledby our diagnosigechniques.



4. RTL ERROR CORRECTION

TheRTL errorcorrectionproblemis formulatedasfollows: given
anerroneoudRTL descriptionof a digital design,nd avariantde-
scriptionfor one or more of the modulesthat composeit so that
the new designpresentsa correctbehaior for the errors, while
leaving the known-correctbehaior unchanged. Although mary
errorrepairtechniquesxist for gate-level designsyery few stud-
iesfocusonthe RTL. Onemajorreasoris thelack of logic repre-
sentationghatcansupportthe logic manipulationrequiredduring
RTL errorcorrection.For example,the logic of asignalin agate-
level netlistcanbeeasilyrepresentetly BDDs, andmodifying the
function of the signalcanbe supportecby the manipulationof its
BDDs. However, mostexisting logic representationsannotbeeas-
ily appliedto anRTL variable.This problemis furtherexacerbated
by thefactthatanRTL modulemaybeinstantiatednultipletimes,
creatingmary differentfunctionsfor an RTL variabledepending
onwhereit is instantiated.

In [6] we proposeda framework for gate-level error correction.
Our approachutilizes only signatureswhich canbe easily calcu-
latedvia simulation,makingour techniqueespeciallysuitablefor
RTL errorcorrection.However, techniquesn [6] couldbeapplied
only to combinationatircuits,andcouldhandledesignrhierarchies.
To supportthe errorcorrectionrequirementsat the RTL, where
most designscontain hierarchiesand are sequential we propose
a new errorcorrectionschemebasedon similar concepts.In this
section,we rst describethe baselineerrorcorrectiontechnique
thatis easierto understandNext, we shav how signatureshould
be generatedht the RTL to handlehierarchicaland sequentiatie-
signs. Finally, we provide someinsightsthat we obtainedduring
theimplementatiorof our system.

4.1 BaselineError Correction Technique

Fora attenedcombinationatlesign errorcorrections performed
asfollows: (1) signature®f RTL variablesaregeneratedisingsim-
ulation; (2) error diagnosisis performedto nd a symptomcore;
(3) signature®f the symptonvariablesin thesymptontore arere-
placedby the valuesof their correspondindreevariables and(4)
synthesids appliedto nd logic expressiongeneratinghe signa-
turesof the symptonvariables By replacingthe expressionghat
generatethe functions of the symptomvariableswith thosenew
expressionsgesignerrorscanbecorrected.

4.2 Hierarchical and SequentialDesigns

In a attened design,eachRTL variablerepresentexactly one
logic function. In ahierarchicallesign howvever, eachvariablemay
represenmorethanonelogic function. Therefore,we devise the
following techniquedo constructthe signaturesof RTL variables.
For clarity, we call avariablein anRTL modulea modulevariable
anda variablein aninstancegeneratedy the moduleaninstance
variable A modulevariable maygeneratamultiple instancevari-
ablesif themoduleis instantiatedseveraltimes.

In RTL errorcorrectionwe modify the sourcecodeof the mod-
ulesin orderto correctthe designs behaior. Sincechangingan
RTL modulewill affectall theinstancegproducedby the module,
we concatenatéhe simulationvaluesof theinstancevariablesde-
rived from the samemodulevariable to producethe signaturefor
the modulevariable This way, we canguarante¢hata changen
amodulewill affectinstancesn thesameway. Similarly, we con-
catenatehe signaturesof the modulevariable at differentcycles
for sequentiakrror correction. A signature-constructioexample
is givenin Figure7. Note thatto ensurethe correctnes®f error
repait the sameinstanceandcycle ordersmustbe usedduringthe
concatenationf signaturedor all modulevariables

Design:
module top;
child c1(, c2(), «c3(;
endmodule
module child;
wire v,
endmodule

Simulationvalues:
Cycle0: top.cl.v=0,top.c2.v=0, top.c3.v=1
Cyclel: top.cl.v=1,top.c2.v=0, top.c3.v=0
Constructedsignaturefor RTL errorcorrection:
LT EEL
child.v= | 1 {9 O}l 0 {Q 1}
cyclel cycle 0
Figure 7: Signature-construction example. Simulation values
of variables createdfrom the sameRTL variable at all cycles
should be concatenatedfor error correction.

Example2. Usingthe samecircuit asExamplel. The valuesre-
turnedby the PB solver for g1t o andgls g1 arebothO. Sincethe
inputsto g; aref 0, 0g andf 0, 1g for the rst two cycles,thecorrect
expressiorfor g; shouldgeneratd® for thesetwo inputs.RTL error
correctionreturnsthe following new logic expressionghatcan x
theerror: gl = r1&r2, gl = r1, etc. Note that althoughthe cor
rect x is returnedthe x is notunique.In generallongertraces
containingvarioustestvectorswill identify the error with higher
precisionandsuggesbetter x esthanshortones.

4.3 Implementation Insights

Fixing errorsinvolving multi-bit variablesis moredif cult than
xing errorsinvolving only one-bitvariablesbecauselifferentbits
in the variablemay be generatediifferently To solve this prob-
lem, we allow the userto inserta conditionalassignmentor each
bit in thevariable.Alternatively, REDIR canalsobe con guredto
consideronly the least-signi cantbit when performingerror cor
rection. Thisis usefulwhenthevariableis consideredasawhole.

In synthesis-baseerrordiagnosiswe obsere thatit is dif cult
to identify the wires derived from the sameRTL variablein asyn-
thesizednetlist. To overcomethis problem,we addthe outputsof
insertedconditionalstatement$o the primaryoutputsof theMUX-
enrichedmodulesto obtainthe simulatedvaluesof the RTL vari-
ables. To improve our errorcorrectionquality, we utilize observ-
ability don't-caresin our synthesis-basedpproachby simulating
the complemensignaturef symptomvariablesand obsere the
changest primary outputs(includinginputsto registers).

5. EXPERIMENTAL RESULTS

In our experiments,we evaluatedthe performanceof the tech-
niquesdescribedn this papemwith arangeof Verilog benchmarks.
We useda proprietaryPerl-basedverilog parserto insert condi-
tional assignmentinto RTL code. Synthesis-basediagnosisvas
implementedusing OpenAcces®.2 and OAGear0.96 [24] with
RTL Compilerv4.10from Cadencasthesynthesigool. For simu-
lation-basedliagnosiswe adoptedanexperimentaRTL symbolic
simulator Insight 1.4, from Avery Design Systemg22]. For ef-
ciency, we implementedhe techniquesdescribedn [9] to con-
vert PB problemsto SAT problemsand adoptedMiniSAT asour
SAT solver [8]. All the experimentswereconductedon an AMD
Opteron880(2.4GHz)Linux workstationwith 16GBmemory The
designsundertest included several circuits selectedfrom Open-
Coreq23] (Prenorm,MD5, MiniRISC,andCF_FFT),thepicoJaa-
Il microprocessofPipe),DLX, andAlpha. Bugs(describedn Ta-
ble 2) wereinjectedinto thesebenchmarkswith the exceptionof



Benchmark| Description #Flip- | Tracetype Gate-leel [2, 19] RTL (Ours)
ops #Cells | #MUXes | #Lines | #Assign
Pipe Part of PicoJaa pipelinecontrolunit 2 Constrained-random 55 72 264 31
Prenorm Part of FPU 71 Constrained-random 1877 1877 270 43
MD5 MD?5 full chip 910 Directtest 13311 13313 438 37
MIniRISC | MiniRISC full chip 887 Directtest 6402 6402 2013 43
CEFFT Part of the CF_FFT chip 16,638 | Constrained-randonj 126532 | 126560 998 223
DLX 5-stagepipelineCPUrunningMIPS-LiteISA | 2,062 | Constrained-randonj 14725 14727 1225 84
Alpha 5-stagepipelineCPUrunningAlphalSA 2,917 | Constrained-randonj 38299 38601 1841 134

Table 1: Characteristics of benchmarks. “#MUXes” is the number of MUXes inserted by gate-level diagnosis[2, 19] for comparison,
and “#Assign” is the number of conditional assignmentsnserted by our solution.

DLX andAlpha,whichalreadyincludedbugs.We usedconstrained-
randomsimulationto generatebug tracesfor Pipe,Prenorm, and
CF_FFT, while the bug tracesfor therestof the benchmarksvere
generatedisingthe veri cation ervironmentshippedwith the de-
signs. Tracesto exposebugsin DLX and Alpha were given by
the veri cation engineerandwere generatedisinga constrained-
randomsimulationtool. The characteristicof thesebenchmarks
aresummarizedn Tablel. In thetable,"RTL #Lines”is thenum-
berof linesof RTL codein adesign.and“Gate-level #Cells”is the
cell countof the synthesizedetlist. To compareour resultswith
previouswork, we implementedhe algorithmsfor gate-level error
diagnosisin [2, 19]. In the table,we list the numberof MUXes
insertedby theirtechniquesn column“#MUXes”, andthe number
of conditionalassignmentsnder‘#Assign”.

Bench- | Bug | Description
mark ID
Pipe A Onesignalinverted
Pre A ReducedR replacedy reducedAND
norm B Onesignalinverted
C One26-bitbusMUX selecfline inverted
D BugA + BugB
E BugA + BugB +BugC
MD5 A Incorrectoperandor a 32-bitaddition
B Incorrectstatetransition
C Bug B with ashortertrace
MRISC| A IncorrectRHSfor a11-bitvalueassignment
CEFFT[ A Onesignalinverted
DLX A SLL inst. doesshift thewrongway
B SLTIU inst. selectdhewrong ALU operation
C JAL inst.leadsto incorrectbypasfrom MEM stage
D Incorrectforwardingfor ALU+IMM inst.
E Doesnotwrite to reg31
F RT readdower 30 bits only
G If RT = 7 memorywrite is incorrect
Alpha | A Write to zero-rg succeedd rdb.idx =5
B Forwardingthroughzeroreg onrb
C Squashf sourceof MEM/WB = dest.of ID/EX and
instr. in ID is notabranch

Table 2: Description of bugsin benchmarks. DLX and Alpha
include native bugs,while the others were manually injected.

5.1 Synthesis-basedErr or Diagnosis

In this experiment,we performedcombinationabndsequential
error diagnosisusing the synthesis-basettchniquesdescribedn
Section3.2. For comparisorwith previous work, we alsosynthe-
sizedthe benchmarksandperformedgate-leel errordiagnosisus-
ing Smith's andAli' s [2, 19] techniqueglescribedn Section2.2.
Theresultsaresummarizedn Table3. Recallthata symptontore
suggesta possiblesetof signalsto modify for correctingthe de-
sign,andit includesoneor moresymptonvariables In all our ex-
perimentswe found thatthe reportedsymptontoresincludedthe
root causef errorsfor all benchmarks.ln otherwords, REDIR
accuratelypointedoutthesignalsthatexhibitedincorrectbehaior.
Comparison betweenRTL and gate-level error diagnosis: this
comparisonclearly indicatesthat diagnosingfunctional errors at

theRTL hassigni cant advantage®ver thegatelevel: shorterrun-
time andmoreaccuratediagnosesAs Table3 shawvs, mosterrors
canbediagnosedisingour techniquesvithin afew minuteswhile
identifying the sameerrors at the gate level takes more than 48
hoursin mary cases.Onemajor reasonfor this is that the num-
berof possiblesymptonvariables(error sites) i.e.,internalnetlist
signalsresponsibldor thebug, is signi cantly smallerin RTL diag-
nosis,ascanbeobsered from thenumbersof insertedconditional
assignmentshavn in Table1. This is dueto the fact that one
simple RTL statemenmay be synthesizednto a complec netlist,
which proliferatesthe numberof error sites For example,a state-
mentlike “a = b + ¢” createsonly one symptomvariable at the
RTL. Its synthesizedhetlist,however, may containhundredf er-
ror sites dependingon the implementationof the adderand the
bit-width of the signals. The small numberof potentialsymptom
variablesatthe RTL signi cantly reduceghe searchspacefor PB
or SAT solversandprovidesvery shortdiagnosiguntime. In addi-
tion, onebug atthe RTL maytransforminto multiple simultaneous
bugsatthe gatelevel. Sinceruntimeof errordiagnosisgrows sub-
stantiallywith eachadditionalbug [19], beingableto diagnoseer
rorsatthe RTL avoidsthe expensve multi-error diagnosisprocess
at the gatelevel. We also obsenred that althoughthe runtime of
theRTL errordiagnosisstill increasesvith eachadditionalbug, its
growth rateis muchsmallerthanthe growth rateat the gatelevel.
For example,asTable3 shaws, the runtimeof the gate-level diag-
nosisfor Prenorm(A) and(D), which combined(A) and(B), was
63.6and 88.7 secondsrespectiely. For RTL diagnosisthe run-
timewas13.2and13.8secondstespectiely. Theseresultsclearly
indicatethatadoptinggate-leel techniquesnto RTL is thecorrect
approach:it provides excellentaccurag becausdormal analysis
canbe performed,yet it doesnot have ary dravbackcommonin
gate-leel analysisin thatit is still highly scalableand efcient.
Thisis achievedby our new constructghatmodelerrorsatthe RTL
insteadof the gatelevel. Theseresultsalsodemonstrat¢hattrying
to diagnoseRTL errorsat the gatelevel and mappingthe results
backto RTL is ineffective andinefcient, notto mentionthe fact
thatsucha mappingis usuallydif cult to nd.

Comparison betweencombinational and sequentialdiagnosis:
the differencebetweencombinationaland sequentialdiagnosisis
thatsequentiatliagnosionly usesoutputresponsefor constraints,
while combinationalis allowed to use statevalues. As Table 3
shaws, the runtimeof combinationatiagnosigs typically shorter
and the numberof symptomcoresis often smaller In DLX(D),
for example,the combinationakechniquerunssigni cantly faster
thansequentialandreturnsonly threecores while sequentiate-
turnsnine. Thereasonis that combinationaldiagnosisallows the
useof statevalues,which provide additionalconstraintg¢o the PB
instance As aresult,thePBsolvercan nd solutionsfasterandthe
additionalconstraintdurtherlocalizethe bugs. Being ableto uti-
lize statevaluesis especiallyimportantfor designswith very deep
pipelineswhereanerrormaybeobseredhundrectycleslater. For
example theerrorinjectedinto CF_FFT requiresmorethan40 cy-



Bench- | Bug Bugtraces Gate-level diagnosiq2, 19] RTL diagnosigOurwork)
mark ID #ira- #oy- Combinational Sequential Combinational Sequential
ces cles Errorsfound Runtime Errorsfound Runtime Errorsfound Runtime Errorsfound Runtime
#Sites | #Cores (sec) #Sites | #Cores (sec) #Symp. | #Cores (sec) #Symp. | #Cores. (sec)
Pipe A 32 200 1 1 6.9 1 1 7.1 1 1 6.0 1 1 6.0
Pre A 32 20 1 1 51.1 1 1 63.6 1 1 13.2 1 1 13.2
norm B 32 20 1 3 41.6 1 4 46.7 1 1 114 1 2 13.4
C 32 20 Time-out (48hours) with > 10error sites 1 1 11.4 1 1 11.4
D 32 20 2 3 [ 733 2 ] 4 88.7 2 1 12.4 2 2 13.8
E 32 20 Time-out (48 hours) with > 8 error sites 3 2 13.9 3 4 174
MD5 A 1 200 Time-out (48 hours) with > 6 error sites 1 1 83.3 1 3 173.2
B 1 200 1 2 10,980 1 [ 4 41,043 1 1 42.9 1 2 110.1
C 1 50 1 3 2,731 1 | 28 17,974 1 1 14.1 1 6 49.8
MRISC A 1 500 Statesunavailable Time-out (48 hours) Stateunavailable 1 2 32.0
CEFFT | A 32 15 1 1 ] 109,305 Traceunavailable 1 4 364.8 Traceunavailable
DLX A 1 150 Time-out (48 hours) Out of memory 1 1 41.2 1 3 220.8
B 1 68(178) 1 20 15,261 Out of memory 1 4 54.8 1 17 1886.3
C 1 47(142) 1 45 11,436 1 170 34,829 1 5 15.8 1 11 104.0
D 1 77(798) 1 6 18,376 1 6 49,787 1 3 275 1 9 2765.1
E 1 49(143) 1 12 97435 1 193 19,621 1 4 19.1 1 12 105.2
F 1 188 1 10 15,184 Out of memory 1 2 67.8 1 2 457.4
G 1 30(1080) 1 9 4160.1 Traceunavailable 1 1 11.3 Traceunavailable
Alpha A 1 70(256) Time-out (48 hours) 1 5 127.4 1 9 525.3
B 1 83(1433) Time-out (48 hours) 1 5 111.6 1 5 368.9
C 1 150(9950) Out of memory 1 3 122.3 1 3 250.5

Table 3: Synthesis-basecrror diagnosisresults. For gatelevel, “#Sites” is the number of error sitesreportedin eachcore, and for
RTL “#Symp.” is the number of symptomvariablesin eachcore. ‘#Cores” is the total number of symptomcoresreturned by either
approach. The resultsshaw that RTL diagnosisoutperforms gate-level diagnosisin all the benchmarks: the runtime is shorter, and
the diagnosisis more accurate. Bug traces for several DLX/Alpha benchmarks have been minimized before diagnosis,and their

original lengthsare shawn in parentheses.

clesto propagateo ary primaryoutput,makingthe useof sequen-
tial diagnosidif cult. In addition,bugsthatareobseredin design
statescanonly be diagnosedvhenstatevaluesare available,such
asDLX(G). On the otherhand,sequentiabiagnosisis important
whenstatevaluesare unavailable. For example,the bug injected
into the MiniRISC processorchangedhe stateregisters,damag-
ing correctstatevalues. In practice,it is alsocommonthat only
responsest primary outputsareknown. Therefore beingableto
diagnoseerrorsin combinationabndsequentiatircuitsis equally
important,andbotharesupportecdy REDIR.

ThecomparisorbetweerMD5(B) andMD5(C) shavs thatthere
is atrade-of betweerdiagnosiguntimeandquality: MD5(C) uses
a shortertraceand thusrequiresshorterdiagnosisruntime; how-
ever, the numberof symptonrcoresis larger thanthat returnedby
MD5(B), shawing that the resultsare lessaccurate. The reason
is that longertracesusually containmore information; therefore,
they canbetterlocalizedesignerrors. Oneway to obtainshortyet
high-qualitytracesis to performbug traceminimizationbeforeer-
ror diagnosis Suchminimizationtechniqguesanremove redundant
informationfrom the bug traceandgreatlyfacilitateerror diagno-
sis. We adoptedonesuchtechniqug7] to minimize the tracesfor
DLX andAlpha, andthe lengthof the original tracesis shavn in
parenthesesln general,onetraceis enoughto localizethe errors
to a small numberof symptomcores,while additionaltracesmay
furtherreducethis number

5.2 Simulation-basedErr or Diagnosis

In this experimentwe performedsimulation-basediagnosisus-
ing the algorithmdescribedn Section3.3 with Insight, anexperi-
mentalRTL symbolicsimulatorfrom [22]. BenchmarksRipeand
CF_FFT wereusedin this experiment. Simulationtook 23.8 and
162.9secondgo generateSAT instancegor thesebenchmarksie-
spectvely. The SAT solwver includedin Insightthensolved the in-
stancesn 1 and723secondsespectiely, andit successfullyden-
tied the designerrors. Note that currently the SAT solver only
returnsone, insteadof all possiblesymptoncores Althoughthe
runtimeof simulation-basedpproachs longerthanthe synthesis-
basedmethod,it doesnot requirethe designto be synthesizedn
adwance thussaving thesynthesizeruntime.

Bench-mark| Bug | #Cores| Resyn.| #Fixes | Runtime
mark ID x ed | method (sec)
Pipe A 1 GDS 2214 1.0
Prenorm A 1 GDS 4091 1.1
B 1 GDS 4947 2.4
C 1 GDS 68416 5.6
D 2 GDS 79358 7.1
E 3 GDS 548037 416
MD5 A 1 GDS 33625 4.1
B 0 GDS 0 3.86
CFFFT A 3 GDS 214800 141.6
DLX A 0 GDS 0 1.3
B 3 GDS | 5319430 111.2
C 5 EGS 5 1.6
D 3 EGS 3 1.6
E 4 EGS 4 1.4
F 2 EGS 2 2.9
G 1 GDS 51330 0.7
Alpha A 5 EGS 5 7.9
B 4 EGS 4 10.4
C 3 EGS 3 8.5

Table 4: Error correction results. Combinational diagnosisis
usedin this experiment.

5.3 Error Correction

In ourerrorcorrectionexperimentwe appliedthetechniquesle-
scribedin Sectiond to x theerrorsdiagnosedn Table3. We used
combinationatiagnosidn this experimentandcorrectedheerror
locationusingthe synthesigool in [6]. We summarizedheresults
in Table4 wherewe indicatewhich of thetwo synthesigechniques
in [6] we used,either GDS or EGS (seeSection2.4). In the ta-
ble, “#Cores x ed” is the numberof symptomcores that can be
correctedisingour error-correctiontechniquesand“#Fixes”is the
numberof waysto x theerrors.WeappliedGDS rst in theexper
iment,andobseredthatGDSoftenreturnsalarge numberof valid
x esthatcancorrectthedesignerrors.Onereasoris thatGDSper
formsexhaustve searchto nd new logic expressionsthereforejt
may nd mary differentwaysto producethe samesignal. For ex-
ample,“A B” and“A (A B)” arebothreturnedeventhoughthey
areequivalent. Anotherreasoris thatwe only diagnosedhortbug
traces,which may producespurious x es: signaturef different



variablesare the sameeven thoughtheir functionsare different.
As aresult,we only reportthe rst 100 x esin our implementa-
tion, wherethe x esaresortedso thatthosewith smallernumber
of logic operationsarereturnedrst. Dueto the exhaustve-search
natureof GDS, memory usageof GDS may be high during the
searchasarethe casedor benchmarkLX (C-F)andAlpha. In
thesebenchmarksGDSranout of memory andwe reliedon EGS
to nd x esthatcancorrecttheerrors.SinceEGSonly returnsone
logic expressiorwhen xing anerror, thenumberof possiblex es
is signi cantly smaller

Table4 shavs thatwe couldnot nd valid x esfor benchmarks
MDS5(B) andDLX(A). Thereasoris thatthe bugsin thesebench-
marksinvolve multi-bit variables. For example,bug MD5(b) is
anincorrectstatetransitionfor a 3-bit stateregister Sincein this
experimentwe only considertheleast-signi cantbits of suchvari-
ablesduring error correction,we could not nd avalid x. This
problemcan be solved by insertinga conditionalassignmenfor
every bit in amulti-bit variable.

5.4 Discussionof Experimental Results

The errordiagnosisresultsshav that our errormodeling con-
structand diagnosistechniquesan effectively localize designer
rorsto a small numberof symptomvariables On the otherhand,
our errorcorrectionresultssuggesthat optionsto repairthe diag-
nosederrorsabound. The reasonis that the searchspaceof error
correctionis much larger than error diagnosis: there are various
ways to synthesizea logic function. As a result, nding high-
quality x esfor a bug requiresmuchmoreinformationthan pro-
viding high-quality diagnoses.Although this canbe achieved by
diagnosinglonger or more numerousbug traces,the runtime of
REDIR will alsoincrease.

This obsenationshawvs thatautomaticerrorcorrectionis amuch
moredif cult problemthanautomaticerrordiagnosis.n practice,
however, engineersoften nd error diagnosismore dif cult than
errorcorrection.lt is commonthatengineerseedto spenddaysor
weeks nding the causeof a bug. However, oncethe bugis iden-
tied, xing it mayonly take afew hours. To this end,our error
correctiontechniquecanalsobe usedto facilitate manualerrorre-
pair, andit works asfollows: (1) the engineerx esthe RTL code
manuallyto provide new logic functionsfor the symptomcores
identi ed by error diagnosis;and (2) REDIR simulatesthe nev
functionsto checkwhetherthe signature®f symptontorescanbe
generatedorrectlyusingthe new functions.If the signaturecan-
not be generatedy the new functions,thenthe x is invalid. In
this way, engineersancheckthe correctnes®sf their x esbefore
runningveri cation, which canaccelerateéhe manualerrorrepair
processsigni cantly.

The synthesis-basesultsshav thatour techniquesaneffec-
tively handledesignsaslarge as2000lines of RTL code,whichis
approximatelythe size thatan engineeractively works on. Since
synthesistools are available in most companies REDIR can be
usedby engineerseverydayto facilitate their detugging process.
On the other hand, the simulation-basedesultssuggesthat our
techniguesrepromising.OnceRTL symbolicsimulatorsbecome
accessibleo mostcompaniesREDIR can automaticallyexploit
their simulationpawer to handleevenlargerdesigns.

6. CONCLUSIONS

In this papemwe proposedseveral constructsandalgorithmsthat
provide afundamentallynen way to diagnoseandcorrecterrorsat
theRTL, including: (1) anRTL errormodelingconstructy(2) scal-
ableerrordiagnosisalgorithmsusing Pseudo-Booleaoonstraints,
synthesis,and simulation; and (3) a novel errorcorrectiontech-

nigueusingsignaturesTo empirically validateour proposedech-
niqgueswedevelopedanaovel veri cation framework, calledREDIR.
To this end, our experimentswith industrial designsdemonstrate
thatREDIR is ef cient andscalable.In particular designsup to a
few thousandines of code(or 100K cells after synthesisanbe
diagnosedvithin minuteswith high accurag. Sinceour methods
only rely on correctoutputresponsesnd supportboth combina-
tional and sequentiakircuits, they canbe appliedto variousde-
signsin all mainstreanveri cation o ws. Thesuperiorscalability
ef ciency andaccurag ensurethat REDIR canbe usedby engi-
neersin their everydaydeluggingtasks,which canfundamentally
changehe RTL dehuggingprocess.
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