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ABSTRACT
Recentimprovementsin designveri�cation strive to automatethe
error-detectionprocessand greatly enhanceengineers' ability to
detectthe presenceof functionalerrors. However, the processof
diagnosingthe causeof theseerrors and �xing themremainsdif-
�cult and requires signi�cant ad-hoc manual effort. Our work
proposesimprovementsto this aspectof veri�cation by present-
ing novel constructsand algorithmsto automatethe error-repair
processat theRegister-TransferLevel (RTL),where mostdevelop-
mentoccurs. Our contributions includea new RTL error model
andscalableerror-repair algorithms.Empirical resultsshowthat
our solutioncandiagnoseandcorrecterrors in designsup to sev-
eral thousandlinesof RTLcodein minuteswithsigni�cantly higher
accuracythanpreviousgate-level centeredsolutions.Thisdemon-
stratesthesuperiorscalabilityandef�ciency of our approach com-
paredto previouswork.

1. INTRODUCTION
Thedramaticincreasein designcomplexity of modernelectron-

ics challengestheability of developersto ensureits functionalcor-
rectness.While improvementsin veri�cation allow engineersto
�nd a larger fraction of designerrorsmoreef�ciently , little effort
hasbeendevotedto �xing sucherrors. As a result,debuggingre-
mainsanexpensive andchallengingtask.To addressthis problem,
researchershave proposedtechniquesthatautomatethedebugging
process,by locatingtheerrorsourcewithin adesignand/orby sug-
gestingpossiblecorrections. Although thesetechniquesaresuc-
cessfulto someextent, they mainly focuson thegatelevel [6, 14,
19, 20, 21] or the transistorlevel [13]. However, mostdebugging
effort occursin theRegister-TransferLevel (RTL) descriptionof a
circuit, wheredesignactivities arecarriedout. The lack of pow-
erful andautomatictools for errordiagnosisandcorrectionat this
level greatlyreducesdesigners'productivity when�xing evenvery
simpledesignerrors.Leveraginggate-level diagnosistools for the
RTL, however, is dif�cult becausesynthesistoolsblur themapping
betweentheRTL codeandthegate-level netlist.

To addressthisproblem,techniquesthatworkdirectlyattheRTL
havebeendevelopedrecently. The�rst groupof techniques[10,15,
17] employ asoftwareanalysisapproachthatimplicitly usesmulti-
plexers(MUXes)to identify statementsin theRTL codethatarere-
sponsiblefor theerrors.However, thesetechniquescanreturnlarge
potential error sitesand cannotautomaticallycorrect the errors.
The secondgroupof techniques,suchas[5], useformal analysis
of anHDL descriptionandfailedproperties;becauseof that these
techniquescan only be deployed in a formal veri�cation frame-
work, andcannotbeappliedin asimulation-basedveri�cation �o w
commonin theindustrytoday. In addition,thesetechniquescannot
repair identi�ed errorsautomatically. Finally, the work by Staber
et al. [18] candiagnoseandcorrectRTL designerrorsautomat-
ically, but it relies on state-transitionanalysisandhence,it does
not scalebeyond tensof statebits. In addition,this algorithmre-
quiresa correctformal speci�cationof thedesign,which is rarely
availablein today's designenvironments,becauseits development
is oftenaschallengingasthedesignprocessitself. In contrast,the
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Figure1: REDIR framework. Inputs to the tool arean RTL de-
sign (which includesoneor more errors), test vectorsexposing
the bug(s),and correct output responsesfor thosevectors ob-
tained fr om a high-level simulation. Outputs of the tool include
REDIR symptomcore (a minimum cardinality set of RTL sig-
nals which needto be modi�ed in order to correct the design),
aswell assuggestionsto �x the errors.

mostcommontypeof speci�cationavailableis ahigh-level model,
oftenwritten in a high-level language,which producesthecorrect
I/O behavior of thesystem.

To developascalableandpowerful RTL errordiagnosisandcor-
rectionsystem,we take a completelydifferentapproachby adopt-
ing hardwareanalysistechniquesthatareprevalentat thegate-level
into theRTL. Thisapproachis signi�cantly moreaccuratethanpre-
vioussoftware-basedsolutionsin thatwe cananalyzedesignsrig-
orouslyusingformalhardwareveri�cation techniques.At thesame
time, it is considerablyfasterandmorescalablethangate-level di-
agnosisbecauseerrorsaremodeledat a higher level. Moreover,
it only requirestestvectorsandoutputresponses,makingit more
practicalthanexisting formal analysissolutions.Finally, thenovel
errormodelandincreasedaccuracy of ourapproachallow ourtech-
niqueto provide insightfulsuggestionsfor correctingdiagnoseder-
rors. Our maincontributionsinclude: (1) a new RTL errormodel
that explicitly insertsMUXes into RTL codefor error diagnosis,
as opposedto previous solutionsthat useMUXes implicitly; (2)
innovative error-diagnosisalgorithmsusingsynthesisor symbolic
simulation;and(3) a novel error-correctiontechniqueusingsignal
behaviors (signatures) that is especiallysuitablefor theRTL. Our
empirical resultsshow that thesetechniquesallow us to provide
highly accuratediagnosesveryquickly.

We implementedour techniquesin a framework calledREDIR
(RTL Error DIagnosisandRepair),highlightedin Figure1. The
inputs to the framework includea designcontainingoneor more
bugs,a setof testvectorsexposingthem,andthecorrectresponses
for theprimaryoutputsover thegiven testvectors(usuallygener-
atedby ahigh-level behavioral modelwritten in C, C++,SystemC,
etc).Notethatweonly requirethecorrectresponsesat theprimary
outputsof thehigh-level modelandno internalvaluesarerequired.
Theoutputof theframework is a minimumcardinalitysetof RTL
signalsthatshouldbecorrectedin orderto eliminatetheerroneous



behavior. We call this setthesymptomcore. Whenmultiple cores
exist, REDIR providesall of thepossibleminimal cardinalitysets.
In addition, the framework suggestsseveral possible�x es of the
signalsin thesymptomcoreto helpadesignercorrectthosesignals.
Ourempiricalevaluationshows thatREDIRcandiagnoseandcor-
rectmultipleerrorsin designdescriptionswith thousandsof linesof
Verilog code(or approximately100K cellsaftersynthesis),which
is approximatelythe size that an engineeractively works on. As
a result,REDIR canassistengineersin their everydaydebugging
tasksandfundamentallyacceleratetheRTL designprocess.

The restof the paperis organizedasfollows. In Section2, we
describethe relatedwork andprovide the necessarybackground.
Section3 andSection4 describeourerrordiagnosisandcorrection
techniques,respectively. Empirical resultsaregiven in Section5,
while Section6 concludesthepaper.

2. BACKGROUND AND RELATED WORK
Ourerror-diagnosisalgorithmconvertstheerror-diagnosisprob-

leminto aPseudo-Boolean(PB)problem,andthenusesaPBsolver
to performthediagnosisandinfer whichdesignsignalsarerespon-
sible for incorrectoutputbehavior. In this section,we �rst de�ne
Pseudo-Booleanproblems,which areanextensionof SATisi�abil-
ity problems. Next, we review gate-level diagnosistechniques,
which provide the foundationfor our synthesis-baseddiagnosis,
andareusedfor comparisonin our experimentalresults.We then
show thebasicideabehindsymbolicsimulation,which we useas
analternative, compactway to formulatethePB problem.Finally,
webrie�y describesignature-basedresynthesistechniquesthatwill
beusedin ourerrorcorrection.

2.1 Pseudo­BooleanProblems
PB problems,alsocalled0-1 integer linearprogrammingprob-

lems,areanextensionof SATis�ability problems.PB constraints
arespeci�edasaninequalitywith a linearcombinationof Boolean
variables:C0po + C1p1 + :::+ Cn� 1pn� 1 � Cn, wherethevariables
pi arede�ned over theBooleansetf 0, 1g. A PB problemallows
the useof an additionalobjectivefunction, which is a linear ex-
pressionthat shouldbe minimizedor maximizedunderthe given
constraints.A numberof PB solvershave beendevelopedrecently
by extendingexistingSAT solvers(for instance,MiniSAT+ [9]).

2.2 Gate­level Err or DiagnosisTechniques
Gate-level error diagnosisandcorrectiontechniqueshave been

studiedextensively in thepast.Early work oftenrelieson speci�c
error modelsto simplify the problem,suchas [1, 14]. Recently,
thepower andeffectivenessof gate-level errordiagnosishave been
improvedby thework of Smithet al. [19], which doesnot rely on
any errormodel.In Smith'serror-diagnosistechnique,two typesof
componentsareaddedto a givenbuggynetlist. Thesecomponents
include (1) multiplexers, and (2) an error-cardinality constraint.
The purposeof the multiplexers is to model errors– when their
selectlines areasserted,alternative sourcesdrive the correspond-
ing internalwires to correcttheoutputresponses.Thenumberof
assertedselectlines is limited by the error-cardinalityconstraint,
which is implementedas an adderand a comparator: the adder
countsthenumberof assertedselectlines,andits outputis forced
to a valueN using the comparator. The circuit is thenconverted
into Conjunctive NormalForm (CNF), andinputsandoutputsare
subjectedto additionalconstraintsfrom input vectorsandcorrect
outputresponses,obtainedfrom a high-level model.Error diagno-
sis is thenperformedby iteratively solving the CNF usinga SAT
solver with anincreasingvaluefor N, until a solutionis found.

Note that Smith's techniquediagnoseserrorsin combinational
circuitsonly; to diagnosesequentialcircuits,Ali etal. [2] extended

Smith's work by unrolling the circuit, beforetheCNF conversion
step,M times,whereM is thesequentiallengthof thegiventrace.
Similar approachis usedin our synthesis-baseddiagnosis.As we
show in our experimentalresults,however, our algorithmrunssig-
ni�cantly fasterandis moreaccuratethanAli' s techniques,since
we modelerrorsat theRTL insteadof thegatelevel.

2.3 Logic vs. SymbolicSimulation
Logic simulationmodelsthebehavior of adigital circuit by prop-

agatingscalarBooleanvalues(0 and1) from primaryinputsto pri-
mary outputs. For example,whensimulating2-input AND with
both inputssetto 1, theoutput1 is produced.On theotherhand,
symbolicsimulationusessymbolsinsteadof scalarvaluesandpro-
ducesBooleanexpressionsat theoutputs[3, 4]. As a result,simu-
latinga2-inputXOR with inputsa andb generatesanexpression“a
XOR b” insteadof a scalarvalue. To improve scalability, modern
symbolicsimulatorsemploy several techniques,includingapprox-
imation,parameterizationandon-the-�y logic simpli�cation. For
example,with on-the-�y logic simpli�cation, “0 XOR b” is sim-
pli�ed to b thusreducingthe complexity of the expression.Tra-
ditional symbolic simulatorsoperateon a gate-level model of a
design;however, in recentyearssimulatorsoperatingon RTL de-
scriptionshave beenproposed[11, 12]. Symbolicsimulationis an
alternativewayto generateaninstanceof thePseudo-Booleancon-
straintproblemthatwe usein ourerrordiagnosisframework.

2.4 Signature­basedResynthesisTechniques
Our error correctiontechniqueis basedon signatures,wherea

signatureis essentiallya signal's partial truth tableandrepresents
a signal's behavior. Theerror-correctionproblemin REDIR is for-
mulatedas follows: given a target signatureand a collection of
candidatesignatures,�nd a logic expressionthatgeneratesthetar-
get signatureusingthe candidatesignatures.Sincesignaturesare
partialtruth tables,thisprocessis essentiallya logic synthesisstep,
andany synthesistool couldbeusedfor thispurpose.Ourprevious
work thatis speciallytunedfor resynthesizingfrom partialtruth ta-
bleswaspublishedin [6]. Thework proposestwo techniques:one
involvesan exhaustive searchof the solutionspace,and�nds so-
lutionswith minimal numberof logic operations(GDS).Theother
methodis approximatebut faster(EGS).

3. RTL ERROR DIAGNOSIS
In thissection,wedescribeourerror-diagnosistechniques.First,

we explain our RTL errormodel,andthenproposetwo diagnosis
methodsthatuseeithersynthesis(Section3.2) or symbolicsimu-
lation (Section3.3). Finally, we outline how hierarchicaldesigns
shouldbehandled.

3.1 Err or Modeling
In ourframework theerror-diagnosisproblemis representedwith

(1) an RTL descriptioncontainingoneor morebugsthat is com-
posedof variables(wire, registers,I/O) and operationson those
variables;(2) a setof testvectorsexposingthe bugs; and(3) the
correctoutputresponsesfor the given testvectors,usuallygener-
atedby a high-level behavioral model. The objective of the error
diagnosisis to identify a minimal numberof variablesin theRTL
descriptionthatareresponsiblefor thedesign'serroneousbehavior.
Moreover, by modifying thelogic of thosevariables,thedesigner-
rors canbe corrected.Eachsignalfound to affect the correctness
of thedesignis calleda symptomvariable. Without minimization,
thesetof symptomvariablesreportedwould includetheroot cause
of thebug andtheconeof logic emanatingfrom it: correctingall
thesymptomvariableson any cut acrossthis coneof logic would
eliminatethebug. Therefore,by forcing thePBsolver to minimize



thenumberof symptomvariables, we returna solutionascloseto
theroot causeof theerroneousbehavior aspossible.On theother
hand,if minimizing the numberof symptomvariablesis not pre-
ferred(e.g.one-outputcircuits),asolutionwith aspeci�ednumber
N of symptomvariablescanbe foundby converting thePBCto a
SAT instancewith thetotalnumberof symptomvariablessetto N.

To modelerrorsin a design,we introducea conditionalassign-
mentfor eachRTL variable,asshown in theexamplein Figure2.
Notethattheseconditionalassignmentsareusedfor errordiagnosis
only andshouldnot appearin the �nal synthesizeddesign.How-
ever, they allow theREDIR framework to locatesitesof erroneous
behavior in RTL, aswe illustrateusinga half adderdesignshown
in Figure2. Supposethat the output responsesof the designare
incorrectbecausec shouldbe driven by “a & b” insteadof “a j
b”. Obviously, to producethe correctoutputthat we obtainfrom
a high-level model,thebehavior of c mustbechanged.To model
this situation,we inserta conditionalassignment,“assigncn = csel
? cf : c”, into thecode. Next, we replaceall occurrencesof c in
thecodewith cn, exceptwhenc is usedon theleft-hand-sideof an
assignment.We call csel a selectvariable andc f a freevariable
in this paper. Then,by assertingcsel andusingan alternative sig-
nal source,modeledby c f , we canforce the circuit to behave as
desired.If we canidentify the selectvariablesthat shouldbe as-
sertedandthe correctsignalsthat shoulddrive the corresponding
freevariablesto producecorrectcircuit behavior, we candiagnose
and�x theerrorsin thedesign.

module half adder(a, b, s, c);
input a, b;
output s, c;
assign s = a ˆ b;
assign c = a | b;

endmodule

module half adder MUXenriched(a, b, sn, cn,
ssel, csel, s f , c f );

input a, b, ssel, csel, s f , c f ;
output sn, cn;
assign s = a ˆ b;
assign c = a | b;
assign sn = ssel ? s f : s;
assign cn = csel ? c f : c;

endmodule

Figure 2: An RTL error-modeling code example: mod-
ule half adder shows the original code, where c is erro-
neously dri ven by “ a j b” instead of “ a & b”; and module
half adder MUX enriched shows the MUX-enriched version.
The differ encesare marked in boldface.

The procedureto introducea conditionalassignmentfor a de-
sign variablev is called MUX-enrichment(sinceconditionalas-
signmentsare conceptuallymultiplexers), and its pseudocodeis
shown in Figure3. It shouldbe performedon eachinternal sig-
nal, de�ned in thecircuit, includingregisters.Theprimaryinputs,
however, shouldnot beMUX-enrichedsinceby constructionthey
cannothave erroneousvalues. It alsoshouldbe notedthat for hi-
erarchicaldesignsthe primary inputsof a modulemay be driven
by the outputsof anothermoduleand,therefore,may assumeer-
roneousvalues.To handlethis situation,we insertconditionalas-
signmentsinto thehierarchicalmodules'outputports.

procedureMUX enrichment(v)
1. createanew signalwire vn andnew inputsvf andvsel;
2. addconditionalassignment“vn = vsel ? vf : v”;
3. replaceall occurrencesof v that appearon the right-hand-sideof

assignments(includingoutputs,if/caseconditions,etc.)with vn;

Figure 3: Procedure to insert a conditional assignmentfor a
signal in an RTL description for error-modeling.

3.2 Diagnosiswith Synthesis
After theerror-modelingconstructshavebeeninsertedinto ade-

sign,errordiagnosisis usedto identify theminimal numberof se-
lect variablesthatshouldbeassertedalongwith thevaluesof their
correspondingfreevariablesto producethe correctcircuit behav-
ior. In this sectionwe presentan error diagnosistechniquethat
usessynthesisandcircuit unrolling. In contrastwith existing gate-
level diagnosistechniquesdescribedin Section2.2,ourRTL error-
modelingconstructsaresynthesizedwith thedesign,which elimi-
natestheneedto insertmultiplexersat thegatelevel. In this way,
the synthesizednetlist faithfully preserves the constructsinserted
at the RTL, enablingaccurateRTL error diagnosis. This is sig-
ni�cantly differentfrom diagnosingdesignerrorsat thegatelevel,
sincesynthesisis only usedto generateBooleanexpressionsbe-
tweenRTL variables,and the synthesizednetlist is not the target
of the diagnosis. As a result, our diagnosismethodhasa much
smallersearchspaceand runs signi�cantly fasterthan gate-level
techniques,aswe show in ourexperimentalresults.

Proceduresynbaseddiagnosis(designCNF;c; inputs;out puts);
1 CNF = unroll designCNF c times;
2 connectall selectvariablesin CNFto thosein the�rst cycle;
3 constrainPI/POin CNF usinginputs/out puts;
4 PBC = CNF, min( å selectvariables);
5 returnsolution=PB-Solve(BPC);

Figure4: Procedureto perform error diagnosisusingsynthesis
and circuit unrolling.

Figure4 outlinesthealgorithmfor synthesis-basederrordiagno-
sis.Beforetheprocedureis called,thedesignis synthesizedandits
combinationalportion is convertedto CNF format (designCNF).
Otherinputsto the procedureincludethe lengthof the bug trace,
c, aswell as the testvectors(inputs) andtheir correctoutput re-
sponses(out puts). To make surethat the diagnosisappliesto all
simulationcycles, the algorithmconnectsthe selectvariablesfor
eachunrolledcopy to thecorrespondingCNF variablesin the�rst
copy. On theotherhand,freevariablesfor eachunrolledcopy of
thecircuit areindependent.Whenasolutionis found,eachasserted
selectvariablesis a symptomvariable, andthesolutionfor its cor-
respondingfreevariableis analternative signalsourcethatcan�x
the designerrors. Note that if statevaluesover time areknown,
they canbeusedto constraintheCNFatregisterboundaries,reduc-
ing the sequentialerror-diagnosisproblemto combinational.The
constructedCNF, alongwith theobjective to minimizethesumof
selectvariables,formsa Pseudo-BooleanConstraint(PBC). Error
diagnosisis thenperformedby solvingthePBC.

3.3 Diagnosiswith RTL SymbolicSimulation
In this sectionwe proposean alternative error-diagnosistech-

nique that scalesfurther than the synthesis-basedtechnique. We
achievethisbyperformingsymbolicsimulationdirectlyontheRTL
representationandgeneratingBooleanexpressionsat the primary
outputsfor all simulatedcycles.Theoutputs'Booleanexpressions
areusedto build aPseudo-Booleanproblem's instance,thatis then
handedover to aPB solver for errordiagnosis.

AlthoughRTL symbolicsimulatorsarenotyet commonlyavail-
ablein the industry, effective solutionshave beenproposedin re-
centyearsin theliterature[11, 12]. Moreover, becauseof thescal-
ability advantagesof performingsymbolicsimulationat the RTL
insteadof thegatelevel, commercial-qualitysolutionsarestarting
to appear. For our empiricalvalidationwe usedonesuchexperi-
mentalRTL symbolicsimulator[22].

Figure5 illustratesour novel procedurethatusessymbolicsim-
ulationandPBsolving.Weassumethattheregistersareinitialized
to known valuesbeforetheprocedureis invoked. We alsoassume



that thecircuit containsn MUX-enrichedsignalsnamedvi , where
i = f 1::ng. Eachvi hasa correspondingselectvariablevi sel anda
freevariablevi f . Thereareo primaryoutputs,namedPOj , where
j = f 1::og. We usesubscript“@” to pre�x thecycle duringwhich
thesymbolsaregenerated.For eachprimaryoutput j andfor each
cycle t we computeexpressionPOj@t by symbolicallysimulating
thegivenRTL design,andalsoobtaincorrectoutputvalueCPOj@t
from thehigh-level model.Theinputsto theprocedurearetheRTL
design(design), thetestvectors(test vectors), andthecorrectout-
put responsesover time(CPO).

Proceduresim baseddiagnosis(design;test vectors;CPO);
1 8i;1 � i � n; vi sel= new symbol() ;
2 for t = 1 to c begin // Simulatec cycles
3 PI = test vector atcycle t;
4 8i;1 � i � n; vi f @t = new symbol() ;
5 PO@t = simulate(design);
6 end
7 PBC =

V o
j= 1

V c
t= 1(PO j@t= CPOj@t ), min(å n

i= 1vi sel);
8 returnsolution=PB Solve(PBC);

Figure5: Procedureto perform error diagnosisusingsymbolic
simulation. The boldfacedvariables are symbolic variables or
expressions,while all othersare scalar values.

In thealgorithmshown in Figure5, a symbolis initially created
for eachselectvariable(line 1). Duringthesimulation,anew sym-
bol is createdfor eachfreevariablein every cycle,andtestvectors
areappliedto primaryinputs,asshown in lines2-4. Thereasonfor
creatingonly onesymbolfor eachselectvariable is that a condi-
tionalassignmentshouldbeeitheractivatedor inactivatedthrough-
out the entiresimulation,while eachfreevariable requiresa new
symbolateverycyclebecausethevalueof thevariablemaychange.
As a result,thesymbolsfor theselectvariablesareassignedout-
sidethe simulationloop, while the symbolsfor the freevariables
areassignedin the loop. The valuesof the freevariablescanbe
usedasthealternative signalsourceto producethecorrectbehav-
ior of thecircuit. After simulatingonecycle,a Booleanexpression
for all of theprimaryoutputsarecreatedandsaved in PO@t (line
5). After thesimulationcompletes,thegeneratedBooleanexpres-
sionsfor all theprimaryoutputsareconstrainedby their respective
correctoutputvaluesandareANDedto form aPBC problemasline
7 shows. In orderto minimize the numberof symptomvariables,
we minimize the sumof selectvariables, which is alsoaddedto
thePBC astheobjective function. A PB solver is theninvoked to
solve the formulatedPBC, asshown in line 8. In thesolution,the
assertedselectvariablesrepresentthesymptomvariables, andthe
valuesof thefreevariablesrepresentthealternative signalsources
thatcanbeusedto correcttheerroneousoutputresponses.

Below we presentanexampleof a buggydesignto illustratethe
symbolicsimulation-basederror-diagnosistechnique.
Example 1. Assumethat the circuit shown in Figure6 contains
an error: signalg1 is erroneouslyassignedto expression“r1 j r2”
insteadof “r1 & r2”. Conditionalassignments,highlightedin bold-
face,have beeninsertedinto the circuit using the techniquesde-
scribedin Section3.1. For simplicity reasons,we do not include
theMUXes at theoutputsof registersr1 andr2. Thetracethatex-
posesthe error in two simulationcyclesconsistsof the following
valuesfor inputs f I1, I2g: f 0, 1g, f 1, 1g. Whenthe sametrace
is simulatedby a high-level behavioral model, the correctoutput
responsesfor f O1, O2g are generated:f 0, 0g, f 1, 0g. Besides
theseoutputresponses,no additioninformation,suchasvaluesof
internalsignalsandregisters,is required.Weannotatethesymbols
injectedduring the simulationby their cycle numbersusingsub-
scripts. The Booleanexpressionsfor the primary outputsfor the
two cyclesof simulationare:
O1n@1= O1sel ? O1f @1 : [I1@1 j (g1sel ? g1f @1 : 0)]

O2n@1= O2sel ? O2f @1 : [I2@1 & (g1sel ? g1f @1 : 0)]
O1n@2= O1sel ? O1f @2 : f I1@2 j [g1sel ? g1f @2 : (I1@1 & I2@1)]g
O2n@2= O2sel ? O2f @2 : f I2@2& [g1sel ? g1f @2 : (I1@1 & I2@1)]g

Sincetheprimary inputsarescalarvalues,theexpressionscanbe
greatly simpli�ed during symbolic simulation. For example,we
know thatI1@2 = 1; therefore,O1n@2 canbesimpli�ed to O1sel ?
O1f@2 : 1. As aresult,theBooleanexpressionsactuallygenerated
by thesymbolicsimulatorare:
O1n@1= O1sel ? O1f @1 : (g1sel ? g1f @1 : 0)
O2n@1= O2sel ? O2f @1 : (g1sel ? g1f @1 : 0)

O1n@2= O1sel ? O1f @2 : 1
O2n@2= O2sel ? O2f @2 : (g1sel ? g1f @2 : 0)

To performerrordiagnosis,weconstraintheoutputexpressionsus-
ing thecorrectresponses,andthenconstructa PBCasfollows:
PBC = (O1n@1 = 0) ^ (O2n@1 = 0) ^ (O1n@2 = 1) ^ (O2n@2 = 0),
min(O1sel + O2sel + g1sel).

Onepossiblesolutionof thisPBCis to assertg1sel, whichprovides
a correctsymptomcore.

module example(clk, I1, I2, O1n, O2n, g1sel, O1sel,
O2sel, g1 f , O1f , O2f );

input I1, I2, g1sel, O1sel, O2sel, g1 f , O1f , O2f
output O1n, O2n;
reg r1, r2;
initial begin r1= 0; r2= 0; end
always @(posedge clk) begin

r1= I1; r2= I2;
end
assign g1 = r1 | r2;
assign O1 = I1 | g1n;
assign O2 = I2 & g1n;
assign g1n= g1sel ? g1 f : g1;
assign O1n= O1sel ? O1f : O1;
assign O2n= O2sel ? O2f : O2;

endmodule

Figure 6: Designfor the example.Wir e g1 should bedri ven by
“r1 & r2”, but it is erroneouslydri venby “r1 j r2”. Thechanges
madeduring MUX-enrichment are marked in boldface.

3.4 Handling Hierar chical Designs
Currentdesignsoften have hierarchicalstructuresto allow the

circuit to be decomposedinto smallerblocksand thus reduceits
complexity. In this subsectionwe discusshow theMUX-enriched
circuit shouldbe instantiatedif it is encapsulatedasa modulein
sucha hierarchicaldesign.

Thealgorithmto insertMUXes into a singlemodulemis shown
in Figure3. If m is instantiatedinsideof anothermoduleM, how-
ever, MUX-enrichmentof M mustincludeanextrastepwherenew
inputsareaddedto all instantiationsof m. Therefore,for hierar-
chical designs,the insertionof conditionalassignmentsmust be
performedbottom-up:MUX-enrichmentin a modulemustbeexe-
cutedbeforeit is instantiatedby anothermodule.This is achieved
byanalyzingthedesignhierarchyandperformingMUX-enrichment
in a reverse-topologicalorder.

It is importantto notethatin hierarchicaldesigns,theselectvari-
ablesof instancesof thesamemoduleshouldbeshared,while the
freevariablesshouldnot. This is becauseall instancesof thesame
modulewill have thesamesymptomvariables. As a result,select
variablesshouldsharethesamesignals.Ontheotherhand,eachin-
stanceis allowedto have differentvaluesfor their internalsignals;
therefore,eachfreevariableshouldhave its own signal.However,
it is possiblethatabugrequires�xing only oneRTL instancewhile
otherinstancesof the samemodulecanbe left intact. This situa-
tion requiresgenerationof new RTL modulesandis currentlynot
handledby ourdiagnosistechniques.



4. RTL ERROR CORRECTION
TheRTL error-correctionproblemis formulatedasfollows: given

anerroneousRTL descriptionof a digital design,�nd a variantde-
scription for oneor moreof the modulesthat composeit so that
the new designpresentsa correctbehavior for the errors,while
leaving the known-correctbehavior unchanged.Although many
error-repairtechniquesexist for gate-level designs,very few stud-
ies focuson theRTL. Onemajorreasonis thelack of logic repre-
sentationsthatcansupportthe logic manipulationrequiredduring
RTL errorcorrection.For example,the logic of a signalin a gate-
level netlistcanbeeasilyrepresentedby BDDs,andmodifying the
functionof thesignalcanbe supportedby themanipulationof its
BDDs. However, mostexistinglogic representationscannotbeeas-
ily appliedto anRTL variable.Thisproblemis furtherexacerbated
by thefactthatanRTL modulemaybeinstantiatedmultiple times,
creatingmany different functionsfor an RTL variabledepending
on whereit is instantiated.

In [6] we proposeda framework for gate-level error correction.
Our approachutilizes only signatures,which canbe easilycalcu-
latedvia simulation,makingour techniquesespeciallysuitablefor
RTL errorcorrection.However, techniquesin [6] couldbeapplied
only to combinationalcircuits,andcouldhandledesignhierarchies.
To supportthe error-correctionrequirementsat the RTL, where
most designscontainhierarchiesand are sequential,we propose
a new error-correctionschemebasedon similar concepts.In this
section,we �rst describethe baselineerror-correctiontechnique
that is easierto understand.Next, we show how signaturesshould
be generatedat the RTL to handlehierarchicalandsequentialde-
signs. Finally, we provide someinsightsthat we obtainedduring
theimplementationof oursystem.

4.1 BaselineErr or Corr ection Technique
Fora�attenedcombinationaldesign,errorcorrectionisperformed

asfollows: (1)signaturesof RTL variablesaregeneratedusingsim-
ulation; (2) error diagnosisis performedto �nd a symptomcore;
(3) signaturesof thesymptomvariablesin thesymptomcorearere-
placedby thevaluesof their correspondingfreevariables; and(4)
synthesisis appliedto �nd logic expressionsgeneratingthesigna-
turesof thesymptomvariables. By replacingtheexpressionsthat
generatethe functionsof the symptomvariableswith thosenew
expressions,designerrorscanbecorrected.

4.2 Hierar chical and SequentialDesigns
In a �attened design,eachRTL variablerepresentsexactly one

logic function.In ahierarchicaldesign,however, eachvariablemay
representmorethanonelogic function. Therefore,we devise the
following techniquesto constructthesignaturesof RTL variables.
For clarity, we call a variablein anRTL modulea modulevariable
anda variablein an instancegeneratedby themodulean instance
variable. A modulevariablemaygeneratemultiple instancevari-
ablesif themoduleis instantiatedseveraltimes.

In RTL errorcorrection,we modify thesourcecodeof themod-
ules in order to correctthe design's behavior. Sincechangingan
RTL modulewill affect all the instancesproducedby themodule,
we concatenatethesimulationvaluesof theinstancevariablesde-
rived from the samemodulevariable to producethe signaturefor
themodulevariable. This way, we canguaranteethata changein
a modulewill affect instancesin thesameway. Similarly, we con-
catenatethe signaturesof the modulevariable at differentcycles
for sequentialerror correction. A signature-constructionexample
is given in Figure7. Note that to ensurethe correctnessof error
repair, thesameinstanceandcycle ordersmustbeusedduringthe
concatenationof signaturesfor all modulevariables.

Design:
module top;

child c1(), c2(), c3();
endmodule
module child;

wire v;
endmodule

Simulationvalues:
Cycle0: top.c1.v= 0, top.c2.v= 0, top.c3.v= 1
Cycle1: top.c1.v= 1, top.c2.v= 0, top.c3.v= 0

Constructedsignaturefor RTL errorcorrection:

child.v =

c1:v
z}|{

1

c2:v
z}|{

0

c3:v
z}|{

0| {z }
cycle 1

c1:v
z}|{

0

c2:v
z}|{

0

c3:v
z}|{

1| {z }
cycle 0

Figure 7: Signature-construction example. Simulation values
of variables createdfr om the sameRTL variable at all cycles
should beconcatenatedfor error correction.

Example2. Using thesamecircuit asExample1. Thevaluesre-
turnedby thePBsolver for g1f@0 andg1f@1 areboth0. Sincethe
inputsto g1 aref 0, 0g andf 0, 1g for the�rst two cycles,thecorrect
expressionfor g1 shouldgenerate0 for thesetwo inputs.RTL error
correctionreturnsthefollowing new logic expressionsthatcan�x
the error: g1 = r1&r2, g1 = r1, etc. Note that althoughthe cor-
rect �x is returned,the �x is not unique. In general,longertraces
containingvarioustestvectorswill identify the error with higher
precisionandsuggestbetter�x esthanshortones.

4.3 Implementation Insights
Fixing errorsinvolving multi-bit variablesis moredif�cult than

�xing errorsinvolving only one-bitvariablesbecausedifferentbits
in the variablemay be generateddifferently. To solve this prob-
lem, we allow theuserto inserta conditionalassignmentfor each
bit in thevariable.Alternatively, REDIR canalsobecon�guredto
consideronly the least-signi�cantbit whenperformingerror cor-
rection.This is usefulwhenthevariableis consideredasawhole.

In synthesis-basederrordiagnosis,we observe that it is dif�cult
to identify thewiresderivedfrom thesameRTL variablein a syn-
thesizednetlist. To overcomethis problem,we addtheoutputsof
insertedconditionalstatementsto theprimaryoutputsof theMUX-
enrichedmodulesto obtainthe simulatedvaluesof the RTL vari-
ables. To improve our error-correctionquality, we utilize observ-
ability don't-caresin our synthesis-basedapproachby simulating
the complementsignaturesof symptomvariablesandobserve the
changesat primaryoutputs(includinginputsto registers).

5. EXPERIMENT AL RESULTS
In our experiments,we evaluatedthe performanceof the tech-

niquesdescribedin this paperwith a rangeof Verilogbenchmarks.
We useda proprietaryPerl-basedVerilog parserto insert condi-
tional assignmentsinto RTL code.Synthesis-baseddiagnosiswas
implementedusing OpenAccess2.2 and OAGear0.96 [24] with
RTL Compilerv4.10from Cadenceasthesynthesistool. For simu-
lation-baseddiagnosis,we adoptedanexperimentalRTL symbolic
simulator, Insight 1.4, from Avery DesignSystems[22]. For ef-
�ciency, we implementedthe techniquesdescribedin [9] to con-
vert PB problemsto SAT problemsandadoptedMiniSAT asour
SAT solver [8]. All the experimentswereconductedon an AMD
Opteron880(2.4GHz)Linux workstationwith 16GBmemory. The
designsundertest includedseveral circuits selectedfrom Open-
Cores[23] (Pre norm,MD5, MiniRISC,andCF FFT),thepicoJava-
II microprocessor(Pipe),DLX, andAlpha. Bugs(describedin Ta-
ble 2) wereinjectedinto thesebenchmarks,with theexceptionof



Benchmark Description #Flip- Tracetype Gate-level [2, 19] RTL (Ours)
�ops #Cells #MUXes #Lines #Assign

Pipe Part of PicoJava pipelinecontrolunit 2 Constrained-random 55 72 264 31
Pre norm Part of FPU 71 Constrained-random 1877 1877 270 43
MD5 MD5 full chip 910 Direct test 13311 13313 438 37
MiniRISC MiniRISC full chip 887 Direct test 6402 6402 2013 43
CF FFT Part of theCF FFTchip 16,638 Constrained-random 126532 126560 998 223
DLX 5-stagepipelineCPUrunningMIPS-Lite ISA 2,062 Constrained-random 14725 14727 1225 84
Alpha 5-stagepipelineCPUrunningAlpha ISA 2,917 Constrained-random 38299 38601 1841 134

Table1: Characteristicsof benchmarks.“#MUXes” is the number of MUXes insertedby gate-level diagnosis[2, 19] for comparison,
and “#Assign” is the number of conditional assignmentsinsertedby our solution.

DLX andAlpha,whichalreadyincludedbugs.Weusedconstrained-
randomsimulationto generatebug tracesfor Pipe,Prenorm,and
CF FFT, while thebug tracesfor therestof thebenchmarkswere
generatedusingthe veri�cation environmentshippedwith thede-
signs. Tracesto exposebugs in DLX and Alpha were given by
the veri�cation engineerandweregeneratedusinga constrained-
randomsimulationtool. The characteristicsof thesebenchmarks
aresummarizedin Table1. In thetable,“RTL #Lines” is thenum-
berof linesof RTL codein adesign,and“Gate-level #Cells” is the
cell countof the synthesizednetlist. To compareour resultswith
previouswork, we implementedthealgorithmsfor gate-level error
diagnosisin [2, 19]. In the table,we list the numberof MUXes
insertedby their techniquesin column“#MUXes”, andthenumber
of conditionalassignmentsunder“#Assign”.

Bench- Bug Description
mark ID
Pipe A Onesignalinverted
Pre A ReducedOR replacedby reducedAND
norm B Onesignalinverted

C One26-bitbusMUX selectline inverted
D BugA + BugB
E BugA + BugB + BugC

MD5 A Incorrectoperandfor a32-bitaddition
B Incorrectstatetransition
C BugB with ashortertrace

MRISC A IncorrectRHSfor a11-bit valueassignment
CF FFT A Onesignalinverted
DLX A SLL inst. doesshift thewrongway

B SLTIU inst. selectsthewrongALU operation
C JAL inst. leadsto incorrectbypassfrom MEM stage
D Incorrectforwardingfor ALU+IMM inst.
E Doesnot write to reg31
F RT readslower 30bits only
G If RT = 7 memorywrite is incorrect

Alpha A Write to zero-reg succeedsif rdb idx = 5
B Forwardingthroughzeroreg on rb
C Squashif sourceof MEM/WB = dest.of ID/EX and

instr. in ID is not abranch

Table 2: Description of bugs in benchmarks. DLX and Alpha
include native bugs,while the otherswere manually injected.

5.1 Synthesis­basedErr or Diagnosis
In this experiment,we performedcombinationalandsequential

error diagnosisusingthe synthesis-basedtechniquesdescribedin
Section3.2. For comparisonwith previous work, we alsosynthe-
sizedthebenchmarksandperformedgate-level errordiagnosisus-
ing Smith's andAli' s [2, 19] techniquesdescribedin Section2.2.
Theresultsaresummarizedin Table3. Recallthata symptomcore
suggestsa possiblesetof signalsto modify for correctingthede-
sign,andit includesoneor moresymptomvariables. In all our ex-
periments,we foundthat thereportedsymptomcoresincludedthe
root causesof errorsfor all benchmarks.In otherwords,REDIR
accuratelypointedout thesignalsthatexhibitedincorrectbehavior.
Comparison betweenRTL and gate-level error diagnosis: this
comparisonclearly indicatesthat diagnosingfunctional errorsat

theRTL hassigni�cant advantagesover thegatelevel: shorterrun-
time andmoreaccuratediagnoses.As Table3 shows, mosterrors
canbediagnosedusingour techniqueswithin a few minutes,while
identifying the sameerrorsat the gate level takes more than 48
hoursin many cases.Onemajor reasonfor this is that the num-
berof possiblesymptomvariables(error sites), i.e., internalnetlist
signalsresponsiblefor thebug,issigni�cantly smallerin RTL diag-
nosis,ascanbeobservedfrom thenumbersof insertedconditional
assignmentsshown in Table 1. This is due to the fact that one
simpleRTL statementmay be synthesizedinto a complex netlist,
which proliferatesthenumberof error sites. For example,a state-
ment like “a = b + c” createsonly one symptomvariable at the
RTL. Its synthesizednetlist,however, maycontainhundredsof er-
ror sites, dependingon the implementationof the adderand the
bit-width of the signals. The small numberof potentialsymptom
variablesat theRTL signi�cantly reducesthesearchspacefor PB
or SAT solversandprovidesveryshortdiagnosisruntime.In addi-
tion, onebugat theRTL maytransforminto multiplesimultaneous
bugsat thegatelevel. Sinceruntimeof errordiagnosisgrows sub-
stantiallywith eachadditionalbug [19], beingableto diagnoseer-
rorsat theRTL avoidstheexpensive multi-errordiagnosisprocess
at the gatelevel. We alsoobserved that althoughthe runtimeof
theRTL errordiagnosisstill increaseswith eachadditionalbug, its
growth rateis muchsmallerthanthegrowth rateat thegatelevel.
For example,asTable3 shows, theruntimeof thegate-level diag-
nosisfor Pre norm(A) and(D), which combined(A) and(B), was
63.6and88.7seconds,respectively. For RTL diagnosis,the run-
timewas13.2and13.8seconds,respectively. Theseresultsclearly
indicatethatadoptinggate-level techniquesinto RTL is thecorrect
approach:it providesexcellentaccuracy becauseformal analysis
canbe performed,yet it doesnot have any drawbackcommonin
gate-level analysisin that it is still highly scalableand ef�cient.
This is achievedby ournew constructsthatmodelerrorsat theRTL
insteadof thegatelevel. Theseresultsalsodemonstratethattrying
to diagnoseRTL errorsat the gatelevel andmappingthe results
backto RTL is ineffective andinef�cient, not to mentionthe fact
thatsucha mappingis usuallydif�cult to �nd.
Comparison betweencombinational and sequentialdiagnosis:
the differencebetweencombinationalandsequentialdiagnosisis
thatsequentialdiagnosisonly usesoutputresponsesfor constraints,
while combinationalis allowed to usestatevalues. As Table 3
shows, theruntimeof combinationaldiagnosisis typically shorter,
and the numberof symptomcores is often smaller. In DLX(D),
for example,thecombinationaltechniquerunssigni�cantly faster
thansequential,andreturnsonly threecores, while sequentialre-
turnsnine. The reasonis that combinationaldiagnosisallows the
useof statevalues,which provide additionalconstraintsto thePB
instance.As aresult,thePBsolvercan�nd solutionsfaster, andthe
additionalconstraintsfurther localizethe bugs. Beingableto uti-
lize statevaluesis especiallyimportantfor designswith very deep
pipelines,whereanerrormaybeobservedhundredcycleslater. For
example,theerrorinjectedinto CF FFT requiresmorethan40 cy-



Bench- Bug Bug traces Gate-level diagnosis[2, 19] RTL diagnosis(Ourwork)
mark ID #tra- #cy- Combinational Sequential Combinational Sequential

ces cles Errorsfound Runtime Errorsfound Runtime Errorsfound Runtime Errorsfound Runtime
#Sites #Cores (sec) #Sites #Cores (sec) #Symp. #Cores (sec) #Symp. #Cores. (sec)

Pipe A 32 200 1 1 6.9 1 1 7.1 1 1 6.0 1 1 6.0
Pre A 32 20 1 1 51.1 1 1 63.6 1 1 13.2 1 1 13.2
norm B 32 20 1 3 41.6 1 4 46.7 1 1 11.4 1 2 13.4

C 32 20 Time-out (48hours) with > 10error sites 1 1 11.4 1 1 11.4
D 32 20 2 3 73.3 2 4 88.7 2 1 12.4 2 2 13.8
E 32 20 Time-out (48hours) with > 8 error sites 3 2 13.9 3 4 17.4

MD5 A 1 200 Time-out (48hours) with > 6 error sites 1 1 83.3 1 3 173.2
B 1 200 1 2 10,980 1 4 41,043 1 1 42.9 1 2 110.1
C 1 50 1 3 2,731 1 28 17,974 1 1 14.1 1 6 49.8

MRISC A 1 500 Statesunavailable Time-out (48hours) Statesunavailable 1 2 32.0
CF FFT A 32 15 1 1 109,305 Traceunavailable 1 4 364.8 Traceunavailable
DLX A 1 150 Time-out (48hours) Out of memory 1 1 41.2 1 3 220.8

B 1 68(178) 1 20 15,261 Out of memory 1 4 54.8 1 17 1886.3
C 1 47(142) 1 45 11,436 1 170 34,829 1 5 15.8 1 11 104.0
D 1 77(798) 1 6 18,376 1 6 49,787 1 3 27.5 1 9 2765.1
E 1 49(143) 1 12 9743.5 1 193 19,621 1 4 19.1 1 12 105.2
F 1 188 1 10 15,184 Out of memory 1 2 67.8 1 2 457.4
G 1 30 (1080) 1 9 4160.1 Traceunavailable 1 1 11.3 Traceunavailable

Alpha A 1 70(256) Time-out (48hours) 1 5 127.4 1 9 525.3
B 1 83(1433) Time-out (48hours) 1 5 111.6 1 5 368.9
C 1 150(9950) Out of memory 1 3 122.3 1 3 250.5

Table 3: Synthesis-basederror diagnosisresults. For gate level, “#Sites” is the number of error sitesreported in eachcore, and for
RTL “#Symp.” is the number of symptomvariablesin eachcore. `#Cores” is the total number of symptomcoresreturned by either
approach. The resultsshow that RTL diagnosisoutperforms gate-level diagnosisin all the benchmarks: the runtime is shorter, and
the diagnosisis more accurate. Bug traces for several DLX/Alpha benchmarks have beenminimized before diagnosis,and their
original lengthsare shown in parentheses.

clesto propagateto any primaryoutput,makingtheuseof sequen-
tial diagnosisdif�cult. In addition,bugsthatareobservedin design
statescanonly bediagnosedwhenstatevaluesareavailable,such
asDLX(G). On the otherhand,sequentialdiagnosisis important
whenstatevaluesareunavailable. For example,the bug injected
into the MiniRISC processorchangedthe stateregisters,damag-
ing correctstatevalues. In practice,it is alsocommonthat only
responsesat primary outputsareknown. Therefore,beingableto
diagnoseerrorsin combinationalandsequentialcircuits is equally
important,andbotharesupportedby REDIR.

ThecomparisonbetweenMD5(B) andMD5(C) shows thatthere
is a trade-off betweendiagnosisruntimeandquality: MD5(C) uses
a shortertraceand thusrequiresshorterdiagnosisruntime; how-
ever, the numberof symptomcoresis larger thanthat returnedby
MD5(B), showing that the resultsare lessaccurate. The reason
is that longer tracesusuallycontainmore information; therefore,
they canbetterlocalizedesignerrors.Oneway to obtainshortyet
high-qualitytracesis to performbug traceminimizationbeforeer-
ror diagnosis.Suchminimizationtechniquescanremoveredundant
informationfrom thebug traceandgreatlyfacilitateerrordiagno-
sis. We adoptedonesuchtechnique[7] to minimizethe tracesfor
DLX andAlpha, andthe lengthof the original tracesis shown in
parentheses.In general,onetraceis enoughto localizethe errors
to a smallnumberof symptomcores,while additionaltracesmay
furtherreducethis number.
5.2 Simulation­basedErr or Diagnosis

In thisexperiment,weperformedsimulation-baseddiagnosisus-
ing thealgorithmdescribedin Section3.3with Insight,anexperi-
mentalRTL symbolicsimulatorfrom [22]. BenchmarksPipeand
CF FFT wereusedin this experiment. Simulationtook 23.8 and
162.9secondsto generateSAT instancesfor thesebenchmarks,re-
spectively. TheSAT solver includedin Insight thensolved the in-
stancesin 1 and723secondsrespectively, andit successfullyiden-
ti�ed the designerrors. Note that currently, the SAT solver only
returnsone, insteadof all possiblesymptomcores. Although the
runtimeof simulation-basedapproachis longerthanthesynthesis-
basedmethod,it doesnot requirethe designto be synthesizedin
advance,thussaving thesynthesizerruntime.

Bench-mark Bug #Cores Resyn. #Fixes Runtime
mark ID �x ed method (sec)
Pipe A 1 GDS 2214 1.0
Prenorm A 1 GDS 4091 1.1

B 1 GDS 4947 2.4
C 1 GDS 68416 5.6
D 2 GDS 79358 7.1
E 3 GDS 548037 41.6

MD5 A 1 GDS 33625 4.1
B 0 GDS 0 3.86

CF FFT A 3 GDS 214800 141.6
DLX A 0 GDS 0 1.3

B 3 GDS 5319430 111.2
C 5 EGS 5 1.6
D 3 EGS 3 1.6
E 4 EGS 4 1.4
F 2 EGS 2 2.9
G 1 GDS 51330 0.7

Alpha A 5 EGS 5 7.9
B 4 EGS 4 10.4
C 3 EGS 3 8.5

Table 4: Err or correction results. Combinational diagnosisis
usedin this experiment.

5.3 Err or Corr ection
In ourerror-correctionexperiment,weappliedthetechniquesde-

scribedin Section4 to �x theerrorsdiagnosedin Table3. Weused
combinationaldiagnosisin thisexperiment,andcorrectedtheerror
locationusingthesynthesistool in [6]. We summarizedtheresults
in Table4 whereweindicatewhichof thetwo synthesistechniques
in [6] we used,eitherGDS or EGS(seeSection2.4). In the ta-
ble, “#Cores�x ed” is the numberof symptomcores that can be
correctedusingourerror-correctiontechniques,and“#Fixes”is the
numberof waysto �x theerrors.WeappliedGDS�rst in theexper-
iment,andobservedthatGDSoftenreturnsa largenumberof valid
�x esthatcancorrectthedesignerrors.Onereasonis thatGDSper-
formsexhaustive searchto �nd new logic expressions;therefore,it
may �nd many differentwaysto producethesamesignal. For ex-
ample,“A� B” and“A� (A� B)” arebothreturnedeventhoughthey
areequivalent.Anotherreasonis thatwe only diagnosedshortbug
traces,which may producespurious�x es: signaturesof different



variablesare the sameeven thoughtheir functionsare different.
As a result,we only report the �rst 100 �x esin our implementa-
tion, wherethe �x esaresortedso that thosewith smallernumber
of logic operationsarereturned�rst. Dueto theexhaustive-search
natureof GDS, memoryusageof GDS may be high during the
search,asarethecasesfor benchmarksDLX (C-F) andAlpha. In
thesebenchmarks,GDSranout of memory, andwe reliedon EGS
to �nd �x esthatcancorrecttheerrors.SinceEGSonly returnsone
logic expressionwhen�xing anerror, thenumberof possible�x es
is signi�cantly smaller.

Table4 shows thatwe couldnot �nd valid �x esfor benchmarks
MD5(B) andDLX(A). Thereasonis that thebugsin thesebench-
marks involve multi-bit variables. For example,bug MD5(b) is
an incorrectstatetransitionfor a 3-bit stateregister. Sincein this
experimentwe only considertheleast-signi�cantbits of suchvari-
ablesduring error correction,we could not �nd a valid �x. This
problemcan be solved by insertinga conditionalassignmentfor
every bit in a multi-bit variable.

5.4 Discussionof Experimental Results
The error-diagnosisresultsshow that our error-modelingcon-

structanddiagnosistechniquescaneffectively localizedesigner-
rors to a small numberof symptomvariables. On the otherhand,
our error-correctionresultssuggestthatoptionsto repairthediag-
nosederrorsabound.The reasonis that the searchspaceof error
correctionis much larger than error diagnosis: thereare various
ways to synthesizea logic function. As a result, �nding high-
quality �x esfor a bug requiresmuchmoreinformationthanpro-
viding high-qualitydiagnoses.Although this canbe achieved by
diagnosinglonger or more numerousbug traces,the runtime of
REDIRwill alsoincrease.

Thisobservationshowsthatautomaticerrorcorrectionis amuch
moredif�cult problemthanautomaticerrordiagnosis.In practice,
however, engineersoften �nd error diagnosismore dif�cult than
errorcorrection.It is commonthatengineersneedto spenddaysor
weeks�nding thecauseof a bug. However, oncethebug is iden-
ti�ed, �xing it mayonly take a few hours. To this end,our error-
correctiontechniquecanalsobeusedto facilitatemanualerrorre-
pair, andit worksasfollows: (1) theengineer�x estheRTL code
manually to provide new logic functions for the symptomcores
identi�ed by error diagnosis;and (2) REDIR simulatesthe new
functionsto checkwhetherthesignaturesof symptomcorescanbe
generatedcorrectlyusingthenew functions.If thesignaturescan-
not be generatedby the new functions,thenthe �x is invalid. In
this way, engineerscancheckthecorrectnessof their �x esbefore
runningveri�cation, which canacceleratethe manualerror-repair
processsigni�cantly.

Thesynthesis-basedresultsshow thatour techniquescaneffec-
tively handledesignsaslargeas2000linesof RTL code,which is
approximatelythe sizethat an engineeractively works on. Since
synthesistools are available in most companies,REDIR can be
usedby engineerseverydayto facilitate their debuggingprocess.
On the other hand, the simulation-basedresultssuggestthat our
techniquesarepromising.OnceRTL symbolicsimulatorsbecome
accessibleto most companies,REDIR can automaticallyexploit
their simulationpower to handleevenlargerdesigns.

6. CONCLUSIONS
In this paperwe proposedseveralconstructsandalgorithmsthat

provide a fundamentallynew way to diagnoseandcorrecterrorsat
theRTL, including: (1) anRTL errormodelingconstruct;(2) scal-
ableerror-diagnosisalgorithmsusingPseudo-Booleanconstraints,
synthesis,and simulation; and (3) a novel error-correctiontech-

niqueusingsignatures.To empiricallyvalidateour proposedtech-
niques,wedevelopedanovel veri�cation framework,calledREDIR.
To this end,our experimentswith industrial designsdemonstrate
thatREDIR is ef�cient andscalable.In particular, designsup to a
few thousandlines of code(or 100K cells after synthesis)canbe
diagnosedwithin minuteswith high accuracy. Sinceour methods
only rely on correctoutput responsesandsupportboth combina-
tional and sequentialcircuits, they can be appliedto variousde-
signsin all mainstreamveri�cation �o ws. Thesuperiorscalability,
ef�ciency andaccuracy ensurethat REDIR canbe usedby engi-
neersin their everydaydebuggingtasks,which canfundamentally
changetheRTL debuggingprocess.
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