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Abstract— The objective of this tutorial is to introduce in
a tutorial fashion the employment of partial order techniques
for analysis and synthesis problems in hybrid systems. Whl
familiar to computer scientists, partial order notions may be
less familiar to a control audience. The session will presén
fundamental notions in partial order theory including the
definition of a partial order, properties of maps, and complde
partial order (CPO) fix point theorems. The application of these
notions to hybrid systems will be illustrated for the synthesis
of safety controllers, for the design of state estimators, of
robust verification, and for the analysis of the dynamics. Faally,
problems in the context of intelligent transportation will be
introduced and the application of partial order tools will be
discussed.
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A. Elements of lattice theory

Let S be a set. As usual, we no2€ for the set of subsets
of S, () for the empty set,S x S for the set of pairs of
elements ofS, and we writeS; C S, when the setS; is
included in the sefs.

A partial-orderover S is a relationCC S x .S which is (7)
reflexive i.e.Vs € S-s C s; (ii) transitive i.e.Vsy, sq, s3 €
Ss1 C s9 Asy Cosg — s1 C s3; (4d4) antisymetric i.e.
Vs1,80 € S-851 C so Asg £ 517 — s = s3. We note
(S,C), when S is partially ordered by—. For example, let
S = {51, 52,53}, then(2%,C) is a partially ordered set.

Let (S,C) be a partially ordered set, Ist, s; € S, and
letT C S. Whens; C so, we say that; is belows, ands;
is aboves;. We say thats; is comparableto s, whenever
s1 C s9 or s C sp, there areincomparableotherwise. T
is a chain if any two elements ofl’ are comparablel is
a antichainis any two elements of’ are incomparables
(not necessarily i) is alower-boundfor 7" if s is below
any element ofl’, i.e. Vs’ € T - s C s’. An elements (not
necessarily inl") is a upper-boundor 7T if s is above any
element ofT, i.e. Vs’ € T - s’ C s. A lower bound forT
is the greatest lower boundglb) for T iff it is above any
lower bound forT', it is denotednT" if it exists. An upper
bound forT' is the least upper boundlub) for 7" iff it is
below any upper bound fdF, it is denoted T if it exists. A
elements € T' is aminimal (respectivelymaxima) element

s. Min(T") denotes the set of minimal elements Bfand
Max(T") denotes the set of maximal elementgofif Min(T")
is the singleton{s} thens is called theleastelement ofT".
If Max(T) is the singleton{s} thens is called thegreatest
element off". We write Maxc andMinc if we need to make
clear the underlying order. A partially ordered $8tC) is
a complete partial ordercpo for short, iff every chain of
has a lub inS.

Example 1:Let us considerS = {si,s2,s3}. In the
partially ordered sef2°,C), {s1,s3} is below {s1, s2, 53}
as {s1,s3} C {s1,82,83}, Max({0,{s1},{s2,s3}}) =
{{s1}, {s2,53}}, Max(2%) = {S}, Min(2%) = {0}, S is
the greatest element af, and( is the least element &f°.
{{s1},{s1,s3}} is a chain in2% and {{s;}, {s2,s3}} is an
antichain.

Example 2:Let us considef the set of intervals of reals
included in[0,1]. Let Z\' be the set of intervals of reals
included in[0,1). (I, <) and (Z\', C) are partially ordered
sets. It is easy to show théf, C) is a complete partial order.
But (Z\!,C) is not a complete partial order. Indeed, let us
consider the set of intervaldy, I1, ..., I,,,... } wherel; is
the interval [0,1 — i%z)' Clearly, this set of intervals is a
chain but as the intervdl, 1] is not in Z\! there is no lub
for this chain of intervals irZ\'.

A complete partial ordetS, C) is acomplete latticef every
subset ofS has a lub inS. As a direct consequence, every
subset ofS has also an glb irb. Indeed, the 1T = LU{s |

s is a lower bound off'}. So, in a complete lattice every
subset of elements has a lub and a glb. The luld) d§

the least element of the set and the glb of the entire set
is the greatest element of the set, those elements exist. We
note (S,C,,M, L, T) for the complete lattice with carrier
set.S, partial orderC, least upper-bound operatar greatest
lower-bound operator, least elementl, greatest element
T.

Example 3:Let S be any set,(2°,C,u,n,0,9) is a
complete lattice. This complete lattice is called the paser
lattice of S. The powerset lattice of = {s1,s2,53} is
depicted in Fig. 1
A function f : S — S over a partially ordered s€i5,C) is
monotonaff Vsi,so € 551 C so — f(s1) T f(s2).

Example 4:A transition system is a tupléQ, gini, A)
where @) is the set of statesy;,;; € Q is the initial state,
and A C @ x @ is the transition relation. Fig. 1 (right)

of T if no other element of" is below (respectively above) depicts a transition system whose nodes are the set of states



{51, 52,53} a X This theorem suggests an iteration scheme to compute the
/ \ least fixed point of a function: iterate the function from the
{51, 52} {51,835} {50,585} least element of the set until stabilization. This sequésee

o % chain which converges to the least fixed point. In any finite
{51} {s5} {ss} set, this scheme gives an algorithm which always terminates
'/ and computes the least fixed point of the function.

0 Example 6:Let us consider again the transition system
Fig. 1. The powerset lattice on the left and a transition system oflepicted in Fig. 1, the functiotpost, and apply theorem 1
the right. to compute the least fixed point bfost. First, remember that
1 = 0 here, solpost’(L) = Ipost()) = {q1}, lpost' (L) =
lpost({¢1}) = {aq1,q2}, lpost*(L) = lpost({qi,q2}) =
Q = {a1, 92,43, 4. g5}, nodeg, is the initial state, and the {¢;, s, q3, ¢4}, Ipost®(L) = Ipost({qi,qo,q3,a}) =
transition relation is depicted by arrows, i.e. an arrowrfro {¢;, g2, s, ¢+ } Which is equal tdpost?(_L), and the iteration
a stateq to a stateg’ denotes the fact thay, ¢') € A. We  have reached the least fixed pointlpbst which is exactly
say thaty’ is asuccessopof ¢ when(q,q’) € A. We say that the set of states reachable fram
a stateq’ is reachable from a staigif there exists a finite  We can also formulate an iterative scheme to evaluate
sequence of stateggq; ... ¢, such thaiyy = ¢, ¢’ = ¢, and  greatest fixed point that starts from the greatest element of
forall 0 <i <n, (gi;,¢:+1) € A. The set ofreachable states the set.
of (Q, qinit, A) is the set of stateg that are reachable from  Theorem 2:Let (S, C) be a complete lattice anfl: S —
init- Let us consider the partially ordered gef’, C), i.e. 5 be a continuous function. Thezfp(f) = N{f (T) | i €
the set of sets of states of the transition system ordered by.
set inclusion, and let us define the functipsst : 2¢ — 2@ .
aspost(T) = {¢' | 3g € T - A(q,¢')}. post(T) is the set of B- Controller synthesis and games on graphs
states that are successors of a statd’im one step. This ~ Computer programs are more and more frequently used as
function is monotone ove2®. controllers in embedded systems. In safety critical applic
For a functionf : S — S over a partially ordered set tions like avionics, plant control, medical instruments;..e
(S,C), s € S'is a fixed point iff f(s) = s. The set of fixed a high degree of reliability is necessary. To design rediabl
points of f, notedfx(f) = {s | f(s) = s}. In every complete systems, methods that are based on mathematics and logic
partial order, every monotone functioh has a least fixed are necessary. A large research effort has been put on defin-
point, notedfp(f) which is equal ta1fx(f). On a complete ing adequate models and analysis methods for embedded
lattice, every monotone functiofi has also ayreatest fixed systems. Several international conferences on matheahatic
point, notedgfp(f) which is equal toifx(f). methods to reason about the correctness of embedded sys-
Example 5:Let us consider again the transition systemems are organized each year, see for example [1], [2]. Even
depicted in Fig. 1 and the functiqrost that we have defined if the verification of complex embedded systems is still a
in the previous example. The set of stafes, ¢3,¢4} is @ challenge, researchers are now trying to synthesize Higita
fixed point for the functiorpost. Now, let us consider the controllers instead of first constructing them and aftedsar
function Ipost : 22 — 29 which is defined, for an” C S,  proving their correctness.
as:lpost(T) = {1 } UT U post(T), that islpost(T") returns a) Framework: Games playing is a powerful metaphor
the initial states together with the states that are redehalio think about the interaction between a controller and the
in 0 or 1 step from a state if". The set{q1,¢2,93,q4} iS environment to control. Typically, the controller must mai
a fixed point of the functioripost and furthermore it is the tain the system into a set of good configurations no matter
least one. Note that this set is exactly the set of reachalitew the environment behaves. To develop algorithms for
states in the transition system. controller synthesis, we use a mathematical model known as
As the last example shows, least fixed points of monotortevo-player game structurgd8]. A two-player game structure
functions are interesting objects. We now defined some addi®, qo,I'1, 2, §) consists of a state spacg an initial state
tional notions necessary to define iterative scheme to at@lu ¢y, two sets of moved'; andI'>; and a transition function
them. A functionf : S — S over a complete partially 6 : Q@ x I'y x I's — @. Given a set of stateg C @ and
ordered se(S,C) is continuousiff it is monotone and for an movey, € I'y for Player 1, we noteost., (y) the set
all nonempty chainsl” C S, f(UT) = Uf(T). Clearly {¢' | 3¢ € y-Fy2 € T2-¢ = d(q,7,72)}, that is the set
for finite sets, any monotone function is also continuousof states that can be reached frgmvhen Player 1 chooses
Let f : S — S, we definef® = f, and for anyi > 0: move~;.
fi = fo fi=1. The following theorem states that the least Games are played on two-player game structures as fol-
fixed point of a continuous function over a complete partidlows. The game starts in the initial stajg. In that state,
order corresponds to the limit of a simple iteration schemeach player makes a choice of move, i.e. Player 1 chooses
due to Kleene: a movey; € I'y and Player 2 chooses a moywg € I's,
Theorem 1:Let (S,C) be a cpo andf : S — S be a then the game evolves to state = d(qo, v1,72). Fromgs,
continuous function. Thelfp(f) = U{f*(L) | i € N}. a new round is played and so on. As there is no end to



that game, the result, calledmay, is an infinite sequence steps (i.eGood), 1 steps (i.eGood N Cpre, (Good)), etc.
of statesp = qoq1...¢n .... The winner is determined by
a set of winning playdV C @Q¥, i.e. Player 1 is winning
if p € W and Player 2 is winning ip € Q¥ \ W. Players The algorithms for controller synthesis that we have re-
are playing according tetrategies A strategy for Player 1 viewed in Sect. I-B make a strong hypothesis: they consider
is a function); : Q* — I'; that maps an prefix of a play that the controller has perfect informationabout the state
to a choice of move for Player 1, symmetrically a Player ®f the system. Unfortunately, this is usually an unreastmab
strategy is a function\, : Q* — I's. We say that a play =  hypothesis. Indeed, when the control strategy has to be
qoqi ---qn - .. is played according to strategies and \, implemented by a real hardware, the controller typically
if forall i >0, giv1 = 6(qi, A (qoqr - --4i), Ma(qoqu - .. ;).  acquires information about the state of the system by rgadin
We say thap is the outcome of strategies and),, and we values on sensors. Those sensors have finite precision, and
note it Outcome(A1, \2). Finally, we say that a strategy for so the information about the state in which the system lies
Player 1)\, is winning for objectivelV if for all strategies is imperfect
A2 of Player 2, we have th@utcome(A1, A2) € W. To model imperfect information, we fix a set of obser-
The strategy synthesis probleris defined as follows. vations for the system states. The control problem that we
Given a two-player game structufé), qo,I'1,'2,d), given want to solve is thesafety control problem with imperfect
a winning objectivel’ C Q¥ for Player 1, decide if there information “given a set of good stateGood, a set of
exists a strategy; for Player 1 such that for all strategias  observations, is there an observation based strategy so tha
of Player 2,0utcome(A1, \2) € W. If such strategy exists, the system can be prevented from enteripg Good?”. We
construct an effective representation of it. When the stateview here a fixed point based method to solve games of
spaceq is finite and when the objectiid” C Q“ is omega- imperfect information, details can be found in [6], [7].
regular, there are algorithms to solve this problem [4], [5] c) Framework: A two-player game structure with
b) Ilterative algorithms: There are elegant lattice the- imperfect informationis a tuple (Q, g0, 71,72, 6, O) where
oretic solutions to the strategy synthesis problem, we give@, o, 71, 72, and § are as for plain two-player game
summary of the main ingredients here. To keep the expositi@tructures, and is a partition{ O, Os, ..., 0, } of Q inton
easy, we show here how to solve finite state safety gameasbservationsGames with imperfect information are played
games where the state spa@eis finite and the winning as follows. The game starts in stagg and is played in
objective is defined by a subset of statésod C @ that rounds. At each round, Player 1 receives the observation
Player 1 want to stay in, i.dV = {qoq1...¢»--- € Q¥ | O € O that contains the current stage i.e. O s.t. ¢ € O,
Vi > 0-¢; € Good}. If Player 1 can win such a game, we saywhile Player 2 has perfect information on the current state
that Player 1 has a strategy to ensure the safety objective of the game (for a discussion about this asymmetry, the
Good. To check for the existence of a winning strategy fointerested reader is referred to [6]). Each player makes a
Player 1 in a safety game, we consider the complete lattiaoice of move, i.ey; € I'; andv, € I'y, and then the
(29,C,1J,N, 0, Q) and a functionCpre; : 29 — 2% called game evolves to the sta#éq, v1,v2). From this state, a new
the Player 1 controllable predecessor operatdntuitively, round is started.
this function given a set of statasC () returns the set of  As Player 1 only knows the observations of the sequence
statesy C @ from which Player 1 can force the next state ofof states traversed during the game, he has to apply so-
the game to be im. According to that intuition, the function called observation based strategies. Tdieservation se-
is defined a<Cpre,(z) = {g € Q| 311 € T1 -Vy2 € T2 : quenceassociated to a sequence of staigs . .. ¢,, noted
6(q,71,72) € =} So, a state; is controllable for the set  O(qoqi - .. qn), is equal t00)Oy (1) ... Oy Such that
if Player 1 has a choice of move such that, no matter whéor all 0 < i < n, ¢; € Oy;. A observation based
is the choice of move of Player 2, the next statedbig in  strategy for Player 1 is a function\¢ : O* — I’y that
x. To solve safety games with tHépre; operator, we make maps any prefix of a sequence of observations to a choice
the following observation. A set of statasC (@ is a set of move for Player 1. A strategy for player 2 is as before,
of winning states for Player 1 it C Good and Player 1 i.e. a function); : Q* — T's. The winner in a game with
can forcex from any state ofc. Such a set is a fixed point imperfect information is determined by a set of winning
for the functionf(xz) = Good N Cpre, (z). Clearly, we are sequences of observation&® C (v, called anobserv-
interested by the largest such fixed point. This is formdlizeable objective We say that a play = qoq1..-Gn ... IS
in the next theorem: played according to strategie§ and X, if for all i > 0,
Theorem 3:Given a two-player game structureq,r1 = 6(qi, A(O(qoq1 - - - i), A2(qoq1 - - - qi)), p is called
(@,490,T1,T2,0), a set of statesGood C (@, Player 1 theoutcomeof the strategies and ., Player 1 is winning
has a strategy\; to ensure the safety objectivgood iff if O(p) € W°
q0 € U{z | x = Good N Cpre, (x)}. Thestrategy synthesis problem with imperfect information
To evaluate this greatest fixed point, we can use the thes defined as follows. Given a two-player game structure
orem 2. If we observe the iterations computed during thiwith observation§@, qo,T'1,T'2,d, @), given an observable
evaluation, we can see that it computes the sets of stat@Bning conditionWW° C O“ for Player 1, decide if there
from which Player 1 can ensure to stay witlbood for 0  exists an observation based strategyfor Player 1 such that

C. Controller synthesis with imperfect information



for all strategies\, of Player 2,0(Outcome(Ay, A2)) € W°. Y AY' =Maxc({yny' |y € Y Ay’ € Y'}); (4i4) minimal

If such strategy exists, construct an effective represemta element; (iv) maximal elemen{@}.

of it. When the state spac® is finite and when the  Given an antichain of knowledgés € Y(Q), we define

objectiveWW° C O“ is omega-regular, there are algorithmshe controllable predecessor operator for the game of imper

to solve this problem [6]. We review here the solution forfect informationG = (@, qo,T'1,T'2,d,O) as Cpre](Y) =

safety objective, i.e. we are given a set of good observatioflaxc({y’ € Q | Iy € I'h - VO € O-3Jy € Y :

Good” C O, and we want to check that Player 1 has ampost., (y') NO C y}). Intuitively, given a set of knowledges

observation based strategy against any strategy of Player 2Y’, a knowledge; C @ is controllable for Player 1 if there is

stay within states that have observation&ood. If Player 1 a choice of movey; for Player 1 that ensures the following:

can win such a game, we say that Player 1 has an observatimmmatter how Player 2 plays, Player 1 knows, given the next

based strategy to ensure the safety objedtved. observation, in which set df’ the next state of the game is.
d) Iterative algorithm: Before presenting the algo- This operator is used similarly as in the games of perfect

rithm, we give more intuition about games of imperfecinformation of previous section and so we have the following

information. To better understand how Player 1 can win sudheorem.

games, we characterize the evolution of #rewledgeof Theorem 4 (in [6], [7]): Given a two-player game struc-

Player 1 during a game. The knowledge of Player 1 is the sttre with imperfect information(@Q, go, v1,72,9,O), a set

of states in which the game can be according to what Playef observationsGood® C O, Player 1 has an observation

1 has observed so far. Clearly, the smaller the set is, therbetbased strategies to ensure the safety objedived®, iff

the knowledge is . We formalize this notion as follows. Let{{go}} < \/{Y | Y = {Good} A Cpref(Y)}

G = (Q,qo,rl,FQ,é, O), let h = 007001’}/1 ...0, be a

sequence of observations and moves for Player &,

is called anhistory. We associate to the history a set of

states, noted(G, h), inductively as followsBase caself

h is empty thenK(G,h) = {qo}. Inductive caself h =

00’70 S On—l'Yn—lOn andk = K(G7 007001’}/1 .. -On—l) A. Introduction

thenK(G, h) = post,, _, (K) N On. Observability and observer design has been studied by
For games of perfect information, we have shown how {@eyera| researchers in the hybrid systems community [8]-
elegantly solve safety games by solving a fixed point €qu17]. pue to the interaction of continuous dynamics and
tion constructed from the so-called controllable predsces logic and to a potentially large number of discrete states,
operatorCpre;. Remember that the operatGpre; operates compytational issues arise when trying to estimate the stat
over sets of states of the game structure and @at, (x)  of 5 hybrid system. Bemporad et al. [8] propose a deadbeat
returns the set of states from which Player 1 can force thgyserver that requires large amounts of computation. Bal-
next state to be inc. In games of imperfect information, |chj et al. [9] combine docationobserver with a Luenberger
Player 1 does not know in which states the game is but onljcarver. However, if the number of locations is large,
knows that the current state is in a set of possible states (t8,ch an approach is impracticable. Alessandri et al. pepos
knowledge of Player 1), so we have to construct an operatp(,enperger-like observers for hybrid systems, but theesyst
that works on set of sets of states (sets of knowledgeycation is known [11], [12]. In the discrete event litenaty

Let Y = {y1,-,un} C 29 be a set of sets of states gpservability has been defined in [18], for example, which
(knowledges) from which we know that Player 1 can forcgjerives a test for current state observability. Oishi efi]

the game to stay for steps withinGood. We are interested ygrive a test for immediate observabili§zveren et al. [20]

to compute the set of knowledgasS = {y},....y;,} from  anq caines [21], [22] propose discrete event observersibase
which Player 1 can forc&” in one step. Note also that if o the construction of the current-location observatiee tr
the knowledgey is sufficient for Player 1 to win then clearly 15 a5 explored also in [23], is impractical when the numbe
any knowledgey’ C y is also winning (Player 1 is clearly of |ocations is large, which is our case. In [24], an approach
in a better situation). It is why we define below the operatof, siate estimation is developed, which relies on a partial
for controllable predecessors not on sets of sets of stales Byger structure that allows to represent sets by apprepriat
on antichains of (maximal) sets of states. lower and upper bounds and thus it avoids enumeration of the

We note)(Q) for the set of antichains of knowledges|ycations. This approach that uses partial orders was éeten
over the set of stateg), i.e. antichains of sets of states.iq the joint estimation of continuous and discrete varigble
We order two antichains of knowledges as follows:¥et= i, 117] and to the presence of noise and process uncertainty
{y1,92,- -y} @A Y" = {y1, 45, ... ,yin_}, Y 2y iff [25]. Conditions for the existence of a state estimatoaon
Yy € Y -3y € Y'-y C y'. The partially ordered set parial order are investigated in [26]. In this tutorial, wél

(V(Q), %) forms a complete lattice with(i) upper-bound yeyiew the basic idea behind this approach to state estimati
operator\/ defined as follows: letY,Y’ € )(Q) then

YV Y = Maxc (Y UY”), whereMaxc (Y UY”) returns the B. Basic idea of a state estimator on a partial order
maximal elements ot” U Y’ for set inclusion;(ii) lower- The idea is the one of finding an alternative way to
bound operatoy\ defined as follows: le¥, Y’ € Y(Q) then enumeration in order teepresenthe sets of interest. Let us

Il. STATE ESTIMATION ON A PARTIAL ORDER
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consider a simple discrete state system givem({iy+ 1) =
f(s(k)) for s(k) € U (U finite) and with output measurement
y(k) = g(s(k)) for y(k) € V. Let O, (k) = {s € U | g(s) =

y(k)} be the set of all possible discrete states that could \ Y supo, (k +1)
give rise to the measured output. This set is also called an ‘ 7

output set. An enumeration approach (see [21], for example)
computes at each step the set of all possible current states ‘<
compatible with the measurements. Let the &gt) C U
represent the set of all possible states at dtethat are
compatible with all of the output measurements up to &tep
and with the system update mgp The update laws of the |
estimator are thus given Bk +1) = f(5(k))NO,(k+1). infO. (k + 1
These updates are giv:?n( by ; pre(di(cti)czn stye(p giv)en by |nf(f( surﬁ‘y k+1)) i I vk +1)
mappings(k) forward by means off and by a correction sup(f(L(k)),infO, (k + 1))

step obtained by intersectingi(s(k)) with a new output Fi . ' .

. ! . ig. 2. Hasse diagrams of an estimator on a partial order. Any
setOy(k + 1). This approach requires (i) to compufea o elements that are connected by an edge are related by the
number of times equal to the size #&fk); (ii) to compute order relation. The lower one is smaller than the upper ome A
the intersection with a new set, which will require a numbetwo elements that are not connected by an edge are not related
o computatons propartonl t th Sizs 2. e ot i i o) et e Soments

Now, assume thai(.k). € N and thats(k) = [3’3000]' To tha>t< are inU. The sets(k) will be contalnez in the “interval”
represent such a set it is not needetidoall of its elements, [L(K), U(k)] and £ (3(k)) will be contained in f(L(k)), f(U (k))].
but it is enough to know its lower and upper bounds, tha is, The intersection with the new output s¢ts(k)) N O, (k + 1)
and3000, respectively. Assume now th#ts(k)) = s(k)+5. can be approximated by computing the lower and upper bound of
To computef(3(k)) it is not necessary to compugeon all  such an intersection, namekup{f(L(k)), inf(Oy(k 4 1))} and
of the elements of(k), but it is enough to compute it on the inf{ f(U(k)), sup(Oy (k + 1))}, respectively.
lower and on the upper bounds&ik). Thereforef(5(k)) =
[8,3005]. At this point, if O,(k 4+ 1) = [1,200], it is clear
that f(5(k)) N O, (k+1) = [sup(8, 1},inf{3005,200}]. This s a sublatticeof x if a,b € S implies thata Y b € S and
procedure relies on an ordering relation between elemenis b € S. If any sublattice ofy contains its least and greatest
and on order preserving properties of the map This elements, thefiy, <) is calledcomplete Any finite lattice is
reasoning can be generalized to arbitrary partial ordeis ascomplete, but infinite lattices may not be complete, and enc
will be explained in the next section. Basically, the mapin the significance of the notion of a complete partial ordet.[27
forward of a set and set intersection can be performed by onyiven a complete latticéy, <), we will be concerned with
acting on the lower and upper bounds of the sets of interest.special kind of a sublattice called amterval sublattice
Letl C x, in which the elements of are related by a partial defined as follows. Any interval sublattice o6f, <) is given
order relation <. Let f be the new function that is equal to by [L,U] ={w € x|L <w < U} for L,U € x. That is,
Jf onU and arbitrarily chosen on the elementsyothat are this special sublattice can be represented by two elements
not ini. Then, if f preserves the ordering of elements, thenly. For example, the interval sublattices (&, <) are just
estimator becomes the one of Fig. 2. This approach was fitigle familiar closed intervals on the real line.
proposed in [24], in which only the discrete variables were et (P, <) and (Q, <) be partially ordered sets. A map
estimated, while the continuous variables were availate f f . P — () is (i) an order preserving magf = < w =
measurement. In [17], this approach was extended to the casg:) < f(w); (ii) an order embedding = < w <= f(z) <
in which the continuous variables also need to be estimategdqw); (iii) an order isomorphismif it is order embedding
in systems with a cascade structure. and it mapsP onto ). Every order isomorphism faithfully
mirrors the structure o onto Q. The strongest properties
that we can obtain for a state estimator on a partial order
This section is meant to complement the section abodte obtained when the extended update nfiais an order
basic partial order notions in I-A. Lety, <) be a partial isomorphism. This is explained in the next section.
order. For allz,w € x, sup{z,w} is the smallest element ) _
that is larger than both andw. In a similar way,inf{z,w} D- State Estimator on a Partial Order
is the largest element that is smaller than botandw. We We model a hybrid system as a deterministic transition
define thgoin “Y” and themeet‘ A" of two elementst and system with both continuous and discrete variablesdeA
win x asz Y w := sup{z,w} andz A w := inf{xz,w}. terministic transition systens the tupleX = (S,), F,g),
Also, if S C x, we have\/ S :=sup S, and A\ S:=inf S. whereS is a set of states with € S; ) is a set of outputs
Let (x, <) be a partial order. I Aw € x andzYw € x for with y € V; F : S — S is the state transition function;
anyx,w € x, then(y, <) is alattice. Let (x, <) be alattice ¢ : S — Y is the output function. An execution of
and letS C x be a non-empty subset gf. Then, (S,<) is any sequence = {s(k)}ren such thats(0) € S and

C. Properties of maps on partial orders



s(k +1) = F(s(k)) for all £ € N. An output sequence following theorem gives the formula for the state estimator
of ¥ is denotedy = {y(k)}ren, With y(k) = g(o(k)), for on a partial order. Its proof can be found in [24].
o € £(X). For system®, we say that two executions and Theorem 1 (in [24]): Let the deterministic transition sys-
o9 aredistinguishablef there exists & such thay (o1 (k)) # temX = (U, Z, f,h) be observable. Lety, <) be a lattice,
g(o2(k)). The notion of distinguishability is used to definesuch that the paiE satisfied the two following properties
the one of observability. A deterministic transition syste (a) Any output se0, (k) is an interval, that isQ, (k) =
¥ = (S,), F,g) is said to beobservabléf any two different INOy(K),\ Oy (k)];
executionsoy, 02 € £(X) are distinguishable. This means () £ . (0y(k), z) = [F(NOy(k), 2), F(\V Oy (K), 2)] is an
that the information of the output is enough to differergtiat order isomorphism for alt.
between different executions. As a consequence, theliniti:flhen, the following update laws
states can be distinguished by looking at the output seguenc

We now restrict our attention to transition system models Lk+1) = f(L(k) Y NOy(k),y(k))
describing hybrid systems. In this case, we specify a set of Uk +1) (U (k) & O, (k), y(k)) )
continuous and a set of discrete variables. In particutar, f
a system¥ = (S, ), F,g) we suppose that (if =4 x Z with L(0) = A x, U(0) =/ x are such that
with U/ a finite set andZ a finite dimensional space; (i) (i) L(k) < a(k) < U(k) (correctness);
F = (fh),wheref : U x Z U andh: U x Z — Z; (i) |[L(k+1),U(k+1)]| < |[L(k),U(k)]| (non-increasing

f
f

(i) vy = g(a, 2) := 2, wherea € U, z € Z,y € Y, and error);
Y = Z. The setl{ is a set of logic states and is a set of (jii) There existsk, > 0 such that for anyz > &, we have
measured states or physical states, such as positionjtyeloc  [L(k), U (k)] nU = a(k) (convergence).

temperature, etc. In the sequel, we will denote with abuse ofpdate laws (2) were pictorially shown in Fig. 2. We have
notation this class of deterministic transition systemsby  used the notatiohX | to denote the cardinality of a finite set
(U, Z, f,h), in which we associate to the tupl&, Z, f,h), X.

the equations: Example:The robotic example described in detail in [24]
and [16] involves two teams of robots competing against

alk+1) = fla(k), (k) each other in a defensive maneuver of a robotic capture-the-
z(k+1) = h(a(k),z(k)) (1) flag game [28]. The state estimator on a partial order was
yk) = z(k), implemented by one of the teams to efficiently estimate in

. _ _ . real-time the current internal state describing the eumrtut
in which o € & andz € Z. An execution of the system in  of the strategy of the opposing team. In [29], this approach
equations (1) is a sequenee= {a(k), (k) }ren. The output  was extended to perform dynamic feedback (state estimation

sequence igy(k)}ren = {z(k)}xen. Given an execution plus control) in order device a better team strategy.
o of the systemX, we denote then and z sequences

corresponding to such an execution by(k)(c)}ren and [1l. TEMPORAL LOGICS OVERLATTICES AND
{o(k)(2)}ren, respectively. APPLICATIONS

From the measurement of the output sequence, which Georgios E. Fainekos and George Pappas
in our case coincides with the evolution of the continuous GRASP Laboratory
variables, we want to construct a discrete state estimator: University of Pennsylvania

systemY: that takes as input the values of the measurable ]

variables and asymptotically tracks the value of the vagiab”- Temporal Logics

«. An alternative to simply maintaining a list of all possible The need to utter statements whose truth value depends on
values fora is proposed in [24]. Specifically, (1) we immersethe current, future and past time has led to the developnient o
the set of discrete statésin a larger sety whose elements the temporal logics which are a branch of modal logics. They
can be related by an order relatishand (2) we extend the were first introduced in the middle of the previous century
functions f and » to functionsf and h that are defined on by philosophers who wanted to argue about the passage of
x X Z (as opposed to being defined &n< Z). At this point, time. In the context of computer science, temporal logics
if (@) A is such that the set of discrete states correspondingeere first (very insightfully) employed by Pnueli [30] in the

a pair of consecutive output measurements iéervaland seventies for the analysis of distributed systems. Witk thi
(b) f is anorder isomorphisnbetween such an interval and formalism, we can express temporal properties bkeays

its image througty, we obtain a state estimator that updatesintil, before and sometimesFor example, temporal logics
only the lower and the upper bound of the set of all possiblean formally capture statements likevhenever the voltage
current discrete states. More formally, given a partialeord drops below -10, then it should also eventually raise above
(x,<) with  C x, we can define an extended systéin 10". Both the signalss' ando? in the plot of Fig. 3 satisfy

of ¥ as the tupleX = (x, Z, f, k), in which f|,xz = f the aforementioned specification.

and hlyxz = h. For an output sequencgy(k)}ren, the The propositional logic’s semantics is interpreted using
output set ofS corresponding to two consecutive outputs ithe Boolean algebra over the lattic® = ({0,1},m1,1)
given by O, (k) := {w € x | y(k + 1) = h(w,y(k))}. The (see right side diagram of Fig. 3). The set of well formed
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1 In the classical notion of sets, the membership of an
10, N N n N i object to a set is determined by the set®mbershipor

| N T I T O /, characteristicfunction. Assume that we have a set of objects
S and that we want to define a subsBtof S such that

° 1 £L=({0.1).9) L =LxL, every object inl" satisfies a property/. Let the membership

0 0 | ] function of " be h : S — {0,1} with definition: h(s) = 1

=5r || 1 - 1 I

\ \\/ \ \U’ \ @ irue (true) if s satisfies propertyd and h(s) = 0 (false)
e ] otherwise. Then the collection of objects $that constitute
s n " : . o © jalse the subsefl” is denoted by{s € S | h(s)}, which implies

that for all the objectg € T it is the case thah(t) = 1.
Fig. 3. Two Sigr’la|50'1 ando? on the left. The Hasse diagrams of The multi-valued sets, denoted by mv-sets from now on,
the lattices€, and £» > on the right. are a straightforward extension of the classical sets. The
characteristic function of an mv-set takes values overteéat
- ] ] instead of the classical two valued Boolean set. Intuifivel
formulas® of propositional logic are build upon a sé” of  \\hen the characteristic function is multi valued it expesss
atomic propositions and some binary and unary operates lik, degree that an object belongs to the mv-set.
conjunction(A), disjunction (V), negation(—), implication Definition 1: Let & = (L,r, L) be a lattice ands a set
(—), and equivalence(-). Temporal logics are obtained 4 gpjects, then anulti-valued setdenoted bys, is a total
from the standard propositional logic by adding temporaf’unctions S I

operators such ees/gntually(Q ), glways(D), next(O). uqt!l As mv-sets are function§,(x) actually denotes the degree
]EZ/{) a”ndrelr(]ease(R) ('jr} combma‘uotr: with the path quantifiers of membership of in S. Next, we will define the operations
or all paths (1) andfor somepath (£). of union (Ug), intersection(Ng), set inclusion(C¢) and

The intuition behind these operators is as follows:  oqality (=) for the multi valued case using the lattice join
means that at some point in the future the formalavill o4 1 aet operations.

hold, wherea§l¢ means that should hold at every moment Definition 2: Let € = (L,M, L) be a lattice, then:
in the future.(¢ states thatp will hold at the next time ' T ' '

moment (note that we regard time as a discrete sequence and (SNg 8 (x) :=S(x) NS (x) (mv-intersectioh
not as continu_ous quantityc):.l Ups means thaty; should be (S U §')(2) := S(z) U S () (mv-union)

true at every time in the future until, becomes true. Let’s , , . .
consider again the voltage example mentioned above. Let S S¢S = (Va).(S(w) C S'(z)) (mv set |n_clu3|o)1
the set of atomic propositions béP = {a,a>} such that S =¢ 8" :=(Vz).(S(x) = S'(x)) (mv-equality

a, labels the sefR<_;o anda, labels the selR>o, then
formally we can write ACl(a; — Qas)”. o _
CTL* is a temporal logic whose syntax contains bstite ~_ Definition 3: Let B = (B,M,U,~, L, T) be an algebra,

formulas ¢ and path formulas ¢,,. Let AP be the set of t}ger;\lthe multl-valude(?c_set \r']‘”" be the total f?nCt'Gh: S .
atomic propositions, then the sétcr- of well formed - Now, we can define the mv-set complement operation

CTL* formulas is generated according to the foIIowinguS'r_‘g the algebra’s complementatienoperation and, also,
derive the De Morgan laws:

grammar:
S(z) :=~ (S mv-complementation
Go = alobe[9sV 90 | BGy | Ady % éf)g ED M IDr) ’
= e-Morga
pr = ¢S|ﬁ¢p|¢p\/¢p| O¢p|¢pu¢p 7‘3 _ %_ 9
SUxg S’"=SnNy S’
wherea € AP. If ¢5 above is replaced by, ::= A¢,, then SCy S =S Cys S (antimonotonicity
we generate the set of all well formed LTL formul@g 7. Note that all the above definitions actually follow the

Whereas, ifg, is replaced by, ::= O, | ¢, Uy, then  yefinitions for the algebraization of the classical twoweal
we generate the set of all well formed CTL formulB&rz.  |ogic. Hence, in the special case where the algebra is over
The rest of the operators can be derived from the above bagfg |attice, we get the classical two valued set theory (see

operators (see [31] for details). Theorem 2 in [33]). Now that we have established the notion
) . of mv-sets, we proceed to define multi-valued relations (or
B. Mulii-Valued CTL Model Checking mv-relations). Defining mv-relations is important as they a

The symbolic model checking methods [32] have been theecessary for defining Kripke structures with multi-valued
flagship of the formal verification techniques. Here, we giv&ansition relations.
a brief presentation of the extension of the classic tworedl Definition 4: A multi-valued relationR on setsS and T
symbolic model checking [32] to the many-valued case ovever a lattice€ is a functionR : S x T' — L.
guasi-Boolean algebras [33]. We proceed to define multi- The extension of the classical notion of Kripke structures
valued sets, relations and Kripke structures which areggoirto the multi-valued ones (mv-Kripke structures) is str&igh
to be the foundations of the multi-valued model checking. forward.



lall g 0 g ()
{} {s,} {s;} {s,}
{51} {so}

Fig. 5. The multi-valued setga] and [b]. Here, the notatiorfa]
with a € AP represents the multi-valued set that indicates the
degree that a state of M satisfies the property.

R {(515sz)s (stsz)}
{ (s(),Sl) } { (50,52) }

{(Sg,so)» (87550)> (855))s
(52:50), (528}

Fig. 4. Two independent experts model a real system as the Kripke Fig. 6. The mv-transition relatio®R of M.

structuredC; andK.. In this example, the two models are combined
by simply merging the states with the same name. Also asshate t
the initial state ofM is so. () The structurelC. (b) The structure  model the same system. We can merge the two models to
K. () The merged multi-valued modet1. get a multi-valued modeM (Fig. 4). One can think of
the resulting structure\t as a model where we can verify
o ) ) ) properties that hold despite the possible local inconscsés
Definition 5: A multi-valued Kripke structurémv-Kripke . ta initial modelsiC; and K. In the model M, both

structure) is a tupleVl = (3,50, R, AP, O, B) where: the atomic propositions and the transition relation takéhtr

« S is a finite set of states values over the latticel, » (right side diagrams of Fig.

o S is the set of initial states 3). It can be easily proven that the latti® » extended

« R:S xS — B is anmv-transition relation with a negation operator- such that~ (1,1) = (0,0),

o AP is a finite set of atomic propositions ~ (0,0) = (1,1), ~ (1,0) = (0,1) and~ (0,1) = (1,0) is

« 0:5x AP — Bis a total labelling function that maps a Boolean algebra (as a product of two Boolean algebras).
a pair(s,a) € S x AP to someb € B In Fig. 5, we present some multi-valued sets. Each diagram

« B is an algebra L, M, U, ~, 1, T) represents an mv-set that specifies the degree that eaeh stat

Also, we need to revisit the notion of predecessor statesf M belongs to it. Similarly in Fig. 6, we present the mv-
We need to extend the definition in order to handle multitransition relation. Finally, Fig. 7 presents the resultshe
valued sets of states. The extension seems to be straigbdmputations for the predecessor mv-sets using Definition 6
forward, if one follows the standard definition of existeaiti
and universal quantification as introduced for the Firstédrd Next, we define the multi-valued CTL semantics over mv-
predicate calculi of non-classical logics. Thus, we repldie  Kripke structures. In the following, we use the notatje}i
existential quantifiers with join operations over the obgec to denote the membership functions.
of the set and the universal quantifiers with meet operations Definition 7: Let the mv-membership functiof®] : S —
Note that the definition of the mv-predecessor membershiB denote the degree that a state S satisfies a specification
function reduces to the classical one when the algeb#is ¢, then the multi-valued semantics of the core operators
(for a proof see Theorem 3 in [33]). of mv-CTL with respect to an mv-Kripke structut®t =

Definition 6: Let R : S; x S; — B be an mv-relation (5,50, R, AP, O,B) is defined as follows:
defined over an algebi@, M, U, ~, L, T) and letQ : Sy —

B be an mv-set, then for ali; € S; we definepre®(Q) : [alm(s) = O(s,a)fora e AP
S; — B andpre®(Q): S; — B as: [~¢]m = [o]lm
preB@Q)(s1) == Usyes(Ris1,52)MQ(s2)) vl = 1olx U [
pref(@Q)(s1) = Maes,(Rls1,52) L Q(s2)) EOdu = pres(lola)
[[E|:|¢]]M = VZ.[[¢]]M Ny [[EXZ]]M
[EoUy]m = pZ.[¢]m Uss ([¢]a N [E O Z]m)

Lemma 1 (in [33]): The predecessor mv-setge® and
prel are order preserving. where[EXZ] = preB(Z).

Example 1:In order to make clear the notion of multi- Finally, note that mv-CTL reduces to classical CTL when
valued sets and the usage of the predecessor functions, tlie algebra is ortl; (see Theorem 4 in [33]). Now, we state
present an example from [33]. Assume that we have twa series of important theorems.
different (classical) Kripke structurgs; and X, that model Theorem 2 (in [33]): The mv-CTL temporal operators
a real system. The differences in the two structures cdBX and AX are order preserving.
be attributed to the attempts of two independent experts to The finiteness of the multi-valued Kripke structures and



pres(llalh = pre(llalh) — pres([161D that a trajectory can tolerate without changing the trulbea
& & of a specification expressed in the Linear Temporal Logic.
H tospsb ) tspsa} Let o : T — X be a signal (you can think of it as the
0 () output trajectory of a dynamical system), whei¥, d) is
a metric space and' is a time domain (usualyf = N
Fig. 7. Some multi-valued predecessor sets. As an exampley T = R~). We propose multi-valued semantics for LTL
consider the following computatiopreZ([a])(s1) = (R(s1,50)7  \here the valuation function on the atomic propositionssak
[a](s0))L (R(s1, s1)1La] (51 JU(R(s1, s2)Mal(s2)) = (0. 07y 05 over the infinite complete latticé = (R>°, 1, L)
(1,1))u((0,0)m1(0,0))U((1, 1)r(0,1)) = (0,0)LI(0,0)LI(0,1) = . \ 2=
(0,1). Also, note that[E O b](s0) = preZ([])(s0) = (1, 1). whereR> = RU{+o00}, according to the metri¢ operating
on the state spac& of the signalo. For this purpose, we
let the valuation function to be the signed distance from the

the monotonicity of the predecessor functions as well as tiirrent value of the signal to the s€¥(a) labeled by the
monotonicity of the join and meet operations guarantee tfOmic propositiom. Intuitively, this distance represents how
termination of the fixpoint algorithm. Thus, the next resulfobustly is the pointz(t) within a setO(a). If this metric

is immediate. is zero, then even the smallest perturbation of the point can
Theorem 3 (in [33]): The mv-CTL model checking prob- drive it inside or outside the s€(«a), dramatically affecting
lem is decidable. membership.

Example 2:Consider the case where we want to verify Definition_8: Letz € X be a_point,S CXbea s_et and
that the propertyZ O b is true despite the differences in ¢ P& @ metric onX. Then, theDistancefrom  to S'is
the two models. As Fig. 7 indicates, the property holds disty(z, S) := inf{d(z,y) | y € S}
on both Iy and Ky when we start from the initial state '
so. Also, assume that we want to compute the value cind theSigned Distancérom z to S is
the specificationJa. Hence, we use the fixpoint function _dist g if g
[EQa] s = vZ.[a] pm N pref(Z). The fixpoint algorithm Disty(z, S) := { disi(‘;(i’(\g) if i z g
is initialized by setting(Vs € S5).(Zo(s) = (1,1)). After Note thatf? is actually a totally ordered set (the closure
2 iterations, the algorithm converges {&Ua]a(so) =  of the reals with the usual ordering relation). Recall that
(0,1) and we can conclude that the property holds only inpee — | andMR™ = —~o and that any subset @>
the model that the second expert has provided)( The phag a supremum and infimum. Finally, becatisis a totally
sequence of computations can be found in Fig. 14 in [31]ordered set, it is also distributive, i.e., for allb, ¢ € R it is

. ~an(buc)=(aNb)U(aMc) (and its order dual).

Verification of Systems T — X, the robust semantics of with respect tar is

Dynamical systems (linear, non-linear or hybrid systems) — Dist 0.0
either model physical processes or the interaction between lal(e) ista(0(0), O(a))

some software and/or hardware system and the continu- [~)(o) = ~[¥](o)

ous physical world. Fundamentally, no formal model exists [¢1 V ¢2](0) = [#:1](0) U [¢2](o)

that can capture accurately the behaviour of such systems. [Oy](0) := [¥](co]1)

Moreover, these type of systems have a certain degree Of[[gbl Uso(o) = |—|i>0([[¢2]](0'|i) N |_|O<j<i[[¢1]](0'|j))

sensitivity with respect to initial conditions or to system
parameters. This has one major implication. Deciding theherea € AP, o|;(j) = o(i + j) andO : AP — 2% maps
Boolean truth value of a temporal logic specification witheach atomic proposition to a subset of the state space
respect to a system’s trajectory - in some of the cases - doesThe following theorem can be proven by straightforward
not allow us to draw any conclusions about the real systerinduction on the structure of formula
A small perturbation of the trajectory or the parameters of Theorem 4 (in [34]):Given ¢ € & ando : T — X,
the system can lead to a different truth value for the formuldf [¢](c) = ¢ > 0, then for all signalsr’ : T — X such that
For example, consider again the signals and o2 in  sup,~,d(c(i),0’(i)) < &, we have[¢](c’,t) > 0.
Fig. 3. Both of them satisfy the same specificatiahthe Informally, the previous theorem says that if a signal
value of the signal drops below -10, then it should evernyuallsatisfies an LTL specificatiof with robustness estimate>
raise above 10 Nevertheless, a visual inspection of Fig. 30, then any other signal that remainstlose too will also
indicates that there exists a qualitative difference betwe  satisfy the same LTL specification. This implies that if we
ando2. The later “barely” satisfies the specification, i.e., aan find a way to determine the neighborhood of signals that
small change in the offset voltage may render the propertgmains-close too, then we can automatically guarantee that
unsatisfiable o2 while o' might not be affected. In order all the signals in such a neighborhood satisfy the same spec-
to differentiate between such trajectories of a system, thfication ¢. One way to determine neighborhoods of signals
concept of robustness estimate was introduced in [34]rdnfowith similar behaviour is by employing approximate metrics
mally, the robustness estimate is a bound on the perturbatif85]. Based on this simple observation, in [36] we presented
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Fig. 8. The simulation trajectories of Example 3.

an algorithm for the bounded time temporal logic verificatio
of dynamical systems. First, the algorithm samples poimts i ®)
the set of initial conditions of the system using guidanoetr
the bisimulation function. Starting from this set of points
we simulate the system for a bounded horizon. For each
of these trajectories we compute its robustness estinfate. |
the_ robus_tness es_timate bounds the distance C(_)mputed byH}elntroduction
bisimulation function then we are done, otherwise we repeat
the procedure. The novelty in our framework is that the This tutorial focuses on system models consisting of
number of simulations, which are required for the verifizati interactive concurrent components that communicate via
of the system, decreases inversely to the robustness of gignals. The signals are functions that map time into values
system with respect to the temporal property. The followin&iscrete-event, continuous-time, and hybrid systemsifell
example from [37] indicates how the framework in [36] carthis category. This tutorial shows how signals can be viewed
be utilized in the context of bounded time verification ofas elements of a partially ordered set under a prefix order,
autonomous systems. Note that actually the algorithm i@nd systems can be interpreted as compositions of functions
[36] can handle more complicated temporal specification§Ver this partially ordered set. Properties of these foms!j
namely Metric Temporal Logic specifications, which carfuch as monotonicity, continuity, and causality, can beluse
reason also about the metric properties of time and not onl9 answer questions about systems, such as liveness and
about properties of the state space. existence and uniqueness of solutions. For example, Zeno
Example 3:The goal of this example is to check whethef€havior in hybrid systems can be studied as a liveness
the transient behavior of a long transmission line is accep@roblem. More importantly, we can give a rigorous semantics
able in terms of overshoot. The dynamics of the system af@ discrete-event, continuous-time, and hybrid systemd, a
given by the linear dynamical systeitt) = Ax(t)+bU;,(t) ~We can show that synchronous/reactive systems are a simple
and U, (t) = cx(t) wherez(t) € RY is the state vector Special case where time is simply a totally ordered discrete
containing the voltage of the capacitors and the currerfief t Set.
inductors and’J;,,(t) € R is the voltage at the sending end.
The output of the system is the voltagg..(¢) € R at the B. Structure of Models

receiving end. Heres, b andc are matrices of appropriate  \odels will be given as hierarchical networks of actors
dimensions. Initially,U;, (0) € [-0.2,0.2] and the system |ike those shown in Fig. 9. These models can represent
is at its steady state(0) = —A~'bU;,(0). Then, at time  physical components with continuous or discrete dynantics o

t = O the inputis set to the valué;,, (t) = 1. We use an 81st software components interacting by sending each other time
order RLC model of the transmission line (i.8/,= 81). We  stamped messages. In either case, we call the components
would like to check that the amplitude of the voltage alwayszctors” and we call the communications between actors
remains bounded by Volts (overshoot) wheré > 0 is a “signals” In Fig. 9(a), a program is given as a network of
design parameter. The specification is expressed as the L{yee actorsd;, A,, andAs. The boxes represent actors, and
property¢ = Ua, where the predicate is mapped to the set the triangles on the boxes represent ports. The ports pginti
O(a) = [-0,0]. When we apply the framework in [36] 10 jnto the boxes are input ports, which receive signals, and
this example we get the following results : (i) for= 1.4 the  {he ports pointing out of the boxes are output ports, which
property¢ is determined to béalsewith only one simulation  geng signals. The interconnections (“wires”) betweenracto
and (ii) for 6 = 1.6 the propertyo is determined to bérue  represent interaction pathways, and carry signals. A signa
after 5 simulations (see Fig. 8). the entire (possibly infinite) history of an interactioneen
actors along one of these pathways. The actors themselves
will be represented as functions whose domain and codomain

Fig. 9. A composition of three actors and an abstraction.

IV. APPLICATION OFPARTIAL ORDERS TOTIMED

CONCURRENTSYSTEMS .
are sets of signals.
. Edward E. Lee _ Models are hierarchical. A set of interconnected actors can
Electrical Engineering and Computer Science be abstracted, as illustrated in Fig. 9(b), where acitds an

UC Berkeley abstraction of4;, A,, and A3 and their interconnections.



C. Mathematical Interpretation where L p is the least element oD and N is the natural

We model time by totally ordered sef. This could NUMbErs.

specifically be a subset of the real time, or more interelting These results can be immediately f’;\pplieo_l o clos_ed actor
super-dense time (SDT) [38], whefe— R, x N with lexical systems (those that have no external input signals) likeetho
ordering ' in Fig. 9. If each component actot;, A, and A3 is given

by continuous function, then the composite actor function
(r1,m1) < (ro,ma) <= 711 <79, Orry =7 andn; <ny. Fa is continuous. Thus, it has a least fixed point, and that
fixed point is given by (3). Following [44], we can define

SDT provides a better model than the real numbers for hybrifle semantics of the feedback system to be the single unique
systems [39]. behavior that is the least fixed point. As we will see, howgever

A signalis a partial function defined on a down set ofthis result applies much more broadly than to the process
T, where a subset” of T is a down set if for allt’ € 7" networks of [44].
andt € T, t <t impliest € 7". Down sets are also called |t is intuitive for actors to be monotonic in the prefix order.
initial segments in the literature [40]. Consider an actod with a single input port, a single output

Let S denote the set of all signals with tag s€t That port, and actor function,. Consider two possible input
is, this is the set of partial functions with domain and signalss; and sy, wheres; T sy. That is, s, extends (or
codomainV' that are defined on a down set ot S is a equals)s;. If F,4 is monotonic, therF4(s;) C Fa4(s2). That
partially ordered set (poset) under theefix order, defined s, F,(s,) extends (or equalsys (s1). Intuitively, extending
next. For anysy, s; € S, s1 is a prefix ofs;, denoted by the input does not result in changes to “previously prodiiced
s1 C so, if and only if s, is defined everywhere thay is  outputs (the portion of the output that results from the
defined ands (t) = sa(t), Vt wheres; is defined. The prefix unextended input). Thus, it is natural for actor functianbe
order on signals is a natural generalization of the prefieord monotonic. Intuitively, if an actor function is also coniivus,
on strings or sequences, and the extension order on partiaén this means that the actor does not wait forever before
functions [41]. producing output. This behavior is also intuitive and nakur

A complete partial order (CPO) (P, <) is a poset where Thus, we conclude that constraining functional actors to be
P has least element. p € P, and where every directed continuous is not onerous.

subset of P has a least upper bound. A subdetC P is Open systems have external input signals, the sources of
directed if for alldy,ds € D, {di,d>} has an upper bound which are not included in the model. We have a bit more
in D. work to do to build a suitable theory for such systems, but

A signal set with the prefix ordeS,C) is a CPO [42]. again, classic results can be applied almost immediatedy. A
The least element of is s, : ) — V, anempty signal (it  before, let(D,C) and(~, C) be CPOs, but now we consider
has no events). If a signal is defined for all tagsZinthen a function of the form
it is a maximal element of, and is called dotal signal.

Actors will be modeled as functions from input signals to G:DxE— E. )
output signals. For example, in Fig. 9(b), actbis given by  For a givend € D, let G(d): E — E be the function such
a functionF4: S — S, where the function will be defined that
in terms of the corresponding functions for actots, As, VeeE, (G(d)(e)=G(d,e).
and As. Because of the feedback structure in Fig. 9(b), the
behavior of this model will be given as a fixed point of thelf G is continuous, then for alf € D, G(d) is continuous

function F4. (lemma 8.10 in [45]). Hence&(d) has a unique least fixed
This tutorial will study the properties of such fixed pointsP0int, and that fixed point is
that emerge from the mathematical model, reviewing and \/{(G(d))”(LE) | neN},

leveraging classical results on partial orders [43]. In-par
ticular, monotonicity and continuity of functions turnstou where L ¢ is the least element af.
to be central. Le{D,C) and (F,C) be CPOs. A function  These results lead to a reasonably compositional formal-
G: D — E is monotonicif it is order-preservingyd;,d> € ism, where the properties of compositions of actors follow
D, dy Cdy; = G(d1) C G(dz). The same function is from the properties of the component actors. In this tutoria
(Scott) continuous if for all directed setsD’ C D, G(D’)  we will emphasize intuition about the mathematical strretu
is a directed set and/(\/ D) = \/ G(D'). Here,G(D') is  of these models. We will give brief consideration to their
defined in the natural way afG(d) | d € D'}, andVvX topological properties. And we will show concretely how
denotes the least upper bound of the et they apply to familiar systems such as continuous-time
It is easy to show that every continuous function igontrol systems, discrete-event systems, and hybridregste
monotonic. A classic fixed point theorem [43] states that
if G: D — D for CPO D is continuous, then it has a least?- Background
fixed point, and that least fixed point is This tutorial builds on domain theory [27], developed for
the denotational semantics of programming languages [45],
\/{G"(lD) | n € N}, (3)  [46]. But unlike many semantics efforts that focus on system



state and transformation of that state (temporal logics ard reality, ideal future systems will incorporate a mixtue
automata theory), we focus on concurrent interactions, aritonomous sensors and communication between vehicles.
do not even assume that there is a well-defined notion (%f Societal Motivation
system state. In particular, we develop a timed version of’
the fixed-point semantics for process networks as introdluce Safety applications and related technologies also coatinu
by Kahn [44]. Our version uses the tagged-signal model [47}0 be examined by industry/government consortiums, such
An alternative approach to the semantics of timed systen@® the Crash Avoidance Metrics Partnership (CAMM
that is distinctly denotational builds on metric spaces. INorth America, the Car2Car Communications Consortium
1988, Reed and Roscoe [48], [49] gave a semantic framewdfk Europe, and the Advanced Safety Vehicle (ASV) Prdject
for concurrent systems, specifically timed CSP, based df Japan. In 2006, 42,462 motor vehicle related fatalities
complete metric spaces, saying that they “seem a natuigre registered by the National Highway Traffic Safety Ad-
method by which to induce a hierarchy on the variouglinistration (NHTSA) Fatality Analysis Reporting System
models” and they “appear more appropriate for modellingFARS) [55]. Fortunately, this was a 2.0% decrease over
continuous concepts such as real time.” The basic approail® humber of fatalities (43,510) reported in 2005. Howgver
is to define a metric (actually, typically an ultrametric)tve ~ despite the number advances in vehicular safety (ex. acii-|
set of traces of signals communicated between actors. TReakes, airbags), the number of fatalities has remained ove
actors are then modeled as contraction maps, and the Ban4&s000/year for the past 15 years. One hypothesis for this
fixed point theorem vyields a fixed-point semantics. Thigonstant rate is that with the increased ability of vehicles
approach has been pursued by others for both timed systetfisprotect occupants from severe accidents and injuries,
[50], [51] and more conventional concurrent programs [52]drivers are subsequently willing to undertake more risky
[54]. In this tutorial, we will briefly review these results. ~ driving behaviors. Vehicle-to-Vehicle (V2V), Infrastruce-
Acnknow|edgement$_ee thanks Adam Cataldo, Xiaojun to-Vehicle (|2V), and vehicle-to-infrastructure (V2|) meless
Liu, and Eleftherios Matsikoudis for their contributions t communications aim to significantly reduce these numbers,
this work, and acknowledges the support from the Nagdy providing information to the driver and the vehicle that
tional Science Foundation (NSF awards #CCR-0225610 affl unavailable through driver perception and autonomous

#0647591). sensors alone.
V. APPLICATION TOINTELLIGENT TRANSPORTATION C. Enabling Technologies
PROBLEMS, CHALLENGES, AND OPPORTUNITIES In North America, the Global Positioning System (GPS)
Domitilla Del Vecchio(1), Derek Caveney(2), and Lorenzo@"d Differential GPS (DGPS) provide an estimate of the
Caminiti(2) current location of the vehicle in an earth coordinate frame
(1)EECS Systems Laboratory Galileo and GLONASS are being assembled for comparable

University of Michigan, Ann Arbor systems in Europe and Russia, respectively. DGPS relies on
(2)Toyota Technical Center (TTC) of Ann Arbor correction signals originating from land-based (e.g., NE3p
or space-based (e.g., WAAS) beacons, and can attain roughly
A. Introduction 1m accuracy in open-sky conditions. Moreover, improved

Intelligent Transportation Systems (ITS) are quickly moy/Positioning accuracy i; _possible wit.h Real-Time Kinematic
ing away from single-vehicle, autonomous sensor-based, aqgeTK) methods t_hat utilize the carner_—phase measurements
plications to multiple-vehicle cooperative applicatiofigis ©Of the GPS, Galileo, or GLONASS signals. RTK methods
is a result of emerging technologies in global positioning a Nave shown decimeter level positioning accuracy is possibl
inter-vehicular wireless communications. These techgiet Furthermore, two additional benefits of GPS (or similar) are
have ignited the current growth of academic and industrid!dt in @ cooperative environment, the satellites can povi
research into advanced vehicular applications for safet?, common clock and a common earth coordinate frame
mobility, and commercial benefit. Although this tutoriallwi 10f Safety applications running distributively on mulepl
focus on safety applications, strong business and envirofehicles. Conversely, all the above mentioned positioning
mental cases can be made for communication-enabled nf§chniques are susceptible to signal loss under overpasses
bility and commercial applications. Forthcoming applicas  Within developed urban areas, and amongst heavy foliage.
will depend on the ability of vehicles to quickly predict Fortunately, substantial acgdemlc and mdustngl rebemrc
and then communicate their future positions, velocities| a oW focused on GPS, Inertial Measurement Unit (IMU), and
accelerations to neighboring vehicles and infrastructtme Other on-board vehicle sensor integration to compensate fo
such a way, each vehicle can build dynamic maps of tHgPS signal outages [56], [57]. Leading academic groups

surr(_)undmg dnvmg en\_”ronmemf Conve_rsely’ current-pro 1The CAMP consortium comprises the following vehicle comipan
duction systems including Adaptive Cruise Control (ACC)paimlerChysler, Ford, GM, Honda, and Toyota. It works in tparship
Lane Keeping Assist (LKA), Pre-Collision System (PCS)with the USDOT and NHTSA.

2 .
and Intuitive Parking Assist (IPA) rely solely on a myriad >€ehttp://www. car-2-car. org.
9 ( ) y y y 3The ASV is a partnership by 14 automobile, truck, and moitey

of autor_lomous ;ensors like radars, I|dars, Cameras_’ ar[ﬂgnufacturers, sponsored by Japanese Ministry of Lanthdméicture and
ultrasonic transmitters to detect other vehicles and @®jec Transport (Seértt p: //wwv. mit. go.jp).



are the Position, Location, and Navigation Research Group  -*1_ _ 5 v - d _(5" @ -
1
_J N

(PLAN) at the University of Calgafyand Stanford’s Center
for Position, Navigation, and TirieDedicated Short Range ,d
Communications (DSRC) is the leading wireless technology
worldwide under consideration for cooperative vehicular
safety applications [58]. In the United States, the Federal
Communications Commission (FCC) has allocated a 75MHz
band in the 5.9GHz range for DSRC. Various layers of the

DSRC stack are now under different stages of standardizatio ]
(IEEE 802.11p, IEEE 1609, and SAE J2735). 12

Particular challenges facing wireless communication im-
p|ementation involve message Security, efficient messad{g. 10. Two vehicles in the proximity of a traffic “T” intersection.

composition, reliable message dissemination, and cros he unsafe set is defined as the set of all vehicle 1/vehicle 2
' ' configurations in which the vehicles are both closer thanesom

channel _Intgrference. At the application level, W'relesastanced from the intersectiorC' of their paths. This corresponds
communication-based systems must be robust to other wirg-a rectangle in the:, z» plane.

less communication characteristics including packet drop
ping, uncertain latencies, and bandwidth limitations. M/hi

positioning and communication technologies are emergin% ) o ) )
the amount of information available within the vehicle itse that prevent a vehicle to stop inside an intersection, aed th

is also growing. Many modern vehicles are equipped witR€ed to account for discrete decisions made by a driver can
some form of vehicle dynamics stability system, whictP€ modeled employing hybrid automata [61].

incorporate wheel speed sensors, yaw rate sensors, andaking all of the above facts into account, the problem
accelerometers. This information is usually availableroveof collision detection and avoidance at traffic interseuio

a vehicle communication bus (e.g., CAN, FlexRay). Thidas been formulated in [62] as an observer-based control
expanding amount of vehicle information available from GP®roblem for order preserving hybrid automata. In [62], the
positioning measurements and on-board sensor data cansgé of vehicle speed and position configurations that lead to
used as an initial condition for a prediction routine of thea collision independently of driver's actions is considefer

host vehicle’s future trajectory as well as directly shasétth ~ the case of two vehicles converging to an intersection. $uch
neighboring vehicles. set is called the escape set. By virtue of the propertieseof th

vehicle dynamics, an approximation of the escape set can be
D. Collision Detection and Avoidance and the Use of Partiakfficiently computed by iteratively computing only suitabl
Order Techniques lower and upper bounds. A state estimator is constructed,

In terms of cooperative safety systems, the majority df\lhICh also keeps track of suitable upper and lower bounds

applications focus on collision detection and avoidancd? the Vvehicle configuration space. The basic idea of such an

Despite the various challenges of wireless communiC<';1tio(?_Ft"T‘atOr is the one expl:_;uned n Sect|on.||. The gstlme}tor
technologies, inter-vehicular communication can stithpde gives the set_of all possible current v¢h|cle configuration
larger neighborhood maps than are possible with radars a}@lues as an mteryal. The control algorithm guaranteets th_a
cameras alone. These larger maps provide more time $§Ch @ SEt never intersects the escape set. From a practical
detect and resolve conflicts in desired vehicle trajecsoriePOiNt of view, if entrance into this set is predicted, then
The road geometry provides a structured behavior which Warning signal may_be issued to the driver. AIterl_'1ater,
vehicles are expected to follow. Furthermore, GPS providéé’ggesu?d coqtrol actions may be_ given t_o the driver or
imperfect information on the position of the vehicles. automatically implemented to avoid entering the escape

The larger time horizon made possible by wireless Com's_et. These coIIis_ion detection and resolution te_chniqbast
munication enable the employment of safety control techcorp_orate pa_rtlal order approaghes and consujer |.mq:1'erfe
nigues based on the computation of the backward reachalSig €. information cogld be pgrtlcularly gseful n .h|ghwa_1y
set [59] or uncontrollable predecessor [60] of an unsafe séferaing .and urban .|ntersect|on scenarios. An illustrative
The employment of GPS requires that a state estimator (F§<ample IS next prowdeq. i i
constructed in order to cope with missing or imperfect data EXample.Let us consider two vehicles converging to a

regarding the position of the vehicles. The road geomet§2ffic intersection (Fig. 10). The vehicle's physical neoti-
and the rules of the road force the vehicles to move if@" P& modeled by considering its longitudinal dynamics

one direction only in their lane. This basically implies@/ond its geometric path (determined by the geometry of the
that vehicles motion enjoys order preserving propertigh wi |anes) following a similar modeling framework as performed
respect to the order established by the lane direction 8t [59]. Let thenz; andz, denote the position of the two

motion. The presence of traffic constraints, such as tho¥ghicles along their path with respect to some fixed refezenc
point. Letv; and v, be the velocities of the two vehicles

4Seeht t p: // pl an. geomat i cs. ucal gary. ca. along their Ianes: For simplicity, we assume that.each \ehic
5Seeht t p: // scpnt. stanford. edu/ . dynamics along its lane can be modeled by a simple second




order system, which in discrete time takes the form:
x; =x; + Ul(AT)a ’Ué =v; + ul(AT)vl € {13 2}7(5)

in which AT is the time interval. The controller; can
directly affect the acceleration by acting on the throttle
pedal or on the brake. The system also has the following
constraints. When a vehicle is inside the intersection, it
cannot stop as it has to free the intersection as soon as
possible, while it can stop before entering the intersectio
addition, a vehicle cannot move backwards in its lane. These
constraints can be modeled, for a suitabfe, by requiring
that forz; < z* thenv; > 0, while for z; > = we must
havev; > v,, with v,, > 0. Let u,,, < 0 < u,s. To enforce
this requirement, we assume that satisfy

Fig. 11.
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The approximation of the escape set at the initial time

in the z1, x> plane for the initial values of velocities;, v2. The

0, up, if v; <0
whenz; < 2, u; € [0, uar), i <
[umvuM], if v; > O’
0,u if v, <w
When$i>xf‘7 uie [ ) M]a : P S Um
[t unr], if v; > vy

Thus, each vehicle can be described by a hybrid automatgn
with two modes:q; = ¢, if (z; < 2 andwv; < 0) or
(z; > x{‘ andv; < wp); ¢ = g2, If (2; < :Cf‘ andv; > 0)
or (z; > z* andv; > v,,). In each one of these modes, the
update map is given by equations (5), in which the allowe
inputs for each vehicle in each mode are givernvhy ;) =

[0, up] for modeq; ; and byi(gz,i) = [um, uas] for mode
¢2,;- The hybrid automaton admits only autonomous mode1]
transitions, that is, transitions induced by the configaraof
the continuous variable. The variablesare assumed to be
directly measurable, while the variablesare obtained with
a measurement errdx. By exploiting the fact that the update
map 5 preserves the order with respect to component-wise
ordering inR*, an approximation of the escape set can bgg3]
efficiently computed as explained in [62]. For this example,
Fig. 11 shows an approximation of the escape set in thé!
x1,x2 plane for the current values of , vs.

(2]

E. Open Problems )

The largest open problem with existing collision detec-[©
tion and avoidance approaches is their scalability. Many
techniques exist for pairwise collision resolution butste
often don’t scale well in environments where many vehicled”]
co-exist. This is particularly true in the automotive domai
where time scales are smaller, spacing distances arerfightds]
and vehicle densities are higher than aerospace systems.
Again, the difficulty of the automotive domain emphasizesg;
the need for computationally efficient algorithms that can b
executed quickly on inexpensive processing platforms.

Secondly, cooperative systems for the automotive domain
must have algorithms that are robust to the lossy behai9]
ior of the wireless communication channel. Often, controll]
engineers assume perfect communication models in their
system design and validation. Although no system can ever
be guaranteed to be 100% reliable, all designs should be
accompanied by some quantification of their sensitivity t915)
various communication deficiencies.

dot represents the position of the vehicles in thex» plane and
the rectangle surrounding it is given by the state estimglaken
from [62])

Finally, all cooperative systems that employ warnings or
automated behavior struggle with driver acceptance and ex-
pectation. Systems that maintain a level of driver engageme
at all times in the driving cycle should provide more positiv
griver reactions to these systems’ behaviors.
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