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Abstract
We introduceexternalsynchrony, a new modelfor local
�le I/O thatprovidesthereliability andsimplicity of syn-
chronousI/O, yet alsocloselyapproximatesthe perfor-
manceof asynchronousI/O. An externalobservercannot
distinguishthe outputof a computerwith an externally
synchronous�le systemfrom the outputof a computer
with a synchronous�le system.No applicationmodi�-
cation is requiredto usean externally synchronous�le
system: in fact, applicationdeveloperscanprogramto
thesimplersynchronousI/O abstractionandstill receive
excellentperformance.We have implementedan exter-
nally synchronous�le systemfor Linux, calledxsyncfs.
Xsyncfsprovidesthesamedurabilityandorderingguar-
anteesas thoseprovided by a synchronouslymounted
ext3 �le system.Yet,evenfor I/O-intensivebenchmarks,
xsyncfsperformanceis within 7%of ext3 mountedasyn-
chronously. Comparedto ext3 mountedsynchronously,
xsyncfsis up to two ordersof magnitudefaster.

1 Intr oduction

File systemsserve two opposingmasters:durability and
performance.The tensionbetweenthesegoalshasled
to two distinctmodelsof �le I/O: synchronousandasyn-
chronous.

A synchronous�le system(e.g.,onemountedwith the
sync optiononaLinux system)guaranteesdurabilityby
blocking the calling applicationuntil modi�cations are
committedto disk. SynchronousI/O providesacleanab-
stractionto users.Any �le systemoperationthey observe
to completeis durable— datawill not be lost dueto a
subsequentOScrashor power failure. SynchronousI/O
alsoguaranteestheorderingof modi�cations; if oneop-
erationcausallyprecedesanother, theeffectsof thesec-
ondoperationarenever visible unlesstheeffectsof �rst
operationare also visible. Unfortunately, synchronous
I/O can be very slow becauseapplicationsfrequently
blockwaitingfor mechanicaldiskoperations.In fact,our
resultsshow that blocking due to synchronousI/O can
degradethe performanceof disk-intensive benchmarks
by two ordersof magnitude.

In contrast,an asynchronous�le systemdoesnot block
the calling application, so modi�cations are typically
committedto disk long after the call completes. This
is fast, but not safe. Usersview output that depends
on uncommittedmodi�cations. If thesystemcrashesor
losespower beforethosemodi�cationscommit,theout-
put observedby theuserwasinvalid. AsynchronousI/O
also complicatesapplicationsthat requiredurability or
orderingguarantees.Programmersmust insert explicit
synchronizationoperationssuchasfsync to enforcethe
guaranteesrequiredby their applications. They must
sometimesimplementcomplex groupcommitstrategies
to achieve reasonableperformance. Despite the poor
guaranteesprovidedto usersandprogrammers,mostlo-
cal �le systemsprovideanasynchronousI/O abstraction
by defaultbecausesynchronousI/O is simply tooslow.

Thetensionbetweendurabilityandperformanceleadsto
surprisingbehavior. For instance,on mostdesktopop-
eratingsystems,evenexecutinganexplicit synchroniza-
tion commandsuchas fsync doesnot protectagainst
dataloss in the event of a power failure [13]. This be-
havior is not a bug, but rathera consciousdesigndeci-
sionto sacri�ce durability for performance[27]. For ex-
ample,on fsync , theLinux 2.4 kernelcommitsdatato
thevolatile harddrive cacheratherthanto thedisk plat-
ter. If a power failureoccurs,thedatain thedrive cache
is lost. Becauseof this behavior, applicationsthat re-
quirestrongerdurabilityguarantees,suchastheMySQL
database,recommenddisabling the drive cache[15].
While MacOSX andtheLinux 2.6kernelprovidemech-
anismsto explicitly �ush thedrive cache,thesemecha-
nismsarenot enabledby default dueto the severeper-
formancedegradationthey cancause.

We show that a new model of local �le I/O, which
we term external synchrony, resolves the tensionbe-
tweendurability andperformance.Externalsynchrony
provides the reliability and simplicity of synchronous
I/O, while closelyapproachingtheperformanceof asyn-
chronousI/O. In external synchrony, we view the ab-
stractionof synchronousI/O asa setof guaranteesthat
are provided to the clients of the �le system. In con-



trastto asynchronousI/O, which improvesperformance
by substantiallyweakeningtheseguarantees,externally
synchronousI/O provides the sameguarantees,but it
changestheclientsto whichtheguaranteesareprovided.

SynchronousI/O re�ects theapplication-centricview of
modernoperatingsystems.Thereturnof a synchronous
�le systemcall guaranteesdurability to the application
sincethe calling processis blocked until modi�cations
commit. In contrast,externallysynchronousI/O takesa
user-centricview in which it guaranteesdurabilitynot to
the application,but to any externalentity that observes
applicationoutput. An externally synchronoussystem
returnscontrolto theapplicationbeforecommittingdata.
However, it subsequentlybuffersall outputthatcausally
dependsontheuncommittedmodi�cation. Bufferedout-
put is only externalized(sentto the screen,network, or
otherexternaldevice)afterthemodi�cation commits.

From the viewpoint of an external observer suchas a
useror anapplicationrunningon anothercomputer, the
guaranteesprovided by externally synchronousI/O are
identicalto the guaranteesprovidedby a traditional�le
systemmountedsynchronously. An external observer
never seesoutput that dependson uncommittedmodi-
�cations. Sinceexternalsynchrony commitsmodi�ca-
tions to disk in the order they are generatedby appli-
cations,anexternalobserver will not seea modi�cation
unlessall othermodi�cations that causallyprecedethat
modi�cation are also visible. However, becauseexter-
nally synchronousI/O rarelyblocksapplications,its per-
formanceapproachesthatof asynchronousI/O.

Our externally synchronousLinux �le system,xsyncfs,
usesmechanismsdevelopedas part of the Speculator
project [17]. When a processperformsa synchronous
I/O operation,xsyncfsvalidatesthe operation,addsthe
modi�cations to a �le systemtransaction,and returns
control to the calling processwithout waiting for the
transactionto commit. However, xsyncfsalsotaintsthe
calling processwith a commitdependencythatspeci�es
that theprocessis not allowedto externalizeany output
until the transactioncommits. If the processwrites to
the network, screen,or otherexternaldevice, its output
is bufferedby theoperatingsystem.Thebufferedoutput
is releasedonly after all disk transactionson which the
outputdependscommit. If aprocesswith commitdepen-
denciesinteractswith anotherprocesson thesamecom-
puterthroughIPCsuchaspipes,the�le cache,or shared
memory, the other processinherits thosedependencies
so that it alsocannotexternalizeoutputuntil the trans-
actioncommits. The performanceof xsyncfsis gener-
ally quitegoodsinceapplicationscanperformcomputa-
tion andinitiate further I/O operationswhile waiting for
a transactionto commit. In mostcases,outputis delayed
by no morethanthetime to commita singletransaction

— this is typically lessthantheperceptionthresholdof a
humanuser.

Xsyncfs uses output-triggered commits to balance
throughputandlatency. Output-triggeredcommitstrack
the causalrelationshipbetweenexternaloutputand�le
systemmodi�cations to decidewhen to commit data.
Until some external output is producedthat depends
uponmodi�ed data,xsyncfsmaydelaycommittingdata
to optimizefor throughput.However, oncesomeoutput
is bufferedthatdependsuponanuncommittedmodi�ca-
tion, an immediatecommit of that modi�cation is trig-
geredto minimizelatency for any externalobserver.

Our results to date are very positive. For I/O inten-
sive benchmarkssuchasPostmarkandanAndrew-style
build, theperformanceof xsyncfsis within 7%of thede-
faultasynchronousimplementationof ext3. Comparedto
currentimplementationsof synchronousI/O in theLinux
kernel,externalsynchrony offersbetterperformanceand
betterreliability. Xsyncfs is up to an order of magni-
tudefasterthanthedefaultversionof ext3 mountedsyn-
chronously, which allows datato be lost on power fail-
ure becausecommitteddatamay residein the volatile
harddrive cache. Xsyncfs is up to two ordersof mag-
nitude fasterthana versionof ext3 that guardsagainst
losing dataon power failure. Xsyncfssometimeseven
improves the performanceof applicationsthat do their
own customsynchronization.Runningontopof xsyncfs,
theMySQL databaseexecutesa modi�ed versionof the
TPC-Cbenchmarkup to threetimesfasterthanwhenit
runson topof ext3 mountedasynchronously.

2 Designoverview

2.1 Principles

Thedesignof externalsynchrony is basedontwo princi-
ples. First, we de�ne externally synchronousI/O by its
externally observablebehavior ratherthanby its imple-
mentation.Second,we notethat applicationstateis an
internalpropertyof thecomputersystem.Sinceapplica-
tion stateis not directly observableby externalentities,
the operatingsystemneednot treatchangesto applica-
tion stateasanexternaloutput.

SynchronousI/O is usuallyde�ned by its implementa-
tion: anI/O is consideredsynchronousif thecalling ap-
plication is blocked until after the I/O completes[26].
In contrast,we de�ne externallysynchronousI/O by its
observablebehavior: wesaythatanI/O is externallysyn-
chronousif theexternaloutputproducedby thecomputer
systemcannotbe distinguishedfrom output that could
havebeenproducedif theI/O hadbeensynchronous.

Thenext stepis to preciselyde�ne whatis consideredex-
ternaloutput. Traditionally, the operatingsystemtakes



disk

OS

app

user

commit commit

block block

disk

OS

app

user

commit

buffer

(a) Synchronous I/O (b) Externally synchronous I/O

timetime

This �gure shows the behavior of a sample application that makes two �le system modi�cations , then displays output to an external
device. The diagram on the left shows how the application executes when its �le I/O is synchronous; the diagram on the right shows
how it executes when its �le I/O is externally synchronous.

Figure 1. Example of externally synchronous �le I/O

an application-centricview of the computersystem,in
which it considersapplicationsto beexternalentitiesob-
servingits behavior. Thisview dividesthecomputersys-
tem into two partitions: thekernel,which is considered
internalstate,andtheuserlevel, which is consideredex-
ternal state. Using this view, the return from a system
call is consideredanexternallyvisibleevent.

However, users,not applications,arethe true observers
of thecomputersystem.Applicationstateis only visible
throughoutputsentto externaldevicessuchasthescreen
andnetwork. By regardingapplicationstateasinternal
to the computersystem,the operatingsystemcan take
a user-centric view in which only outputsentto an ex-
ternaldevice is consideredexternallyvisible. This view
dividesthecomputersysteminto threepartitions,theker-
nel andapplications,bothof which areconsideredinter-
nal state,andthe external interfaces,which areconsid-
eredexternally visible. Using this view, changesto ap-
plicationstate,suchasthereturnfrom a systemcall, are
not consideredexternallyvisibleevents.

The operatingsystemcanimplementuser-centricguar-
anteesbecauseit controlsaccessto externaldevices.Ap-
plicationscanonly generateexternaleventswith theco-
operationof theoperatingsystem.Applicationsmustin-
vokethiscooperationeitherdirectlyby makingasystem
call or indirectlybymappinganexternallyvisibledevice.

2.2 Correctness

Figure1 illustratestheseprinciplesby showing anexam-
ple single-threadedapplicationthat makestwo �le sys-
temmodi�cations andwritessomeoutputto thescreen.
In thediagramontheleft, the�le modi�cationsmadeby
the applicationare synchronous.Thus, the application
blocksuntil eachmodi�cation commits.

Wesaythatexternaloutputof anexternallysynchronous
systemis equivalentto theoutputof asynchronousoneif
(a)thevaluesof theexternaloutputsarethesame,and(b)
theoutputsoccurin thesamecausalorder, asde�ned by
Lamport'shappensbeforerelation[9]. We considerdisk
commitsexternaloutputbecausethey changethestable
imageof the �le system. If the systemcrashesandre-
boots,thechangeto thestableimageis visible. Sincethe
operatingsystemcannotcontrol whencrashesoccur, it
musttreatdiskcommitsasexternaloutput.Thus,in Fig-
ure 1(a), therearethreeexternaloutputs: the two com-
mits andthemessagedisplayedon thescreen.

An externally synchronous�le I/O returnsthe samere-
sult to applicationsthat would have beenreturnedby
a synchronousI/O. The �le systemdoesall processing
thatwouldbedonefor asynchronousI/O, includingval-
idation and changingthe volatile (in-memory)stateof
the �le system,except that it doesnot actuallycommit
the modi�cation to disk beforereturning. Becausethe
resultsthat an applicationseesfrom an externally syn-
chronousI/O areequivalentto the resultsit would have
seenif theI/O hadbeensynchronous,theexternaloutput
it producesis thesamein bothcases.

An operatingsystemthat supportsexternal synchrony
must ensurethat external output occurs in the same
causalorderthatwould haveoccurredhadI/O beenper-
formedsynchronously. Speci�cally, if an externalout-
put causallyfollows an externally synchronous�le I/O,
then that outputcannotbe observed beforethe �le I/O
hasbeencommittedto disk. In theexample,this means
thatthesecond�le modi�cation madeby theapplication
cannotcommitbeforethe�rst, andthatthescreenoutput
cannotbeseenbeforebothmodi�cationscommit.



2.3 Impr oving performance

Theexternallysynchronoussystemin Figure1(b)makes
two optimizationsto improveperformance.First,thetwo
modi�cationsaregroupcommittedasasingle�le system
transaction.Becausethecommitis atomic,theeffectsof
thesecondmodi�cation areneverseenunlesstheeffects
of the�rst arealsovisible. Groupingmultiple modi�ca-
tionsinto onetransactionhasmany bene�ts: thecommit
of all modi�cations is donewith a singlesequentialdisk
write, writesto thesamedisk block arecoalescedin the
log, andnoblocksarewritten to diskat all if datawrites
arecloselyfollowedby deletion.For example,ext3 em-
ploysvaluelogging— whenatransactioncommits,only
the latestversionof eachblock is written to the journal.
If a temporary�le is createdanddeletedwithin a single
transaction,noneof its blocksarewrittento disk. In con-
trast, a synchronous�le systemcannotgroup multiple
modi�cations for a single-threadedapplicationbecause
the applicationdoesnot begin the secondmodi�cation
until afterthe�rst commits.

Thesecondoptimizationis bufferingscreenoutput.The
operatingsystemmust delay the externalizationof the
output until after the commit of the �le modi�cations
to obey thecausalorderingconstraintof externallysyn-
chronousI/O. Onewayto enforcethisorderingwouldbe
to block theapplicationwhenit initiatesexternaloutput.
However, theasynchronousnatureof theoutputenables
a bettersolution. The operatingsysteminsteadbuffers
theoutputandallows theprocessthatgeneratedtheout-
put to continueexecution. After the modi�cations are
committedto disk,theoperatingsystemreleasestheout-
put to thedevice for which it wasdestined.

This designrequiresthat theoperatingsystemtrack the
causalrelationshipbetween�le systemmodi�cations
andexternal output. When a processwrites to the �le
system,it inheritsa commitdependency on theuncom-
mitted datathat it wrote. Whena processwith commit
dependenciesmodi�es anotherkernel object (process,
pipe,�le, UNIX socket,etc.)by executingasystemcall,
theoperatingsystemmarksthemodi�ed objectswith the
samecommit dependencies.Similarly, if a processob-
servesthestateof anotherkernelobjectwith commitde-
pendencies,the processinherits thosedependencies.If
a processwith commit dependenciesexecutesa system
call for whichtheoperatingsystemcannottrackthe�o w
of causality(e.g.,anioctl ), theprocessis blockeduntil
its �le systemsmodi�cationshavebeencommitted.Any
externaloutputinheritsthecommitdependenciesof the
processthatgeneratedit — theoperatingsystembuffers
theoutputuntil the lastdependency is resolvedby com-
mitting modi�cationsto disk.

2.4 Decidingwhen to commit

An externallysynchronous�le systemusesthecausalre-
lationshipbetweenexternaloutputand�le modi�cations
to trigger commits. Thereis a well-known tradeoff be-
tweenthroughputand latency for groupcommit strate-
gies. Delaying a group commit in the hopethat more
modi�cations will occurin the nearfuture canimprove
throughputby amortizingmore modi�cations acrossa
single commit. However, delayinga commit also in-
creaseslatency — in our system,commit latency is es-
peciallyimportantbecauseoutputcannotbeexternalized
until thecommitoccurs.

Latency is unimportantif no external entity is observ-
ing the result. Speci�cally, until someoutput is gener-
atedthat causallydependson a �le systemtransaction,
committingthe transactiondoesnot changethe observ-
able behavior of the system. Thus, the operatingsys-
temcanimprove throughputby delayinga commituntil
someoutputthatdependson the transactionis buffered
(or until someapplicationthat dependson the transac-
tion blocksdueto anioctl or similar systemcall). We
call this strategy output-triggered commitssincethe at-
temptto generateoutputthatis causallydependentupon
modi�cationsto bewrittento disktriggersthecommitof
thosemodi�cations.

Output-triggeredcommits enable an externally syn-
chronous�le systemto maximizethroughputwhenout-
put is not beingdisplayed(for example,whenit is piped
to a�le). However, whenausercouldbeactivelyobserv-
ing theresultsof a transaction,commitlatency is small.

2.5 Limitations

One potential limitation of external synchrony is that
it complicatesapplication-speci�crecovery from catas-
trophic mediafailure becausethe applicationcontinues
executionbeforesucherrorsaredetected.Although the
kernelvalidateseachmodi�cation beforewriting it to the
�le cache,thephysicalwrite of thedatato diskmaysub-
sequentlyfail. While smallererrorssuchasa baddisk
block arecurrentlyhandledby thedisk or device driver,
acatastrophicmediafailureis rarelymaskedat theselev-
els. Theoretically, a �le systemmountedsynchronously
could propagatesuchfailuresto the application. How-
ever, a recentsurvey of common�le systems[20] found
that write errorsareeithernot detectedby the �le sys-
tem (ext3, jbd, and NTFS) or induce a kernel panic
(ReiserFS).An externallysynchronous�le systemcould
propagatefailuresto applicationsby usingSpeculatorto
checkpointaprocessbeforeit modi�es the�le system.If
acatastrophicfailureoccurs,theprocesswouldberolled
backandnoti�ed of thefailure.Werejectedthissolution
becauseit would both greatly increasethe complexity



of external synchrony and severely penalizeits perfor-
mance.Further, it is unclearthatcatastrophicfailuresare
besthandledby applications— it seemsbestto handle
themin theoperatingsystem,eitherby inducingakernel
panicor (preferably)by writing dataelsewhere.

Anotherlimitation of externalsynchrony is that theuser
mayhavesometemporalexpectationsaboutwhenmodi-
�cations arecommittedto disk. As de�ned sofar, anex-
ternallysynchronous�le systemcouldinde�nitely delay
committingdatawrittenby anapplicationwith noexter-
nal output. If the systemcrashes,a substantialamount
of work could be lost. Xsyncfsthereforecommitsdata
every 5 seconds,even if no output is produced.The 5
secondcommit interval is the samevalueusedby ext3
mountedasynchronously.

A �nal limitation of externalsynchrony is thatmodi�ca-
tionsto datain two different�le systemscannotbeeasily
committedwith asingledisk transaction.Potentially, we
could sharea commonjournal amongall local �le sys-
tems,or we could implementa two-phasecommitstrat-
egy. However, a simplersolution is to block a process
with commit dependenciesfor one�le systembeforeit
modi�es datain a second.Speculatorwould mapeach
dependency to a speci�c �le system. When a process
writes to a �le system,Speculatorwould verify that the
processdependsonly on the�le systemit is modifying;
if it dependson another�le system,Speculatorwould
block it until its previousmodi�cationscommit.

3 Implementation

3.1 External synchrony

We next providea brief overview of Speculator[17] and
how it supportsexternallysynchronous�le systems.

3.1.1 Speculatorbackground

Speculatorimprovesthe performanceof distributed�le
systemsby hidingtheperformancecostof remoteopera-
tions.Ratherthanblockduringaremoteoperation,a �le
systempredictstheoperation'sresult,thenusesSpecula-
tor to checkpointthestateof thecallingprocessandspec-
ulatively continueits executionbasedon the predicted
result. If thepredictionis correct,thecheckpointis dis-
carded;if it is incorrect,thecallingprocessis restoredto
thecheckpoint,andtheoperationis retried.

Speculatoraddstwo new datastructuresto the kernel.
A speculationobject tracksall processandkernelstate
that dependson the successor failure of a speculative
operation.Eachspeculative object in the kernelhasan
undo log that containsthe stateneededto undospecu-
lative modi�cations to thatobject.As processesinteract
with kernelobjectsby executingsystemcalls,Speculator

usesthesedatastructuresto track causaldependencies.
For example, if a speculative processwrites to a pipe,
Speculatorcreatesan entry in the pipe's undo log that
refersto the speculationson which the writing process
depends.If anotherprocessreadsfrom the pipe, Spec-
ulator createsan undolog entry for the readingprocess
thatrefersto all speculationsonwhich thepipedepends.

Speculatorensuresthatspeculative stateis never visible
to an external observer. If a speculative processexe-
cutesa systemcall thatwould normallyexternalizeout-
put,Speculatorbuffersits outputuntil theoutcomeof the
speculationis decided.If aspeculativeprocessperforms
a systemcall that Speculatoris unableto handleby ei-
thertransferringcausaldependenciesor bufferingoutput,
Speculatorblocksit until it becomesnon-speculative.

3.1.2 From speculationto synchronization

Speculatorties dependency trackingandoutputbuffer-
ing to other features,suchas checkpointand rollback,
thatarenotneededto supportexternalsynchrony. Worse
yet, theseunneededfeaturescomeat a substantialper-
formancecost.This led usto factorout thefunctionality
in Speculatorcommonto bothspeculativeexecutionand
external synchrony. We modi�ed the Speculatorinter-
faceto allow each�le systemto specify the additional
Speculatorfeaturesthat it requires.This allows a single
computerto runbothaspeculativedistributed�le system
andanexternallysynchronouslocal �le system.

Both speculative executionand external synchrony en-
force restrictionson when external output may be ob-
served. Speculative executionallows output to be ob-
served basedon correctness; output is externalizedaf-
ter all speculationson which that outputdependshave
provento becorrect. In contrast,externalsynchrony al-
lowsoutputto beobservedbasedondurability; outputis
externalizedafterall �le systemoperationsonwhichthat
outputdependshavebeencommittedto disk.

In externalsynchrony, a commit dependency represents
the causalrelationshipbetweenkernelstateandan un-
committed�le systemmodi�cation. Any kernelobject
thathasoneor moreassociatedcommitdependenciesis
referredto asuncommitted. Any externaloutputfrom a
processthatis uncommittedis bufferedwithin thekernel
until themodi�cationsonwhichtheoutputdependshave
beencommitted.In otherwords,uncommittedoutputis
nevervisible to anexternalobserver.

Whena processwritesto anexternallysynchronous�le
system,Speculatormarkstheprocessasuncommitted.It
alsocreatesa commit dependency betweenthe process
and the uncommitted�le systemtransactionthat con-
tainsthemodi�cation. Whenthe�le systemcommitsthe
transactionto disk, thecommitdependency is removed.



Onceall commitdependenciesfor bufferedoutputhave
beenremoved,Speculatorreleasesthatoutputto theex-
ternaldeviceto whichit waswritten. Whenthelastcom-
mit dependency for a processis discarded,Speculator
markstheprocessascommitted.

Speculatorpropagatescommitdependenciesamongker-
nel objectsandprocessesusingthesamemechanismsit
usesto propagatespeculative dependencies.However,
sinceexternalsynchrony doesnotrequirecheckpointand
rollback, the propagationof dependenciesis consider-
ably easierto implement. For instance,beforea pro-
cessinheritsa new speculative dependency, Speculator
mustcheckpointits statewith a copy-on-write fork. In
contrast,whena processinheritsa commitdependency,
no checkpointis neededsincetheprocesswill never be
rolled back. To supportexternalsynchrony, Speculator
maintainsthesamemany-to-many relationshipbetween
commitdependenciesandundologsasit doesfor specu-
lationsandundologs. Sincecommit dependenciesare
never rolled back, undo logs neednot containdata to
undothe effectsof an operation. Therefore,undo logs
in an externally synchronoussystemonly track the re-
lationshipbetweencommitdependenciesandkernelob-
jectsandrevealwhich bufferedoutputcanbesafelyre-
leased. This simplicity enablesSpeculatorto support
moreformsof interactionamonguncommittedprocesses
thanit supportsfor speculative processes.For example,
checkpointingmulti-threadedprocessesfor speculative
executionis a thorny problem[17, 21]. However, asdis-
cussedin Section3.5, trackingtheir commit dependen-
ciesis substantiallysimpler.

3.2 File systemsupport for external synchrony

We modi�ed ext3, a journalingLinux �le system,to cre-
atexsyncfs.In its defaultorderedmode,ext3 writesonly
metadatamodi�cations to its journal. In its journaled
mode,ext3 writesbothdataandmetadatamodi�cations.
Modi�cations from many different�le systemoperations
maybegroupedinto a singlecompoundjournaltransac-
tion that is committedatomically. Ext3 writesmodi�ca-
tionsto theactivetransaction— at mostonetransaction
maybeactive at any giventime. A commitof theactive
transactionis triggeredwhenjournalspaceis exhausted,
an applicationperformsan explicit synchronizationop-
erationsuchasfsync , or theoldestmodi�cation in the
transactionis morethan5 secondsold. After thetransac-
tion startsto commit, the next modi�cation triggersthe
creationof a new active transaction.Only onetransac-
tion may be committingat any given time, so the next
transactionmustwait for thecommit of the prior trans-
actionto �nish beforeit commits.

Figure2 shows how the externalsynchrony datastruc-
tureschangewhena processinteractswith xsyncfs. In
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Figure 2. The external synchrony data structures

Figure2(a), process1234hascompletedthree�le sys-
tem operations,sendingoutput to the screenafter each
one. Sincethe outputafter the �rst operationtriggered
a transactioncommit,thetwo following operationswere
placedin anew activetransaction.Theoutputis buffered
in the undolog; the commit dependenciesmaintainthe
relationshipbetweenbuffered output and uncommitted
data. In Figure2(b), the �rst transactionhasbeencom-
mittedto disk. Therefore,theoutputthatdependedupon
thecommittedtransactionhasbeenreleasedto thescreen
andthecommitdependency hasbeendiscarded.

Xsyncfsusesjournaledmoderatherthanthedefault or-
deredmode. This changeguaranteesordering; specif-
ically, the propertythat if an operationA causallypre-
cedesanotheroperationB, theeffectsof B shouldnever
be visible unlessthe effectsof A arealsovisible. This
guaranteerequiresthatB neverbecommittedto diskbe-
fore A. Otherwise,a systemcrashor power failuremay
occurbetweenthetwo commits— in this case,afterthe
systemis restarted,B will bevisiblewhenA is not. Since
journaledmodeaddsall modi�cations for A to thejour-
nal beforethe operationcompletes,thosemodi�cations
mustalreadybe in the journal whenB begins (sinceB
causallyfollows A). Thus,eitherB is part of the same
transactionas A (in which casethe ordering property
holdssinceA andB arecommittedatomically),or the
transactioncontainingA is alreadycommittedbeforethe
transactioncontainingB startsto commit.

In contrast,thedefaultmodein ext3 doesnotprovideor-
deringsincedatamodi�cations arenot journaled. The
kernel may write the dirty blocks of A and B to disk
in any orderaslong asthedatareachesdisk beforethe
metadatain the associatedjournal transactioncommits.



Thus,thedatamodi�cations for B maybevisible aftera
crashwithout themodi�cationsfor A beingvisible.

XsyncfsinformsSpeculatorwhenanew journaltransac-
tion is created— thisallowsSpeculatorto trackstatethat
dependson the uncommittedtransaction.Xsyncfsalso
informsSpeculatorwhena new modi�cation is addedto
thetransactionandwhenthetransactioncommits.

As describedin Section1, the default behavior of ext3
doesnot guaranteethatmodi�cationsaredurableaftera
power failure. In theLinux 2.4kernel,durability canbe
ensuredonly by disablingthe drive cache. The Linux
2.6.11 kernel provides the option of using write bar-
riers to �ush the drive cachebeforeand after writing
eachtransactioncommit record. SinceSpeculatorruns
on a 2.4 kernel,we portedwrite barriersto our kernel
andmodi�ed xsyncfsto usewrite barriersto guarantee
thatall committedmodi�cations arepreserved,evenon
power failure.

3.3 Output-trigger ed commits

Xsyncfs usesthe causalrelationshipbetweendisk I/O
andexternal output to balancethe competingconcerns
of throughputand latency. Currently, ext3 commitsits
journalevery5 seconds,whichtypically groupsthecom-
mit of many �le systemoperations.This strategy opti-
mizesfor throughput,a logical behavior whenwritesare
asynchronous.However, latency is animportantconsid-
erationin xsyncfssinceusersmustwait to view output
until thetransactionsonwhich thatoutputdependscom-
mit. If xsyncfswereto usethedefaultext3 commitstrat-
egy, diskthroughputwouldbehigh,but theusermightbe
forcedto wait up to 5 secondsto seeoutput.Thisbehav-
ior is clearlyunacceptablefor interactiveapplications.

We thereforemodi�ed Speculatorto support output-
triggered commits. Speculatorprovides callbacksto
xsyncfswhenit buffers outputor blocksa processthat
performeda systemcall for which it cannottrack the
propagationof causaldependencies(e.g., an ioctl ).
Xsyncfsusestheext3strategyof committingevery5sec-
ondsunlessit receivesacallbackthatindicatesthatSpec-
ulatorblockedor bufferedoutputfrom aprocessthatde-
pendsontheactivetransaction.Thereceiptof acallback
triggersa commitof theactive transaction.

Output-triggeredcommitsadaptthe behavior of the �le
systemaccordingto theobservablebehavior of thesys-
tem.For instance,if auserdirectsoutputfrom arunning
applicationto thescreen,latency is reducedby commit-
ting transactionsfrequently. If theuserinsteadredirects
theoutputto a �le, xsyncfsoptimizesfor throughputby
committingevery 5 seconds.Optimizingfor throughput
is correctin this instancesincethe only event the user
can observe is the completionof the application(and

the completionwould trigger a commit if it is a visible
event).Finally, if theuserwereto observethecontentsof
the �le usinga differentapplication,e.g.,tail , xsyncfs
would correctly optimize for latency becauseSpecula-
tor wouldtrackthecausalrelationshipthroughthekernel
datastructuresfrom tail to thetransactionandprovide
callbacksto xsyncfs.Whentail attemptsto outputdata
to thescreen,Speculatorcallbackswill causexsyncfsto
committheactive transaction.

3.4 Rethinking sync

Asynchronous�le systemsprovideexplicit synchroniza-
tion operationssuchassync andfdatasync for appli-
cationswith durability or orderingconstraints.In a syn-
chronous�le system,such synchronizationoperations
areredundantsinceorderinganddurability arealready
guaranteedfor all �le systemoperations.However, in an
externally synchronous�le system,someextra support
is neededto minimize latency. For instance,a userwho
types“sync” in a terminal would prefer that the com-
mandcompleteassoonaspossible.

When xsyncfs receives a synchronizationcall suchas
sync from the VFS layer, it createsa commit depen-
dency betweenthe calling processandthe active trans-
action. Since this doesnot require a disk write, the
return from the synchronizationcall is almostinstanta-
neous.If a visible eventoccurs,suchasthecompletion
of thesync process,Speculatorwill issueacallbackthat
causesxsyncfsto committheactive transaction.

External synchrony simpli�es the �le systemabstrac-
tion. Since xsyncfs requiresno applicationmodi�ca-
tion, programmerscan write the samecode that they
would write if they were using a unmodi�ed �le sys-
tem mountedsynchronously. They do not needexplicit
synchronizationcalls to provide orderinganddurability
sincexsyncfsprovidestheseguaranteesby default for all
�le systemoperations.Further, sincexsyncfsdoesnot
incur the large performancepenaltyusually associated
with synchronousI/O, programmersdo not needcom-
plicatedgroup commit strategies to achieve acceptable
performance.Group commit is provided transparently
by xsyncfs.

Of course,a hand-tunedstrategy might offer betterper-
formancethanthedefault policiesprovidedby xsyncfs.
However, as describedin Section3.3, there are some
instancesin which xsyncfs can optimize performance
whenanapplicationsolutioncannot.Sincexsyncfsuses
output-triggeredcommits, it knows when no external
output hasbeengeneratedthat dependson the current
transaction;in theseinstances,xsyncfsusesgroupcom-
mit to optimizethroughput.In contrast,an application-
speci�c commit strategy cannotdeterminethe visibility



of its actionsbeyondthescopeof thecurrentlyexecuting
process;it mustthereforeconservatively commitmodi�-
cationsbeforeproducingexternalmessages.

For example,considera client thatissuestwo sequential
transactionsto a databaseserver on the samecomputer
and then producesoutput. Xsyncfs can safely group
thecommitof both transactions.However, thedatabase
server (which doesnot use output-triggeredcommits)
mustcommiteachtransactionseparatelysinceit cannot
know whetheror not theclient will produceoutputafter
it is informedof thecommitof the�rst transaction.

3.5 Sharedmemory

Speculatordoesnot propagatespeculative dependencies
whenprocessesinteractthroughsharedmemorydueto
the complexity of checkpointingat arbitrarystatesin a
process'execution. Sincecommit dependenciesdo not
requirecheckpoints,we enhancedSpeculatorto propa-
gatethemamongprocessesthatsharememory.

Speculatorcan track causaldependenciesbecausepro-
cessescan only interact throughthe operatingsystem.
Usually, this interactioninvolvesanexplicit systemcall
(e.g., write ) that Speculatorcan intercept. However,
whenprocessesinteractthroughsharedmemoryregions,
only thesharingandunsharingof regionsis visibleto the
operatingsystem.Thus,Speculatorcannotreadily inter-
ceptindividual readsandwritesto sharedmemory.

Weconsideredmarkingasharedmemorypageinaccessi-
blewhenaprocesswith write permissioninheritsacom-
mit dependency thataprocesswith readpermissiondoes
nothave. Thiswouldtriggerapagefaultwheneverapro-
cessreadsor writes the sharedpage. If a processreads
the pageafter anotherwrites it, any commit dependen-
cieswould be transferredfrom the writer to the reader.
Oncetheseprocesseshave the samecommit dependen-
cies,thepagecanbe restoredto its normalprotections.
Wefelt thismechanismwouldperformpoorlybecauseof
the time neededto protectandunprotectpages,aswell
astheextrapagefaultsthatwouldbeincurred.

Instead,we decidedto use an approachthat imposes
lessoverheadbut might transferdependencieswhennot
strictly necessary. We make a conservative assumption
thatprocesseswith write permissionfor a sharedmem-
ory region arecontinuallywriting to that region, while
processeswith readpermissionarecontinually reading
it. Whena processwith write permissionfor a shared
region inheritsa new commit dependency, any process
with readpermissionfor that region atomicallyinherits
thesamedependency.

Speculatorusesthe samemechanismto track commit
dependenciestransferedthroughmemory-mapped�les.
Similarly, Speculatoris conservative whenpropagating

dependenciesfor multi-threadedapplications— any de-
pendency inheritedby onethreadis inheritedby all.

4 Evaluation

Ourevaluationanswersthefollowing questions:

� How doesthedurabilityof xsyncfscompareto cur-
rent�le systems?

� How doesthe performanceof xsyncfscompareto
current�le systems?

� How doesxsyncfsaffect theperformanceof appli-
cationsthatsynchronizeexplicitly?

� How much do output-triggeredcommits improve
theperformanceof xsyncfs?

4.1 Methodology

All computersusedin our evaluationhave a 3.02GHZ
Pentium4 processorwith 1 GB of RAM. Eachcomputer
hasasingleWesternDigital WD-XL40 harddrive,which
is a 7200RPM 120GB ATA 100drive with a 2 MB on-
diskcache.ThecomputersrunRedHatEnterpriseLinux
version3 (kernelversion2.4.21).Weusea400MB jour-
nal sizefor bothext3 andxsyncfs.For eachbenchmark,
we measuredext3 executingin both journaledand or-
deredmode. Sincejournaledmodeexecutedfasterin
everybenchmark,wereportonly journaledmoderesults
in thisevaluation.Finally, wemeasuredtheperformance
of ext3 bothusingwrite barriersandwith thedrivecache
disabled.In all caseswrite barrierswerefasterthandis-
abling the drive cachesince the drive cacheimproves
readtimesandreducesthefrequency of writesto thedisk
platter. Thus,wereportonly resultsusingwrite barriers.

4.2 Durability

Our �rst benchmarkempirically con�rms that without
write barriers,ext3 doesnot guaranteedurability. This
resultholdsin bothjournaledandorderedmode,whether
ext3 is mountedsynchronouslyor asynchronously, and
even if fsync commandsare issuedby the application
aftereverywrite. Evenworse,our resultsshow that,de-
spite the useof journaling in ext3, a lossof power can
corruptdataandmetadatastoredin the�le system.

We con�rmed theseresultsby runninganexperimentin
which a testcomputercontinuouslywritesdatato its lo-
cal �le system.After eachwrite completes,thetestcom-
putersendsa UDP messagethat is loggedby a remote
computer. During the experiment,we cut power to the
testcomputer. After it reboots,we comparethestateof
its �le systemto thelog on theremotecomputer.



File systemcon�guration Datadurableonwrite Datadurableon fsync
Asynchronous No Not onpower failure
Synchronous Not onpower failure Not onpower failure
Synchronouswith write barriers Yes Yes
Externalsynchrony Yes Yes

This �gure describes whether each �le system provides durability to the user when an application executes a write or fsync system
call. A “Yes” indicates that the �le system provides durability if an OS crash or power failure occurs.

Figure 3. When is data safe?

Ourgoalwasto determinewheneach�le systemguaran-
teesdurabilityandordering.Wesaya �le systemfails to
providedurability if theremotecomputerlogsamessage
for a write operation,but the test computeris missing
the datawritten by that operation. In this case,dura-
bility is not providedbecausean externalobserver (the
remotecomputer)saw outputthatdependedon datathat
wassubsequentlylost. We saya �le systemfails to pro-
vide orderingif thestateof the �le after rebootviolates
the temporalorderingof writes. Speci�cally, for each
block in the �le, orderingis violatedif the �le doesnot
alsocontainall previously-writtenblocks.

For eachcon�guration shown in Figure3, we ran four
trials of this experiment: two in journaledmode and
two in orderedmode. As expected,our resultscon�rm
thatext3 providesdurabilityonly whenwrite barriersare
used.Withoutwrite barriers,synchronousoperationsen-
sureonly thatmodi�cationsarewritten to theharddrive
cache.If powerfailsbeforethemodi�cationsarewritten
to thediskplatter, thosemodi�cationsarelost.

Someof our experimentsexposeda dangerousbehav-
ior in ext3: unlesswrite barriersareused,power failures
can corruptboth dataand metadatastoredon disk. In
oneexperiment,a block in the �le beingmodi�ed was
silentlyoverwrittenwith garbagedata.In another, asub-
stantialamountof metadatain the�le system,including
thesuperblock,wasoverwrittenwith garbage.In thelat-
ter case,the testmachinefailed to rebootuntil the �le
systemwasmanuallyrepaired.In bothcases,corruption
is causedby the commit block for a transactionbeing
written to the disk platterbeforeall datablocks in that
transactionarewritten to disk. Although the operating
systemwrotetheblocksto thedrivecachein thecorrect
order, the hard drive reordersthe blocks when writing
themto the disk platter. After this happens,the trans-
actionis committedduringrecoveryeventhoughseveral
datablocksdo not containvalid data. Effectively, this
overwritesdiskblockswith uninitializeddata.

Our resultsalsocon�rm thatext3 without write barriers
writesdatato disk out of order. Journaledmodealoneis
insuf�cient to provideorderingsincetheorderof writing
transactionsto thedisk plattermaydiffer from theorder
of writing transactionsto the drive cache. In contrast,

ext3 provides both durability and orderingwhen write
barriersare combinedwith someform of synchronous
operation(eithermountingthe�le systemsynchronously
or calling fsync aftereachmodi�cation). If write barri-
ersarenot available,theequivalentbehavior couldalso
beachievedby disablingtheharddrivecache.

The last row of Figure3 shows resultsfor xsyncfs. As
expected,xsyncfsprovidesbothdurabilityandordering.

4.3 The PostMark benchmark

We next ran the PostMarkbenchmark,which was de-
signedto replicatethesmall �le workloadsseenin elec-
tronic mail, netnews,andweb-basedcommerce[8]. We
usedPostMarkversion1.5, running in a con�guration
that creates10,000�les, performs10,000transactions
consistingof �le reads,writes,creates,anddeletes,and
thenremovesall �les. The PostMarkbenchmarkhasa
single threadof control that executes�le systemoper-
ationsas quickly as possible. PostMarkis a good test
of �le systemthroughputsinceit doesnot generateany
outputor performany substantialcomputation.

Eachbarin Figure4 showsthetimeto completethePost-
Mark benchmark.The y-axis is logarithmicbecauseof
the substantialslowdown of synchronousI/O. The �rst
barshowsresultswhenext3 is mountedasynchronously.
As expected,this offers the bestperformancesincethe
�le systembuffersdatain memoryupto 5 secondsbefore
writing it to disk. The secondbar shows resultsusing
xsyncfs. Despitethe I/O intensive natureof PostMark,
the performanceof xsyncfsis within 7% of the perfor-
manceof ext3 mountedasynchronously. After examin-
ing theperformanceof xsyncfs,we determinedthat the
overheadof trackingcausaldependenciesin the kernel
accountsfor mostof thedifference.

Thethird barshows performancewhenext3 is mounted
synchronously. In this con�guration thewriting process
is blocked until its modi�cations are committedto the
drive cache.Ext3 in synchronousmodeis over anorder
of magnitudeslower thanxsyncfs,even thoughxsyncfs
providesstrongerdurability guarantees.Throughputis
limited by thesizeof thedrivecache;oncethecache�lls,
subsequentwrites block until somedatain the cacheis
written to thediskplatter.
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This �gure shows the time to run the PostMark benchmark —
the y-axis is logarithmic. Each value is the mean of 5 trials —
the (relatively small) error bars are 90% con�dence intervals.

Figure 4. The PostMark �le system benchmark

The last bar in Figure 4 shows the time to complete
the benchmarkwhen ext3 is mountedsynchronously
andwrite barriersareusedto prevent datalosswhena
powerfailureoccurs.Sincewrite barrierssynchronously
�ush thedrive cachetwice for each�le systemtransac-
tion, ext3'sperformanceis overtwo ordersof magnitude
slower thanthatof xsyncfs.

Dueto thehigh costof durability, high endstoragesys-
temssometimesusespecializedhardwaresuchasa non-
volatile cacheto improve performance[7]. This elim-
inatesthe needfor write barriers. However, even with
specializedhardware, we expect that the performance
of ext3 mountedsynchronouslywould beno betterthan
the third bar in Figure4, which writesdatato a volatile
cache.Thus,useof xsyncfsshouldstill leadto substan-
tial performanceimprovementsfor synchronousopera-
tionsevenwhentheharddrive hasa non-volatile cache
of thesamesizeasthevolatile cacheonour drive.

4.4 The Apachebuild benchmark

We next rana benchmarkin which we untartheApache
2.0.48sourcetreeinto a �le system,run configure in
an objectdirectorywithin that �le system,run makein
the objectdirectory, and remove all �les. The Apache
build benchmarkrequires the �le system to balance
throughputand latency; it displays large amountsof
screenoutputinterleavedwith disk I/O andcomputation.

Figure 5 shows the total amount of time to run the
benchmark,with shadingswithin eachbar showing the
time for eachstage. Comparingthe �rst two bars in
thegraph,xsyncfsperformswithin 3% of ext3 mounted
asynchronously. Sincexsyncfsreleasesoutputassoon

ext3-asyncxsyncfs ext3-syncext3-barrierRAMFS
0

500

1000

T
im

e 
(s

ec
on

ds
)

Untar
Configure
Make
Remove

This �gure shows the time to run the Apache build benchmark.
Each value is the mean of 5 trials — the (relatively small) error
bars are 90% con�dence intervals.

Figure 5. The Apache build benchmark

asthedataonwhich it dependscommits,outputappears
promptlyduringtheexecutionof thebenchmark.

For comparison,the bar at the far right of the graph
shows the time to execute the benchmarkusing a
memory-only �le system, RAMFS. This provides a
lower bound on the performanceof a local �le sys-
tem,andit isolatesthecomputationrequirementsof the
benchmark.Removing disk I/O by runningthe bench-
markin RAMFSimprovesperformanceby only 8%over
xsyncfsbecausetheremainderof thebenchmarkis dom-
inatedby computation.

The third bar in Figure 5 shows that ext3 mountedin
synchronousmodeis 46% slower than xsyncfs. Since
computationdominatesI/O in this benchmark,any dif-
ferencein I/O performanceis a smallerpart of overall
performance.The fourth bar shows that ext3 mounted
synchronouslywith write barriersis over11timesslower
thanxsyncfs.If we isolatethecostof I/O by subtracting
the cost of computation(calculatedusing the RAMFS
result),ext3 mountedsynchronouslyis 7.5 timesslower
than xsyncfs while ext3 mountedsynchronouslywith
write barriersis over two ordersof magnitudeslower
than xsyncfs. Theseisolatedresultsare similar to the
valuesthatwe saw for thePostMarkexperiments.

4.5 The MySQL benchmark

We were curious to see how xsyncfs would perform
with anapplicationthat implementsits own groupcom-
mit strategy. We thereforeran a modi�ed version of
the OSDL TPC-C benchmark[18] using MySQL ver-
sion 5.0.16 and the InnoDB storageengine. Since
both MySQL and the TPC-C benchmarkclient are
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This �gure shows the New Order Transactions Per Minute when
running a modi�ed TPC-C benchmark on MySQL with varying
numbers of clients. Each result is the mean of 5 trials — the
error bars are 90% con�dence intervals.

Figure 6. The MySQL benchmark

multi-threaded,this benchmarkmeasurestheef�cacy of
xsyncfs's supportfor sharedmemory. TPC-Cmeasures
the New Order TransactionsPer Minute (NOTPM) a
databasecanprocessfor a given numberof simultane-
ousclient connections.Thetotal numberof transactions
performedby TPC-C is approximatelytwice the num-
ber of New OrderTransactions.TPC-Crequiresthat a
databaseprovideACID semantics,andMySQL requires
eitherdisablingthedrivecacheor usingwrite barriersto
provide durability. Therefore,we comparexsyncfswith
ext3 mountedasynchronouslyusingwrite barriers.Since
theclientranonthesamemachineastheserver, wemod-
i�ed the benchmarkto useUNIX sockets. This allows
xsyncfsto propagatecommitdependenciesbetweenthe
client andserver on thesamemachine.In addition,we
modi�ed thebenchmarktosaturatetheMySQLserverby
removing any wait timesbetweentransactionsandcreat-
ing adatasetthat�ts completelyin memory.

Figure 6 shows the NOTPM achieved as the number
of clients is increasedfrom 1 to 20. With a single
client, MySQL completes3 times as many NOTPM
using xsyncfs. By propagatingcommit dependencies
to both the MySQL server and the requestingclient,
xsyncfs can group commit transactionsfrom a single
client, signi�cantly improving performance.In contrast,
MySQL cannotbene�t from groupcommitwith a single
clientbecauseit mustconservatively commiteachtrans-
actionbeforereplyingto theclient.

When there are multiple clients, MySQL can group
the commit of transactionsfrom different clients. As
the numberof clients grows, the gap betweenxsyncfs
and ext3 mountedasynchronouslywith write barriers
shrinks. With 20 clients,xsyncfsimprovesTPC-Cper-
formanceby 22%. Whenthenumberof clientsreaches
32, the performanceof ext3 mountedasynchronously
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This �gure shows the mean throughput achieved when running
the SPECweb99 benchmark with 50 simultaneous connections.
Each result is the mean of three trials, with error bars showing
the highest and lowest result.

Figure 7. Throughput in the SPECweb99 benchmark

with write barriersmatchestheperformanceof xsyncfs.
From theseresults,we concludethat even applications
suchasMySQL that usea customgroupcommit strat-
egy canbene�t from externalsynchrony if thenumberof
concurrenttransactionsis low to moderate.

Although ext3 mountedasynchronouslywithout write
barriersdoesnot meet the durability requirementsfor
TPC-C,wewerestill curiousto seehow its performance
comparedto xsyncfs. With only 1 or 2 clients,MySQL
executes11% more NOTPM with xsyncfsthan it exe-
cuteswith ext3 without write barriers. With 4 or more
clients, the two con�gurationsyield equivalent perfor-
mancewithin experimentalerror.

4.6 The SPECweb99benchmark

Since our previous benchmarksmeasuredonly work-
loads con�ned to a single computer, we also ran the
SPECweb99[29] benchmarkto examinethe impactof
external synchrony on a network-intensive application.
In the SPECweb99benchmark,multiple clients issuea
mix of HTTP GET andPOSTrequests.HTTP GET re-
questsareissuedfor bothstaticanddynamiccontentup
to 1MB in size.A singleclient,emulating50simultane-
ousconnections,is connectedto the server, which runs
Apache2.0.48,by a 100Mb/s Ethernetswitch. As we
usethedefault Apachesettings,50 connectionsaresuf-
�cient to saturateourserver.

Wefelt thatthisbenchmarkmightbeespeciallychalleng-
ing for xsyncfssincesendinga network messageexter-
nalizesstate.Sincexsyncfsonly trackscausaldependen-
cieson a singlecomputer, it mustbuffer eachmessage



Requestsize ext3-async xsyncfs
0–1KB 0.064(� 0.025) 0.097(� 0.002)

1–10KB 0.150(� 0.034) 0.180(� 0.001)

10–100KB 1.084(� 0.052) 1.094(� 0.003)

100–1000KB 10.253(� 0.098) 10.072(� 0.066)

The �gure shows the mean time (in seconds) to request a �le of a
particular size during three trials of the SPECweb99 benchmark
with 50 simultaneous connections. 90% con�dence intervals are
given in parentheses.

Figure 8. SPECweb99 latency results

until the�le systemdataonwhich thatmessagedepends
hasbeencommitted. In additionto thenormallog data
written by Apache,theSPECweb99benchmarkwritesa
log recordto the �le systemasa result of eachHTTP
POST. Thus,small�le writesarecommonduringbench-
markexecution— a typical 45 minuterun hasapproxi-
mately150,000�le systemtransactions.

As shown in Figure 7, SPECweb99throughput us-
ing xsyncfs is within 8% of the throughputachieved
when ext3 is mountedasynchronously. In contrastto
ext3, xsyncfs guaranteesthat the data associatedwith
eachPOST requestis durablebeforea client receives
the POSTresponse. The third bar in Figure 7 shows
that SPECweb99using ext3 mounted synchronously
achieves6% higherthroughputthanxsyncfs.Unlike the
previous benchmarks,SPECweb99writes little datato
disk,somostwritesarebufferedby thedrivecache.The
last barshows thatxsyncfsachieves7% betterthrough-
putthanext3 mountedsynchronouslywith write barriers.

Figure 8 summarizesthe averagelatency of individual
HTTP requestsduring benchmarkexecution. On aver-
age,useof xsyncfsaddsno more than 33ms of delay
to eachrequest— this valueis lessthanthecommonly
citedperceptionthresholdof 50msfor humanusers[5].
Thus,a usershouldperceive no differencein response
timebetweenxsyncfsandext3 for HTTPrequests.

4.7 Bene�t of output-triggered commits

To measurethebene�t of output-triggeredcommits,we
alsoimplementedan eager commitstrategy for xsyncfs
that triggersa commitwhenever the �le systemis mod-
i�ed. The eagercommit strategy still allows for group
commit sincemultiple modi�cations aregroupedinto a
single�le systemtransactionwhile theprevioustransac-
tion is committing. The next transactionwill only start
to commit oncethe commit of the previous transaction
completes.Theeagercommitstrategy attemptsto mini-
mizethelatency of individual �le systemoperations.

We executedthe previous benchmarksusing the eager
commit strategy. Figure9 comparesresultsfor the two

strategies. The output-triggeredcommit strategy per-
forms better than the eagercommit strategy in every
benchmarkexceptSPECweb99,which createsso much
outputthat theeagercommitandoutput-triggeredcom-
mit strategies perform very similarly. Since the eager
commit strategy attemptsto minimize the latency of a
singleoperation,it sacri�cestheopportunityto improve
throughput. In contrast, the output-triggeredcommit
strategy only minimizes latency after output has been
generatedthat dependson a transaction;otherwiseit
maximizesthroughput.

5 Relatedwork

To the bestof our knowledge,xsyncfsis the �rst local
�le systemtoprovidehigh-performancesynchronousI/O
without requiringspecializedhardwaresupportor appli-
cationmodi�cation. Further, xsyncfsis the�rst �le sys-
temto usethecausalrelationshipbetween�le modi�ca-
tionsandexternaloutputto decidewhento commitdata.

While xsyncfstakesasoftware-onlyapproachto provid-
inghigh-performancesynchronousI/O, specializedhard-
warecanachieve thesameresult.TheRio �le cache[2]
and the Conquest�le system[31] use battery-backed
main memoryto make writes persistent. Durability is
guaranteedonly as long as the computerhaspower or
thebatteriesremaincharged.

Hitz et al. [7] store�le systemjournal modi�cations on
a battery-backed RAM drive cache,while writing �le
systemdatato disk. We expectthat synchronousoper-
ationson Hitz's hybrid systemwould performno better
thanext3 mountedsynchronouslywithout write barriers
in our experiments. Thus, xsyncfscould substantially
improvetheperformanceof suchhybridsystems.

eNVy [33] is a �le systemthatstoresdataon�ash-based
NVRAM. The designersof eNVy found that although
readsfrom NVRAM werefast,writeswereprohibitively
slow. They useda battery-backed RAM write cacheto
achievereasonablewrite performance.Thewrite perfor-
manceissuesseenin eNVy aresimilar to thosewe ex-
periencedwriting datato commodityharddrives.There-
fore, it is likely that xsyncfscouldalsoimprove perfor-
mancefor �ash �le systems.

Xsyncfs's focuson providing bothstrongdurability and
reasonableperformancecontrastssharplywith thetrend
in commodity �le systemstoward relaxing durability
to improve performance. Early �le systemssuch as
FFS [14] and the original UNIX �le system[22] in-
troducedthe use of a main memory buffer cacheto
hold writes until they are asynchronouslywritten to
disk. Early �le systemssufferedfrom potentialcorrup-
tion when a computerlost power or an operatingsys-
temcrashed.Recoveryoftenrequireda time consuming



Benchmark EagerCommits Output-TriggeredCommits Speedup
PostMark(seconds) 9.879(� 0.056) 8.668(� 0.478) 14%
Apache(seconds) 111.41(� 0.32) 109.42(� 0.71) 2%
MySQL 1 client (NOTPM) 3323(� 60) 4498(� 73) 35%
MySQL 20clients(NOTPM) 3646(� 217) 4052(� 200) 11%
SPECweb99(Kb/s) 312(� 1) 311(� 2) 0%

This �gure compares the performance of output-triggered commits with an eager commit strategy. Each result shows the mean of 5
trials, except SPECweb99, which is the mean of 3 trials. 90% con�dence intervals are given in parentheses.

Figure 9. Bene�t of output-triggered commits

examinationof the entire stateof the �le system(e.g.,
running fsck ). For this reason,�le systemssuch as
Cedar[6] andLFS[23] addedthecomplexity of awrite-
aheadlog to enablefast,consistentrecovery of �le sys-
temstate.Yet, aswasshown in our evaluation,journal-
ing datato a write-aheadlog is insuf�cient to prevent
�le systemcorruptionif the drive cachereordersblock
writes. An alternative to write-aheadlogging, Soft Up-
dates[25], carefullyordersdiskwritesto provideconsis-
tent recovery. Xsyncfsbuilds on this prior work sinceit
writesdataafter returningcontrol to theapplicationand
usesa write-aheadlog. Thus,externalsynchrony could
improve theperformanceof synchronousI/O with other
journaling�le systemssuchasJFS[1] or ReiserFS[16].

Fault toleranceresearchershave long de�ned consis-
tent recovery in termsof theoutputseenby theoutside
world [3, 11, 30]. For example,theoutputcommitprob-
lem requiresthat,beforea messageis sentto theoutside
world, thestatefrom which thatmessageis sentmustbe
preserved.In thesameway, wearguethattheguarantees
providedby synchronousdisk I/O shouldbede�ned by
theoutputseenby theoutsideworld, ratherthanby the
resultsseenby localprocesses.

It is interestingto speculatewhy theprincipleof outside
observability is widely known andusedin fault tolerance
researchyetnew to thedomainof generalpurposeappli-
cationsandI/O. We believe this dichotomyarisesfrom
the differentscopeandstandard of recovery in the two
domains.In fault toleranceresearch,thescopeof recov-
ery is theentireprocess;hencenotusingtheprincipleof
outsideobservability would requirea synchronousdisk
I/O at every changein processstate. In generalpur-
poseapplications,the scopeof recovery is only the I/O
issuedby the application(which can be viewed as an
application-speci�crecovery protocol). Henceit is fea-
sible(thoughstill slow) to issueeachI/O synchronously.
In addition, the standardfor recovery in fault tolerance
researchis well de�ned: a recovery systemshouldlose
no visible output. In contrast,thestandardfor recovery
in generalpurposesystemsis looser:asynchronousI/O is
common,andevensynchronousI/O is usuallycommit-
tedsynchronouslyonly to thevolatileharddrivecache.

Our implementationof external synchrony draws upon
two othertechniquesfrom the fault toleranceliterature.
First, buffering outputuntil thecommit is similar to de-
ferring messagesendsuntil commit[12]. Second,track-
ing causaldependenciesto identify what and when to
commit is similar to causaltrackingin messagelogging
protocols[4]. Weusethesetechniquesin isolationto im-
prove performanceandmaintaintheappearanceof syn-
chronousI/O. We alsousethesetechniquesin combina-
tion via output-triggeredcommits,which automatically
balancethroughputandlatency.

Transactions,provided by operatingsystemssuch as
QuickSilver [24], TABS [28], and Locus [32], and by
transactional�le systems[10, 19], alsogive thestrong
durability andorderingguaranteesthat areprovided by
xsyncfs. In addition,transactionsprovide atomicity for
a setof �le systemoperations.However, transactional
systemstypically requirethat applicationsbe modi�ed
to specify transactionboundaries. In contrast,use of
xsyncfsrequiresnosuchmodi�cation.

6 Conclusion

It is challengingto developsimpleandreliablesoftware
systemsif thefoundationsuponwhich thosesystemsare
built areunreliable.AsynchronousI/O is a primeexam-
ple of onesuchunreliablefoundation. OS crashesand
power failurescanleadto lossof data,�le systemcor-
ruption, and out-of-ordermodi�cations. Nevertheless,
current�le systemspresentan asynchronousI/O inter-
faceby default becausetheperformancepenaltyof syn-
chronousI/O is assumedto betoo large.

In thispaper, wehaveproposedanew abstraction,exter-
nal synchrony, thatpreservesthesimplicity andreliabil-
ity of a synchronousI/O interface,yet performsapprox-
imatelyaswell asanasynchronousI/O interface.Based
on theseresults,we believe thatexternallysynchronous
�le systemssuchasxsyncfscanprovideabetterfounda-
tion for theconstructionof reliablesoftwaresystems.
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