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Abstract

We introduceexternal syndirony, a nev modelfor local
le 1/0O thatprovidesthereliability andsimplicity of syn-
chronousl/O, yet also closely approximateshe perfor
manceof asynchronoulO. An externalobserercannot
distinguishthe outputof a computerwith an externally
synchronousle systemfrom the outputof a computer
with a synchronousle system.No applicationmodi -
cationis requiredto usean externally synchronousle
system:in fact, applicationdeveloperscan programto
the simplersynchronou$/O abstractiorandstill receve
excellentperformance We have implementedan exter-
nally synchronousle systemfor Linux, calledxsyncfs.
Xsyncfsprovidesthe samedurability andorderingguar
anteesas those provided by a syndronouslymounted
ext3 le system.Yet,evenfor I/O-intensive benchmarks,
xsyncfsperformanceés within 7% of ext3 mountedasyn-
chronously Comparedo ext3 mountedsynchronously
xsyncfsis up to two ordersof magnitudefaster

1 Intr oduction

File systemssene two opposingmastersdurability and
performance.The tensionbetweenthesegoalshasled
to two distinctmodelsof le 1/0O: synchronousindasyn-
chronous.

A synchronousle system(e.g.,one mountedwith the
sync optiononaLinux system)guaranteedurability by
blocking the calling applicationuntil modi cations are
committedto disk. Synchronou#/O providesacleanab-
stractionto users Any le systenoperatiorthey obsene
to completeis durable— datawill not belost dueto a
subsequen®S crashor power failure. Synchronous$/O
alsoguaranteethe orderingof modi cations;if oneop-
erationcausallyprecedesnotheythe effectsof the sec-
ondoperationarenever visible unlessthe effectsof rst
operationare also visible. Unfortunately synchronous
I/O can be very slow becauseapplicationsfrequently
blockwaitingfor mechanicatlisk operationsin fact,our
resultsshav that blocking due to synchronoud/O can
degradethe performanceof disk-intensve benchmarks
by two ordersof magnitude.

In contrast,anasynchronoude systemdoesnot block

the calling application, so modi cations are typically

committedto disk long after the call completes. This

is fast, but not safe. Usersview output that depends
on uncommittedmodi cations. If the systemcrashesr

losespower beforethosemodi cations commit, the out-

put obsenedby the userwasinvalid. Asynchronoud/O

also complicatesapplicationsthat require durability or

orderingguarantees.Programmersnustinsert explicit

synchronizatioroperationsuchasfsync to enforcethe

guaranteesequiredby their applications. They must
sometimesmplementcomplex groupcommit stratgies

to achieve reasonableperformance. Despitethe poor

guaranteeprovidedto usersandprogrammersmnostlo-

cal le systemsprovide anasynchronouO abstraction
by defaultbecausesynchronou$/O is simply too slow.

Thetensionbetweerdurability andperformancdeadsto
surprisingbehaior. For instance on mostdesktopop-
eratingsystemsgven executingan explicit synchroniza-
tion commandsuchasfsync doesnot protectagainst
datalossin the eventof a power failure [13]. This be-
havior is not a bug, but rathera consciousdesigndeci-
sionto sacri ce durability for performancg27]. For ex-
ample,on fsync , the Linux 2.4 kernelcommitsdatato
thevolatile harddrive cacheratherthanto the disk plat-
ter. If a powerfailure occurs,the datain thedrive cache
is lost. Becauseof this behaior, applicationsthat re-
quirestrongemurability guaranteessuchasthe MySQL
database recommenddisabling the drive cache[15].
While MacOSX andtheLinux 2.6kernelprovide mech-
anismsto explicitly ush the drive cache thesemecha-
nismsare not enabledby default dueto the severe per
formancedegradatiornthey cancause.

We showv that a new model of local le 1/0, which
we term external syndirony, resoles the tensionbe-
tweendurability and performance.Externalsynchrory
provides the reliability and simplicity of synchronous
I/0, while closelyapproachinghe performancef asyn-
chronousl/O. In external synchrory, we view the ab-
stractionof synchronous/O asa setof guaranteeshat
are provided to the clients of the le system. In con-



trastto asynchronou§/O, which improvesperformance
by substantiallywealeningtheseguaranteesexternally
synchronoud/O provides the sameguaranteesbut it
changesheclientsto which theguaranteeareprovided.

Synchronou#/O re ects the application-centricview of

modernoperatingsystems.Thereturnof a synchronous
le systemcall guaranteeslurability to the application
sincethe calling processs blocked until modi cations

commit. In contrastexternally synchronoud/O takesa

usercentricview in whichit guaranteedurability notto

the application,but to arny external entity that obsenes

applicationoutput. An externally synchronoussystem
returnscontrolto theapplicationbeforecommittingdata.

However, it subsequentlpuffersall outputthatcausally
depend®ntheuncommittednodi cation. Bufferedout-

putis only externalized(sentto the screennetwork, or

otherexternaldevice) afterthe modi cation commits.

From the viewpoint of an external obserer suchasa
useror anapplicationrunningon anothercomputey the
guarantee@rovided by externally synchronoud/O are
identicalto the guaranteeprovided by a traditional le
systemmountedsynchronously An external obsener
never seesoutput that dependson uncommittedmodi-
cations. Sinceexternal synchrorly commitsmodi ca-
tions to disk in the orderthey are generatecby appli-
cations,an externalobsererwill not seea modi cation
unlessall othermodi cations that causallyprecedethat
modi cation are alsovisible. However, becauseexter
nally synchronou#/O rarelyblocksapplicationsits per
formanceapproachethatof asynchronousO.

Our externally synchronoud.inux le system,xsyncfs,
usesmechanismgalevelopedas part of the Speculator
project[17]. When a processperformsa synchronous
I/O operation xsyncfsvalidatesthe operation,addsthe
modi cations to a le systemtransaction,and returns
control to the calling processwithout waiting for the
transactiorto commit. However, xsyncfsalsotaintsthe
calling processwith a commitdependencyhat speci es
thatthe processs not allowedto externalizeary output
until the transactioncommits. If the processwrites to
the network, screenor otherexternaldevice, its output
is bufferedby the operatingsystem.The bufferedoutput
is releasednly afterall disk transaction®n which the
outputdependsommit. If aprocessvith commitdepen-
denciesnteractswith anothemproceson the samecom-
puterthroughlPC suchaspipes,the le cachepr shared
memory the other processinherits thosedependencies
sothatit also cannotexternalizeoutputuntil the trans-
actioncommits. The performanceof xsyncfsis gener
ally quite goodsinceapplicationscanperformcomputa-
tion andinitiate further /O operationswvhile waiting for
atransactiorto commit. In mostcasesputputis delayed
by no morethanthetime to commita singletransaction

— thisis typically lessthantheperceptiorthresholdof a
humanuser

Xsyncfs uses output-triggered commits to balance
throughputandlateng. Output-triggereccommitstrack
the causalrelationshipbetweenexternal outputand le
systemmodi cations to decidewhen to commit data.
Until some external output is producedthat depends
uponmodi ed data,xsyncfsmaydelaycommittingdata
to optimizefor throughput.However, oncesomeoutput
is bufferedthatdependsiponanuncommittednodi ca-
tion, animmediatecommit of that modi cation is trig-
geredto minimizelateng for ary externalobsenrer.

Our resultsto date are very positve. For I/O inten-
sive benchmarksuchasPostmarkandan Andrew-style
build, the performancef xsyncfsis within 7% of thede-
faultasynchronousnplementatiorof ext3. Comparedo

currentimplementationsf synchronou$/O in theLinux

kernel,externalsynchroty offersbetterperformancend
betterreliability. Xsyncfsis up to an order of magni-
tudefasterthanthe default versionof ext3 mountedsyn-
chronously which allows datato be lost on power fail-

ure becausecommitteddatamay residein the volatile

harddrive cache. Xsyncfsis up to two ordersof mag-
nitude fasterthana versionof ext3 that guardsagainst
losing dataon power failure. Xsyncfssometimeseven
improvesthe performanceof applicationsthat do their
own customsynchronizationRunningontop of xsyncfs,
the MySQL databasexecutesa modi ed versionof the
TPC-Cbenchmarlup to threetimesfasterthanwhenit

runsontop of ext3 mountedasynchronously

2 Designoverview

2.1 Principles

Thedesignof externalsynchroly is basedntwo princi-
ples. First, we de ne externally synchronoud/O by its
externally obsenablebehaior ratherthanby its imple-
mentation. Second we note that applicationstateis an
internalpropertyof the computersystem.Sinceapplica-
tion stateis not directly obsenableby externalentities,
the operatingsystemneednot treatchangedo applica-
tion stateasanexternaloutput.

Synchronoud/O is usually de ned by its implementa-
tion: anl/O is consideredynchronousf the calling ap-
plication is blocked until after the /O completeg[26].
In contrastwe de ne externally synchronoud/O by its
obsenablebehavior: wesaythatanl/O is externallysyn-
chronousf theexternaloutputproducedy thecomputer
systemcannotbe distinguishedfrom output that could
have beenproducedf thel/O hadbeensynchronous.

Thenext stepisto preciselyde ne whatis considerex-
ternaloutput. Traditionally, the operatingsystemtakes
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This gure shows the behavior of a sample application that makes two le system modi cations, then displays output to an external
device. The diagram on the left shows how the application executes when its le 1/O is synchronous; the diagram on the right shows

how it executes when its le 1/O is externally synchronous.

Figure 1. Example of externally synchronous le I/O

an application-centricview of the computersystem,in
whichit considerapplicationgo beexternalentitiesob-
servingits behaior. Thisview dividesthecomputersys-
teminto two partitions: the kernel,which is considered
internalstate andthe userlevel, whichis considereax-
ternal state. Using this view, the returnfrom a system
call is considere@nexternallyvisible event.

However, users,not applications arethe true obseners
of thecomputersystem. Applicationstateis only visible

throughoutputsentto externaldevicessuchasthescreen
andnetwork. By regardingapplicationstateasinternal
to the computersystem,the operatingsystemcan take

a usercentric view in which only outputsentto an ex-

ternaldevice is consideredxternally visible. This view

dividesthecomputesysteminto threepartitions theker

nel andapplicationspoth of which areconsiderednter-

nal state,andthe externalinterfaces,which are consid-
eredexternally visible. Using this view, changego ap-
plicationstate ,suchasthereturnfrom a systemcall, are
not considereaxternallyvisible events.

The operatingsystemcanimplementusercentricguar
anteesdecausé controlsaccesso externaldevices.Ap-
plicationscanonly generatexternaleventswith the co-
operationof the operatingsystem Applicationsmustin-
voke this cooperatioreitherdirectly by makinga system
call orindirectlyby mappinganexternallyvisible device.

2.2 Correctness

Figurel illustratestheseprinciplesby shaving anexam-

ple single-threadedpplicationthat makestwo le sys-
tem modi cations andwrites someoutputto the screen.
In thediagramontheleft, the le modi cations madeby

the applicationare synchronous.Thus, the application
blocksuntil eachmodi cation commits.

We saythatexternaloutputof anexternallysynchronous
systernis equivalentto theoutputof asynchronousneif
(a)thevaluesof theexternaloutputsarethesameand(b)
the outputsoccurin the samecausalorder, asde ned by
Lamports happenseforerelation[9]. We considerdisk
commitsexternaloutputbecausehey changethe stable
imageof the le system.If the systemcrashesandre-
boots thechangdo thestableimageis visible. Sincethe
operatingsystemcannotcontrol when crashesccur, it
musttreatdisk commitsasexternaloutput. Thus,in Fig-
ure 1(a), therearethreeexternal outputs: the two com-
mits andthe messageélisplayedon the screen.

An externally synchronousle 1/O returnsthe samere-

sult to applicationsthat would have beenreturnedby

a synchronoud/O. The le systemdoesall processing
thatwould bedonefor a synchronoud/O, includingval-

idation and changingthe volatile (in-memory) state of

the le system,exceptthatit doesnot actually commit

the modi cation to disk beforereturning. Becausethe

resultsthat an applicationseesfrom an externally syn-

chronoud/O areequialentto the resultsit would have

seenf thel/O hadbeensynchronougheexternaloutput
it producess thesamein bothcases.

An operatingsystemthat supportsexternal synchroty

must ensurethat external output occursin the same
causalorderthatwould have occurredhadl/O beenper

formed synchronously Speci cally, if an external out-

put causallyfollows an externally synchronousle 1/O,

thenthat output cannotbe obsened beforethe le 1/O

hasbeencommittedto disk. In the example,this means
thatthesecondle modi cation madeby theapplication
cannottommitbeforethe rst, andthatthescreeroutput
cannotbe seenbeforebothmodi cationscommit.



2.3 Improving performance

Theexternallysynchronousystemin Figurel(b) makes
two optimizationgo improve performanceFirst, thetwo
modi cationsaregroupcommittedasasingle le system
transactionBecausehe commitis atomic,the effectsof
thesecondmodi cation arenever seenunlesshe effects
of the rst arealsovisible. Groupingmultiple modi ca-
tionsinto onetransactiorhasmary bene ts: thecommit
of all modi cationsis donewith a singlesequentiatiisk
write, writesto the samedisk block arecoalescedn the
log, andno blocksarewrittento disk atall if datawrites
arecloselyfollowedby deletion. For example,ext3 em-
ploysvaluelogging— whenatransactiorcommits,only
the latestversionof eachblock is written to the journal.
If atemporaryle is createdanddeletedwithin a single
transactionnoneof its blocksarewrittento disk. In con-
trast, a synchronousle systemcannotgroup multiple
modi cations for a single-threade@pplicationbecause
the applicationdoesnot begin the secondmodi cation
until afterthe rst commits.

The secondoptimizationis buffering screeroutput. The
operatingsystemmust delay the externalizationof the
output until after the commit of the le modi cations
to obey the causalorderingconstraintof externally syn-
chronoud/O. Onewayto enforcethis orderingwould be
to block theapplicationwhenit initiatesexternaloutput.
However, the asynchronousatureof the outputenables
a bettersolution. The operatingsysteminsteadbuffers
the outputandallows the processhatgeneratedhe out-
put to continueexecution. After the modi cations are
committedto disk, the operatingsystenreleasesheout-
putto the device for which it wasdestined.

This designrequiresthatthe operatingsystemtrack the
causalrelationship between le systemmodi cations
and external output. When a processwrites to the le
systemijit inheritsa commitdependeng on the uncom-
mitted datathatit wrote. Whena processwith commit
dependenciesnodi es anotherkernel object (process,
pipe, le, UNIX soclet, etc.) by executinga systencall,
theoperatingsystenmarksthemodi ed objectswith the
samecommit dependenciesSimilarly, if a processob-
senesthe stateof anotherkernelobjectwith commitde-
pendenciesthe processnheritsthosedependencieslf
a processwith commit dependenciesxecutesa system
call for whichthe operatingsystemcannottrackthe o w
of causality(e.g.,anioctl ), theprocesss blockeduntil
its le systemsnodi cations have beencommitted.Any
externaloutputinheritsthe commitdependenciesf the
procesghatgeneratedt — the operatingsystembuffers
the outputuntil thelastdependengis resolhed by com-
mitting modi cationsto disk.

2.4 Decidingwhento commit

An externallysynchronoude systemuseghecausate-
lationshipbetweerexternaloutputand le modi cations
to trigger commits. Thereis a well-known tradeof be-
tweenthroughputandlateng for group commit strate-
gies. Delayinga group commitin the hopethat more
modi cations will occurin the nearfuture canimprove
throughputby amortizing more modi cations acrossa
single commit. However, delayinga commit also in-

creasedateny — in our system,commit lateng is es-
peciallyimportantbecaus@utputcannotbe externalized
until thecommitoccurs.

Lateng is unimportantif no external entity is observ-
ing the result. Speci cally, until someoutputis gener
atedthat causallydependon a le systemtransaction,
committingthe transactionrdoesnot changethe observ-
able behaior of the system. Thus, the operatingsys-
tem canimprove throughputby delayinga commit until
someoutputthatdependon the transactions buffered
(or until someapplicationthat depend=on the transac-
tion blocksdueto anioctl  or similar systemcall). We
call this strateyy output-triggered commitssincethe at-
temptto generateutputthatis causallydependentipon
modi cationsto bewrittento disktriggersthecommitof
thosemodi cations.

Output-triggeredcommits enable an externally syn-
chronousle systemto maximizethroughputwhenout-
putis not beingdisplayed(for example,whenit is piped
toa le). However, whenausercouldbeactively observ-
ing theresultsof atransactioncommitlateng is small.

2.5 Limitations

One potential limitation of external synchrory is that
it complicatesapplication-speci crecovery from catas-
trophic mediafailure becausdhe applicationcontinues
executionbeforesucherrorsaredetected.Althoughthe
kernelvalidatesesachmodi cation beforewriting it to the
le cachethephysicalwrite of thedatato disk maysub-
sequentlyfail. While smallererrorssuchasa baddisk
block arecurrentlyhandledby thedisk or device driver,
acatastrophienediafailureis rarelymasledatthesdev-
els. Theoreticallya le systemmountedsynchronously
could propagatesuchfailuresto the application. How-
ever, arecentsurey of commonle systemg20] found
thatwrite errorsare either not detectecby the le sys-
tem (ext3, jbd, and NTFS) or induce a kernel panic
(ReiserFS)An externallysynchronoude systemcould
propagatédailuresto applicationsy usingSpeculatoto
checkpointaprocesdeforeit modi es the le system.If
acatastrophidailureoccurs the processvould berolled
backandnoti ed of thefailure. We rejectecthis solution
becausat would both greatly increasethe compleity



of external synchrory and severely penalizeits perfor

mance Further it is unclearthatcatastrophidailuresare
besthandledby applications— it seemsbestto handle
themin theoperatingsystemgitherby inducingakernel
panicor (preferably)by writing dataelsevhere.

Anotherlimitation of externalsynchroty is thatthe user
mayhave sometemporalexpectationaboutwhenmodi-

cations arecommittedto disk. As de ned sofar, anex-

ternallysynchronoude systemcouldinde nitely delay
committingdatawritten by anapplicationwith no exter-

nal output. If the systemcrashesa substantiabmount
of work could be lost. Xsyncfsthereforecommitsdata
every 5 secondsgven if no outputis produced. The 5

secondcommitinterval is the samevalue usedby ext3

mountedasynchronously

A nal limitation of externalsynchroly is thatmodi ca-

tionsto datain two different le systemgannotbeeasily
committedwith a singledisk transactionPotentially we

could sharea commonjournalamongall local le sys-
tems,or we could implementa two-phasecommit strat-
egy. However, a simplersolutionis to block a process
with commit dependenciefor one le systembeforeit

modi es datain a second. Speculatowould mapeach
dependeng to a speci c le system. Whena process
writesto a le system Speculatowould verify thatthe

procesgdependonly onthe le systemit is modifying;

if it dependson another le system,Speculatomwould

blockit until its previousmodi cations commit.

3 Implementation

3.1 External synchrony

We next provide a brief overvien of Speculatof17] and
how it supportexternallysynchronousle systems.

3.1.1 Speculatorbackground

Speculatoimprovesthe performanceof distributed le
systemdy hidingthe performanceostof remoteopera-
tions. Ratherthanblock duringaremoteoperationa le
systenpredictsthe operationsresult,thenusesSpecula-
torto checkpointhestateof thecallingprocesandspec-
ulatively continueits executionbasedon the predicted
result. If the predictionis correct,the checkpointis dis-
cardedjf it isincorrect,thecalling processs restoredo
thecheckpointandthe operationis retried.

Speculatoraddstwo new datastructuresto the kernel.
A speculationobjecttracksall processandkernelstate
that dependson the succesr failure of a speculatie
operation. Eachspeculatie objectin the kernelhasan
undolog that containsthe stateneededo undo specu-
lative modi cationsto thatobject. As processemteract
with kernelobjectshy executingsystenrcalls,Speculator

usesthesedatastructureso track causaldependencies.
For example,if a speculatie processwrites to a pipe,
Speculatorcreatesan entry in the pipe's undolog that
refersto the speculation®n which the writing process
depends.If anothemprocesgeadsfrom the pipe, Spec-
ulator createsan undolog entry for the readingprocess
thatrefersto all speculation®nwhichthepipedepends.

Speculatoensureghat speculatie stateis never visible
to an external obserer. If a speculatie processexe-
cutesa systemcall thatwould normally externalizeout-
put, Speculatobuffersits outputuntil the outcomeof the
speculations decided If aspeculatie procesperforms
a systemcall that Speculatotis unableto handleby ei-
thertransferringcausatlependencieasr bufferingoutput,
Speculatoblocksit until it becomesion-speculatie.

3.1.2 From speculationto synchronization

Speculatotties dependeng tracking and output buffer-

ing to otherfeatures,suchas checkpointand rollback,
thatarenotneededo supportexternalsynchroty. Worse
yet, theseunneededeaturescomeat a substantiaper

formancecost. This led usto factorout the functionality
in Speculatocommonto bothspeculatre executionand
external synchrory. We modi ed the Speculatorinter-

faceto allow each le systemto specify the additional
Speculatofeatureghatit requires.This allows a single
computetto runbothaspeculatredistributed le system
andanexternallysynchronousocal le system.

Both speculatie executionand external synchroly en-
force restrictionson when external output may be ob-
sened. Speculatie executionallows outputto be ob-
sened basedon correctness outputis externalizedaf-
ter all speculationon which that outputdependshave
provento be correct. In contrastexternalsynchroly al-
lows outputto beobsenedbasedn durability; outputis
externalizedafterall le systenmoperation®©nwhichthat
outputdepends$iave beencommittedto disk.

In externalsynchroly, a commitdependeng represents
the causalrelationshipbetweenkernel stateand an un-
committed le systemmodi cation. Any kernelobject
thathasoneor moreassociatedommitdependencies
referredto asuncommitted Any externaloutputfrom a
procesghatis uncommitteds bufferedwithin thekernel
until themodi cationsonwhichtheoutputdepend$ave
beencommitted.In otherwords,uncommittecoutputis
nevervisible to anexternalobserer.

Whena processwritesto an externally synchronousle
system Speculatomarkstheprocessasuncommitted It
also createsa commit dependeng betweenthe process
and the uncommitted le systemtransactionthat con-
tainsthemodi cation. Whenthe le systemcommitsthe
transactiorto disk, the commitdependengis removed.



Onceall commitdependenciefor bufferedoutputhave

beenremoved, Speculatoreleaseshatoutputto the ex-

ternaldevice to whichit waswritten. Whenthelastcom-

mit dependeng for a processis discarded,Speculator
marksthe processascommitted.

Speculatopropagatesommitdependencieasmongker-
nel objectsandprocessesisingthe samemechanismst
usesto propagatespeculatie dependencies However,
sinceexternalsynchroly doesnotrequirecheckpointand
rollback, the propagationof dependenciess consider
ably easierto implement. For instance,beforea pro-
cessinheritsa new speculatie dependeny, Speculator
mustcheckpointits statewith a copy-on-write fork. In
contrastwhena processnheritsa commitdependeny,
no checkpointis neededsincethe processwill never be
rolled back. To supportexternal synchrory, Speculator
maintainsthe samemary-to-mary relationshipbetween
commitdependencieandundologsasit doesfor specu-
lationsand undologs. Sincecommit dependencieare
never rolled back, undo logs neednot containdatato
undothe effects of an operation. Therefore,undologs
in an externally synchronousystemonly track the re-
lationshipbetweercommitdependencieandkernelob-
jectsandreveal which bufferedoutputcanbe safelyre-
leased. This simplicity enablesSpeculatorto support
moreformsof interactionamonguncommittedorocesses
thanit supportsfor speculatie processeskor example,
checkpointingmulti-threadedprocessedor speculatie
executionis athorrny problem[17, 21]. However, asdis-
cussedn Section3.5, trackingtheir commit dependen-
ciesis substantiallysimpler

3.2 File systemsupport for extemal synchrony

We modi ed ext3, ajournalingLinux le systemto cre-
atexsyncfs.In its defaultorderedmode ext3 writesonly
metadatamodi cations to its journal. In its journaled
mode,ext3 writesboth dataandmetadatanodi cations.
Modi cations from mary different le systenoperations
may be groupednto a singlecompoundournaltransac-
tion thatis committedatomically Ext3 writesmodi ca-
tionsto the activetransactiorn— at mostonetransaction
may be active atary giventime. A commitof theactive
transactiornis triggeredwhenjournal spaces exhausted,
an applicationperformsan explicit synchronizatiorop-
erationsuchasfsync , or the oldestmodi cation in the
transactionis morethan5 second®ld. After thetransac-
tion startsto commit, the next modi cation triggersthe
creationof a new active transaction.Only onetransac-
tion may be committingat ary giventime, so the next
transactiormustwait for the commit of the prior trans-
actionto nish beforeit commits.

Figure 2 shavs how the external synchrory datastruc-
tureschangewhen a processnteractswith xsyncfs. In
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Figure 2. The external synchrony data structures

Figure 2(a), processl234 hascompletedthree le sys-
tem operations sendingoutputto the screenafter each
one. Sincethe outputafterthe rst operationtriggered
atransactiorcommit,thetwo following operationsvere
placedn anew activetransactionTheoutputis buffered
in the undolog; the commit dependenciemaintainthe
relationshipbetweenbuffered outputand uncommitted
data. In Figure2(b), the rst transactiorhasbeencom-
mittedto disk. Thereforethe outputthatdependedipon
thecommittedtiransactiorhasbeenreleasedo thescreen
andthecommitdependenghasbeendiscarded.

Xsyncfsusesjournaledmoderatherthanthe default or-

deredmode. This changeguaranteesrdering; specif-
ically, the propertythatif anoperationA causallypre-
cedesanotheroperationB, the effectsof B shouldnever
be visible unlessthe effectsof A arealsovisible. This

guaranteeequireghatB never becommittedto disk be-
fore A. Otherwise a systemcrashor power failure may
occurbetweerthe two commits— in this case afterthe
systemisrestartedB will bevisiblewhenA isnot. Since
journaledmodeaddsall modi cationsfor A to thejour-

nal beforethe operationcompletesthosemodi cations
mustalreadybe in the journal whenB begins (sinceB

causallyfollows A). Thus, eitherB is part of the same
transactionas A (in which casethe ordering property
holdssinceA andB are committedatomically), or the
transactiorcontainingA is alreadycommittedbeforethe
transactiorcontainingB startsto commit.

In contrastthedefaultmodein ext3 doesnotprovide or-
dering sincedatamodi cations are not journaled. The
kernel may write the dirty blocks of A and B to disk
in ary orderaslong asthe datareachedlisk beforethe
metadatan the associategournal transactiorcommits.



Thus,the datamodi cationsfor B maybevisible aftera
crashwithoutthe modi cationsfor A beingvisible.

Xsyncfsinforms Speculatowhenanew journaltransac-
tionis created— thisallows Speculatoto trackstatethat
dependn the uncommittedtransaction. Xsyncfsalso
informs Speculatowhena nev modi cation is addedo

thetransactiorandwhenthetransactiorcommits.

As describedn Sectionl, the default behavior of ext3
doesnot guarante¢hatmodi cations aredurableaftera
power failure. In the Linux 2.4 kernel,durability canbe
ensuredonly by disablingthe drive cache. The Linux
2.6.11 kernel provides the option of using write bar-
riers to ush the drive cachebefore and after writing
eachtransactioncommit record. Since Speculatoruns
on a 2.4 kernel, we portedwrite barriersto our kernel
andmodi ed xsyncfsto usewrite barriersto guarantee
thatall committedmodi cations arepresered, evenon
power failure.

3.3 Output-trigger ed commits

Xsyncfs usesthe causalrelationshipbetweendisk I/O
and external outputto balancethe competingconcerns
of throughputand lateng. Currently ext3 commitsits
journalevery5 secondswhichtypically groupsthecom-
mit of mary le systemoperations.This strat@y opti-
mizesfor throughputalogical behaior whenwritesare
asynchronousHowever, lateng is animportantconsid-
erationin xsyncfssinceusersmustwait to view output
until thetransactionenwhichthatoutputdependsom-
mit. If xsyncfswereto usethedefaultext3 commitstrat-
egy, diskthroughpuivould behigh,buttheusermightbe
forcedto wait upto 5 secondgo seeoutput. This beha-
ior is clearlyunacceptabléor interactve applications.

We therefore modi ed Speculatorto support output-
triggered commits. Speculatorprovides callbacksto
xsyncfswhenit buffers outputor blocksa procesghat
performeda systemcall for which it cannottrack the
propagationof causaldependenciege.g., an ioctl ).
Xsyncfsusegheext3 stratgy of committingevery5 sec-
ondsunlesst recevvesacallbackthatindicateghatSpec-
ulatorblockedor bufferedoutputfrom a procesghatde-
pendsontheactive transactionThereceiptof a callback
triggersa commitof the active transaction.

Output-triggereccommitsadaptthe behaior of the le

systemaccordingto the obsenablebehaior of the sys-
tem. For instancejf auserdirectsoutputfrom arunning
applicationto the screenjateng is reducedoy commit-
ting transactiongrequently If the userinsteadredirects
theoutputto a le, xsyncfsoptimizesfor throughputby

committingevery 5 seconds Optimizingfor throughput
is correctin this instancesincethe only event the user
can obsenre is the completionof the application(and

the completionwould trigger a commitif it is a visible
event). Finally, if theuserwereto obsenethecontentof
the le usingadifferentapplication,e.g.,tail , xsyncfs
would correctly optimize for lateny becauseSpecula-
tor wouldtrackthecausarelationshiphroughthekernel
datastructuredromtail to thetransactiorandprovide
callbackgo xsyncfs.Whentail attemptgo outputdata
to the screenSpeculatocallbackswill causexsyncfsto
committhe active transaction.

3.4 Rethinking sync

Asynchronousle systemgrovide explicit synchroniza-
tion operationssuchassync andfdatasync for appli-

cationswith durability or orderingconstraintsin asyn-

chronous le system,such synchronizationoperations
areredundanssinceorderingand durability are already
guaranteedor all le systemoperationsHowever, in an

externally synchronousle system,someextra support
is neededo minimizelateng. For instancea userwho

types“sync” in a terminal would prefer that the com-

mandcompleteassoonaspossible.

When xsyncfs receves a synchronizationcall suchas
sync from the VFS layer, it createsa commit depen-
deng betweenthe calling processandthe active trans-
action. Since this doesnot require a disk write, the
returnfrom the synchronizatiorcall is almostinstanta-
neous.If avisible eventoccurs,suchasthe completion
of thesync processSpeculatowill issueacallbackthat
causexsyncfsto committheactive transaction.

External synchroty simpli es the le systemabstrac-
tion. Since xsyncfsrequiresno application modi ca-
tion, programmerscan write the samecode that they
would write if they were usinga unmodied le sys-
tem mountedsynchronously They do not needexplicit
synchronizatiorcalls to provide orderinganddurability
sincexsyncfsprovidestheseguaranteeby defaultfor all
le systemoperations.Further sincexsyncfsdoesnot
incur the large performancepenalty usually associated
with synchronoud/O, programmersio not needcom-
plicatedgroup commit stratgjies to achieve acceptable
performance. Group commit is provided transparently
by xsyncfs.

Of course,a hand-tunedstrateyy might offer betterper
formancethanthe default policies provided by xsyncfs.
However, as describedin Section3.3, there are some
instancesin which xsyncfs can optimize performance
whenanapplicationsolutioncannot.Sincexsyncfsuses
output-triggeredcommits, it knows when no external
output hasbeengeneratedhat dependson the current
transactionjn theseinstancesxsyncfsusesgroupcom-
mit to optimizethroughput.In contrast,an application-
speci c commit stratgly cannotdeterminethe visibility



of its actionsbeyondthescopeof thecurrentlyexecuting
processit mustthereforeconseratively commitmodi -
cationsbeforeproducingexternalmessages.

For example,considera client thatissueswo sequential
transactiongo a databasesener on the samecomputer
and then producesoutput. Xsyncfs can safely group
the commitof bothtransactionsHowever, the database
sener (which doesnot use output-triggeredcommits)
mustcommiteachtransactiorseparatelysinceit cannot
know whetheror not the clientwill produceoutputafter
it is informedof the commitof the rst transaction.

3.5 Shared memory

Speculatodoesnot propagatespeculatre dependencies
whenprocessenteractthroughsharedmemorydueto
the compleity of checkpointingat arbitrary statesin a
process'execution. Sincecommitdependenciedo not
require checkpointswe enhancedspeculatoito propa-
gatethemamongprocessethatsharememory

Speculatorcan track causaldependenciebecausepro-

cessexan only interactthroughthe operatingsystem.
Usually, this interactioninvolvesan explicit systemcall

(e.g., write ) that Speculatorcan intercept. However,

whenprocessemteractthroughsharednemoryregions,
only thesharingandunsharingof regionsis visibleto the
operatingsystem.Thus,Speculatocannotreadilyinter-

ceptindividual readsandwritesto sharednemory

We considerednarkingasharednemorypageinaccessi-
ble whenaprocesswith write permissiorinheritsacom-
mit dependengthata processwith readpermissiordoes
nothave. Thiswouldtriggerapagefaultwheneerapro-
cessreadsor writes the sharedpage. If a procesgeads
the pageafter anotherwrites it, any commit dependen-
cieswould be transferredrom the writer to the reader
Oncetheseprocessebave the samecommitdependen-
cies,the pagecanberestoredto its normalprotections.
Wefelt thismechanisnwould performpoorly becausef
the time neededo protectand unprotectpagesaswell
astheextra pagefaultsthatwould beincurred.

Instead,we decidedto use an approachthat imposes
lessoverheadbut might transferdependencieghennot

strictly necessary We make a conserative assumption
that processesvith write permissionfor a sharedmem-

ory region are continually writing to that region, while

processesvith readpermissionare continually reading
it. Whena processwith write permissionfor a shared
region inheritsa nev commit dependeny, ary process
with readpermissionfor that region atomicallyinherits

thesamedependeng

Speculatorusesthe samemechanismo track commit
dependencieansferedhroughmemory-mappedes.
Similarly, Speculatolis conserative when propagating

dependenciefr multi-threadedapplications— ary de-
pendenyg inheritedby onethreadis inheritedby all.

4 Evaluation
Our evaluationanswerghe following questions:

How doesthedurability of xsyncfscompareo cur-
rent le systems?

How doesthe performanceof xsyncfscompareto
currentle systems?

How doesxsyncfsaffect the performancef appli-
cationsthatsynchronizesxplicitly?

How much do output-triggereccommitsimprove
the performancef xsyncfs?

4.1 Methodology

All computerausedin our evaluationhave a 3.02GHZzZ
Pentium4 processowith 1 GB of RAM. Eachcomputer
hasasingleWesterrDigital WD-XL40 harddrive,which
isa7200RPM 120GB ATA 100drive with a2 MB on-
diskcache Thecomputersun RedHat Enterprise_inux
version3 (kernelversion2.4.21).We usea400MB jour-
nal sizefor bothext3 andxsyncfs.For eachbenchmark,
we measuredxt3 executingin both journaledand or-
deredmode. Sincejournaledmode executedfasterin
every benchmarkyve reportonly journaledmoderesults
in this evaluation.Finally, we measuredheperformance
of ext3 bothusingwrite barriersandwith thedrive cache
disabled.In all caseswrite barrierswerefasterthandis-
abling the drive cachesincethe drive cacheimproves
readtimesandreduceshefrequeng of writesto thedisk
platter Thus,we reportonly resultsusingwrite barriers.

4.2 Durability

Our rst benchmarkempirically con rms that without
write barriers,ext3 doesnot guarantealurability. This
resultholdsin bothjournaledandorderednode whether
ext3 is mountedsynchronouslyor asynchronouslyand
evenif fsync commandsareissuedby the application
afterevery write. Evenworse,our resultsshav that,de-
spitethe useof journalingin ext3, a loss of power can
corruptdataandmetadatastoredin the le system.

We con rmed theseresultsby runningan experimentin

which atestcomputercontinuouslywrites datato its lo-

cal le systemAfter eachwrite completesthetestcom-
puter sendsa UDP messagéehatis loggedby a remote
computer During the experiment,we cut power to the
testcomputer After it rebootswe comparethe stateof

its le systemto thelog ontheremotecomputer



| File systemcon guration

| Datadurableonwrite | Datadurableonfsync |

Asynchronous No Not on power failure
Synchronous Not on powerfailure Not on powerfailure
Synchronousvith write barriers Yes Yes
Externalsynchroty Yes Yes

This gure describes whether each le system provides durability to the user when an application executes a write or fsync system
call. A “Yes” indicates that the le system provides durability if an OS crash or power failure occurs.

Figure 3. When is data safe?

Ourgoalwasto determinavheneachle systenguaran-
teesdurabilityandordering.We saya le systenfailsto

provide durability if theremotecomputedlogsamessage
for a write operation,but the test computeris missing

the datawritten by that operation. In this case,dura-

bility is not provided becausean external obsenrer (the

remotecomputer)sav outputthatdependean datathat

wassubsequentljost. We saya le systemfailsto pro-

vide orderingif the stateof the le afterrebootviolates

the temporalorderingof writes. Speci cally, for each
blockin the le, orderingis violatedif the le doesnot

alsocontainall previously-writtenblocks.

For eachcon guration shovn in Figure 3, we ran four
trials of this experiment: two in journaled mode and
two in orderedmode. As expected,our resultscon rm
thatext3 providesdurability only whenwrite barriersare
used.Withoutwrite barriers synchronousperationen-
sureonly thatmodi cations arewritten to the harddrive
cachelf powerfails beforethemodi cationsarewritten
to thedisk platter thosemodi cationsarelost.

Someof our experimentsexposeda dangerousehar-
ior in ext3: unlesswrite barriersareused powerfailures
can corrupt both dataand metadatastoredon disk. In
one experiment,a block in the le beingmodi ed was
silently overwrittenwith garbagedata.ln anotherasub-
stantialamountof metadatan the le systemjncluding
the superblockwasoverwrittenwith garbageln thelat-
ter case,the testmachinefailed to rebootuntil the le
systemwasmanuallyrepaired.In bothcasescorruption
is causedby the commit block for a transactionbeing
written to the disk platter beforeall datablocksin that
transactionare written to disk. Although the operating
systemwrotethe blocksto thedrive cachein the correct
order, the hard drive reordersthe blocks when writing
themto the disk platter After this happensthe trans-
actionis committedduringrecovery eventhoughseveral
datablocks do not containvalid data. Effectively, this
overwritesdisk blockswith uninitializeddata.

Our resultsalsocon rm thatext3 without write barriers
writesdatato disk out of order Journalednodealoneis
insufcient to provide orderingsincethe orderof writing
transactionso the disk plattermay differ from the order
of writing transactiongo the drive cache. In contrast,

ext3 provides both durability and orderingwhen write
barriersare combinedwith someform of synchronous
operationeithermountingthe le systensynchronously
or callingfsync aftereachmodi cation). If write barri-
ersarenot available,the equivalentbehaior could also
beachieredby disablingthe harddrive cache.

The lastrow of Figure 3 shows resultsfor xsyncfs. As
expectedxsyncfsprovidesboth durability andordering.

4.3 The PostMark benchmark

We next ran the PostMarkbenchmarkwhich was de-
signedto replicatethe small le workloadsseenin elec-
tronic mail, netnevs, andweb-basedommercg8]. We
usedPostMarkversion 1.5, runningin a con guration
that creates10,000 les, performs10,000transactions
consistingof le readswrites, createsanddeletesand
thenremovesall les. The PostMarkbenchmarkhasa
single threadof control that executesle systemoper
ationsas quickly as possible. PostMarkis a good test
of le systemthroughputsinceit doesnot generateary
outputor performary substantiatomputation.

Eachbarin Figure4 shavsthetimeto completehePost-
Mark benchmark.The y-axisis logarithmicbecausef
the substantiaklowdown of synchronoud/O. The rst
barshavs resultswhenext3 is mountedasynchronously
As expected,this offers the bestperformancesincethe
le systembuffersdatain memoryupto 5 seconddefore
writing it to disk. The secondbar shaws resultsusing
xsyncfs. Despitethe I/O intensve natureof PostMark,
the performanceof xsyncfsis within 7% of the perfor
manceof ext3 mountedasynchronouslyAfter examin-
ing the performanceof xsyncfs,we determinedhatthe
overheadof tracking causaldependencies the kernel
accountdor mostof thedifference.

The third bar showvs performancevhenext3 is mounted
synchronouslylIn this con gurationthe writing process
is blocked until its modi cations are committedto the
drive cache.Ext3in synchronousnodeis over anorder
of magnitudeslower thanxsyncfs,even thoughxsyncfs
provides strongerdurability guarantees.Throughputis
limited by thesizeof thedrivecachepncethecachells,
subsequentvrites block until somedatain the cacheis
written to the disk platter
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This gure shows the time to run the PostMark benchmark —
the y-axis is logarithmic. Each value is the mean of 5 trials —
the (relatively small) error bars are 90% con dence intervals.

Figure 4. The PostMark le system benchmark

The last bar in Figure 4 shavs the time to complete
the benchmarkwhen ext3 is mounted synchronously
andwrite barriersare usedto preventdatalosswhena

power failure occurs.Sincewrite barrierssynchronously
ush the drive cachetwice for each le systemtransac-
tion, ext3's performanceés overtwo ordersof magnitude
slower thanthatof xsyncfs.

Dueto the high costof durability, high endstoragesys-
temssometimesisespecializechardwaresuchasanon-
volatile cacheto improve performancg7]. This elim-
inatesthe needfor write barriers. However, even with
specializedhardware, we expect that the performance
of ext3 mountedsynchronouslyvould be no betterthan
thethird barin Figure4, which writes datato a volatile
cache.Thus,useof xsyncfsshouldstill leadto substan-
tial performanceamprovementsfor synchronousopera-
tions even whenthe harddrive hasa non-\olatile cache
of thesamesizeasthevolatile cacheon our drive.

4.4 The Apachebuild benchmark

We next rana benchmarkn which we untarthe Apache
2.0.48sourcetreeinto a le system,run configure in
an objectdirectorywithin that le system,run makein
the objectdirectory andremove all les. The Apache
build benchmarkrequiresthe le systemto balance
throughputand lateng; it displayslarge amountsof
screerputputinterlearedwith disk I/O andcomputation.

Figure 5 shavs the total amountof time to run the
benchmarkwith shadingswithin eachbar shaving the
time for eachstage. Comparingthe rst two barsin
the graph,xsyncfsperformswithin 3% of ext3 mounted
asynchronously Sincexsyncfsreleaseutputas soon

=== Untar
w0 Configure
mmmm Make
@23 Remove

1000

500

Time (seconds)

[V
ext3-asyncxsyncfs ext3-synext3-barrieRAMFS

This gure shows the time to run the Apache build benchmark.
Each value is the mean of 5 trials — the (relatively small) error
bars are 90% con dence intervals.

Figure 5. The Apache build benchmark

asthe dataonwhichit depends€ommits,outputappears
promptly duringthe executionof thebenchmark.

For comparison,the bar at the far right of the graph
shavs the time to execute the benchmarkusing a
memory-only le system, RAMFS. This provides a
lower bound on the performanceof a local le sys-
tem, andit isolatesthe computatiorrequirement®f the
benchmark.Remawing disk /0 by runningthe bench-
markin RAMFSimprovesperformancédy only 8% over
xsyncfsbecaus¢heremaindeof thebenchmarks dom-
inatedby computation.

The third bar in Figure 5 shavs that ext3 mountedin

synchronousnodeis 46% slower than xsyncfs. Since
computationdominated/O in this benchmarkary dif-

ferencein I/O performances a smallerpart of overall

performance.The fourth bar shavs that ext3 mounted
synchronouslyvith write barrierss over11timesslower
thanxsyncfs.If weisolatethe costof I/O by subtracting
the cost of computation(calculatedusing the RAMFS
result),ext3 mountedsynchronouslys 7.5 timesslower
than xsyncfs while ext3 mountedsynchronouslywith

write barriersis over two ordersof magnitudeslower
than xsyncfs. Theseisolatedresultsare similar to the
valuesthatwe saw for the PostMarkexperiments.

4.5 The MySQL benchmark

We were curious to seehow xsyncfs would perform
with anapplicationthatimplementsts own groupcom-
mit stratgy. We thereforeran a modi ed version of
the OSDL TPC-C benchmark18] using MySQL ver-
sion 5.0.16 and the InnoDB storageengine. Since
both MySQL and the TPC-C benchmarkclient are
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This gure shows the New Order Transactions Per Minute when
running a modi ed TPC-C benchmark on MySQL with varying
numbers of clients. Each result is the mean of 5 trials — the
error bars are 90% con dence intervals.

Figure 6. The MySQL benchmark

multi-threadedthis benchmarkmeasureshe ef cacy of
xsyncfss supportfor sharedmemory TPC-Cmeasures
the New Order TransactionsPer Minute (NOTPM) a
databasean processfor a given numberof simultane-
ousclient connectionsThetotal numberof transactions
performedby TPC-Cis approximatelytwice the num-
ber of New Order Transactions.TPC-C requiresthat a
databas@rovide ACID semanticsandMySQL requires
eitherdisablingthedrive cacheor usingwrite barriersto
provide durability. Therefore we comparexsyncfswith
ext3 mountedasynchronouslysingwrite barriers.Since
theclientranonthesamemachineasthesener, we mod-

i ed the benchmarko useUNIX soclets. This allows
xsyncfsto propagatecommitdependenciebetweernthe
client andsener on the samemachine.In addition,we
modi ed thebenchmarko saturatéahe MySQL senerby
removing ary wait timesbetweertransactiongindcreat-
ing adatasetthat ts completelyin memory

Figure 6 shovs the NOTPM achieved as the number
of clientsis increasedfrom 1 to 20. With a single
client, MySQL completes3 times as mary NOTPM
using xsyncfs. By propagatingcommit dependencies
to both the MySQL sener and the requestingclient,
xsyncfs can group commit transactionsrom a single
client, signi cantly improving performanceln contrast,
MySQL cannotbene t from groupcommitwith a single
clientbecausé mustconseratively commiteachtrans-
actionbeforereplyingto theclient.

When there are multiple clients, MySQL can group
the commit of transactiondrom different clients. As
the numberof clients grows, the gap betweenxsyncfs
and ext3 mountedasynchronouslywith write barriers
shrinks. With 20 clients, xsyncfsimproves TPC-C per
formanceby 22%. Whenthe numberof clientsreaches
32, the performanceof ext3 mountedasynchronously
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This gure shows the mean throughput achieved when running
the SPECweb99 benchmark with 50 simultaneous connections.
Each result is the mean of three trials, with error bars showing
the highest and lowest result.

Figure 7. Throughput in the SPECweb99 benchmark

with write barriersmatcheshe performancenf xsyncfs.
From theseresults,we concludethat even applications
suchasMySQL that usea customgroup commit strat-
egy canbene t from externalsynchroty if thenumberof

concurrentransactionss low to moderate.

Although ext3 mountedasynchronouslywithout write

barriersdoesnot meetthe durability requirementgor

TPC-C,wewerestill curiousto seehow its performance
comparedo xsyncfs. With only 1 or 2 clients,MySQL

executes11% more NOTPM with xsyncfsthanit exe-

cuteswith ext3 without write barriers. With 4 or more

clients, the two con gurationsyield equialent perfor

mancewithin experimentakerror.

4.6 The SPECweb9%enchmark

Since our previous benchmarksmeasuredonly work-
loads con ned to a single computey we also ran the
SPECweb9929] benchmarko examinethe impact of
external synchroly on a network-intensve application.
In the SPECweb9%enchmarkmultiple clientsissuea
mix of HTTP GET andPOSTrequestsHTTP GET re-
questsareissuedfor both staticanddynamiccontentup
to 1MB in size.A singleclient,emulating50 simultane-
ousconnectionsijs connectedo the sener, which runs
Apache2.0.48,by a 100Mb/s Ethernetswitch. As we
usethe default Apachesettings 50 connectionsare suf-
cient to saturateour sener.

Wefelt thatthisbenchmarknightbeespeciallychalleng-
ing for xsyncfssincesendinga network messagexter-

nalizesstate.Sincexsyncfsonly trackscausaependen-
cieson a singlecomputey it mustbuffer eachmessage



| Requessize | ext3-async | xsyncfs |
0-1KB 0.064( 0.025) | 0.097( 0.002)
1-10KB 0.150( 0.034) | 0.180( 0.001)
10-10KB 1.084( 0.052) | 1.094( 0.003)
100-100KB | 10.253( 0.098) | 10.072( 0.066)

The gure shows the mean time (in seconds) to requesta le ofa
particular size during three trials of the SPECweb99 benchmark
with 50 simultaneous connections. 90% con dence intervals are
given in parentheses.

Figure 8. SPECweb99 latency results

until the le systemdataonwhichthatmessagelepends
hasbeencommitted. In additionto the normallog data
written by Apache the SPECweb9%enchmarkvritesa

log recordto the le systemasa resultof eachHTTP

POST Thus,small le writesarecommonduringbench-
mark execution— atypical 45 minuterun hasapproxi-

mately150,000le systemtransactions.

As shown in Figure 7, SPECweb99throughput us-
ing xsyncfsis within 8% of the throughputachieved
when ext3 is mountedasynchronously In contrastto
ext3, xsyncfs guaranteeshat the data associatedvith
eachPOST requestis durablebefore a client receves
the POSTresponse. The third bar in Figure 7 shavs
that SPECweb99using ext3 mounted synchronously
achieves6% higherthroughputthanxsyncfs.Unlike the
previous benchmarks SPECweb99writes little datato
disk, somostwritesarebufferedby thedrive cache.The
last bar shaws that xsyncfsachieres 7% betterthrough-
putthanext3 mountedsynchronouslyvith write barriers.

Figure 8 summarizeghe averagelatengy of individual
HTTP requestsduring benchmarkexecution. On aver
age, useof xsyncfsaddsno more than 33ms of delay
to eachrequest— this valueis lessthanthe commonly
cited perceptiorthresholdof 50msfor humanuserg5].
Thus, a usershouldperceve no differencein response
time betweerxsyncfsandext3 for HTTP requests.

4.7 Bene't of output-triggered commits

To measurdhe bene t of output-triggereccommits,we

alsoimplementedan eager commitstratey for xsyncfs
thattriggersa commitwheneverthe le systemis mod-

i ed. Theeagercommit stratgy still allows for group
commitsincemultiple modi cations are groupedinto a

single le systemtransactiorwhile the previoustransac-
tion is committing. The next transactiorwill only start
to commit oncethe commit of the previous transaction
completesThe eagercommitstratgy attemptgo mini-

mizethelateng of individual le systemoperations.

We executedthe previous benchmarkaising the eager
commit stratgy. Figure9 comparegesultsfor the two

stratgies. The output-triggeredcommit stratgyy per
forms better than the eagercommit strateyy in every
benchmarkexcept SPECweb99which createsso much
outputthatthe eagercommitand output-triggereccom-
mit stratgies perform very similarly. Sincethe eager
commit stratgy attemptsto minimize the lateng of a
singleoperation,t sacri cesthe opportunityto improve
throughput. In contrast,the output-triggeredcommit
stratgy only minimizeslateng after output hasbeen
generatedhat dependson a transaction;otherwiseit
maximizeshroughput.

5 Relatedwork

To the bestof our knowledge,xsyncfsis the rst local
le systento provide high-performanceynchronou’O
withoutrequiringspecializechardwaresupportor appli-
cationmodi cation. Further xsyncfsis the rst le sys-
temto usethe causakelationshipbetweenle modi ca-
tionsandexternaloutputto decidewhento commitdata.

While xsyncfstakesa software-onlyapproacho provid-
ing high-performanceynchronou#/O, specializechard-
warecanachieve the sameresult. TheRio le cacheg?]
and the Conquestle system[31] use battery-backd
main memoryto make writes persistent. Durability is
guaranteeanly aslong asthe computerhaspower or
thebatteriesemainchaged.

Hitz etal. [7] store le systemjournal modi cationson
a battery-backd RAM drive cache,while writing le
systemdatato disk. We expectthat synchronousoper
ationson Hitz's hybrid systemwould performno better
thanext3 mountedsynchronouslywvithout write barriers
in our experiments. Thus, xsyncfs could substantially
improve the performancef suchhybrid systems.

eNVy[33] isa le systenthatstoresdataon ash-based
NVRAM. The designersof eNVy found that although
readsfrom NVRAM werefast,writeswereprohibitively
slow. They useda battery-backd RAM write cacheto
achieve reasonablevrite performanceThewrite perfor
manceissuesseenin eNVy are similar to thosewe ex-
periencedvriting datato commodityharddrives.There-
fore, it is likely thatxsyncfscould alsoimprove perfor
mancefor ash le systems.

Xsyncfs's focuson providing both strongdurability and
reasonabl@erformanceontrastsharplywith thetrend
in commodity le systemstoward relaxing durability
to improve performance. Early le systemssuch as
FFS [14] and the original UNIX le system[22] in-
troducedthe use of a main memory buffer cacheto
hold writes until they are asynchronouslywritten to
disk. Early le systemssufferedfrom potentialcorrup-
tion when a computerlost power or an operatingsys-
temcrashed Recovery oftenrequireda time consuming



| Benchmark

| EagerCommits| Output-TriggeredCommits | Speedup

PostMark(seconds) 9.879( 0.056) 8.668( 0.478) 14%
Apache(seconds) 111.41( 0.32) 109.42( 0.71) 2%
MySQL 1 client (NOTPM) 3323( 60) 4498( 73) 35%
MySQL 20 clients(NOTPM) 3646( 217) 4052( 200) 11%
SPECweb9%b/s) 312( 1) 31Y 2) 0%

This gure compares the performance of output-triggered commits with an eager commit strategy. Each result shows the mean of 5
trials, except SPECweb99, which is the mean of 3 trials. 90% con dence intervals are given in parentheses.

Figure 9. Benet of output-triggered commits

examinationof the entire stateof the le system(e.g.,
running fsck ). For this reason, le systemssuch as
Cedai[6] andLFS[23] addedhecompleity of awrite-
aheadog to enablefast,consistentecovery of le sys-
tem state. Yet, aswasshown in our evaluation,journal-
ing datato a write-aheadog is insufcient to prevent
le systemcorruptionif the drive cachereordersblock
writes. An alternatie to write-aheadogging, Soft Up-
dateq25], carefullyordersdisk writesto provide consis-
tentrecovery. Xsyncfsbuilds on this prior work sinceit

writes dataafter returningcontrol to the applicationand
usesa write-aheadog. Thus,externalsynchrory could
improve the performanceof synchronoud/O with other
journaling le systemssuchasJFS[1] or ReiserFJ16].

Fault toleranceresearcherdave long de ned consis-
tentrecovery in termsof the outputseenby the outside
world [3, 11, 30]. For example,the outputcommitprob-
lem requiregthat,beforea messagés sentto the outside
world, the statefrom which thatmessagés sentmustbe
presered.In thesameway, we arguethattheguarantees
provided by synchronouslisk I/0 shouldbe de ned by
the outputseenby the outsideworld, ratherthanby the
resultsseenby local processes.

It is interestingto speculatevhy the principle of outside
obsenability is widely known andusedin faulttolerance
researclyet new to thedomainof generalpurposeappli-
cationsand|/O. We believe this dichotomyarisesfrom
the differentscopeand standad of recovery in the two
domains.In faulttoleranceresearchthe scopeof recor-
eryis theentireprocesshencenotusingtheprinciple of
outsideobsenability would requirea synchronouslisk
I/O at every changein processstate. In generalpur-
poseapplications the scopeof recovery is only the I/O
issuedby the application(which can be viewed as an
application-speci crecovery protocol). Henceit is fea-
sible (thoughstill slow) to issueeachl/O synchronously
In addition, the standardor recovery in fault tolerance
researchs well de ned: arecovery systemshouldlose
no visible output. In contrastthe standardor recovery
in generapurposesystemss looser:asynchronouBO is
common,andeven synchronoud/O is usually commit-
tedsynchronouslynly to thevolatile harddrive cache.

Our implementationof external synchroty dravs upon
two othertechniquedrom the fault toleranceliterature.
First, buffering outputuntil the commitis similar to de-
ferring messagsendauntil commit[12]. Secondjrack-
ing causaldependencieto identify what and whento

commitis similar to causaltrackingin messagdogging

protocolg[4]. We usethesetechniquesn isolationto im-

prove performanceind maintainthe appearancef syn-
chronoud/O. We alsousethesetechniquesn combina-
tion via output-triggereccommits, which automatically
balancehroughputandlateng.

Transactions,provided by operating systemssuch as
QuickSilver [24], TABS [28], and Locus[32], and by

transactionalle systems[10, 19|, alsogive the strong
durability and orderingguaranteeshat are provided by

xsyncfs. In addition,transactiongrovide atomicity for

a setof le systemoperations.However, transactional
systemstypically requirethat applicationsbe modi ed

to specify transactionboundaries. In contrast,use of

xsyncfsrequiresno suchmodi cation.

6 Conclusion

It is challengingto develop simpleandreliablesoftware
systemsf thefoundationsuponwhich thosesystemsare
built areunreliable.Asynchronoud/O is a prime exam-
ple of one suchunreliablefoundation. OS crashesand
power failurescanleadto lossof data, le systemcor
ruption, and out-of-ordermodi cations. Nevertheless,
current le systemspresentan asynchronou#/O inter-
faceby default becausehe performanceenaltyof syn-
chronoud/O is assumedo betoolarge.

In this paperwe have proposeda new abstractionexter-
nal synchrory, that preseresthe simplicity andreliabil-
ity of asynchronoud/O interface,yet performsapprox-
imatelyaswell asanasynchronou#O interface.Based
on theseresults,we believe that externally synchronous
le systemsuchasxsyncfscanprovide a betterfounda-
tion for the constructiorof reliablesoftwaresystems.
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