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Abstract— Recently, overlay networks have ememged as a
means to enhance end-to-end application performance and
availability . Overlay networks attempt to leverage the inherent
redundancyof the Inter net's underlying routing infrastructur eto
detour packets along an alternate path when the given primary
path becomesunavailable or suffers from congestion.However,
the effectivenes=f theseoverlay networks dependson the natural
diversity of overlay paths between two endhostsin terms of
physical links, routing infrastructur e, administrati ve control, and
geographical distrib ution. Several recent studies realized that
a measurable number of path outageswere unavoidable even
with use of such overlay networks. This stems from the fact
that overlay paths might overlap with each other when overlay
nodesare selectedwithout considering the underlying topology.
An overlay network' sability to quickly recover from path outages
and congestionis limited unlesswe ensure path independenceat
the IP layer. This paper proposesa novel framework for topology-
aware overlay networks. In this framework, we expresslydesign
overlay networks, aiming to maximize path independencewithout
degrading performance. We develop measurement-basedheuris-
tics for 1) placement of overlay nodes inside an ISP and 2)
selection of a set of ISPs. We base our analysis on extensive
data collection from 232 points in 10 ISPs, and 100 PlanetLab
nodes.On top of node placement,we presentmeasuiement-based
veri cation to concludethat single-hopoverlay routing performs
aswell asmulti-hop routing with respectto both availability and
performance.Our analysisresultsshow that a single-hopoverlay
path provides the same degree of path diversity as the multi-
hop overlay path for more than 90% of source and destination
pairs. Finally, we validate the proposedframework using real
Inter net outagesto shaw that our architecture is able to provide
a signi cant amount of resilienceto real-world failur es.

|. INTRODUCTION

A numberof researcherbave studiedthe stability, corver
gence,and end-to-endbehaior of Internetrouting protocols
(1], [2], (3], [4], [5], [6]. [7]. [8]. [9]. [10], [11], [12].
Thesestudieshave revealedthatthe currentunderlyingrouting
protocols are slow to react and recover from the failure
of a link or router and hence path failures and network
congestiorare visible to endhostsThis implies that although
the Internetrouting infrastructureis highly redundantcurrent
underlying routing protocolsfail to fully utilize alternatve
paths. Recently overlay-basedapproachedave emepged as
a meansto circumwent theseproblems.An overlay network
instantiatesa virtual network on top of a physicalnetwork by
deploying a setof overlay nodesabove the existing IP routing
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infrastructure.Overlay nodes cooperatewith each other to
route packets on behalf of arny pair of communicatingnodes,
forming an overlay network. Using theseoverlay networks,
endhostsare able to select paths by themseles for better
performancendavailability without relying onthe underlying
IP routing infrastructure.

Existing overlay-basedarchitectures,such as [13], [14],
attemptto quickly recover from pathfailuresand congestion
problemsby aggressiely sendingorobesamongoverlaynodes
at very shortintervals. Thesenetworks tradethe overheadof
short-intenal probesfor promptoutagedetectiorandrecovery.
In practice,however, several recentstudies[13], [15] realized
that approximately40-50% of the path outageswere still
unavoidableevenwith the useof suchoverlay networks. This
meansthat all alternatepathsthroughoverlay nodessuffered
from path outagesat the sametime. This canhappenbecause
of lossandfailure correlationbetweeroverlay pathsat the un-
derlyingIP layer Therearemary factorsthatcontributeto the
inter-dependengof pathfailure. For example,pathsthattravel
acrosshe sameadministratve domaincanfail togetherdueto
asinglecon guration changeor policy decision.Geographical
adjacenyg canalsobe a factor A failure at a Network Access
Point (NAP) canaffect all pathsgoing throughthe NAP. Most
of all, overlay pathsthat sharethe samephysicallinks and/or
routersare very likely to experiencefailure at the sametime.
Our prior studyin [16] veri ed this agumentby shaving that
a measurablemountof overlay pathsoverlapwith eachother
whenoverlaynodesarerandomlyselectedvithout considering
theunderlyingtopology Hence gvenwith useof shortinterval
probes,an overlay network's ability to quickly recover from
path outagesand congestionis limited unlesswe ensurethat
overlay pathsgo throughdisjoint IP layer paths.

In responseto these obsenations, this paper proposesa
novel framewnork for topology-avare overlay networks that
enhanceshe availability and performanceof end-to-enccom-
munication. This framework explicitly designsoverlay net-
works to maximize path independencewithout degrading
performanceso that it can allow us to better utilize multi-
homing at endpoints.To achieve this goal, we measurethe
diversity betweendifferent Internet Service Providers (ISPs)
and also betweendifferent overlay nodesinside each ISP
Based on these measurementsye develop topology-avare
nodeplacementheuristicsto ensurepathdiversity. This allows
us to avoid path failureswhich are not avoidable using cur-
rently existing overlay-base@pproachedn the measurement,



we rely on tracerouteand ping probescollectedfrom several
vantagepointsin the Internetincluding looking glassesat ten
major ISPs,andmorethanonehundredPlanetLatnodes[17].

In addition,we validatethis framewvork basedon real Internet
failures.The primary contributionsof this studyareasfollows:

A topology-aware overlay network framework to cope
with path independenceand impr ove availability and
performance: We explicitly designanoverlaynetwork to
utilize pathredundang andmaximizepathindependence
betweenendhostsThe proposedopology-avareoverlay
framawork is anovel approacho increasinghe availabil-
ity and performanceof end-to-endcommunicationsin
the proposedramawvork, we deplgy overlay nodesusing
off-line topologyanalysisratherthanrandomlydeploying
overlay nodes.Since operationaltopology changedoes
not happen frequently® this off-line node placement
would only be updatedover a long periodasthe Internet
topology evolves. To accommodateransient topology
changeglueto congestionlink failures,or BGP instabil-
ity, we provide e xibility in choosingoverlay nodeson
the y, allowing the proposedramenork to successfully
detourfaulty or congestedaths.

Topology-aware node placement heuristics: We pro-
pose several stratgyies to deploy overlay nodeswhile
consideringthe underlyingtopology With the proposed
measurement-baseguidelines, we can identify which
and how mary ISPswe needto deploy overlay nodes
at. For instance,we obsenre that choosingthree out of
ten ISPsprovides a similar degree of path diversity and
latengy benet as deploymentof all 10 ISPsin our ex-
perimentalsetup.Iln addition,we alsopresentlustering-
basedheuristicsto selecta subsebf overlaynodesinside
the samelSP to maximizetopologicaldiversity between
the nodes.Our evaluationshows that this nodeplacement
approachs ableto recover from signi cantly more path
outagesthan existing overlay networks.

A simple, but effective routing mechanism on top
of the proposedtopology-aware overlay architecture:
Our analysisresultsshown that single-hopoverlay paths
provide the samedegree of path diversity as multi-hop
overlay pathsfor more than 90% of sourceand destina-
tion pairs. In addition, single-hopoverlay pathsimprove
latengy for 90% of source/destinatiorpairs compared
with direct Internet paths. Therefore,we concludethat
on top of topology-avare node deployment, single-hop
overlay routing performsaswell as multi-hop routing in
terms of both availability and performanceln contrast
to existing overlay networks [13], this single-hopoverlay
routing mechanisndoesnot requirea complicatedrout-
ing protocol, whereasexisting overlay solutionsimpose
large overheadandthereforeare lessscalable.
Evaluation of the proposedapproachusing real-world
data: We validate this proposedframewnork basedon

IpeeringrelationshipbetweenSPsare changingover a very long period—
monthsor even longer

real Internet failures. In this evaluation, we shav that
the proposedapproachis ableto reactandrecover from

about 87% of path outageswhile the existing overlay
networksonly recoveredfrom about50% of pathoutages.
We constructour evaluation platform using 232 points
from 10 ISPsand 100 PlanetLabnodes.The topological
distribution of thesecollectionpointsensureghata broad
rangeof ISPsarerepresenteth our study Theevaluation
platform capturesreal-world failure eventsand alsologs

if the overlay pathscould avoid this failure. With this

platform, we quantify hov much network outagecan be

avoided by usingthe proposedramenork.

Overall, our study provides guidanceto administratorsand

researchersn how to incorporatetopology considerationsn
designingoverlay architectures.

The remainderof the paperis organizedas follows. In

the following section, we presentbackgroundmaterial and
relate our work to prior stuides.Sectionlll describesour
measurementethodologyand experimentalresultson node
placementstratgjies. In SectionlV, we shav measurement-
basedveri cation of the effectivenessof single-hoprouting.
SectionV presentsan evaluationof our proposedramework.
Finally, SectionVI presentsoncludingremarks.

Il. BACKGROUND

The Internetinfrastructureis inherently redundantSpecif-

ically, the prevalence of redundantconnectionsat the AS
level has beendiscorered by mary prior studies[18], [19].
Even ne-grainedredundang exists at the Internetlink level.
[20] quanti ed the topologicalredundang of the Internetby
shaving the presenceof a large numberof disjoint pathsat
the link level. Although there is potential for utilizing this
pathredundany, exploiting the redundang requiresa special
frameawork suchas overlay architectures.

Overlay networks attemptto leveragethe inherentredun-

dangy of the Internets underlying routing infrastructureto

detourpacletsalongan alternatepathwhenthe given primary
path becomesunavailable or suffers from congestion[13],

[14], [21]. For instance RON [13] nodescooperatevith each
otherto forward dataon behalfof any pair of communicating
nodesforming anoverlay network. If the underlyingtopology
hasphysicalpathredundany, it is often possiblefor RON to

nd alternatve pathsbetweennodeseven if Internetrouting

protocols such as BGP do not use them. To nd and use
alternatepaths, RON monitors the health of the underlying
Internetpathsbetweemodes dynamicallyselectingpathsthat
avoid faulty areas.Savageet al. [22] reportedthatin 30-80%
of the casesthereis an alternatepathwith superiorquality in

termsof round-triptime, loss rate,and bandwidth.

However, the effectivenessof theseoverlay networks de-

pendson the naturaldiversity of pathsbetweentwo endhosts.
Prior studies[23], [24], [16], [25] obsened that two paths
originating from different sourcesISPs (or hosts) are very
likely to experiencea measurablamountof overlap.Although
the Internetrouting infrastructureis highly redundantpaths
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Fig. 1. Overlapsbetweenoverlay paths

actually taken by paclets would not enjoy diversity. In addi-
tion, recentwork [26] obsenred that overlay networks without
multihoming might not be able to provide a high level of
performanceand reliability gains. This implies that current
overlay networks with random deployment have limitations
on ensuringpath diversity.

To demonstratethis path diversity issue, we presentone
experimentalresult of our prior work [16] in Figure 1. For
eachpair of overlay paths,we examinewhetheror not these
two overlay pathsshareary IP layer links. We repeatthis
procedurefor all possibleoverlay pathpairs. For eachoverlay
path,l;, we counthow mary otheroverlay pathssharephysical
links with ;. The x axis representsth overlay path? The top
line in the graphcorrespondgo the casewheretwo overlay
pathssharelinks/routersat the IP layer. The resultshavs that
more than half of overlay paths share physical link/routers
with more than 100 other overlay paths. This fact implies
that even thoughtwo overlay pathsare totally disjoint at the
overlay layer, there is signi cant probability that they will
overlap at the IP layer The middle line in Figure 1, showvs
anotheranalysisexcluding the overlapsat the edgeASes.We
also presentanotheranalysis excluding sharedlinks/routers
inside Internet2s Abilene network, representeas the bottom
line. Overall, we obsene that logically disjoint overlay paths
betweeroverlay nodes—placeth differentASeswith distinct
administratve control—arelikely to shareroutersat the IP
layer. This result explains why 40-50% of the path outages
werestill unavoidableevenwith useof overlay networks[15].

Inspired by these obsenations, this paper proposesa
topology-avare overlay framavork to maximize path inde-
pendencefor better availability and performanceof end-to-
end communication.To the best of our knowledge, there
is no other work that develops a topology-avare overlay
network by exploring the dependeng betweenoverlay paths.
Several peerto-peerstudies[27], [28], [29] have attemptedo
constructtopology-avare overlay networks for efcient data
retrieval within the peerto-peerdomain.While suchschemes

2We sortthe index of anoverlay pathbasedon its y axis value. They axis
indicatesthe numberof otheroverlay pathswith whom|; sharesat leastone
router at the IP layer For more detailedinformation, referto [16].

can improve the efciency of data retrieval, they are still
not sufcient to guaranteefast responseto path outagesor
increasegerformanceThis is becauséhey have only utilized
informative hints aboutthe nodes,not underlyinglP topologi-
cal information. For instance eachnodein thesepeerto-peer
studiesconsiderslateng [27], [28] or lexicography[29] to
chooseneighbors not the underlyinglIP pathinformation. As
a consequencehe selectecheighborsfor primary andbackup
pathsmight sharea largeamountof underlyinglinks or routers
whosefailure canmake primary andbackuppathsunavailable
at the sametime. In summary applying these peerto-peer
techniquesto our overlay network domain cannotguarantee
resilienceof end-to-endcommunication.

Recently several studiesincluding [30], [31], [32] have
been proposedto develop a generic architecturethat can
be usedfor a variety of overlay applicationswith different
requirements.In particular [30] proposedan architectural
elementcalled a routing underlay that sits betweenoverlay
networks and underlying Internet. This architecturecollects
and tailors the Internet topology information, and answers
application-speci cqueries,suchas providing disjoint paths,
basedon the collected data. QRON [31] and X-bone [32]
provide a generaluni ed infrastructurewhich is sharedby
various overlay applications.Dependingon an application-
speci ¢ requirementa different overlay topology is built on
top of the proposedsharedoverlay infrastructure.However,
thesearchitecturesdo not explicitly consideran underlying
Internet topology to constructtheir proposedarchitectures,
which might limit the availability andperformancegains.The
proposedtopology-avare node placementtomplementghese
studieshy providing a guidancefor strategjic nodedeployment,
and henceit can signi cantly enhanceresilienceof overlay
network services.

I1l. TOPOLOGY-AWARE NODE PLACEMENT

The effectivenessf overlay networks dependsn the natu-
ral diversity of overlay paths.However, several recentstudies,
including [16], [25], [15], have obsered a high possibility
of overlaps among overlay paths when overlay nodes are
randomly deployed. Hence, deplgying overlay nodes, with-
out considerationof the underlying IP topology limits the
network's ability to recover from path outagesand network
congestionOne solution to this problemmight be to deploy
overlay nodeson all routersat all ISPsand dynamicallyuse
theoverlaynodesasbackuppathsdependingnthe sourceand
destinationHowever, this is impracticaldueto thedeployment
overheadand associate@&conomiccosts.

In this paper we proposeseveral guidelinesfor topology-
aware node placement The goal is to selecta subsetof
routerswhich are topologically diversein order to provide
independenpathsfor betteravailability and performanceWe
evaluatethe diversity of all candidatelSPs and routers. By
exploring theseoff-line statistics,a subsetof ISPsandrouters
at which to place our overlay nodesare chosen.One possi-
ble exploration is to evaluateroutersglobally, ignoring ISP
boundariesThis approachhowever, might end up selecting
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routersfrom only a single ISP This is not a good design,
becausall selectedroutersare underthe sameadministratve
control and thereforeinternal problemsof this administratve
unit canaffect all selectedrouters.Hence this paperproposes
hierarchicalselection:we locally choosea subsetof routers
for eachISP rst, andthenwe selecta list of ISPs.In this
approachwe canassurethe diversity of the selectedSPs.

In the next two sections,we presentsereral deployment
stratgjies basedon measurecbbsenations.In particular we
examinetwo relatedquestions:

Which ISPs and how mary ISPs will we deploy the
overlaynodeson?Would deploying at morelSPsprovide
signi cant gains?

For eachselectedSP, which andhow mary routerswill
we selectto deploy overlay nodesat?

We can refer to the above two questionsas breadthand
depth of node placementstrataies, as depictedin Figure 2.
Full deployment (deploying overlay nodes at all possible
places)is locatedat the right-top cornerin this searchspace.
Two extreme cases—1)selectingonly one ISP but using all
routersinside the selectedISP and 2) selectingall ISPs but
usingonly a singlerouterper|SP—arerepresentedsthe left-
top and right-bottom corners,respectrely. In the following
sections,we perform measurement-basehalysisto identify
the most cost-efective depthand breadthof node placement
searchspaceWe conductour analysisin a bottom-upmanner;
we rst locally evaluate routersfor each ISP (depth), and
then comparedifferentISPs(breadth)using the resultsof the
given depthanalysis.Our proposecdheuristicsattemptto nd
a solution betweenthesetwo extremesthat approacheghe
availability andperformancef full deploymentbut with lower
deploymentoverhead.

A. MeasuementMethodolay

We de ne a direct path as the Internet path between
endhostsvithout going throughthe overlaylayer Onthe other
hand,the path via overlay nodesis referredto as an indirect
path. To determinethe quality of eachoverlay node,n;, we
usetwo metrics:pathdiversity andlateng. For pathdiversity,
we computethe numberof sharedroutersbetweenthe direct
pathandtheindirect paththroughn;. With the lateng metric,
the quality of n; is de ned as the round-trip time difference

(a) Data Set D1

(b) Data Set D2

Fig. 3. Datasets

betweerthe direct pathandtheindirect pathvia n;. To gather
the direct and indirect path information, we rely on two data
sets,D; andD,, respectrely, asdescribedbelow.

a) Data setD ;: To measurethe direct Internet paths,
we collecttracerouteand ping datafrom 100 PlanetLanodes
at stub networks. PlanetLabis an open, globally distributed
testbedfor deploying and accessingplanetary-scalemetwork
serviceq17]. We considerthesenodesasour target customer
networks/endhostsind run traceroutefrom thesepointsto 1)
every otherPlanetLalmodeand?) top 100Web sites,asshavn
in Figure 3(a).

b) Data setD ,: To evaluatethe impact of the choice
of overlay nodes,we collect anotherset of tracerouteand
ping datafrom topologically and geographicallydiversevan-
tage points located in various ISPs. We take adwantageof
looking glassesffered by 10 ISPs: 6 differenttier-1 ISPs—
Cable&Wireless, Sprint, Qwest, Level 3 Communications,
Telgglobe,andGlobal Crossing—andl smallsizeISPs.Look-
ing glassesrepublicly accessibl&Veb sitesprovidedby ISPs,
where customerscan measureperformanceand availability
statisticsusing several utilities such as traceroute ping, and
BGP data. For example, eachlooking glassprovides a tool
for triggeringtraceroutegrom several differentroutersinside
the ISP to arbitrary destinationsUsing the looking glasses,
we can acces232 routersfrom 10 ISPs.We considerthese
routersas possibleplacesto deploy overlay nodes.Note that
routerswithin the ISP are also geographicallydistributed. We
triggertraceroute$rom thesepointsto 1) 100PlanetLalmodes
and 2) top 100 Web sites,as shown in Figure 3(b).

B. Placemenibf overlay nodesinside an ISP network

In this section,we attemptto answerthe question:which
and how mary routersshouldwe selectfrom eachISP?We
evaluateoverlay nodesinsidea single ISP with respecto both
pathdiversity and lateng.

To measurepath diversity we rely on traceroute data
includedin thetwo datasets,D; andD,. We countthenumber
of overlappingroutersbetweerthe direct pathandtheindirect
paththrougha given overlay nodeas a path diversity metric.
We apply this procedurdo the 100*(100+100)pairsof source
and destinationhosts. In Figure 4, we shov the measured
path diversity for only 3 ISPsdue to spacelimitations. The
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# of clusters
ISP (= correlationthreshold)

Name # of router =0.95 =0.9 =05
C&W 30 11 4 3
Global Crossing 35 7 1 1
Level 3 24 10 2 1
Qwest 22 16 13 6
Sprint 28 16 4 3
Teleglobe 28 24 24 3

TABLE |

STATISTICSOF CLUSTERING: PATH DIVERSITY

X axis indicatesthe numberof sharedroutersandthe y axis
representghe cumulative fraction of sourceand destination
pairs. Eachline, exceptthe leftmostline, representshe case
wherethe correspondingverlay nodeis staticallyselectedor
all samplesOn the otherhand,theleftmostline representshe
optimal casewherewe intelligently (or dynamically)selectthe
optimal overlaynodedependingpn the sourceanddestination.
From this experiment,we found that:
Eachline in Figure4 is very closeto every otherline. This
indicatesthat regardlessof which router we select,the
overall pathdiversity provided by the individual overlay
nodeis almostthe same.Any single overlay node does
not provide the best path diversity for every pair of
sourcesand destinations.
On the other hand, the dynamic selection of overlay
nodes, representedas the leftmost line in each graph
of Figure 4, shavs much better path diversity than the
staticcasesThis implies that althoughoverlay nodesare
locatedwithin the samelSE the pathstaken from these
nodesare different. Hence, it is importantto have more
thanoneoverlay nodewithin the samelSP. This provides
e xibility for choosinga properoverlay nodedepending
on an individual sourceand destinationpair.
The above obsenationsleadto the following questions:)
how mary routersare neededto provide optimal or nearly
optimal diversity?and 2) which routerswithin the samelSP
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should we choose?To answerthese questions,we present
a clustering-basedheuristic as describedbelon. With this
heuristic,we identify a subsebf overlay nodeswhich provide
a similar degreeof pathdiversity asthe optimal case.

In this heuristic, we rst examine path diversity patterns
of overlay nodeswithin the samelSP and cateyorize them
into different clustersbasedon their patterns.For instance,
two overlay nodesfall into the sameclusterwhen their path
diversity patternsover 100*(100+100)sourceand destination
pairs are similar to eachother As a metric to determinethe
similarity betweentwo overlay nodes,we usethe correlation
of path diversity over all source and destinationpairs, as
formulatedbelow.

S: a setof sourcehosts(i.e., 100 hosts)
D: a setof destinationhosts(i.e., 200 hosts)

N: the number of source and destinationspairs (i.e.,
100%200)

| s.a: thenumberof overlappingroutersbetweertheindirect
overlay paththroughoverlay nodei anddirect path from the
source,s, to the destinationd

E(l1), STD(l): expectationand standarddeviation values
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If the correlation of two overlay nodesis higher than a
thresholdvalue, , we considerthesetwo overlay nodesto
provide similar patternsof pathdiversity. In Tablel, we shov
thestatisticsof clusteringfor 6 tier-1 ISPswith differentvalues
of the correlationthreshold For example,the 30 routersinside
Cable&Wireless are clusteredinto 4 groupswith = 0.9.
Note that we do not claim that someabsolutevalue of  is
good or bad. We are more concernedabout the number of
clusterswhich is directly relatedto economiccostlimitations.
In this paper we usevarious valuesto control the number
of clusters.

Basedon theseclusteringstatistics,we proposea method
to chooseoverlay nodesinside ISPs:randomly selectingone
overlay node out of each cluster might perform as well as
having all overlay nodesdeployed. To evaluatethis heuristic,
we comparethe path diversity of our proposedclusterbased
deployment with the ideal full deployment and randomde-
ploymentasreferencesWithout lossof generality we present
the result from one ISP (i.e., Qwest) in Figure 5. In this
graph, we shaw full, 3-cluster( =0.5), 6-cluster ( =0.92),
andrandomdeployments.As shavn in this gure, we obsene
that clusterbasedheuristicsprovide signi cant path diversity
gainscomparedto randomdeployment, and furthermorethis
clustering-basednethodis able to perform as well as full
deployment.

While the above heuristicsallow usto ensurepathdiversity,
we still wantto be ableto limit the lateng overheadof our
overlay nodes.Hence,we conductfurther analysisto evaluate
the performancenf eachoverlay node.We rely on ping probes

includedin the two dataset,D; and D, to obtain roundtrip
timesbetweertwo nodes For eachsourceanddestinatiorpair,

theroundtriptime of the overlay paththroughanoverlay node
n; is de ned asthe sumof the two roundtriptimes: between
the sourceand n;, and betweenn; and the destination.In

Figure 6, we shav the cumulative distribution of roundtrip
timesfor eachoverlay node.Our major ndings are:

In contrasto pathdiversity overlaynodesnsidethesame
ISP show very differentpatternsof lateng. Europeanor
Asianoverlaynodespresenmuchlongerlateng for most
destinationsthan the onesin the U.S.A. For example,
the threerightmostlines in Figure 6(a) shav the overall
lateng distribution of overlay nodesin EuropeandAsia.
Hence,selectionof overlay nodesbecomesmorecritical
with respectto lateng ratherthan path diversity.

The dynamicallyselectedbverlay pathprovideseven bet-
ter lateng thandirect Internetpaths,which is consistent
with obsenationsfrom prior work [13], [14].

To identify a subsebf routerswhich provide the bestoverall
lateng/, we apply the sameclustering method as explained
above with the exceptionthat we useround-trip time instead
of path diversity to calculatethe similarity betweenoverlay
nodes.Tablell shows the statisticsof lateng/-basecclustering
for 6 ISPswith different correlationthresholdvalues.From
eachcluster we randomlyselectonerouterasanoverlaynode.
By applying such clusterbasedheuristics,we can achiere a
similar degree of performanceas the optimal caseor even
provide betterperformancehandirectInternetpaths.Figure7
shawvs an exampleof our analysisresultsfor Cable&Wireless.
In this gure, we obsene thatthe performancef the proposed
clustering-basedeploymentis very closeto full deployment
and the direct Internet path. More interestingly we seethat
clustering deployment always provides better performance
than ary static selectionsrepresenteds dottedlines in this
gure.

Until now, we have examined path diversity and lateng/
separatelyHowever, satisfyingboth lateng andpathdiversity
goalsat the sametime canbe very dif cult, justlike any opti-
mizationproblem.For example,oneroutermight provide good
path diversity but signi cantly degrade performance Hence,
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we proposeanalgorithmfor nodeselectioncombininglatengy-
and path-baseclusteringmethods,as describedn Figure 8.
With this combined method, we attemptto provide near
optimal pathdiversity andlateng gains.In this algorithm,we
assigna tuple (cp; ¢) to eachrouter, wherec, andc indicate
the clusternumberwith respectto path diversity and latengy,
respectiely. Then, we perform the iterative searchto select
one router from eachcluster We use lateng/-basedclusters
rst. We selectonerouterfrom eachlateng cluster(line 1-4).
Next, we checkif diversityclustersarecoveredby the selected
routers.If not, we add a randomly selectedrouter from the
uncovereddiversity-basealusters We canoptimizethis algo-
rithm to reducethe total numberof selectedoutersby replac-
ing line 2 with anew line: “choose one router whose
diversity-cluster is not yet covered " instead
of selectingrandomly

”

C. Choosinga setof ISP networks

In the previoussectionwe examinedthe problemof placing
a set of overlay nodeswithin a single ISP Now we present
the methodfor identifying which ISPsand how mary ISPs
to deploy overlay nodesat. With this methodology we are
able to choosethe proper subsetof ISPs which provide a
similar degreeof pathdiversity andlateng bene t asfull de-
ployment. This study providesadministratorswith systematic
tools to maximizetopological diversity betweenlSPs within
their budgetand ISP contractlimitations. We demonstratéhe
methodologythrougha representatie dataset; relying on the

1. FOR clusterc; 2 Set-Of-Clustes-Latency
randomlychooseone router from clusterc
insertthe selectedrouterinto Set-Of-Router
.END
. FOR clusterc, 2 Set-Of-Clustes-Diversity
IF at leastonerouterin Set-Of-Routexis in ¢,
goto next;
ELSE
randomlychooseonerouter from clustercy
insertthe selectedrouterinto Set-Of-Router

CONOUHWN

10.
11END

Fig. 8. Combiningpathdiversity andlateng

two datasets,D; andD,, we evaluatel0 differentISPswith
respectto pathdiversity and lateng.

It is not straightforvardto directly comparel SPs.The path
diversity and latengy of eachISP is not simply calculated
from onerouter; ratherwe needto computean abstractionof
eachISP from an analysisof several differentroutersinside
eachISP To addresghis issue,we choosek routersper ISP
(3 k 10 asa representate of eachlSP by usingthe
clusterbasedmethodsdescribedn the previous section.This
k-cluster driven abstractionis consistentwith the proposed
node placementtratgly describedbefore—weselectthe ISP
andlocally choosethe k mostdiverseroutersfor that selected
ISP

First, we examine the path diversity of individual ISPs.
We conductanalysisvarying k from 1 to 10. Without loss
of generality we shav the analysisresultswhenk = 3 in
Figure 9. Each line except the leftmost line representghe
casewherewe statically chooseonly the correspondingSP?
for backuppathsfor all sourcesdestinatiorpairs. The leftmost
line representshe optimal casewhere we intelligently (or
dynamically) select one among 10 ISPs dependingon the
sourceand destination Eachline in Figure9 is very closeto
every otherline. This indicatesthat the overall path diversity
provided by the individual ISP is almostthe same,so ary
single ISP doesnot provide the bestpath diversity for every
sourceand destinationpair. On the other hand,the dynamic
selectionof ISPs,representedstheleftmostline, shovs much
better path diversity than the static casesHence,we believe
thatit is importantto carefully choosemore than one ISP in
orderto provide betterpath diversity.

Now, we examinein more detail the issueof determining
which and how mary ISPswe needto select.To answerthis
guestion,we study the path diversity gainsby increasingthe
numberof selectedSPsfrom 1 to 10. For 1-ISPselectionwe
usethe bestISP as a representatie. For 2-ISP selection,we
evaluatethe bene t of eachpair of ISPsfor all %Y options.
Amongthe 120 options,we choosethe bestpair of ISPsasa
representatie. We repeatthis procedurefrom 1-ISP selection
to 10-ISPselection.Figure 10(a) shaws the bene t of n-ISP
selection.Thex andy axesrepresenthe numberof ISPs(i.e.,

3Inside the selectedSP. we dynamically choosethe bestrouter out of k
routersdependingon the sourceand destination.
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1 n 10) andthe numberof routersperISP (i.e.,1 k
6). The z axis indicatesthe fraction of sourceand destination
pairs which do not experienceary overlappingbetweenthe
direct Internet path and indirect overlay paths through the
selectedISPs and routers. We obsene that including more
ISPs provides better path diversity, which is not surprising.
Changing from 1-ISP to 2-ISP gives the most signi cant
gain in our experiment.In our dataset, choosingSprint and
Telgglobe gives the most cost-efective bene ts. However,
having more than three ISPs provides only maminal gains
in our study We also found that choosingfour routers per
eachISP is most cost-efective regardlessof the number of
selectedSPs. Overall, this experimentalresultimplies that a
subsetof ISPsmight be able to provide a similar degree of
path diversity as full deployment, and for eachselectedISP,
we needto deploy overlay nodesat only a subsetof routers.
Using the aborve analysis,we are able to determinea set
of ISPsto deploy overlay nodesat. However, one question
might arise: how importantis it to get the bestset of ISPs?
Doesthe randomchoice of ISPsdegradepath diversity in a
measurableamount?To answerthis question,we repeatthe
sameanalysisas above except that we use the median set
of ISPsinsteadof the bestone from eachn-ISP selection.
Figure 10(b) shaws the resultsfrom medianselection.For 2-
, 3-, or 4-ISP selections,choosingthe medianset insteadof
the bestone measurablydegradespath diversity. This implies
that careful selectionof ISPsis important, especiallywhen
only a smallnumberof ISPsareselectedtheretypically exist

“bad” ISPsand we needto Iter them out. In contrast,with
morethan4-1SP selection the choiceof ISPsdoesnot matter
much. This is dueto the fact that aswe increasethe number
of ISPs,it is morelikely thatthe “good” ISP will beincluded
in the mediancombinations.Overall, this analysisprovides
administratorawith systematictools to choosethe properset
of ISPswithin their budgetand ISP contractlimitations.

Finally, we examine how the selectionof an ISP affects
lateng. We select3 routersfrom eachlSP asa representatie
using our lateng/-basedclusteringmethod,and comparean
individual ISP for 100*(100+100s0ourceanddestinatiorpairs.
In Figure 11, eachline exceptthe two leftmostlinesindicates
selectionof anindividual ISP The leftmostline representshe
optimal casewherewe intelligently (or dynamically)selectthe
bestISP dependingon the sourceanddestination.The second
leftmostline correspond$o directinternetpaths.In contrasto
pathdiversity, 1-ISP selectioncan performaswell asthe full
deployment and the direct Internetpaths.Hence,we believe
thatthe choiceof ISP doesnot matterwith respecto lateng.
This obsenationis the exactoppositeof the previousresultsin
Sectionlll-B. Recallthatin that section,we performedintra-
ISP analysis—wesvaluatedindividual routersinsidethe same
ISP In that analysis,we found that eachrouter shovs very
different patternsof lateng and henceselectionof overlay
nodesinside the ISP becomescritical. This is mainly due
to the broad range of their geographicallocations. Overall,
we concludethat with respectto lateng, which ISP each
router belongsto is not critical. Instead,other factorssuch
as geographicalocationare more important.

IV. SINGLE VS. MULTI-HOP OVERLAY ROUTING

Existing overlay networks suchas[13], [14] require addi-
tional complicatedrouting mechanismsat the overlay layer
on top of IP routing mechanismsFor example, RON[13]
adoptsa link-state routing protocol betweenoverlay nodes
with short-intenal probeswhich hampersscalability This ar
chitecturetradeghe overheadf suchshort-intenal probesand
additionalrouting for prompt outagedetectionand recovery.
However, the authorsof RON obsered that a majority of the
path outagesin their experimentalresults were avoided by
detouringthroughonly a single overlay node.In this study
we complementheir studiesby providing measurement-based
veri cation insteadof anecdotalbbsenation to concludethat
single-hop overlay routing performs as well as multi-hop
routing in terms of both availability and performance.By
adoptingsingle-hoprouting, we neednot exchangerouting-
related data betweenoverlay nodes.In addition, thereis no
extra delay from paclets transiting multiple overlay nodes,
making this solution more scalable.

The rst part of our analysiscomparesthe path diversity
provided by a single-hop overlay path with the diversity
provided by multi-hop overlay paths. In this analysis, we
again rely on the two data sets,D; and D,, describedin
Sectionlll-A. For eachpair of the sourceand destination,s
andd, direct path DPs.4 correspondgo the traceroutefrom
s to d. The single-hopoverlay path, SPSi;d, through overlay



= —
ST

= ===
[T~ S S S S SN [

(a) 100th Percentile(the bestselection)

(b) 50th Percentile(medianselection)

Fig. 10. Would having more ISPsprovide signi®cantpath diversity gains?

1009

90%)

70%— —

6%~ o Multi-hop overlay paths |

#—* Single-hop overlay paths

Cumulative fraction of samples

100% : ! .

90%; ¥ —
80%; i n
0% 7 B
60%; ;
50%; / ’ —
40%; / ]
won ) i
o oo Direct internet path

«— Single-hop overlay path I
»— Multi-hop shortest overlay path

20%[—

Cumulative fraction of samples

10%—

0 | | | L
% 1 2 3 4 5
Number of shared routers (excluding destination AS)

(a) Path diversity

| | |
200 300 400
Round trip time (msec)

L 1
0 100 500

(b) Lateny

Fig. 12. Singlevs. multi-hop overlay paths

nodei is composedof two measurementsone from s to i
andthe otherfrom i to d. For the multi-hop path,we compute
the optimal overlay path, M Ps.q4, by assumingthe best-case
scenario:1) the sourcenode always chooseghe bestingress
overlay node with the least numberof overlappingrouters,
2) the bestegressnodeto the destinationis always selected,
and3) the pathbetweenthe selectedngressand egressnodes
doesnot experienceary overlapping.lt is possiblethat we
undercounthe numberof sharedoutersof this bestmulti-hop
path. However, this underestimationis safe becausewe are
using the multi-hop scenarioas an upper bound comparison
to the single-hopcase.

The two lines in the graphin Figure 12(a) representthe
pathdiversity of the single-andthe optimal multi-hop overlay
paths. We obsenre that a single-hop overlay path provides
nearlythe samedegreeof pathdiversity for mostdestinations
asthe optimal multi-hop overlay path does.This implies that
whenthe direct Internetpathfails, single-hopoverlay backup
pathsare almostasreliable as multi-hop paths.

Next, we comparethe lateng/ of a single-hopoverlay path

with the lateny of the optimal overlay path (i.e., shortest
overlay path). The latengy of a single-hopoverlay path is

computedby adding the roundtrip times of two paths: one
betweerthesourceandanoverlaynode,andthe otherbetween
the overlay node and a destination.For the optimal multi-

hop overlay paths,we calculatethe shortestroundtrip time

for all overlay paths.For this calculation,we performanother
measurementwe initiate ping probesamongoverlay nodes
(i.e. 232*232 probes)in addition to probesbetweenoverlay
nodesandendhostsWe assignthis roundtriptime information
as a weight to eachvirtual link betweenoverlay nodes,and
run SPF(ShortestPath First) calculations Figure 12(b) showvs

the lateny distribution of the direct Internet path, single-
hop, and shortestmulti-hop overlay paths. We obsene that
single-hopoverlay pathsimprove lateng for a large fraction

of source/destinatiopairs comparedwith the direct Internet
pathsand performaswell asthe shortestmulti-hop paths.

Overall, we verify that in most casessingle-hopoverlay
pathswill sufce with respectto both path diversity and la-
teng. Thisanalysigesultcomplementgrior studieq13], [15]
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by providing measurement-basegtri cation and insightsto
shaw thatsingle-hopoverlayrouting performsaswell asmulti-
hop routing in terms of both availability and performance.
Recentwork from University of Washingtor{33] con rms our
obsenation.Takinga cuefrom this analysiswe adopta simple
but effective single-hoprouting mechanismin our proposed
topology-avare overlay framework. Single-hoprouting does
not require any complex routing mechanismsat the overlay
layer. Overlaynodesn the single-hoproutingapproackcanbe
consideredis“relay” nodeswhich only forwardthe pacletsto
destinationswithout making ary routing decision.In contrast
to existing overlay networks, theserelay nodesdo not needto
exchangerouting-relatecbacletswith eachother In addition,
thereis no extra delay from pacletstransitingmore thanone
overlay node, making the single-hoprouting solution more
scalable.

Furthermorewe believe that by combiningtopology-avare
nodedeployment,the single-hoprouting mechanismbecomes
moreeffective in recoveringfrom pathoutagesandcongestion
problems Sinceour nodeplacemenstratgiesensurehateach
relay nodeis diversefrom every othernode, it is very likely
that a proper relay node can be found which successfully
provides a viable alternatepath over the failed path. Also,
sourcenodescantake advantageof thetopologyhintsprovided
off-line to effectively selectthe mostdiverserelay node for
eachdestination.We believe that this topology-avare single-
hop routing is applicable to both reactve and multi-path
overlay routing, enhancingavailability and performancewhile
reducingassociateaosts.

V. EVALUATION

In this section,we evaluatethe proposedtopology-avare
overlay framavork by examining how well the proposed
framawork canrecover from network failure eventsin thereal-
world. In particular we staticallychoosea subsetof ISPsand
routersbasedon the clusteringmechanismsombining path-
diversity and lateng/, and we adoptthe proposedsingle-hop
routing. Note that the datasetsusedin Sectionslll and IV
aresnapshot®f topologyandlateng, but they do notinclude
logs of failure events.In contrastthe evaluationplatformused
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in this sectioncapturesreal-world failure eventsin real-time.
With this platform,we areableto quantify how mary network
outagescan be avoided by using our proposedrramework.

Our evaluationmethodologyis illustratedin Figure 13. We
gatherdataon the end-to-endconnectvity of direct Internet
pathsaswell asoverlay pathsbetweenPlanetLabnodesover
two periodsin April 2004. To monitor the direct Internet
path, eachPlanetLabnodedirectly sendsprobesto randomly
selecteddestinationsat shortintenvals, without going through
ary intermediateoverlaynode.Eachnodeindependentlygends
ping probesand sleepsfor a randomperiod of time between
5 to 10 seconds. Whenthe probefails, the nodeimmediately
re-sendsat most three more probesat shorterintervals (less
thanl second)We de ne pathfailure asfour consecutie lost
probes(one original probe + three additional probes).When
eachnodedetectsa pathfailure, it logs the obsened outages
of the directpathandalsochecksif the indirect overlay paths
to the destinationare available at that time. To check the
availability of indirect paths, each PlanetLabnode triggers
two setsof probes:1) from itself to overlay nodesand 2)
from overlay nodesto destinations.To perform the second
setof probeswe take advantageof ping utilities provided by
looking glassesrom 10 ISPs.After the probesof the overlay
pathare complete the sourcenodesendsanotherprobealong
the direct Internetpath to the samedestinationto make sure
thatthe directInternetpathis still down. We considera hostto
have failedif it stopssendingprobesfor morethan10 minutes,
andwe discardprobeslost due to hostfailure from our data
sets?

In Figure 14, we showv the evaluation results at the ISP
level. Theleft andright groupsof barsrepresentwo different
experimental periods, April 12-15 and April 28-30, 2004,
respectiely. In eachgroup, we presentthe resultsfrom full
deployment, 2-ISP deployment, andindividual deploymentat
seven ISPs® For 2-ISP deployment, we use the same set

4Sincewe take adwantageof public looking glassesye put limitations on
the proberateto avoid overloadingthem.

5We excludetop 100 web sitesin this evaluationbecausave are unableto
checkif the web site itself fails.

6We exclude three ISPsin the evaluation becausethe looking glassesof
theselSPswere not stableduring theseperiods.
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of ISPs throughoutall time periods—we statically pick 2
ISPs basedon measurementg Sectionlll-C. Eachbar on
the graphrepresentshe percentagef successfullyrecovered
path outagesWe obsenre that eachindividual ISP providesa
differentamountof failurerecovery rangingfrom 65%to 83%.
Thisimpliesthatthe choiceof ISP cansigni cantly impactthe
behaior of the overall system.This evaluationis consistent
with our analysisin Section lll-C in that ary single ISP
doesnot provide the bestpath diversity for every sourceand
destinatiorpair. Ontheotherhand by deploying overlaynodes
atall 7 ISPs(i.e., full deployment),we canimprove recovery
to 87%. More interestingly 2-ISP deployment provides the
samedegree of recovery as full deploymentin both periods
of experiments.This indicatesthat a carefully selectedsubset
of ISPs can perform as well as full deployment throughout
different time periods.Note that in the period of April 12-
15, Level 3 contributes signi cantly to the full deployment.
However, this doesnot necessarilymeanthat we only needto
useLevel 3 for constructingoverlay networks. Considerthe
other experimentalresultsfrom the April 28-30data.In this
period,adifferentISP (i.e., Qwest)contritutessigni cantly to
the full deployment. This obsenation indicatesthat the best
performing ISP changesover time dependingon where link
failures happen.Hence having all 1SPs deployed (i.e., full
deployment) would provide the best recorery performance.
However, one of the goals in this paperis to maximize
availability and performancewhile also minimizing deploy-
mentcosts.In summarythe resultin Figure 14 validatesour
argumentthat choosinga static set of k ISPs basedon the
proposedneasurement-basetlisteringheuristicscanachieve
similar failure recovery as full deployment over all possible
failures,regardlessof time period.

In the next setof graphsshawn, in Figure 15, we evaluate
the overlay nodesinside a single ISP Without loss of gen-
erality, we shav the evaluationresultsfor Sprint and Qwest
during the period of April 12-15.In eachgraph,we present
the results from full deployment, 6-cluster deployment, 3-

clusterdeployment, and individual deploymentat eachof 28
(or 22 in Qwest)routers.For 6- and 3-clusterdeployment,we
usethe sameset of routersthroughoutall time periods—we
statically pick 6 (or 3) routersbasedon the measurements
in Section llI-B. We obsere that each router provides a
different amount of recovery. Also, we see that 3-cluster
deployment provides almostthe samedegree of recovery as
full deployment. Note that 3-cluster deployment in Sprint
gives slightly worse performancethan some well-behaing
individual routers.This is explainedby the fact that 3-cluster
deployment does not include these well-behaing routers.
While our static choiceof threeoverlay nodes(i.e., 3-cluster
deployment) doesnot include the best performing nodesin
the study of Sprint, this 3-clusterdeploymentprovidesalmost
the samedegreeof resilienceasfull deployment.Overall, we
believe thatour algorithmfor choosingoverlay nodesprovides
a similar degree of resilieny as full deployment over all
possiblefailures,regardlessof time period. Recall that while
a more dynamic choice of overlay nodes(full deployment)
would provide better performancewe attemptto maximize
resilieng while minimizing deploymentcosts.

Thereis anotherissuewe shouldaddressMarny PlanetLab
nodesare placedat Internet2institutionswhich are connected
to the Abilene backbone.Abilene is a backbonenetwork
available for communicationbetweenuniversities participat-
ing in Internet2.The direct Internet pathsbetweeninternet2
memberdravel the Abilene backboneHence,we suspecthat
most overlay nodesat commerciallSPsare likely to shov a
similar degreeof outagerecoveryfor link failureshappeningn
the Abilene backbonebecauseary non-Abileneoverlay node
canrecover from an Abilene failure. If we extend our study
to include more non-Internet2membersas destinationswe
expect that eachoverlay node and ISP would shav a wider
rangeof recovery patterns.

Overall, these evaluation results shov that the proposed
approachis able to react and recover from about 87% of
path outageswhich is a signi cant amountof improvement.



Recall that existing overlay networks were unableto avoid
about 50% of path outages[15]. Even if this study useda
different evaluationplatform, the amountof improvementby
our proposedrramenork is still signi cant. Also, we obsene
that our proposedheuristicsfor choosingISPs and overlay
nodesprovide almostthe samedegree of resilienceas full
deploymentover all possiblefailures.

VI. CONCLUSION

Overlay networks arewidely studiedapproachesaimingto
leveragethe inherentredundang of the Internets underlying
routing infrastructureto enhanceend-to-endapplicationper

formanceand availability. However, the effectivenessf these

overlay networks dependson the natural diversity of overlay
paths.

In this paperwe presente@ novel architecturdor topology-
aware overlay networks to maximize path diversity without
degrading lateng. First, we proposedseveral heuristicsfor

overlay node placementbasedon analysisof extensie data

collection from various vantagepoints. We showved that the
proposedclustering-basedeploymentreducedthe numberof
overlay nodesrequired but kept a high level of availability
and performanceWe believe that this off-line analysisstudy
gives guidanceto administratorgo explicitly chooseoverlay
nodesby consideringunderlyingtopology Also, we provided
measurement-baseeri cation thata single-hopoverlay path
provided the samedegree of path diversity as the multi-hop

overlay pathdid for morethan90% of sourceand destination

pairs. Applying single-hoprouting in our framework, we are
ableto signi cantly reducethe overheadf extra routingat the
overlay layer and also decreasedelaysin transiting overlay

nodes.Finally, we shaved that about 87% of path outages

were avoided by the proposedapproachin our real-world
evaluationstudy Although the proposedarchitecturegargeted
the applicationmodel with communicationsamong“known”

(or pre-ragistered)networks, we believe that this architecture

canbe easily extendedfor more generalcommunications.

Overall, the resultsin this paperunderlinethe importance

of topology-avarenessn overlay networks and direct future

researchfor enhancingend-to-endapplication performance

andavailability. We alsobelieve that the conceptof topology-

aware overlay networks is directly applicableto peerto-peer

applicationsand network security
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