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Physical Scatterers
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Figure 2. Physical point scattering model.

Hm;l = ∑
n

e2πi[dRx;m(n)+dTx;m(n)]

dRx;m(n)dTx;m(n)
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Receiver Model

Received signal inl -th frame (t = 1; : : : ;T)

[xl
t1; : : : ;x

l
tn] =

p
η[sl

t1; : : : ;s
l
tm]

2
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hl
11 � � � hl

1n
...

...
...

hl
m1 � � � hl

mn

3
7775+[wl

t1; : : : ;w
l
tn];

or, equivalently

Xl =
p

ηSl Hl +Wl

� Xl : T�N received signal matrices

� Sl : T�M transmitted signal matrices

� Hl : i.i.d. M�N channel matrices�Cl N (0; IM

N
IN)

� Wl : i.i.d. T�N noise matrices�Cl N (0; IT

N
IN)

3



RF Demod

RF Demod

RF Demod

Codeword Space
Time

Decoder

D/A

mux
Estimator

demux

Space
Time

Encoder

RF Mod

RF Mod

A/D

Transmitter

Receiver

S(t)

S(t)^
^

a(t)

Source

a(t)

T x M matrix

T x N matrix

Figure 3. Space-time transmitter/receiver.
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Space-Time Coding
� Block coding: L codewords from a symbol alphabetS � Cl T�M

j S1 j S2 j � � � j SL j

� Random Block Coding: coder generatesSl at random fromS
according to probability distributionP(S) 2 P .

� Objective: Find optimal distributionP(S) overP to:

– maximize avg. information rate (achieve capacity)

C = sup
P(S)

E[lnP(XjS)=P(X)]

– maximize sequentially-decodable rate (achieve cut-off rate)

Ro = sup
P(S)

E[expf�ND(S1kS2)g]

� Transmitter constraints: average power, peak power, other?
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Figure 4. Capacity for informed transmitter and receiver (IT-IR).
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Figure 5. Capacity loss due to uninformed transmission (UT-IR).
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Figure 6. Capacity loss due to T/R channel estimation errors.
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Link Capacity: avg power constraint: tr(E[SS†])� Po
(1): Informed transmitter (IT) and informed receiver (IR) capacity:

C = E
"

sup
PS

logP(XjS;H)=P(XjH)
#

= TE

"
sup

Σ:trfΣg�Po

ln

���IN +ηH†ΣH

���
#

= TE

h

ln

���IN +ηH†ΣpowH

���i= T ∑
i

E

�
(logµλi)
+�

� Capacity achieving sourceS � N (0; IT
N

Σpow)

Σpow =UDU†; D = diag
�

(µ�1=λi)
+
�

λi = eigs

�

HH†

�

µ : tr(Σpow) = Po
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Figure 7. Optimal STC for informed-transmitter informed-receiver
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(2): Uninformed transmitter (UT) and IR capacity

C = sup
PS

E[logP(XjS;H)=P(XjH)]

= sup
Σ:trfΣg�Po

TE

h

ln

���IN +ηH†ΣH

���i

= TE

h
ln

���IM +η

0

HH†

���i

whereη0
= ηPo=M

Capacity achieving source

S � N (0; cIT
O

IM)
wherec= Po=M
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Figure 9. Optimal STC for uninformed-transmitter informed-
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(3): UT-UR: H unknown to either T/R

C3 = sup
PS

E

�

logPXjS(XjS)=PX(X)
�

Capacity achieving source

S � VΛ

where

*Λ: non-negativeT�M block-diagonal matrix

*V: unitaryT�T matrix

*Λ andV independent

* Λ†Λ = Po
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Figure 10. Optimal STC for uninformed-transmitter uninformed-
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Rician Channel Model

Rank One Specular Component
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Received
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Figure 11. Specular and diffuse channel components.
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Rician Channel Model
� Combined Rayleigh and Specular Multipath Fading:

H =
p

1� r G+
p

r Hm

– Gmn are i.i.d.CN (0;1)
– Hm deterministic matrix such that trfHmH†

mg= NM

– r fraction of channel energy devoted to specular component

– Hm known to both the transmitter and receiver

– G not known to the transmitter

� After unitary spatial transformation at T/R:Hm = [D;0]
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Rician Capacity: Rank oneHm known to T/R

Hm =
p

NM eMeT
N =

2
6664

p

NM : : : 0
...

...
...

0 : : : 0

3
7775

UT-IR Capacity:

CH = max
l ;d

TE logdet[IN +ηHΛ(l ;d)H†]

where

Λ(l ;d) =
2

4 M� (M�1)d l1M�1

l1†
M�1 dIM�1

3
5

� d is a positive real number such that 0� d�M=(M�1)

� l is a complex number such thatjl j �
q

( M
M�1 �d)d
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Optimal UT-IR Rician Link
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Figure 12. Optimal STC for Rician uninformed-transmitter

informed-receiver
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Information Security: Interference Resistance

Hypothesis: random interferers

Informed Transmitter (IT) and Informed Receiver (IR)

C = TE

"
sup

Σ:trfΣg�Po

log

�
IN +η(I +R)�

1
2 H†ΣH (I +R)�

1
2

�#

Uninformed Transmitter (UT) and IR

C = T sup
Σ:trfΣg�Po

E

h

log

�
IN +η(I +R)�

1
2 H†ΣH(I +R)�

1
2

�i

WhereR is N�N interference spatial covariance matrix at receiver
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Figure 15. Normalized capacity for no interferers, cooperative in-

terferers, and un-cooperative interferers.
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Information Security: Eavesdropper Resistance

Hypotheses:

1. Subscriber links haveinformedtransmitters/receivers (IT-IR):

� HTR is known to both parties over a hop

� Training generally required to learn channel

� Feedback required to inform transmitter of channel

2. Eavesdropper link hasuninformedtransmitter (UT)

� HTE unknown to transmitter

� S, HTE may be known or unknown to eavesdropper

� Modulation type, signal constellations, source density, may be

known to eavesdropper
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Eavesdropper Performance Measures

1. Pe eavesdropper error rate for detecting known signalS= son
link

PF = P(Λe > γjS= 0); PM = P(Λe < γjS= s)

2. PF , PM = 1�PD: eavesdropper error rates for detecting any
activity on link

PF = P(Λe > γjS= 0); PM = P(Λe < γjS 6= 0)

3. Ce = supPS
I(S;Y): eavesdropper link capacity

4. Pe
sde(K): eavesdropper symbol intercept error rate

Pe
sde= P(Ŝe 6= S)
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Computational Cutoff Rates

Ro(H) = sup
PSjH

� ln

Z Z

S1;S22Cl T�M
dPSjH(S1)dPSjH(S2) e�ND(S1kS2)

1. T/R Informed cutoff rate:H known to both T/R

D(S1kS2) =

η
4

tr

�

H†(S1�S2)

†(S1�S2)H

�

2. R informed cutoff rate:H known to R only

D(S1kS2) = ln
���IT +

η
4

(S1�S2)(S1�S2)

†

���

3. Uninformed cutoff rate:H unknown to either T/R

D(S1kS2) = ln

���IT + η
2(S1S†

1+S2S†
2)

���r���IT +ηS1S†
1

��� ���IT +ηS2S†
2

���
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LPI: Uninformed Eavesdropper Lockout Capacity

Lock out condition:Ce = 0

Note: lock out occurs if transmitted signal constellationfSig satisfies:

SiS
†
i = A; 8 i

Examples:

� Doubly unitary codes (T �M):

S†
i Si = IM; SiS

†
i =

2
4 IM O

O O

3
5

Instances

– Square unitary codes (T = M): SiS
†
i = S†

i Si = IM
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– Space time QPSK: Quaternion codes (T = M = 2):

S =
8<

:�
2

4 1 0

0 1

3
5 ; �

2
4 j 0

0 � j

3
5 ; �

2
4 0 1

�1 0

3
5 ; �

2
4 0 j

j 0

3
5

9=
;

� Constant (spatial) modulus (CM) codes(T = 1):

Si = [S1i ; � � � ;SMi ]

trfSiS
†
i g= kSik2 = 1

Note 1: Q. How much subscriber capacity does lockout cost?

A. Dimensionality analysis(T = M):

ConstraintSiS
†
i = A reduces coding d.f. by factor

ρ =

M(M+1)=2
M2 � 1=2
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LPD constraints

The eavesdropper must make a decision between

H0 : Xi =Wi ; i = 1; : : : ;L

H1 : Xi = SiHi +Wi ; i = 1; : : : ;L

His minimum attainable detection error probability has exponential rate

liminf
L!∞

1
L

lnPe = ρ

ρ = inf
α2[0;1]

lim
L!∞

1
L

ln

Z

f 1�α
H1

(X) f α
H0

(X)dX

� ρ is Chernoff error exponent (ρ � 0)

� ρ is minimalα-divergence between densitiesfH1 and fH0

� Chernoff exponent is achieved for Bayes test
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SH-informed Eavesdropper

When eavesdropper knows transmitted sequenceS= s= fs1; : : : ;sLg and

channel sequenceHTE = fH1; : : : ;HLg

H0 : S= 0;

H1 : S= s

ρ = lim
L!∞

1
L

L

∑
i=1

ρ(Hi ;si)

where

ρ(Hi ;si) =�η2
e

4
trfsiHiH

†
i s†

i g:
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LPD transmitter strategy : Attain E[supP(S) lnP(XjHTR;S)=P(XjHTR)]

subject to constraint on LPD (ρ)

� WhenHi = HTE are i.i.d. Rayleigh channels:

ρ =�η2
e

4
E[trfSiS

†
i g]:

Relevant LPD constraints on Transmitter are:

� Peak power constraint:

trfsis
†
i g � Popk

� Average power constraint:

tr

n

E[SiS
†
i ]

o
� Po
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S-Informed Eavesdropper

When eavesdropper knowsS, but notH, α-divergence is

ln

Z

f 1�α(XjS= s) f α
H0

(XjS= 0)dX =

L

∑
i=1

ln

jIT +ηesis
†
i j1�α

jIT +ηe(1�α) sis
†
i j

Asymptotic development:

ln

jIT +ηesis
†
i j1�α

jIT +ηe(1�α) sis
†
i j

= �α(1�α)η2
e

2
trfsis

†
i sis

†
i g+o(η2

e):
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Low SNR scenario

Low SNR representation for the Chernoff error exponent

ρ =�η2
e

8
1
L

L

∑
i=1

trfsis
†
i sis

†
i g+o(η2

e):

Transmitter Strategy:

Attain E[supP(S) lnP(XjHTR;S)=P(XjHTR)] subject to either

� Peak 4-th moment constraint:

trfsis
†
i sis

†
i g � P4pk;

� Average 4-th moment constraint:

trfE[SiS
†
i SiS

†
i ]g � P4avg;
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Uninformed Eavesdropper

When eavesdropper knows neitherSnor H

H0 : S= 0;

H1 : S 6= 0

� α-divergence not closed form

� Multivariate Edgeworth expansion off (XjS 6= 0)

ln

Z

f 1�α(XjS 6= 0) f α(XjS= 0)dY (1)

= ln

���IT +ηeSS†

���1�α

���IT +ηe(1�α)SS†

��� +

α(1�α)2η2
e

8
σt;uκt;u;v;w(X)σv;w+o(η4

e)
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κr;s;t;u(X) is received signal kurtosis and

σt;uκt;u;v;w(X)σv;w

= η2
e3N

T

∑
k=1

M

∑
t;u;v;w=1

cov(skt;sku)cov(sktsku; skvskw)cov(skv;skw)

Observe

� Skewness ofX is always zero for Gaussian channel

� Kurtosis tensor product depends on 4th moment of source:

cov(sktsku; skvskw) = E[sktskuskvskw]�E[sktsku] E[ skvskw]� 0

� First term in (1) dominates for low SNR
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Uninformed Eavesdropper: Low SNR

ρ = min
α2[0;1]

�
�α(1�α)η2

e

2
trfSS† SS†g+o(η2

e)
�

= �η2
e

8
trfSS† SS†g+o(η2

e)

Transmitter strategy:

Attain E[supP(S) lnP(XjHTR;S)=P(XjHTR)] subject to

trfSS† SS†g � P4avg

� Equivalent to constrainingS to Gaussian source with

trfSS†SS†g � P4avg=3
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LPD-constrained Capacity

Proposition 1 The LPD-constrained capacity Clpd for the T/R informed

link is

Clpd = TE
h

ln
���IN +ηrH

†ΣlpdH

���i= TE

2
4log

0
@

q

1+µλ2
i

2

1
A

3
5

� Attained byS �N (0; IT
N

Σlpd)

� Σlpd =UDU†, D = diag(σi),

σi =
q

1=λ2
i +µ�1=λi

2
; (2)

� µ> 0 is a parameter such that∑i σ2
i = P4avg.
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Note:
� eigenstructure ofΣlpd is matched to modes ofH.

� power-optimal waterpouring solution isnot LPD-optimal

� q
M trfE[SS†SS†]g � tr

n

E[SS†]
o

Conclude: kurtosis constraint also constrains avg power

However: kurtosis constraint produces qualitatively different optimal

source distribution.
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Figure 16. Optimal source spectra: SNR= 20dB;M = N = 32
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LPD: Tradeoff Study

Define

Ic(Σ) = TE

h

ln

���IN +ηrH
†ΣH

���i

1. IT-IR LPD-CapacityIP4avg(Σlpd)

2. Loss in power-constrained capacity due to LPD constraint

IPo(Σlpd)=IPo(Σpow) (3)

3. Loss in LPD-constrained capacity due to power constraint

IP4avg(Σpow)=IP4avg(Σlpd) (4)
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Figure 17. IT-IR LPD-constrained capacity (N= M)
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Figure 18. Loss in power-capacity due to LPD constraint (N= M)
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Figure 19. Loss in LPD-capacity due to Pavg constraint (N= M)
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Comments
� For no transmit diversity (M = 1) there is no loss in capacity

� loss increases as more antennasM are deployed by eavesdropper and

client

� loss decreases as SNRηr increases

� asηr decreases to -20 dB loss flattens out.
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Conclusions

1. For Rician channel T transmits rank-1 component at low SNR

2. Capacity for physical scattering is less optimistic than for Rayleigh

3. High-power interference reduces degrees of freedom (number of

useful channel modes)

4. LPD- and LPI- constrainedsecurechannels are different fromopen

channels

5. For uninformed eavesdropper 4th moment constraint constrains LPD

6. LPD-constrained information rate advantage increases with M
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