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The demand for trusted and tamper-resistant computingTo better blend into the host system, Trojan horses must be
platforms has placed security at the leading edge of reBeamuch smaller in size and power profile than genuine compo-
and industrial practice. Reported hardware-security ditea nents. This can be achieved by tailoring exploits to a specifi
have already led to loss of confidential information, idignti host system, as was done in most documented cases. If the host
theft, intercepted cellular communications, and IP buggla system is an IC, thentaigger can be implemented as a digital
Our work demonstrates that ICs can be easily compromiskedjic circuit, memory can be implemented using sequential
by tampering with CAD tools or scripts that run these tooldpgic, and the payload would depend on the application. In
suggesting that developing effective countermeasuremstgaparticular, some parts of the host system can be alteredj usin
such attacks is a major research challenge. Our work riultiplexer gates, or turned off (gated).
especially relevant to industrial uses of open-source EDA.  Avoiding Detection. Trojan horses in ICs may be viewed

Introduction. Breaches of hardware security facilitate nu@S design errors that alter observable behavior, and atrgte fi

merous attacks on electronic systems that imperil importat{9nt appear detectable by standard design verificatioriesid
and ubiquitous applications. For example, in Beeek cell- Procedures. However, such detection is surprisingly easy t
phone tapping casef 2004-2005 [6], a still-unknown entity aVO.Id by using a .hldden binary counter thqt would kgep the
tapped personal cell phones of many top Greek governmJﬁ‘PJan horse inactive for long enough to survive mar?ufanng.
officials. In another system break-in, a New York City redstest. A threshold of several hours to several weeks is seifftci
ident installed software key loggers at public computers K 00l éven extremely rigorous testing procedures. Theesam
Kinko's to steal credit card numbers [5]. The key |Oggert§_chn|que would prevent many sequent_lal verification tech-
went undetected for nearly two years, but eventually thekroidues, such as Bounded Model Checking (BMC) and even
was caught red-handed and pleaded guilty to computer fraﬁapulauon, from catching altered behavior. In pamcu.BNIC .
Insertion and avoidance of such software-baegan horses 'S limited to a small number of clock cycles, and simulation
has been an active area of research for many years [8]. WHfig°rders of magnitude slower than the actual IC. _
software exploits can be often caught by anti-virus program 10_Prévent accidental triggering of a Trojan horse in a
and can be purged by reinstalling the OS, hardware eprWQrklng system, an additional secret combination can be use
are more difficult to detect and remove. Recent work. iffat is unlikely to occur in normal circumstances. Without
collaboration with IBM, focuses on detecting Trojan horse3Ch @ combination, the device will operate normally and no
inserted by manufacturers into IC masks [1]. evidence of the Trojan horse will be present in the IC’s otgpu
) ) ) o One may think that tools and methods that examine the

A major concern raised by our work is that similar keyjrc\it might detect exploits. And yet a Trojan horse may be
loggers and Trojan horses canplanted in integrated Circuits | nophservable to design for test (DFT) constructs such as sca
during the design flovand remain undetectable. They may bgpains. A better alternative is to inject the Trojan horse in

activated by secret combinations through the network withog,e gesign before ATPG, so that the generated input patterns
risk to the perpetrator, or through physical contact betWeggg; the Trojan horse for faults as well. Carefully checking
the adversary and smartcards, RFIDs, e-cash, etc. the generated patterns against the intended function ofcthe
We demonstrate how Trojan horses can be planted irdfter manufacturing might reveal the Trojan, but this isallsu
ICs by maliciously altered logic CAD tools and simple preimpractical for large circuits, and test compression makes
/postprocessing scripts. Concerns about sabotaged tesls impossible to analyze expected responses.
come more relevant as the industry embraces open-sourcénjecting Trojan Horses. We point out that Trojan horses
EDA initiatives. As pointed out by Ken Thompson [8], openean be injected at nearly any point in the design flow from
source software can make it easy to alter any given tdolgic synthesis to design for test (DFT) — either (1) by the
(using its original source code) and surreptitiously repléhe CAD tools themselves, or (2) by the scripts that run them. The
binary used at a particular site. We outline several vasiafit latter technique can be used with commercial tools, butcainn
such attacks and discuss countermeasures, mostly short-tewoke the primitives available during optimizatiérScripts
patches, with the purpose of articulating this arduouslehge can plant Trojan horses during preprocessing — by editing
to the research community. Verilog — or during postprocessing — by altering the gate-



level netlist. Preprocessing appears easier becauseriaply “magic” numbers, but can also be implemented strictly

involves editing ASCII text, and allows the injected Trogao with bit manipulations, as illustrated by the IWLS 2005
better blend into the synthesized netlist and circuit tedhgy. OpenCores benchmarkses_cor e andsyst entaes.
In all cases, downstream back-end optimizations will ttbat An implementation of S-boxes can be detected using
Trojan horse as a regular circuit module, making it paraciyl combinational equivalence checking, although for 8-bit
difficult to detect by inspection. circuits, bit-parallel exhaustive enumeration will do.@@n
To inject a Trojan horse, one first detects a target circuit detected, S-boxes in AES can be compromised by using
such as a particular cryptography or communication priraiti published fault-injection methods [3], [4].
that can be compromised. Detection can be accomplished  Countermeasures & Summary. As we have demonstrated,
« by pattern-matching in Verilog (discussed below), Trojan horses can be easily injected into IC designs during
« by matching unusual sub-circuits, the design flow. By remaining inactive for a long time,
such as bit permutations between registers, they become practically undetectable. Therefore, we ssigge
« by combinational equivalence checkihg. countermeasures based on thaamic verificatiorparadigm

An identified pattern or subcircuit can then be replaced wiflom [9], with the key insight that checking the results of a
a compromised copy. We illustrate these concepts for stipmputation can be easier than performing the computation.

dard cryptography circuits, which are among the hardest 1€ Work in [9] shows that the results produced by a micro-
compromise. processor can be checked at full speed by a small module.

Case Study: Crypto Circuits. Cryptographic circuits use When a discrepancy is detected, the main processor falls bac

numerous XOR gates, bit shifts, bit permutations, andmtisti ©" & slow but surely-correct implementation, thus toleati

tive, well-known constants. These are easy to detect ard alf2re miscalculations. We adapt dynamic verification to bard
compromising the original functionality. IC designs against Trojan horse injection by checking vital

. “Magic’ numbers used in standard pseudo-random nu statistics of the primary IC,_e.g., sufficient ranqlomness of
ber generators (PRNGS), cryptographic hashes and rBIJ_?NGS. When an anoma]y is (.jete.cted, th_e main IC s_hould
hers are easv targets ’for alteration. PRNGs are 6$ shut down until further investigation. While this teaiuné

P y targ ' es not prevent sabotage, it may prevent subtle eavesdmppp

partlcular interest to security because randomization éS d Ieakage of keys. To enhance security, the checkers must

used to defeat_ many type_s .Of attacks, such as leferentbae synthesized using different tools, or be simple enough no
Power Analysis [7]. Depriving a PRNG of randomnesPO be designed by hand

would re-e_nable those_ attacks [2]. For e>.<ample, a Ilnearln conclusion, we realize that our techniques may only slow
congruential PRNG relies on the fact that its constants Bwn, but not stop a resourceful attacker. Thus the degtribe

relatively prime to produce a pseudo-random sequence. - rch challenge remains open
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1Synthesis tools often use ROBDD packages which can chedkatence 9
of small circuits. SAT-based equivalence checking with thgen-source [0
MIniSAT tool requires only 1000 lines in C.



