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ABSTRACT
ModernIC designshavereachedunparalleledlevelsof complexity,
resultingin more and more bugsdiscovered after designtape-out
However, so far only very few EDA tools for post-silicondebug-
ginghavebeenreportedin theliterature. In thisworkwedevelopa
methodology andnew algorithmsto automatethis debugging pro-
cess.Key innovationsin our techniqueincludesupportfor thephys-
ical constraintsspeci�c to post-silicondebuggingandtheability to
repair functionalerrors throughsubtlemodi�cationsof anexisting
layout. In addition,our proposedpost-silicondebuggingmethodol-
ogy (FogClear)canrepair someelectricalerrors while preserving
functionalcorrectness.Thus,byautomatingthis traditionallyman-
ual debugging process,our contributionspromiseto reduceengi-
neers' debugging effort. As our empirical resultsshow, we can
automaticallyrepair more than70%of our benchmarkdesigns.

1. INTRODUCTION
Due to thehigh complexity of moderndesignsandthe increas-

ing pressureto reducetheir time-to-market, errorsaremorelikely
to escapeveri�cation andareonly foundafterachiphasbeenman-
ufactured.Needlessto say, sucherrorsmustbe�x edbeforetheIn-
tegratedCircuits (ICs) canbeshippedto customers,makingpost-
silicon debugginga crucialstepin thedesignprocess.To this end,
a recentEETimesarticlequotes:“post-silicondebuggingis adirty
little secretthat cancost$15 to $20 million and take six months
to complete”[15]. Indeed,post-silicondebugginghasbecomeone
of themosttime-consumingparts,35%on average,of thechipde-
sign cycle [2]. Given that the market window for many modern
productsis only a few yearslong, thedelaycausedby respinscan
dramaticallyimpactrevenues.Therefore,it is surprisingthatonly
few EDA toolsandalgorithmsaddressthis problem[15].

Post-silicondebuggingis becomingmoreimportantbecausesil-
icon ICs offer several advantagesnot available pre-silicon. One
is that manufacturingdefectsare becomingincreasinglydif�cult
to simulate,including thosecausedby antenna,thermaland in-
ductive effects,aswell asdiffraction patterns.Non-deterministic
effects,suchasmanufacturingvariability, poseeven greaterchal-
lenges. As a result,comprehensive validationof a chip canonly
be performedafter tape-out. In addition, silicon dies allow at-
speedtesting, which is ordersof magnitudefasterthanlogic sim-
ulationandastronomicallyfasterthanelectrically-accuratesimula-
tion. If asuf�ciently strongpost-silicondebuggingmethodologyis
available,morethoroughpost-siliconveri�cation canbeachieved,
enablingthe distribution of morereliabledesigns.Unfortunately,
sucha methodologyis not yetavailabletoday.

Pre-siliconandpost-silicondebuggingdiffer in several signi�-
cantways. First, conceptualbugsthat requiredeepunderstanding
of the chip's functionality often appearin pre-siliconstagesonly,
andsuchbugsmaynot be�xable by automatictools. On theother
hand,post-siliconfunctionalbugsareoftensubtleerrorsthatonly
affect the output responsesof a few input vectors,andtheir �x es
canusuallybe implementedwith very few gates.However, �nd-
ing such�x esrequirestheanalysisof detailedlayout information,
makingit a highly tediousanderror-pronetask. As we will show

later, our work can automatethis process. Second,errorsfound
post-silicontypically includefunctionalandelectricalproblems,as
well asthoserelatedto manufacturabilityandyield. However, is-
suesidenti�ed pre-siliconarepredominantlyrelatedto functional
andtiming errors.1 Problemsthatmanageto evadepre-siliconval-
idation areoften dif�cult to simulate,analyzeandeven duplicate.
Third, theobservability of theinternalsignalsin asilicondie is ex-
tremelylimited. Most internalsignalscannotbedirectlyobserved,
even in designswith built-in scanchains[5], which enableaccess
to sequentialelements.Fourth,verifying thecorrectnessof a �x is
challengingbecauseit is dif�cult to physicallyimplementa �x in
a chip that hasalreadybeenmanufactured. Although techniques
suchasFocusedIon Beam(FIB) exist [19], they typically canonly
changemetallayersof thechip andcannotcreateany new transis-
tors(this processis oftencalledmetal�x ).2 Finally, it is especially
importantto minimize the layout areaaffectedby eachchangein
post-silicondebuggingbecausesmallerchangesareeasierto imple-
mentwith goodFIB techniques,andthereis a smallerrisk of un-
expectedsideeffects.Dueto theseunusualcircumstancesandcon-
straints,mostdebuggingtechniquesprevalentin earlydesignstages
cannotbeappliedpost-silicon.In particular, conventionalphysical
synthesisandEngineeringChangeOrder(ECO) techniquesaffect
toomany cellsor wire segmentsto beusefulin post-silicondebug-
ging. As illustratedin Figure1(b),a smallmodi�cation in thelay-
out thatsizesupa gaterequireschangesin all transistormasksand
refabricationof the chip. To this end,our SafeResynthtechnique
[10] only selectsnetlist modi�cations that requireminimal physi-
cal changes.This philosophyis adoptedin our work to handlethe
unusualconstraintsof post-silicondebugging.

(a) (b) (c)
Figure 1: Post-silicon error-repair example. (a) The original
buggylayout with a weakdri ver (INV). (b) A traditional resyn-
thesis technique �nds a “simple” �x that sizesup the dri v-
ing gate, but it requiresexpensive remanufacturing of the sil-
icon die to changethe transistors. (c) Our physically-aware
techniques�nd a more “complex” �x using symmetry-based
rewiring, and the �x can be implementedsimply with a metal
�x and hassmaller physical impact.

Existing techniquesfor post-silicondebuggingstrive to provide
morevisibility andcontrollability of thesilicon die [2]. Although
1Post-silicontiming violationsareoftencausedby electricalprob-
lemsandareonly symptomsof sucherrors.
2Despitetheimpressivesuccessof theFIB techniqueat recentfab-
rication technologynodes,the useof FIB is projectedto become
moreproblematicat future nodesdueto increasinglydif�cult ac-
cessto lower metallayers,limiting how extensive changescanbe
andfurthercomplicatingpost-silicondebugging.



suchtechniquesaregreataidsto engineers,they do not automate
thedebuggingprocessitself. To addressthis problem,we propose
new algorithmsanda methodologythat facilitate the automation
of post-silicondebugging. Thesetechniquescanbene�t from ex-
isting Design-For-Debugging(DFD) constructsbut canalsowork
well without them. Key innovationsin our techniquesincludethe
supportfor theunusualphysicalconstraintsof post-silicondebug-
ging andthe ability to repairerrorsby subtlemodi�cations of an
existing layout. As illustratedin Figure1(c), our techniquesare
awareof the physicalconstraintsof the designandcanrepairer-
rors with minimal layout and routing changes.To achieve these
goals,wedevelopalgorithmsto identify asmany candidate�x esas
practicallypossible,in termsof netlistandlayouttransformations.
This is importantin post-silicondebugging becauseoften only a
few transformationscansatisfyall thephysicalconstraints.On the
otherhand,we alsoutilize theseconstraintsin our algorithmsbe-
causethey canprunethesearchspaceeffectively dueto theirhighly
restrictive nature.Themaincontributionsof our work include: (1)
a post-silicondebuggingmethodology, calledFogClear, thatauto-
matesthedebuggingprocess;(2) thePARSynresynthesisalgorithm
thatsearchesfor netlisttransformationswhichcanbeimplemented
with limited physicalresources;(3) thePAFERframework thatau-
tomatically diagnosesand repairslogic errorswith minimal per-
turbationto the layout; and(4) the adaptationof symmetry-based
rewiring [8, 12] andSafeResynth[10] for post-silicondebugging
to �nd layouttransformationsthatcanrepairelectricalerrors.Em-
pirical resultsshow that our techniquesareeffective in repairing
designerrorsandcangreatlyreduceengineers'debuggingefforts.

In additionto post-silicondebugging,FogClearcanalsobeap-
pliedto reducethecostof respins.As thedatain [4] suggest,masks
for activedevice layerscontributeabout68%of thetotalmaskcost
at the 100nmtechnologynode. With maskcostsapproaching10
million dollarspersetat the45 nm node(seeFigure2) [26], being
ableto reusetransistormasksgreatlyreducesthecostof a respin.
This canbe achieved usingFogClearbecausethe layout transfor-
mationsit producesonly involve changesin the metal layersand
allow thereuseof the transistormasks.In addition,FogClearcan
acceleratethe post-silicondebuggingprocessandreducethe loss
in revenuecausedby delayedmarket entry.

Figure 2: Estimated mask set costs at differ ent technology
nodes[25]. The transformations producedby FogClear allow
the reuseof transistor masksand thus reducerespincosts.

The restof the paperis organizedas follows. In Section2 we
describethe currentpost-silicondebugging methodologyand re-
view someDFD techniques. The debugging processusing our
automatedFogClearmethodologyis discussedin Section3. The
componentsof FogClear, thatis, thefunctionalandelectricalerror
repairtechniques,areexplainedin detail in Section4 andSection
5, respectively. Experimentalresultsareshown in Section6, while
Section7 concludesthispaper.

2. CURRENT POST­SILICON DEBUGGING
METHODOLOGY

Josephsondocumentedthemajorsilicon failuremechanismsin
microprocessorsin [16], wherethemostcommonfailures(exclud-
ing dynamiclogic) aredrive strength(9%), logic errors(9%), race
conditions(8%), unexpectedcapacitive coupling(7%), anddrive
�ghts (7%). Another importantproblemat the latesttechnology
nodesareantennaeffects,which candamagea circuit during its
manufacturingor reduceits reliability. Theseproblemsoften can
only beidenti�ed in post-silicondebugging.

Figure3 shows thecurrentpost-silicondebuggingmethodology.
To verify the correctnessof a silicon die, engineersapply a large
numberof test vectorsto the die and thenchecktheir output re-
sponses.If theresponsesarecorrectfor all theappliedtestvectors,
then the die passesveri�cation. If not, then the test vectorsthat
exposethedesignerrorsbecomethebug tracethatcanbeusedto
diagnoseandcorrectthe errors. The tracewill thenbe diagnosed
to identify the root causesof the errors. Typically, therearethree
typesof errors: functional,electrical,andmanufacturing/yield.In
this work we only focuson the�rst two types.

Figure 3: Mainstr eampost-silicondebugging methodology. In
contrast, our proposedFogClear methodology automatesthe
debuggingprocess,and it is shown in Figure4.

After errorsarediagnosed,thelayoutis modi�ed to correctthem,
andtherepairedlayoutmustbeveri�ed again.This processis re-
peateduntil nomoreerrorsareexposed.In post-silicondebugging,
however, it is often unnecessaryto �x all the errorsbecausere-
pairing a fraction of theerrorsmaybe suf�cient to enablefurther
veri�cation. For example,a processormay containa bug in its
ALU andanotheronein its branchpredictor. If �xing the bug in
the ALU is suf�cient to enablefurther testing,thenthe �x in the
branchpredictorcanbepostponedto thenext respin.

In the following subsectionswe �rst describetwo DFD tech-
niquesthat can be usedto facilitate post-silicondebugging. We
thendescribetwo importantstepsin thecurrentdebuggingmethod-
ology, functionalerrorrepairandelectricalerrorrepair.

2.1 DesignFor Debugging
Withoutspecialconstructs,only thevaluesof adesign'sprimary

inputsandoutputscanbeobservedin achip,makingits debugging
extremelydif�cult. As a result,mostmoderndesignsincorporate
a techniquecalled scantest [5] into their chips. This technique
allows engineersto observe thevaluesof internalregistersandcan
greatlyimprove theinternalsignals'observability.

In orderto changethelogic in asilicondie,additionalsparecells
areoftenscatteredthroughoutadesigntoenablemetal�x [17]. The
numberof sparecellsdependson themethodology, aswell asthe
expectationfor respinsandfuture steppings,andthis numbercan
reach1%of all cellsin mass-producedmicroprocessordesigns.Al-
ternatively, Lin etal. [18] proposedtheuseof programmablelogic
for thispurpose.A recentstart-upcompany [2, 27] providesamore



comprehensive solutionthat further improvesthe observability of
silicon diesandenableslogic changesin thedies.In our work, we
assumethatscantesttechnologyis implementedin thedesignand
sparecellsareavailablefor metal�x.

2.2 Functional Err or Repair
If anerroris of functionalnature,engineerscanresortto current

logic error repairtechniques,for instance,the work by Veneriset
al. [22], Yanget al. [24], andour own previouswork [11]. These
techniquescanautomaticallydiagnosedesignerrorsin combina-
tional circuits andattemptto �nd resynthesizednetliststo correct
the errors. These�x escanthenbeusedto repairthe layout,usu-
ally via metal �x. However, implementingthe �x esin the layout
may not alwaysbe a viable solutionbecause(1) theremay be in-
suf�cient sparecells to implementthe resynthesizednetlist; and
(2) thewiresto reconnectthecellsmaybetoo long to begenerated
by FIB. Although techniquesthat can generatevariousresynthe-
sizednetlistsexist [25], they do not take physicalinformationinto
consideration.To �nd �x escompatiblewith anexisting layout,en-
gineersoften generatealternative �x esby varying the parameters
of theresynthesistoolsandthenresortto trial-and-error. If every-
thing fails, therepairednetlistmustbedesignedmanually. This is
especiallychallengingbecausetheautomaticallygeneratednetlists
have probablyundergonemany iterationsof optimizations. As a
result,it is dif�cult to interpretthestartingnetlistto berepaired.

Our solution to this problemis discussedin Section4, and it
is basedon our CoŔe framework that wasdescribedin [11]. We
adoptedCoŔebecause:(1) it usesanabstraction-re�nementscheme,
which is morescalablethanmostexisting techniques;(2) it only
needsinput vectors,output responsesandstatevalues,which are
easilyavailablein post-silicondebugging(throughscanchainsam-
pling); and(3) it providesa highly �e xible interfacethatcanadopt
differentresynthesistechniques.This is becauseCoŔe operateson
signatures,whichareessentiallypartialtruth tablesof thenodesin
thecircuit. As a result,we caneasilyextendthe framework to be
physically-awareby pluggingin ournew resynthesistechnique.

TheCoŔe framework worksasfollows. Givencertaintestvec-
torsandtheir outputresponses,it �rst usessimulationto generate
signatures,whichprovide anabstractionof thedesignbecausesig-
naturesarepartial truth tablesof thewiresin thecircuit. Next, er-
ror diagnosisandresynthesisareperformedon theabstractmodel
to correcttheerrors. The repairednetlist is thenveri�ed. If veri-
�cation fails, thereturnedbug tracesareusedto extendandenrich
thesignaturesto re�ne theabstraction.This �o w is repeateduntil
veri�cation passes.

2.3 Electrical Err or Repair
Debuggingelectricalerrorsis often morechallengingthande-

bugging functional errorsbecauseit doesnot allow the deploy-
ment of thoselogic debugging tools that designersare familiar
with. In addition,therearevariousreasonsfor electricalerrors[16],
andanalyzingthemrequiresprofounddesignandphysicalknowl-
edge. Although techniquesto debug electricalerrorsexist (e.g.,
voltage-frequencyShmooplots [3]), they areoftenheuristicin na-
ture and requireabundantexpertiseand experience. Even if the
root causesof theerrorscanbe identi�ed, �nding valid �x esmay
still be challengingbecausemost existing resynthesistechniques
requirechangesin transistorcells anddo not allow metal �x. To
addressthis problem,techniquesthat allow post-siliconmetal �x
havebeendevelopedrecently, suchasECOrouting[23]. However,
ECOroutingcanonly repaira fractionof electricalerrorsbecause
it cannot�nd layout transformationsinvolving logic changes.To
repair more dif�cult bugs, transformationsthat also utilize logic

informationarerequired. For example,oneway to repaira driv-
ing strengthproblemis to identify alternative signalsourcesthat
also generatethe samesignal, and this can only be achieved by
consideringlogic information.

To this end,we proposedtheconceptof physicalsafenessin [9]
to measurehow well physicalparametersarepreservedby aphysi-
calsynthesistechnique.In ourde�nition of physicalsafeness,tech-
niquesthatdo not perturbexisting cellsarephysicallysafe;there-
fore, they canbe usedto repairelectricalerrorsvia metal �x. In
light of this, we adaptour SafeResynthtechniquefor post-silicon
error repair. In addition,we develop a symmetry-basedrewiring
technique,calledSymWire, that is physicallysafeandcanrepair
electricalerrors. Both techniquesareableto �nd layout transfor-
mationsinvolving netlistchangesandaremorepowerful thanECO
routingalone.We describethemin Section5.

3. FOGCLEAR METHODOLOGY
Figure4 showsourFogClearmethodologywhichautomatespost-

silicon debugging.Whenpost-siliconveri�cation fails,a bug trace
is produced.Sincesilicon diesoffer simulationspeedsordersof
magnitudefasterthanthoseprovidedby logicsimulators,contrained-
randomtestingis usedextensively, generatingextremelylong bug
traces.To simplify errordiagnosis,we introducea stepcalledbug
traceminimizationto reducethe complexity of the trace. To this
end,we observe that many existing bug traceminimization tech-
niques,suchasthework by Safarpouretal. [21] or Panetal. [20],
rely heavily onSAT analysisandlackthescalabilityto handlethese
traces.On theotherhand,our Butramintechnique[7, 13] includes
several simulation-basedbug traceminimization methods,which
areespeciallysuitablefor post-silicondebuggingbecausesimula-
tion andbug traceminimizationcanbeperformedusingthesilicon
die itself. As a result,in our FogClearmethodologywe adoptBu-
traminto minimizebug traces.

After a bug traceis simpli�ed, we simulatethe traceby a logic
simulatorusingthesourcenetlist for thedesignlayout. If simula-
tion exposesthe error, thenthe error is functional,andPAFER is
usedto generatea repairedlayout;otherwisetheerroris electrical.
Currently, we still requiremanualerrordiagnosisto �nd thecause
of anelectricalerror. After thecauseof theerror is identi�ed, we
checkif theerrorcanberepairedby ECOrouting. If so,we apply
existing ECOroutingtoolssuchasthosein [23]; otherwisewe use
SymWire or SafeResynthto changethelogic andwire connections
aroundtheerrorspotin orderto �x theproblem.Thelayoutgener-
atedby SymWire or SafeResynthis thenroutedby anECOrouter
to producethe�nal repairedlayout. This layoutcanbeusedto �x
thesilicondie for furtherveri�cation.

Figure4: FogClearpost-silicondebuggingmethodology.

In the following sections,we describeour functionalandelec-
trical errorrepairtechniquesin detail,includingPAFER,SymWire
andSafeResynth.



4. PHYSICALL Y­AWARE
FUNCTION AL ERROR REPAIR

In this sectionwe describeour Physically-AwareFunctionalEr-
ror Repair(PAFER) framework that automaticallydiagnosesand
�x eslogic errorsin the layoutby changingits combinationalpor-
tion. In this context, we assumethatstatevaluesareavailable,and
we treat connectionsto the �ip-�ops as primary inputs and out-
puts.Our PAFER framework extendspreviouswork in [11] which
was empirically validatedin the CoŔe framework and shown to
bescalableand�e xible. To supportthe layoutchangerequiredin
logic errorrepair, wealsodescribeaPhysically-AwareReSynthesis
(PARSyn)algorithm.

4.1 The PAFER Framework
The algorithmic �o w of our PAFER framework is outlined in

Figure 5. Our enhancementsto make the CoŔe framework [11]
physically-awarearemarked in boldface. Note that unlike CoŔe,
the circuits (ckterr , cktnew) in the PAFER framework now include
layoutinformation.

framework PAFER(ckterr ;vectorsp;vectorse;cktnew)
1 calculateckterr 's initial signaturesusingvectorsp andvectorse;
2 f ixes diagnose(ckterr ;vectorse);
3 foreachf ix 2 f ixes
4 cktsnew  PARSyn(�x ;ckterr );
5 if (every circuit in cktsnew violatesphysical constraints)
6 continue;
7 cktnew  the �rst circuit in cktsnew that doesnot violate

physical constraints;
8 counterexample  veri f y(cktnew);
9 if (counterexample is empty)

10 return(cktnew);
11 else
12 if (check(ckterr ;counterexample) fails)
13 f ixes rediagnose(ckterr ;counterexample; f ixes);
14 simulatecounterexample andupdateckt's signatures;

Figure5: The algorithmic �o w of the PAFER framework.

The inputsto the framework includetheoriginal circuit (ckterr )
andthe testvectors(vectorsp, vectorse). Theoutputof the frame-
work is a circuit (cktnew) thatpassesveri�cation anddoesnot vio-
late any physicalconstraints.In line 2 of the PAFER framework,
the error is diagnosed,and the �x esare returnedin f ixes. Each
�x containsoneor morewiresthatareresponsiblefor thecircuit's
erroneousbehavior andshouldbe resynthesized.In line 4 of the
PAFERframework, PARSynis usedto generateasetof new resyn-
thesizedcircuits (cktnew), which will bedescribedin thenext sub-
section.Thesecircuitsarethenchecked to determineif any phys-
ical constraintis violated. For example,whetherit is possibleto
implementthechangeusingmetal�x. In lines5-6, thatno circuit
complieswith the physicalconstraintsmeansno valid implemen-
tationcanbefoundfor thecurrent f ix. As a result,the f ix will be
abandonedandthe next f ix will be tried. Otherwise,the �rst cir-
cuit thatdoesnotviolateany physicalconstraintsis selectedin line
7, wherethe circuits in cktsnew canbe pre-sortedusingimportant
physicalparameterssuchastiming, power consumption,or relia-
bility. The functionalcorrectnessof this circuit is thenveri�ed as
in the original CoŔe framework. Pleaserefer to [11, SectionIV]
for moredetailson thispartof theframework.

4.2 The PARSyn Algorithm
The resynthesisproblemin post-silicondebugging is consider-

ably differentfrom traditionalonesbecausethenumbersandtypes
of sparecells areoften limited. As a result, traditional resynthe-
sis �o ws may not work becausetechnologymappingthe resyn-
thesisfunction usingthe limited numberof cells canbe dif�cult.

Evenif theresynthesisfunctioncanbemapped,implementingthe
mappednetlistmaystill be infeasibledueto otherphysicallimita-
tions. Therefore,it is desirablein post-silicondebuggingthat the
resynthesistechniquecangenerateasmany resynthesizednetlists
aspracticallypossible.

To supportthisrequirement,ourPARSynalgorithmexhaustively
triesall possiblecombinationsof sparecellsandinputsignalsin or-
der to producevariousresynthesizednetlists.To reduceits search
space,we alsodevelop several pruning techniquesbasedon log-
ical andphysicalconstraints.Although exhaustive in nature,our
PARSyn algorithmis still practicalbecausethe numbersof spare
cellsandpossibleinputsto theresynthesizednetlistsareoftensmall
in post-silicondebugging,resultingin asigni�cantly smallersearch
spacethantraditionalresynthesisproblems.

Our PARSynalgorithmis illustratedin Figure6, which tries to
resynthesizeevery wire (wiret ) in the given f ix. In line 2 of the
algorithm, getSpareCell searchesfor sparecells within RANGE
andreturnstheresultsin spareCells, whereRANGE is a distance
parametergivenby theengineer. This parameterlimits thesearch
of sparecells to thosewithin RANGE startingfrom wiret 's driver.
Oneway to determineRANGE is to usethe maximumlengthof
a wire that FIB can produce. A subcircuit, cktlocal, is then ex-
tractedby extractSubCkt in line 3. This subcircuitcontainsthe
cellswhich generatethesignalsthatareallowedto beusedasnew
inputsfor theresynthesizednetlists.A setof resynthesizednetlists
(resynNetsnew) is then generatedby exhaustiveSearch in line 4.
The cells in thosenetlistsare then “placed” using sparecells in
thelayout to producenew circuits (cktsnew), which arereturnedin
line 6.

functionPARSyn( f ix;ckt)
1 foreachwiret 2 f ix
2 spareCells  getSpareCell(wiret ;ckt;RANGE);
3 cktl ocal  extractSubCkt(wiret ;ckt;RANGE);
4 resynNetsnew  exhaustiveSearch(1;spareCel ls;cktl ocal );
5 cktsnew  placeResynNetl ist(ckt; resynNetsnew );
6 return(cktsnew);

Figure6: The PARSyn algorithm.

To placethe cells in a resynthesizednetlist, we �rst sort spare
cells accordingto their distancesto wiret 's driver. Next, we map
eachcell in theresynthesizednetlist,theonecloserto thenetlist's
output�rst, to the sparecell closestto wiret 's driver. The reason
behindthis is thatwe assumetheoriginal driver is placedat a rel-
atively goodlocation. Sinceour resynthesizednetlist will replace
theoriginaldriver, we wantto placethecell thatgeneratestheout-
put signalof the resynthesizednetlist ascloseto that locationas
possible.The restof thecells in the resynthesizednetlistarethen
placedusingthesparecellsaroundthatcell.

TheexhaustiveSearch functioncalledin thePARSynalgorithm
is givenin Figure7. This functionexhaustively triescombinations
of differentcell typesandinput signalsin orderto generateresyn-
thesizednetlists. The inputs to the function include the current
logic level (logic), available sparecells (spareCells), anda sub-
circuit (cktlocal) whosecellscanbeusedto generatenew inputsto
theresynthesizednetlists.Thefunctionreturnsvalid resynthesized
netlistsin netl istsnew.

In the function, MAXLEVEL is the maximumdepthof logic
allowed to be usedby the resynthesizednetlists. So when level
equalsto MAXLEVEL, no further searchis allowed, andall the
cells in cktlocal arereturned(lines1-2). In line 3, thesearchstarts
branchingby trying everyvalid cell type,andthesearchis bounded
if no sparecells are available for that cell type (lines 4-5). If a
cell is availablefor resynthesis,it is deductedfrom thespareCells
repositoryin line 6. In line 7 the algorithmrecursively generates



functionexhaustiveSearch(level;spareCel ls;cktl ocal )
1 if (level = MAXLEVEL)
2 returnall cellsin cktl ocal;
3 foreachcellType2 validCellTypes
4 if (checkSpareCell(spareCells;cel lType) fails)
5 continue;
6 spareCells[cellType]:count- -;
7 netl istssub  exhaustiveSearch(level + 1;spareCells;cktl ocal );
8 netl istsn  generateNewCkts(cellType;netl istssub);
9 netl istsn  checkNetl ist(netl istsn ;spareCells);

10 netl istsnew  netl istsnew [ netl istsn;
11 if (level = 1)
12 removeIncorrect(netl istsnew );
13 returnnetl istsnew;

Figure7: The exhaustiveSearch function.

sub-netlistsfor the next logic level, and the resultsare saved in
netl istsub. New netlists(netl istsn) for this logic level arethenpro-
ducedby generateNewCkts. This function producesnew netlists
usinga cell with type=cellType andinputsfrom combinationsof
sub-netlistsfrom thenext logic level. In line 9 checkNetl ist checks
all thenetlistsin netl istn andremovesthosethatcannotbe imple-
mentedusingtheavailablesparecells. All thenetliststhatcanbe
implementedarethenaddedto a setof netlistscallednetl istsnew.
If level is 1, the logic correctnessof the netlistsin netl istsnew is
checked by removeIncorrect, andthenetliststhatcannotgenerate
thecorrectresynthesisfunctionswill be removed. The restof the
netlistswill thenbereturnedin line 13. NotethatBUFFERshould
alwaysbeoneof thevalid cell typesin orderto generateresynthe-
sizednetlistswhoselogic levelsaresmallerthanMAXLEVEL. The
BUFFERsin a resynthesizednetlist canbe implementedby con-
nectingtheir fanoutsto their inputswithoutusingany sparecells.

To boundthe searchin exhaustiveSearch, we implementedthe
logic pruningtechniquesdescribedin our GDSalgorithm[11]. To
further reducethe resynthesisruntime,we usenetlist connectivity
to remove unpromisingcells from our searchpool, e.g.,cells that
aretoo far away from theerroneouswire. In addition,cells in the
fanoutconeof the erroneouswire arealso removed to avoid the
formationof combinationalloops.

5. AUTOMATING ELECTRICAL ERROR
REPAIR

The electricalerrorsfound post-siliconareusually unlikely to
happenin any given region of a circuit, but becomestatistically
signi�cant in largechips. To this end,a slight modi�cation of the
affectedwireshasahighprobabilityto successfullyrepairtheprob-
lem. However, beingabletocheckthisbyperformingaccuratesim-
ulationandcomparingseveralalternative�x esincreasesthechance
of a successfulrepairevenfurther. In this sectionwe �rst describe
two techniquesthat can automatically�nd a variety of electrical
error repair options, including SymWire andSafeResynth. These
techniquesareableto generatelayouttransformationsthatmodify
the erroneouswires without affecting the circuit's functionalcor-
rectness.Next, we studythreecasesto show how our techniques
canbeusedto repairelectricalerrors.

5.1 The SymWir e Rewiring Technique
Symmetry-basedrewiring changestheconnectionsbetweengates

usingsymmetries.An exampleis illustratedin Figure1(c), where
the inputsto theAND cells aresymmetricandthuscanberecon-
nectedwithout changingthecircuit's functionality. Thechangein
connectionsmodi�es the electricalcharacteristicsof the affected
wires andcanbe usedto �x electricalerrors. Sincethis rewiring
techniquedoesnot perturbany cells, it is especiallysuitablefor
post-silicondebugging. In light of this, we proposean electri-
cal error repair techniqueusingsymmetry-basedrewiring, called

SymWire, which is outlinedin Figure8. Theinput to thealgorithm
is thewire (w) thathaselectricalerrors,andthisalgorithmchanges
theconnectionsto thewire usingsymmetries.In line 1, we extract
varioussub-circuits(subCircuits) from the original circuit, where
eachsub-circuithasat leastoneinput connectingto w. Currently,
we extract sub-circuitscomposedof 1-7 cells in the fanoutcone
of w usingbreadth-�rst-searchanddepth-�rst-search.For eachex-
tractedsub-circuit,which is saved in ckt, we detectasmany sym-
metriesaspossibleusingfunctionsymmetryDetect (line 3). If any
of the symmetriesinvolve a permutationof w with anotherinput,
we swaptheconnectionsto changetheelectricalcharacteristicsof
w. In our implementation,we adoptthesymmetry-detectiontech-
niquewe introducedin [8, 12] becausethis techniquecandetect
a largenumberof symmetriesandsupportsa varietyof cell types.
However, thelayoutmodi�cationsgeneratedby FogCleararevery
differentfrom thosein [8, 12].

FunctionSymWire(w)
1 extractsubCircuits with w asoneof theinputs;
2 foreachckt 2 subCircuits
3 sym symmetryDetect(ckt);
4 if (syminvolvespermutationof w with anotherinput)
5 reconnectwiresin ckt usingsym;

Figure8: The SymWir ealgorithm.

5.2 Adapting SafeResynthto Perform
Metal Fix

Someelectricalerrorscannotbe�x edbymodifyingasmallnum-
berof wires,anda moreaggressive techniqueis required.We ob-
serve thatour SafeResynthtechniquedescribedin [10] can�nd al-
ternative sourcesto generatea signalusinganadditionalcell. Fur-
thermore,this techniquedoesnotperturbexistingcells.Therefore,
we adaptSafeResynthto �x electricalerrorsasfollows. Assume
thattheerroris causedby wire w or thecell g thatdrivesw. We�rst
useSaf eResynth to �nd an alternative way to generatethe same
signal that drivesw. In this work, however, we only rely on the
sparecells thatareembeddedinto thedesignbut not connectedto
othercells. Therefore,we do not needto insertnew cells, which
would be impossibleto implementwith metal�x. Next, we drive
a portion or all of w's fanoutsusingthe new cell. Sincea differ-
ent cell canalsobe usedto drive w, we canchangethe electrical
characteristicsof both g andw in orderto �x theerror. Note that
SafeResynthsubsumescell relocation;therefore,it can also �nd
layouttransformationsinvolving replacementsof cells.

5.3 CaseStudies
In this subsectionwe show how our techniquescanrepairdrive

strengthandcouplingproblems,aswell asavoid theharmcaused
by the antennaeffect. Note that thesecasestudiesonly serve as
examples,andour techniquescanalsobe appliedto repairmany
othererrors.

Dri ve strengthproblemsoccurwhena cell is toosmallto prop-
agateits signalto all thefanoutswithin thedesignedtiming budget.
OurSafeResynthtechniquesolvesthisproblemby �nding analter-
native sourceto generatethesamesignal. As illustratedin Figure
9(a), thenew sourcecanbeusedto drive a fractionof the fanouts
of theproblematiccell, reducingits requireddriving capability.

Coupling betweenlongparallelwiresthatarenext to eachother
canresultin delayedsignaltransitionsundersomeconditionsand
also introducesunexpectedsignal noise. Our SafeResynthtech-
niquecan prevent theseundesirablephenomenaby replacingthe
driver for oneof thewireswith analternative signalsource.Since
thecell thatgeneratesthenew signalwill beata differentlocation,



(a)

(b)
Figure 9: Casestudies. (a) g1 hasinsuf�cient dri ving strength,
and SafeResynthusesa newcell, gnew, to dri vea fraction of g1's
fanouts. (b) SymWir e reducescoupling betweenparallel long
wir esby changing their connectionsusing symmetries,which
alsochangesmetal layersand canalleviate the antennaeffect.

thewire topologycanbechanged.Alternatively, SymWire canalso
be usedto solve the couplingproblem. As shown in Figure9(b),
theaffectedwiresno longertravel in parallelfor long distancesaf-
ter rewiring, which cangreatlyreducetheir couplingeffects.

Antenna effectsarecausedby the charge accumulatedduring
semiconductormanufacturingin partially-connectedwiresegments.
This charge candamageandpermanentlydisabletransistorscon-
nectedto suchwire segments.In lessseveresituations,it changes
thetransistors'behavior graduallyandreducesthereliability of the
circuit. Becausethe charge accumulatedin a metal layer will be
eliminatedwhenthe next layer is processed,it is possibleto split
the total charge with anotherlayer by breakinga long wire and
going up or down onelayer throughvias. Basedon this observa-
tion, metaljumpers [14] havebeenusedto alleviatetheantennaef-
fect,whereviasareintentionallyinsertedto changelayersfor long
wires.However, thenew viaswill increasetheresistivity of thenets
andslow down thesignals.To thisend,ourSymWire techniquecan
�nd transformationsthatchangethemetallayersof severalwiresto
reducetheirantennaeffects.In addition,it allowssimultaneousop-
timizationof otherparameters,suchasthecouplingbetweenwires,
asshown in Figure9(b).

6. EXPERIMENT AL RESULTS
To measuretheeffectivenessof thecomponentsin ourFogClear

methodology, we conductedtwo experiments.In the �rst experi-
mentweapplyPAFERto repairfunctionalerrorsin a layout;while
thesecondexperimentevaluatestheeffectivenessof SymWire and
SafeResynthin �nding potentialelectrical�x es.To facilitatemetal
�x, we pre-placedsparecells uniformly using the whitespacein
the layouts,andthey occupiedabout70% of eachlayout's white-
space. Thesesparecells includedINVERTERs,as well as two-
input AND, OR, XOR, NAND, and NOR gates. In the PAFER
framework,wesettheRANGE parameterto50µm andMAXLEVEL
to 2. Under thesecircumstances,around45 sparecells (on av-
erage)areavailablewhenresynthesizingeachsignal. All the ex-
perimentswereconductedon an AMD Opteron880 workstation
running Linux. The benchmarkswere selectedfrom OpenCores
[28] exceptDLX, Alpha,andEXU ECL. DLX andAlphawerein-
ternally developedbenchmarks,while EXU ECL wasthe control
unit of OpenSparc's EXU block [29]. Our benchmarksarerepre-
sentative becausethey cover variouscategoriesof moderncircuits,
andtheir characteristicsaresummarizedin Table1. In the table,
“#FFs” is the numberof �ip-�ops and“#Cells” is the cell count
of eachbenchmark.To producethe layoutsfor our experiments,
we �rst synthesizedtheRTL designswith CadenceRTL Compiler
4.10usingacell library basedonthe0.18µm technologynode.We

Benchmark Description #FFs #Cells
Stepper StepperMotor Drive 25 226
SASC SimpleAsynchronousSerial 117 549

Controller
EXU ECL OpenSparcEXU controlunit 351 1460
Pre norm Part of FPU 71 1877
MiniRISC MiniRISC full chip 887 6402
AC97 ctrl WISHBONEAC 97Controller 2199 11855
USB funct USB functioncore 1746 12808
MD5 MD5 full chip 910 13311
DLX 5-stagepipelineCPUrunning 2062 14725

MIPS-Lite ISA
PCI bridge32 PCIbridge 3359 16816
AES core AESCipher 530 20795
WB conmax WISHBONEConmaxIP Core 770 29034
Alpha 5-stagepipelineCPUrunning 2917 38299

Alpha ISA
Ethernet EthernetIP core 10544 46771
DES perf DEScore 8808 98341

Table 1: Characteristicsof benchmarks.

thenplacedthesynthesizednetlistswith Capo10.2[6] androuted
themwith CadenceNanoRoute4.10.

6.1 Functional Err or Repair
To evaluateour PAFER framework, we choseseveral bench-

marksandinjectedfunctionalerrorsat eitherthe gatelevel or the
RTL. At thegatelevel weinjectedbugsthatcompliedwith Abadir's
error model[1], while thoseinjectedat the RTL weremorecom-
plex functional errors(DLX containedreal bugs). We collected
input patternsfor thebenchmarksfrom several tracesgeneratedby
veri�cation (someof the traceswere reducedby Butramin), and
a goldenmodelwasusedto generatethecorrectoutputresponses
andstatevaluesfor error diagnosisandcorrection. Note that the
goldenmodelcanbe a high-level behavior modelbecausewe do
notneedthesimulationvaluesfor theinternalsignalsof thecircuit.
The goal of this experimentwasto �x the layout of eachbench-
mark so that the circuit producescorrectoutputresponsesfor the
given input patterns.This is similar to the situationdescribedin
Section2 where�xing the observed errorsallows the silicon die
to beusedfor further veri�cation. If the repaireddie fails further
veri�cation, new counterexampleswill beusedto re�ne the �x as
describedin thePAFERframework. Theresultsaresummarizedin
Table2, where“#Patterns”is thenumberof input patternsusedin
eachbenchmark,and“#Resyn. cells” is thenumberof cells used
by theresynthesizednetlist. In orderto measuretheeffectsof our
�x on importantcircuit parameters,we alsoreportthechangesin
via count(“#Vias”),wirelength(“WL”), andmaximumdelay(“De-
lay”) afterthelayoutis repaired.Thesenumberswerecollectedaf-
ter runningNanoRoutein its ECOmode,andthenthey werecom-
paredto thoseobtainedfrom the original layout. The maximum
delaywasreportedby NanoRoute's timing analyzer.

Theresultsin Table2 show thatour techniquescansuccessfully
repairlogic errorsfor morethan70%of thebenchmarks.In cases
when repair failed, cells that provided requiredsignalswere lo-
catedtoo farawayfrom therepairsitesandwerethereforenotcon-
sideredby PAFER. In suchsituations,metal �x is insuf�cient for
bug-�xing. The resultsalsoshow that our error-repairtechniques
maychangephysicalparameterssuchasvia count,wirelength,and
maximumdelay. For example,the wirelengthof SASC(GL1)in-
creasedby morethan1% after the layoutwasrepaired.However,
it is alsopossiblethat the �x we performedwill actuallyimprove
theseparameters. For example, the via count, wirelength, and
maximumdelaywereall improved in DLX(GL2). In general,the
changesin thesephysicalparametersaretypically small,showing
thatourerror-repairtechniqueshave few sideeffects.



Benchmark Bug description #Patterns #Resyn. Changesafterrepair Runtime
cells #Vias WL Delay (sec)

SASC(GL1) Missingwire 90 2 0.29% 1.27% -0.13% 9.9
SASC(GL2) Incorrectgate 66 1 0.13% 0.33% 0.00% 4.4
EXU ECL(GL1) Incorrectgate 90 No valid �x wasfound 158.71
EXU ECL(GL2) Wrongwire 74 0 0.01% 0.03% 0.00% 145.3
Prenorm(GL1) Incorrectwire 46 2 0.10% 0.24% -0.05% 38.92
DLX(GL1) Incorrectgate 46 0 0.38% 0.02% 0.00% 17245
DLX(GL2) Additionalwire 33 0 -0.13% -0.04% -0.15% 12778
Prenorm(RTL1) ReducedOR replacedby reducedAND 672 3 0.19% 0.38% 0.57% 76.24
MD5(RTL1) Incorrectstatetransition 201 3 0.02% 0.03% -0.02% 29794
DLX(RTL1) SLTIU inst. selectsthewrongALU operation 2208 No valid �x wasfound 12546
DLX(RTL2) JAL inst. leadsto incorrectbypassfrom MEM stage 1536 0 0.00% 0.00% 0.03% 8495
DLX(RTL3) Incorrectforwardingfor ALU+IMM inst. 1794 0 0.00% 0.00% 0.03% 13807
DLX(RTL4) Doesnotwrite to reg31 1600 No valid �x wasfound 7723
DLX(RTL5) If RT = 7 memorywrite is incorrect 992 0 0.00% 0.00% 0.00% 5771

Table2: Functional error repair results.The bugsin the upper half were injected at the gatelevel, while thosein the lower half were
injected at the RTL. Someerrors canberepairedby simply reconnectingwir esand do not requirethe useof any sparecell, asshown
in Column 4.

Benchmark SymWire SafeResynth
#Repaired Metalsegmentsaffected Runtime #Repaired Metal segmentsaffected Runtime

Min Max Mean (sec) Min Max Mean (sec)
Stepper 81 6 33 15.7 0.03 79 14 53 28.3 4.68
SASC 50 8 49 19.8 0.79 41 2 48 27.8 3.32
EXU ECL 68 7 42 15.0 1.13 71 14 831 119.1 23.02
MiniRISC 58 4 29 13.7 1.65 57 14 50 28.1 166
AC97 ctrl 52 9 26 13.9 3.26 56 14 53 31.9 68.02
USB funct 70 7 36 16.4 1.84 58 16 74 32.4 157.52
MD5 82 7 30 15.0 1.83 79 13 102 37.9 2630
DLX 64 6 49 15.8 11.00 67 13 97 40.2 8257
PCI bridge32 42 8 42 16.6 6.04 32 15 54 31.2 211.28
AES core 83 5 32 15.0 2.53 83 12 64 31.4 285.58
WB conmax 84 7 35 16.0 2.96 46 19 71 35.2 317.50
Alpha 67 9 41 16.3 12.32 55 11 101 36.9 85104
Ethernet 36 7 22 13.4 45.01 18 18 104 46.6 3714
DES perf 91 7 1020 36.7 4.86 76 10 60 29.0 585.34

Table 3: Resultsof electrical error repair. 100 wir eswere randomly selectedto be erroneous,and “#Repaired” is the number of
errors that could be repairedby eachtechnique.The number of metal segmentsaffectedby eachtechniqueis alsoshown.

6.2 Electrical Err or Repair
Wecurrentlydonothaveaccessto toolsthatcanidentify electri-

calerrorsin a layout.Therefore,in thisexperimentweevaluatethe
effectivenessof ourelectricalerrorrepairtechniquesby computing
thepercentagesof wireswhereatleastonevalid transformationcan
be found. To this end,we selected100 randomwires from each
benchmarkandassumedthat thewirescontainedelectricalerrors.
Next, we appliedSymWire andSafeResynthto �nd layout trans-
formationsthat could modify the wires to repair the errors. The
resultsaresummarizedin Table3. In thetable,“#Repaired”is the
numberof wiresthatcouldbemodi�ed, and“Runtime” is thetotal
runtimeof analyzingall 100wires. We alsoreportthe minimum,
maximumandaveragenumbersof metalsegmentsaffectedby our
error-repair techniques.Thesenumbersinclude the segmentsre-
movedandinserteddueto thelayoutchanges.

Fromtheresults,weobservethatbothSymWireandSafeResynth
wereableto altermorethanhalf of thewiresfor mostbenchmarks,
suggestingthatthey caneffectively �nd layouttransformationsthat
changetheelectricalcharacteristicsof theerroneouswires. In ad-
dition, thenumberof affectedmetalsegmentsis oftensmall,which
indicatesthat both techniqueshave little physical impact on the
chip, and the layout modi�cations canbe implementedeasilyby
FIB. Theruntimecomparisonbetweenthesetechniquesshows that
SymWire runssigni�cantly fasterthanSafeResynthbecausesym-
metry detectionfor small sub-circuitsis signi�cantly fasterthan
equivalencechecking. However, SafeResynthis able to �nd and

implementmore aggressive layout changesfor more dif�cult er-
rors: as the resultssuggest,SafeResynthtypically affects more
metalsegmentsthanSymWire, producingmoreaggressive physi-
calmodi�cations.Wealsoobserve thatSymWire seemsto perform
especiallywell for arithmeticcoressuchasMD5, AES core,and
DES perf, possiblydue to the large numbersof logic operations
usedin thesecores. Sincemany basiclogic operationsaresym-
metric (suchasAND, OR, XOR), SymWire is ableto �nd many
repairopportunities. On the otherhand,SymWire seemsto per-
form poorly for benchmarkswhich have high percentagesof �ip-
�ops, suchasSASC,PCI bridge32,andEthernet. The reasonis
thatSymWire is not ableto �nd symmetriesin �ip-�ops. As a re-
sult, if many wires only fanoutto �ip-�ops, it will not be ableto
�nd �x esfor thosewires.

7. CONCLUSIONS
Due to the aggressive increasein designcomplexity, moreand

moreerrorsareescapingpre-siliconveri�cation andarediscovered
post-silicon. While most stepsin the IC design�o w have been
highly automated,little effort hasbeendevotedto thepost-silicon
debuggingprocess,makingit dif�cult andad hoc. To addressthis
problem,we proposethe FogClearmethodology, that systemati-
cally automatesthepost-silicondebuggingprocess,andit is pow-
eredby our new techniquesenhancingkey stepsin post-silicon
debugging. The integrationof logical, spatialandelectricalcon-
siderationsin thesetechniquesfacilitatesthegenerationof netlists



andlayouttransformationsto �x thebug,andis complementedby
searchpruningmethodsfor morescalableprocessing.Theseideas
form the foundationof our PAFER and PARSyn algorithmsthat
correctfunctionalerrors,aswell astheSymWire andSafeResynth
methodsto repairelectricalerrors.Our empiricalresultsshow that
thesetechniquescanrepaira substantialnumberof errorsin most
benchmarks,demonstratingtheir effectivenessfor post-siliconde-
bugging. FogClearcanalsoreducethecostsof respins:�x esgen-
eratedby FogClearonly impactmetal layers,henceenablingthe
reuseof transistormasks.Theacceleratedpost-silicondebugging
processalsopromisesto shortenthetime to thenext respin.
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