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ABSTRACT

ModernIC designshavereathedunpaialleledlevelsof compleity,
resultingin more and more bugsdiscovered after designtape-out
However, so far only very few EDA tools for post-silicondehug-
ging havebeenreportedin theliterature. In thisworkwedevelopa
methodolgy and new algorithmsto automatethis detugging pro-
cess Key innovationsin our techniqueincludesupportfor thephys-
ical constaintsspeci cto post-silicondelugging andthe ability to
repair functionalerrors throughsubtlemodi cationsof an existing
layout. In addition,our proposedost-siliconrdehugging methodol-
ogy (FogClear) canrepair someelectrical errors while preserving
functionalcorrectnessThus,by automatinghis traditionally man-
ual delugging process,our contributions promiseto reduceengi-
nees' dehugging effort. As our empirical resultsshow we can
automaticallyrepair more than 70% of our bendimarkdesigns.

1. INTRODUCTION

Dueto the high compleity of moderndesignsandthe increas-
ing pressureo reducetheir time-to-marlet, errorsaremorelikely
to escapeveri cation andareonly foundaftera chip hasbeenman-
ufactured Needlesgo say sucherrorsmustbe x edbeforetheln-
tegratedCircuits (ICs) canbe shippedto customersmaking post-
silicon dehugginga crucial stepin the designprocess.To thisend,
arecentEE Timesarticlequotes:“post-silicondeluggingis a dirty
little secretthat cancost$15 to $20 million andtake six months
to complete”[15]. Indeed post-silicondehugginghasbecomeone
of themosttime-consumingarts,35%on average of thechip de-
sign cycle [2]. Given that the market window for mary modern
productsis only a few yearslong, the delay causedy respinscan
dramaticallyimpactrevenues.Therefore,|t is surprisingthatonly
few EDA toolsandalgorithmsaddresshis problem[15].

Post-silicondetuggingis becomingmoreimportantbecausesil-
icon ICs offer several advantagesnot available pre-silicon. One
is that manufcturing defectsare becomingincreasinglydif cult
to simulate,including thosecausedby antennathermaland in-
ductive effects, aswell asdiffraction patterns. Non-deterministic
effects, suchas manugcturingvariability, poseeven greaterchal-
lenges. As a result,comprehense validation of a chip canonly
be performedafter tape-out. In addition, silicon dies allow at-
speedesting which is ordersof magnitudefasterthanlogic sim-
ulationandastronomicallyfasterthanelectrically-accurateimula-
tion. If asufciently strongpost-silicondetuggingmethodologyis
available,morethoroughpost-siliconveri cation canbe achiered,
enablingthe distribution of morereliabledesigns.Unfortunately
suchamethodologyis notyet availabletoday

Pre-siliconand post-silicondehugging differ in several signi -
cantways. First, conceptuabugsthatrequiredeepunderstanding
of the chip's functionality often appearin pre-siliconstagesonly,
andsuchbugsmaynotbe xable by automatidools. Onthe other
hand,post-siliconfunctionalbugsareoften subtleerrorsthatonly
affect the outputresponsesf a few input vectors,andtheir x es
canusuallybe implementedwith very few gates. However, nd-
ing such x esrequiresthe analysisof detailedlayoutinformation,
makingit a highly tediousanderrorpronetask. As we will shav

later, our work can automatethis process. Second errorsfound
post-silicontypically includefunctionalandelectricalproblems as
well asthoserelatedto manufcturabilityandyield. However, is-
suesidenti ed pre-siliconare predominantlyrelatedto functional
andtiming errors! Problemshatmanageo evadepre-siliconval-
idation areoften dif cult to simulate,analyzeandeven duplicate.
Third, theobsenrability of theinternalsignalsin asilicondieis ex-
tremelylimited. Mostinternalsignalscannotbe directly obsered,
evenin designswith built-in scanchains[5], which enableaccess
to sequentiaklementsFourth, verifying thecorrectnessf a x is
challengingbecausat is dif cult to physicallyimplementa x in
a chip that hasalreadybeenmanugctured. Although techniques
suchasFocusedon Beam(FIB) exist [19], they typically canonly
changeametallayersof the chip andcannotcreateary new transis-
tors (this processs oftencalledmetal x ).2 Finally, it is especially
importantto minimize the layout areaaffectedby eachchangein
post-silicondetuggingbecausesmallerchangesireeasieto imple-
mentwith goodFIB techniquesandthereis a smallerrisk of un-
expectedsideeffects. Dueto theseunusuakircumstanceandcon-
straints mostdehuggingtechnique@revalentin earlydesignstages
cannotbeappliedpost-silicon.In particular conventionalphysical
synthesisand EngineeringChangeOrder (ECO) techniquesffect
too mary cellsor wire sggmentsto be usefulin post-silicondelug-
ging. As illustratedin Figure1(b),a smallmodi cation in thelay-
outthatsizesup agaterequireschangesn all transistomasksand
refabricationof the chip. To this end, our SafeResyntliechnique
[10] only selectsnetlist modi cations that requireminimal physi-
cal changesThis philosophyis adoptedn our work to handlethe
unusuakonstraintof post-silicondelugging.
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Figure 1: Post-silicon error-repair example. (a) The original
buggylayout with a weakdriver (INV). (b) A traditional resyn-
thesis technique nds a “simple” x that sizesup the driv-
ing gate, but it requiresexpensve remanufacturing of the sil-
icon die to changethe transistors. (c) Our physically-aware
techniqgues nd a more “complex” x using symmetry-based

rewiring, and the x can be implemented simply with a metal
x and hassmaller physicalimpact.
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Existing techniquedor post-silicondetuggingstrive to provide
morevisibility andcontrollability of the silicon die [2]. Although

1post-silicontiming violationsareoften causedy electricalprob-
lemsandareonly symptomsof sucherrors.

2Despitetheimpressie successf the FIB techniqueatrecentfab-
rication technologynodes,the useof FIB is projectedto become
more problematicat future nodesdueto increasinglydif cult ac-
cessto lower metallayers,limiting how extensie changesanbe
andfurthercomplicatingpost-silicondehugging.



suchtechniquesare greataidsto engineersthey do not automate
thedehuggingprocesstself. To addresghis problem,we propose
new algorithmsand a methodologythat facilitate the automation
of post-silicondehugging. Thesetechniquesanbene t from ex-
isting Design-fr-Delugging (DFD) constructsbut canalsowork
well without them. Key innovationsin our techniquesncludethe
supportfor the unusualphysicalconstraintof post-silicondelug-
ging andthe ability to repairerrorsby subtlemodi cations of an
existing layout. As illustratedin Figure 1(c), our techniquesare
aware of the physicalconstraintf the designand canrepairer
rors with minimal layout and routing changes.To achieve these
goals,we developalgorithmsto identify asmary candidatex esas
practicallypossiblejn termsof netlistandlayouttransformations.
This is importantin post-silicondehugging becauseoften only a
few transformationgansatisfyall the physicalconstraintsOn the
otherhand,we alsoutilize theseconstraintsn our algorithmsbe-
causehey canprunethesearctspaceeffectively dueto theirhighly
restrictve nature.The main contributionsof our work include: (1)
a post-silicondehuggingmethodologycalledFogClear, thatauto-
mateshedehuggingprocess(2) thePARSyrresynthesigsigorithm
thatsearchesor netlisttransformationsvhich canbeimplemented
with limited physicalresources(3) the PAFERframework thatau-
tomatically diagnosesand repairslogic errorswith minimal per
turbationto the layout; and(4) the adaptatiorof symmetry-based
rewiring [8, 12] and SafeResyntfiL0] for post-silicondehugging
to nd layouttransformationshatcanrepairelectricalerrors.Em-
pirical resultsshav that our techniquesare effective in repairing
designerrorsandcangreatlyreduceengineersdehuggingefforts.

In additionto post-silicondehugging, FogClearcanalsobe ap-
pliedto reducehecostof respins As thedatain [4] suggestmasks
for active device layerscontribute about68%of thetotal maskcost
at the 100nmtechnologynode. With maskcostsapproachinglO
million dollarspersetatthe45 nm node(seeFigure2) [26], being
ableto reusetransistormasksgreatlyreduceghe costof a respin.
This canbe achieed using FogClearbecausehe layout transfor
mationsit producesonly involve changesdn the metallayersand
allow the reuseof the transistormasks.In addition, FogClearcan
acceleratehe post-silicondelugging processandreducethe loss
in revenuecausedy delayedmarlet entry.
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Figure 2: Estimated mask set costs at different technology
nodes[25]. The transformations producedby FogClear allow
the reuseof transistor masksand thus reducerespincosts.

1Y
S

Mask cost ($million)
O

S)

v

The restof the paperis organizedasfollows. In Section2 we
describethe currentpost-silicondehugging methodologyand re-
view someDFD techniques. The delugging processusing our
automated-ogClearmethodologyis discussedn Section3. The
component®f FogClearthatis, thefunctionalandelectricalerror
repairtechniquesareexplainedin detailin Section4 andSection
5, respectiely. Experimentafesultsareshavn in Section6, while
Section?7 concludeghis paper

2. CURRENT POST-SILICON DEBUGGING
METHODOLOGY

Josephsonlocumentedhe major silicon failure mechanismsn

microprocessorm [16], wherethe mostcommonfailures(exclud-
ing dynamiclogic) aredrive strength(9%), logic errors(9%), race
conditions(8%), unexpectedcapacitve coupling (7%), and drive
ghts (7%). Anotherimportantproblemat the latesttechnology
nodesare antennaeffects, which can damagea circuit during its
manufcturingor reduceits reliability. Theseproblemsoften can
only beidenti ed in post-silicondetugging.

Figure3 shaws the currentpost-silicondetuggingmethodology
To verify the correctnes®f a silicon die, engineersapply a large
numberof testvectorsto the die andthen checktheir outputre-
sponseslf theresponsearecorrectfor all theappliedtestvectors,
thenthe die passesveri cation. If not, thenthe testvectorsthat
exposethe designerrorshecomethe bug tracethat canbe usedto
diagnoseandcorrectthe errors. The tracewill thenbe diagnosed
to identify the root causeof the errors. Typically, therearethree
typesof errors: functional,electrical,and manugcturing/yield.In
this work we only focusonthe rst two types.
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Figure 3: Mainstreampost-silicon debugging methodology In
contrast, our proposedFogClear methodology automatesthe
debugging processand it is showvn in Figure 4.
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After errorsarediagnosedthelayoutis modi ed to correctthem,
andthe repairediayout mustbe veri ed again. This processs re-
peateduntil no moreerrorsareexposed.In post-silicondehugging,
however, it is often unnecessaryo x all the errorsbecausee-
pairing a fraction of the errorsmay be sufcient to enablefurther
veri cation. For example,a processomay containa bug in its
ALU andanotheronein its branchpredictor If xing thebugin
the ALU is sufcient to enablefurthertesting,thenthe x in the
branchpredictorcanbe postponedo the next respin.

In the following subsectionsve rst describetwo DFD tech-
niguesthat can be usedto facilitate post-silicondelugging. We
thendescribewo importantstepsn thecurrentdetuggingmethod-
ology, functionalerrorrepairandelectricalerrorrepair

2.1 DesignFor Debugging

Withoutspecialconstructspnly thevaluesof a designs primary
inputsandoutputscanbeobsenedin achip, makingits dehugging
extremelydif cult. As a result, mostmoderndesignsncorporate
a techniquecalled scantest[5] into their chips. This technique
allows engineerso obsere the valuesof internalregistersandcan
greatlyimprove theinternalsignals'obsenrability.

In orderto changehelogic in asilicondie, additionalsparecells
areoftenscatteredhroughoutdesignto enablemetal x [17]. The
numberof sparecells dependson the methodologyaswell asthe
expectationfor respinsandfuture steppingsandthis numbercan
reachl% of all cellsin mass-producenghicroprocessodesignsAl-
ternatiely, Lin etal. [18] proposedhe useof programmabléogic
for this purpose A recentstart-upcompan [2, 27] providesamore



comprehense solutionthat furtherimprovesthe obserability of
silicon diesandenabledogic changesn thedies. In ourwork, we
assumehatscantesttechnologyis implementedn the designand
sparecellsareavailablefor metal x.

2.2 Functional Err or Repair

If anerroris of functionalnature engineerganresortto current
logic error repairtechniquesfor instance the work by Veneriset
al. [22], Yangetal. [24], andour own previouswork [11]. These
techniqguescan automaticallydiagnosedesignerrorsin combina-
tional circuits andattemptto nd resynthesizedetliststo correct
the errors. These x escanthenbe usedto repairthe layout, usu-
ally via metal x. However, implementingthe x esin the layout
may not alwaysbe a viable solutionbecausd€1) theremay bein-
sufcient sparecells to implementthe resynthesizedetlist; and
(2) thewiresto reconnecthecellsmaybetoolongto begenerated
by FIB. Although techniqueshat can generatevariousresynthe-
sizednetlistsexist [25], they do not take physicalinformationinto
considerationTo nd x escompatiblewith anexistinglayout,en-
gineersoften generatealternatve x esby varying the parameters
of theresynthesigools andthenresortto trial-and-error If every-
thing fails, the repairednetlistmustbe designednanually Thisis
especiallychallengingbecausehe automaticallygeneratedetlists
have probablyundegone mary iterationsof optimizations. As a
result,it is dif cult to interpretthe startingnetlistto berepaired.

Our solution to this problemis discussedn Section4, andit
is basedon our CoRe framework that wasdescribedn [11]. We
adoptedCoRebecause(l) it usesanabstraction-re nemergcheme,
which is more scalablethan mostexisting techniquesj?2) it only
needsinput vectors,outputresponsesind statevalues,which are
easilyavailablein post-silicondetugging(throughscanchainsam-
pling); and(3) it providesa highly e xible interfacethatcanadopt
differentresynthesisechniquesThis is becaus€CoRe operate®n
signatureswhich areessentiallypartial truth tablesof thenodesin
the circuit. As aresult,we caneasilyextendthe framework to be
physically-avareby pluggingin our new resynthesisechnique.

The CoRe framavork works asfollows. Given certaintestvec-
torsandtheir outputresponsest rst usessimulationto generate
signatureswhich provide anabstractiorof thedesignbecausesig-
naturesarepartial truth tablesof the wiresin the circuit. Next, er-
ror diagnosisandresynthesisareperformedon the abstracimodel
to correctthe errors. Therepairednetlistis thenveri ed. If veri-
cation fails, thereturnedbug tracesareusedto extendandenrich
the signaturego re ne the abstraction.This o w is repeatedintil
veri cation passes.

2.3 Electrical Err or Repair

Delugging electricalerrorsis often more challengingthande-
bugging functional errors becauset doesnot allow the deplgy-
ment of thoselogic dehugging tools that designersare familiar
with. In addition,therearevariousreasongor electricalerrors[16],
andanalyzingthemrequiresprofounddesignand physicalknowl-
edge. Although techniquego delug electricalerrorsexist (e.g.,
voltage-frequencyShmoaplots [3]), they areoften heuristicin na-
ture and require abundantexpertiseand experience. Even if the
root cause®f the errorscanbeidenti ed, nding valid x esmay
still be challengingbecausemost existing resynthesigechniques
requirechangesn transistorcells anddo not allow metal x. To
addresghis problem,techniqueghatallow post-siliconmetal x
have beendevelopedrecently suchasECOrouting[23]. However,
ECOroutingcanonly repaira fraction of electricalerrorsbecause
it cannot nd layouttransformationsnvolving logic changes.To
repair more dif cult bugs, transformationghat also utilize logic

informationarerequired. For example,one way to repaira driv-
ing strengthproblemis to identify alternatve signal sourcesthat
also generatethe samesignal, and this can only be achieved by
considerindogic information.

To this end,we proposedhe concepf physicalsafenesin [9]
to measurénow well physicalparameterarepreseredby a physi-
calsynthesigechniqueln ourde nition of physicalsafenesgech-
niquesthatdo not perturbexisting cells arephysicallysafe;there-
fore, they canbe usedto repairelectricalerrorsvia metal x. In
light of this, we adaptour SafeResynthechniquefor post-silicon
error repait In addition, we develop a symmetry-basedewiring
technique called SymWire, thatis physically safeand canrepair
electricalerrors. Both techniquesareableto nd layouttransfor
mationsinvolving netlistchangesndaremorepowerful thanECO
routingalone.We describeéhemin Section5.

3. FOGCLEAR METHODOLOGY

Figure4 shavsour FogCleamethodologywhichautomatepost-
silicon delugging. Whenpost-siliconveri cation fails, abugtrace
is produced. Sincesilicon dies offer simulationspeedordersof
magnitudgasterthanthoseprovidedby logic simulatorscontrained-
randomtestingis usedextensiely, generatingextremelylong bug
traces.To simplify errordiagnosiswe introducea stepcalledbug
trace minimizationto reducethe compleity of the trace. To this
end, we obsere that mary existing bug traceminimization tech-
nigues suchasthework by Safarpouretal. [21] or Panetal. [20],
rely heavily on SAT analysisandlackthescalabilityto handlethese
traces.On the otherhand,our Butramintechniqug7, 13] includes
several simulation-basedug trace minimization methods,which
areespeciallysuitablefor post-silicondeluggingbecauseimula-
tion andbug traceminimizationcanbe performedusingthesilicon
dieitself. As aresult,in our FogClearmethodologywe adoptBu-
traminto minimizebug traces.

After a bug traceis simpli ed, we simulatethe traceby a logic
simulatorusingthe sourcenetlistfor the designlayout. If simula-
tion exposesthe error, thenthe erroris functional,and PAFER is
usedto generate repairedayout; otherwisetheerroris electrical.
Currently we still requiremanualerrordiagnosigo nd the cause
of anelectricalerror. After the causeof the erroris identi ed, we
checkif the errorcanberepairedoy ECOrouting. If so,we apply
existing ECOroutingtoolssuchasthosein [23]; otherwisewe use
SymWire or SafeResyntto changehelogic andwire connections
arounctheerrorspotin orderto x theproblem.Thelayoutgener
atedby SymWire or SafeResyntlis thenroutedby an ECO router
to producethe nal repairedayout. Thislayoutcanbeusedto x

thesilicon die for furtherveri cation.
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Figure 4: FogClear post-silicondebugging methodology

In the following sectionswe describeour functionalandelec-
trical errorrepairtechniquesn detail,including PAFER, SymWre
andSafeResynth.



4. PHYSICALL Y-AWARE
FUNCTION AL ERROR REPAIR

In this sectionwe describeour Physically-Avare FunctionalEr-
ror Repair(PAFER) framewvork that automaticallydiagnosesand
x eslogic errorsin the layout by changingits combinationapor-
tion. In this contet, we assumehatstatevaluesareavailable,and
we treat connectiondo the ip- ops as primary inputs and out-
puts. Our PAFER frameawork extendspreviouswork in [11] which
was empirically validatedin the CoRé framevork and shavn to
be scalableand e xible. To supportthe layoutchangerequiredin
logic errorrepait we alsodescribea Physically-AvareReSynthesis
(PARSyn)algorithm.

4.1 The PAFER Framework

The algorithmic ow of our PAFER framework is outlinedin
Figure5. Our enhancement® make the CoRe framework [11]
physically-avare are marked in boldface. Note that unlike CoRg,
the circuits (ckterr, Cktney) in the PAFER framework now include
layoutinformation.

framevork PAFER(Ckierr; vedorsy; veadorse; Ckinay)
1 calculateckten 'sinitial signaturesisingvedors, andvedorse;
2 fixes diagnosécktey ;vedorse);
3 foreachfix 2 fixes
4 ckishey  PARSyN( X ;ckterr);
5 if (every circuit in cktspew Violatesphysical constraints)
6 continue;
7 cktney  the rst circuit in cktshey that doesnot violate
physical constraints;
8 courterexanple  veri fy(cktney);
9 if (courterexample is empty)
10 return(cktnay);
11 else
12 if (ched(ckterr ; courterexanmple) fails)
13 fixes redagnoséckter ;courterexample; fixes);
14 simulatecourterexanple andupdateckt's signatures;

Figure5: The algorithmic o w of the PAFER framework.

The inputsto the framework includethe original circuit (ckterr)
andthetestvectors(vedorsp, vedorsg). The outputof the frame-
work is a circuit (cktney) thatpasseweri cation anddoesnot vio-
late ary physicalconstraints.In line 2 of the PAFER framework,
the erroris diagnosedandthe x esarereturnedin fixes Each
X containsoneor morewiresthatareresponsibldor the circuit's
erroneousdhehaior and shouldbe resynthesizedln line 4 of the
PAFER frameavork, PARS/nis usedto generate setof new resyn-
thesizedcircuits (cktpay), Which will be describedn the next sub-
section. Thesecircuits arethenchecled to determineif ary phys-
ical constraintis violated. For example,whetherit is possibleto
implementthe changeusingmetal x. In lines5-6, thatno circuit
complieswith the physicalconstraintsneansno valid implemen-
tation canbefoundfor the currentfix. As aresult,the fix will be
abandonedndthe next fix will betried. Otherwise the rst cir-
cuit thatdoesnotviolateary physicalconstraintss selectedn line
7, wherethe circuitsin cktshey canbe pre-sortedusingimportant
physicalparametersuchastiming, pover consumptionpr relia-
bility. The functionalcorrectnessf this circuit is thenveri ed as
in the original CoReé framework. Pleasereferto [11, SectionlV]
for moredetailson this partof the framework.

4.2 The PARSyn Algorithm

The resynthesiproblemin post-silicondeluggingis consider
ably differentfrom traditionalonesbecaus¢he numbersandtypes
of sparecells are often limited. As a result, traditional resynthe-
sis 0 ws may not work becauseechnologymappingthe resyn-
thesisfunction using the limited numberof cells canbe dif cult.

Evenif the resynthesisunctioncanbe mappedjmplementingthe
mappedetlistmay still beinfeasibledueto otherphysicallimita-
tions. Therefore,it is desirablein post-silicondeluggingthatthe
resynthesigechniquecangenerateas mary resynthesizedetlists
aspracticallypossible.

To supporthisrequirementour PARSynalgorithmexhaustiely
triesall possiblecombination®f sparecellsandinputsignalsin or-
derto producevariousresynthesizedetlists. To reduceits search
space,we also develop several pruning techniqueshasedon log-
ical and physicalconstraints. Although exhaustve in nature,our
PARSyn algorithmis still practicalbecausehe numbersof spare
cellsandpossibleénputsto theresynthesizedetlistsareoftensmall
in post-silicondehugging,resultingin asigni cantly smallersearch
spacehantraditionalresynthesiproblems.

Our PARSyn algorithmis illustratedin Figure6, which triesto
resynthesizevery wire (wirg;) in the given fix. In line 2 of the
algorithm, getSpareCell searchedor sparecells within RANGE
andreturnsthe resultsin spareCells, whereRANGE is a distance
parametegiven by the engineer This parametefimits the search
of sparecellsto thosewithin RANGE startingfrom wire;'s driver.
Oneway to determineRANGE is to usethe maximumlength of
a wire that FIB can produce. A subcircuit, cktjgcql, iS then ex-
tractedby exracdSubCkt in line 3. This subcircuitcontainsthe
cellswhich generatahe signalsthatareallowedto be usedasnew
inputsfor theresynthesizedetlists.A setof resynthesizedetlists
(resynMNtshew) is then generatecby exhausiveSearch in line 4.
The cells in thosenetlistsare then “placed” using sparecells in
thelayoutto producenew circuits (cktsney), which arereturnedn
line 6.
function PARSYyI(fix; ckt)
foreachwirg 2 fix
2 spareCells  getSpareCell (wirg ; ckt; RANGE);

3 Ckijocal  extrad SUbCkt(wire; ; ckt; RANGE);

4 resynNts gy  exhausiveSarch(1; spareCells; cld|ocal);
5

6

=

ckishey  placeResynBtlist(ckt; resynNtsnen);
return(cktSnew);

Figure 6: The PARSyn algorithm.

To placethe cells in a resynthesizedetlist, we rst sortspare
cells accordingto their distancedo wire;'s driver. Next, we map
eachcell in theresynthesizedetlist,the onecloserto the netlist's
output rst, to the sparecell closestto wire's driver. The reason
behindthis is thatwe assumehe original driver is placedat a rel-
atively goodlocation. Sinceour resynthesizeaetlistwill replace
theoriginal driver, we wantto placethe cell thatgenerateshe out-
put signal of the resynthesizeahetlist as closeto that locationas
possible.Therestof the cellsin the resynthesizedetlistarethen
placedusingthe sparecellsaroundthatcell.

The exhausiveSearch function calledin the PARSyn algorithm
is givenin Figure7. This functionexhaustvely triescombinations
of differentcell typesandinput signalsin orderto generateesyn-
thesizednetlists. The inputsto the function include the current
logic level (logic), available sparecells (spareCells), and a sub-
circuit (cktjoca) Whosecells canbe usedto generatenew inputsto
theresynthesizedetlists. Thefunctionreturnsvalid resynthesized
netlistsin netlistshay.

In the function, MAXLEVEL is the maximumdepth of logic
allowed to be usedby the resynthesizeahetlists. Sowhenlevel
equalsto MAXLEVEL, no further searchis allowed, and all the
cellsin cktjocq arereturned(lines 1-2). In line 3, the searchstarts
branchingoy trying every valid cell type,andthesearchs bounded
if no sparecells are available for that cell type (lines 4-5). If a
cell is availablefor resynthesisit is deductedrom the spareCell s
repositoryin line 6. In line 7 the algorithmrecursvely generates



functionexhaustiveSeah(l evel, spareCells; cktgcar)
if (level = MAXLEVEL)
returnall cellsin cktjocal;
foreachcel Type 2 validCell Types
if (chekSpareCell(spareCells;cd|Type) fails)
continue;
spareCellg[cel Typd:court- -;
nelistsyyy,  exhausiveSarch(level + 1; spareCells; cktjocar);
nelists, geneateNewCkts(cell Type netlistsgyp);
nelists, chekNetlist(nelists,;spareCells);
10 nelistshay  Nélistshey [ Nelistsy;
11 if (level=1)
12 remaelncored(nelistshay);
13 returnnétlistShey;

Figure 7: The exhaustiveSeach function.
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sub-netlistsfor the next logic level, and the resultsare saved in
nelists,, New netlists(nelists,) for this logic level arethenpro-
ducedby genemteNewCkts. This function producesnew netlists
usinga cell with type=cell Type andinputsfrom combinationsof
sub-netlistfrom thenext logic level. In line 9 chekNetlist checks
all thenetlistsin netlist, andremovesthosethat cannotbe imple-
mentedusingthe availablesparecells. All the netliststhatcanbe
implementedare thenaddedto a setof netlistscalled netlistshey.
If level is 1, the logic correctnes®f the netlistsin nalistsygy is
checled by remareincorred, andthe netliststhat cannotgenerate
the correctresynthesigunctionswill beremoved. Therestof the
netlistswill thenbereturnedn line 13. NotethatBUFFERshould
alwaysbeoneof thevalid cell typesin orderto generateesynthe-
sizednetlistswhoselogic levelsaresmallethanMAXLEVEL. The
BUFFERsin a resynthesizedetlist canbe implementedby con-
nectingtheir fanoutsto theirinputswithout usingary sparecells.

To boundthe searchin exhausiveSarch, we implementedhe
logic pruningtechniqueslescribedn our GDSalgorithm[11]. To
further reducethe resynthesisuntime, we usenetlist connectvity
to remove unpromisingcells from our searchpool, e.g.,cellsthat
aretoo far away from the erroneouswire. In addition,cellsin the
fanoutconeof the erroneouswire are alsoremoved to avoid the
formationof combinationaloops.

5. AUTOMATING ELECTRICAL ERROR
REPAIR

The electricalerrorsfound post-siliconare usually unlikely to
happenin ary given region of a circuit, but becomestatistically
signi cant in large chips. To this end,a slight modi cation of the
affectedwireshasahigh probabilityto successfullyepairtheprob-
lem. However, beingableto checkthis by performingaccuratesim-
ulationandcomparingseveralalternatie x esincreaseshechance
of asuccessfutepairevenfurther In this sectionwe rst describe
two techniqueghat canautomatically nd a variety of electrical
error repair options, including SymW e and SafeResynth These
techniquesreableto generatdayouttransformationshatmodify
the erroneouswires without affecting the circuit's functional cor
rectness.Next, we studythreecaseso shav how our techniques
canbeusedto repairelectricalerrors.

5.1 The SymWire Rewiring Technique

Symmetry-basetbwiring changesheconnectionbetweergates
usingsymmetries An exampleis illustratedin Figure1(c), where
theinputsto the AND cells aresymmetricandthuscanberecon-
nectedwithout changingthe circuit's functionality The changen
connectionsmodi es the electricalcharacteristic®f the affected
wiresandcanbe usedto x electricalerrors. Sincethis rewiring
techniquedoesnot perturbary cells, it is especiallysuitablefor
post-silicondehugging. In light of this, we proposean electri-
cal error repair techniqueusing symmetry-basedewiring, called

SymW e, whichis outlinedin Figure8. Theinputto thealgorithm
is thewire (w) thathaselectricalerrors,andthis algorithmchanges
the connectiongo thewire usingsymmetriesin line 1, we extract
varioussub-circuits(sukCir cuits) from the original circuit, where
eachsub-circuithasat leastoneinput connectingo w. Currently
we extract sub-circuitscomposedf 1-7 cellsin the fanoutcone
of w usingbreadth- rst-searclanddepth- rst-searchFor eachex-
tractedsub-circuit,which is saredin ckt, we detectasmary sym-
metriesaspossibleusingfunctionsymmeyDeed (line 3). If ary
of the symmetriesnvolve a permutationof w with anotherinput,
we swap the connectiongo changethe electricalcharacteristicef
w. In ourimplementationwe adoptthe symmetry-detectiotech-
niquewe introducedin [8, 12] becausehis techniquecan detect
alarge numberof symmetriesandsupportsa variety of cell types.
However, thelayoutmodi cations generatedby FogCleararevery
differentfrom thosein [8, 12].

FunctionSymir e(w)

extractsulCir cuits with w asoneof theinputs;

2 foreachckt 2 sulCircuits

3 sym symmeyDeaed(ckt);

4 if (syminvolvespermutatiorof w with anotherinput)
5 reconnectviresin ckt usingsym

Figure 8: The SymWir e algorithm.
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5.2 Adapting SafeResynthto Perform
Metal Fix

Someelectricalerrorscannote x edby modifyingasmallnum-
ber of wires,anda moreaggressie techniquds required.We ob-
sene thatour SafeResynttechniquedescribedn [10] can nd al-
ternative sourceso generata signalusinganadditionalcell. Fur
thermorethis techniquedoesnot perturbexisting cells. Therefore,
we adaptSafeResyntlio x electricalerrorsasfollows. Assume
thattheerroris causedy wire w or thecell g thatdrivesw. We rst
useSafeResyth to nd an alternatve way to generatehe same
signalthat drivesw. In this work, however, we only rely on the
sparecellsthatareembeddednto the designbut not connectedo
othercells. Therefore,we do not needto insertnew cells, which
would be impossibleto implementwith metal x. Next, we drive
a portion or all of w's fanoutsusingthe new cell. Sincea differ-
ent cell canalsobe usedto drive w, we canchangethe electrical
characteristicef bothg andw in orderto x theerror Notethat
SafeResyntlsubsumegell relocation;therefore,it canalso nd
layouttransformationsnvolving replacementsf cells.

5.3 CaseStudies

In this subsectiorwe shav how our techniquesanrepairdrive
strengthand couplingproblems aswell asavoid the harmcaused
by the antennaeffect. Note that thesecasestudiesonly sene as
examples,and our techniquesanalso be appliedto repairmary
othererrors.

Drive strength problemsoccurwhena cell is too smallto prop-
agatdts signalto all thefanoutswithin thedesignediming budget.
Our SafeResyntltechniquesolvesthis problemby nding analter
native sourceto generatehe samesignal. As illustratedin Figure
9(a), the new sourcecanbe usedto drive a fraction of the fanouts
of the problematiccell, reducingits requireddriving capability

Coupling betweeriong parallelwiresthatarenext to eachother
canresultin delayedsignaltransitionsundersomeconditionsand
also introducesunexpectedsignal noise. Our SafeResynthech-
nigue can prevent theseundesirablgphenomenday replacingthe
driver for oneof thewireswith analternatve signhalsource.Since
the cell thatgeneratethe new signalwill beata differentlocation,



(@)

(b)
Figure 9: Casestudies. (a) g; hasinsuf cient driving strength,
and SafeResynthusesa newcell, gnew, to driveafraction of g;'s
fanouts. (b) SymWir e reducescoupling betweenparallel long
wiresby changing their connectionsusing symmetries, which
alsochangesmetal layers and can alleviate the antennaeffect.

thewire topologycanbechangedAlternatively, SymWire canalso
be usedto solve the coupling problem. As shawvn in Figure9(b),
theaffectedwiresno longertravel in parallelfor long distancesf-
ter rewiring, which cangreatlyreducetheir couplingeffects.

Antenna effects are causedby the chage accumulatediuring
semiconductomanufcturingin partially-connectedire segments.
This chage candamageand permanentlydisabletransistorscon-
nectedto suchwire sggments.In lessseveresituations,t changes
thetransistorsbhehaior graduallyandreduceghereliability of the
circuit. Becausdhe chage accumulatedn a metallayerwill be
eliminatedwhenthe next layeris processedit is possibleto split
the total chage with anotherlayer by breakinga long wire and
going up or down onelayer throughvias. Basedon this obsera-
tion, metaljumpes [14] have beenusedto alleviatetheantennaef-
fect, whereviasareintentionallyinsertedto changdayersfor long
wires. However, thenew viaswill increaseheresistvity of thenets
andslow dowvn thesignals.To thisend,our SymWire techniquecan
nd transformationshatchangehemetallayersof severalwiresto
reducetheirantennaffects. In addition,it allows simultaneousp-
timizationof otherparameterssuchasthe couplingbetweerwires,
asshavn in Figure9(b).

6. EXPERIMENTAL RESULTS

To measurehe effectivenesf the componentén our FogClear
methodologywe conductedwo experiments.In the rst experi-
mentwe apply PAFERto repairfunctionalerrorsin alayout; while
the seconcexperimentevaluateshe effectivenesof SymWire and
SafeResyntin nding potentialelectrical x es.To facilitatemetal
X, we pre-placedsparecells uniformly usingthe whitespacen
the layouts,andthey occupiedabout70% of eachlayout's white-
space. Thesesparecells included INVERTERS, as well astwo-
input AND, OR, XOR, NAND, and NOR gates. In the PAFER
framework, we settheRANGE parameteto 50um andMAXLEVEL
to 2. Underthesecircumstancesaround45 sparecells (on av-
erage)are availablewhenresynthesizingachsignal. All the ex-
perimentswere conductedon an AMD Opteron880 workstation
running Linux. The benchmarksvere selectedirom OpenCores
[28] exceptDLX, Alpha,andEXU_ECL. DLX andAlphawerein-
ternally developedbenchmarkswhile EXU_ECL wasthe control
unit of OpenSpars EXU block [29]. Our benchmarksrerepre-
sentatve becausehey cover variouscategoriesof moderncircuits,
andtheir characteristicare summarizedn Tablel. In the table,
“#FFs” is the numberof ip- ops and“#Cells” is the cell count
of eachbenchmark.To producethe layoutsfor our experiments,
we rst synthesizedhe RTL designswith CadenceRTL Compiler
4.10usingacell library basetnthe0.18m technologynode.We

Benchmark | Description #FFs | #Cells
Stepper SteppemMotor Drive 25 226
SASC SimpleAsynchronousSerial 117 549
Controller
EXU_ECL OpenSpar&XU controlunit 351 1460
Prenorm Part of FPU 71 1877
MiniRISC MIniRISC full chip 887 6402
AC97_ctrl WISHBONEAC 97 Controller | 2199 | 11855
USB_funct USB functioncore 1746 | 12808
MD5 MDS5 full chip 910 | 13311
DLX 5-stagepipelineCPUrunning 2062 | 14725
MIPS-Lite ISA
PClLbridge32| PClbridge 3359 | 16816
AES_core AES Cipher 530 | 20795
WB_conmax | WISHBONEConmaxIP Core 770 29034
Alpha 5-stagepipelineCPUrunning 2917 | 38299
AlphalSA
Ethernet EthernetlP core 10544 | 46771
DES perf DEScore 8808 | 98341

Table 1: Characteristics of benchmarks.

thenplacedthe synthesizedetlistswith Capo10.2[6] androuted
themwith CadencéNanoRoutet.10.

6.1 Functional Err or Repair

To evaluateour PAFER framework, we choseseveral bench-
marksandinjectedfunctionalerrorsat eitherthe gatelevel or the
RTL. At thegatelevel we injectedbugsthatcompliedwith Abadir's
error model[1], while thoseinjectedat the RTL were more com-
plex functional errors (DLX containedreal bugs). We collected
input patterndor thebenchmarkdérom severaltracesgeneratedby
veri cation (someof the traceswere reducedby Butramin), and
a goldenmodelwasusedto generatehe correctoutputresponses
and statevaluesfor error diagnosisand correction. Note that the
goldenmodel canbe a high-level behaior modelbecausave do
notneedthesimulationvaluesfor theinternalsignalsof thecircuit.
The goal of this experimentwasto x the layout of eachbench-
mark so that the circuit producescorrectoutputresponsesor the
given input patterns. This is similar to the situationdescribedn
Section2 where xing the obsered errorsallows the silicon die
to be usedfor furtherveri cation. If therepaireddie fails further
veri cation, nev countergampleswill be usedto re ne the x as
describedn the PAFER framework. Theresultsaresummarizedn
Table2, where“#Patterns”is the numberof input patternsusedin
eachbenchmarkand“#Resyn. cells” is the numberof cellsused
by theresynthesizedetlist. In orderto measurehe effectsof our
X onimportantcircuit parameterswe alsoreportthe changesn
via count(“#Vias”"), wirelength(“WL"), andmaximumdelay(“De-
lay”) afterthelayoutis repaired.Thesenumbersverecollectedaf-
terrunningNanoRouten its ECOmode,andthenthey werecom-
paredto thoseobtainedfrom the original layout. The maximum
delaywasreportedby NanoRoutes timing analyzer

Theresultsin Table2 shav thatour techniquegansuccessfully
repairlogic errorsfor morethan70% of the benchmarksin cases
when repair failed, cells that provided requiredsignalswere lo-
catedtoo far away from therepairsitesandwerethereforenot con-
sideredby PAFER. In suchsituations,metal x is insufcient for
bug- xing. Theresultsalsoshav that our errorrepairtechniques
may changephysicalparametersuchasvia count,wirelength,and
maximumdelay For example,the wirelengthof SASC(GL1)in-
creasedy morethan 1% after the layoutwasrepaired.However,
it is alsopossiblethatthe x we performedwill actuallyimprove
theseparameters. For example, the via count, wirelength, and
maximumdelaywereall improvedin DLX(GL2). In generalthe
changesn thesephysicalparameteraretypically small, shaving
thatour errorrepairtechniquehave few sideeffects.



Benchmark Bug description #Patterns | #Resyn. Changesfterrepair Runtime
cells #Vias WL Delay (sec)
SASC(GL1) Missingwire 90 2 0.29% | 1.27% | -0.13% 9.9
SASC(GL2) Incorrectgate 66 1 0.13% | 0.33% | 0.00% 4.4
EXU_ECL(GL1) | Incorrectgate 90 No valid x wasfound 158.71
EXU_ECL(GL2) | Wrongwire 74 0 0.01% | 0.03% | 0.00% 145.3
Prenorm(GL1) | Incorrectwire 46 2 0.10% | 0.24% | -0.05% | 38.92
DLX(GL1) Incorrectgate 46 0 0.38% | 0.02% | 0.00% | 17245
DLX(GL2) Additionalwire 33 0 -0.13% | -0.04% | -0.15% | 12778
Prenorm(RTL1) | ReducedR replacedy reducedAND 672 3 0.19% | 0.38% | 0.57% 76.24
MD5(RTL1) Incorrectstatetransition 201 3 0.02% | 0.03% | -0.02% | 29794
DLX(RTL1) SLTIU inst. selectshewrongALU operation 2208 No valid x wasfound 12546
DLX(RTL2) JAL inst. leadsto incorrectbypasfrom MEM stage 1536 0 0.00% | 0.00% | 0.03% 8495
DLX(RTL3) Incorrectforwardingfor ALU+IMM inst. 1794 0 0.00% | 0.00% | 0.03% | 13807
DLX(RTL4) Doesnotwrite to reg31 1600 No valid x wasfound 7723
DLX(RTL5) If RT = 7 memorywrite is incorrect 992 0 | 0.00% | 0.00% | 0.00% 5771

Table 2: Functional error repair results. The bugsin the upper half wereinjected at the gatelevel, while thosein the lower half were
injected at the RTL. Someerrors canberepaired by simply reconnectingwir esand do not requirethe useof any spare cell, asshovn

in Column 4.

Benchmark SymWre SafeResynth

#Repaired] Metalsgmentsaffected | Runtime | #Repaired] Metalseggmentsaffected | Runtime

Min | Max Mean (sec) Min | Max Mean (sec)

Stepper 81 6 33 15.7 0.03 79 14 53 28.3 4.68
SASC 50 8 49 19.8 0.79 41 2 48 27.8 3.32
EXU_ECL 68 7 42 15.0 1.13 71 14 | 831 119.1 23.02
MiniRISC 58 4 29 13.7 1.65 57 14 50 28.1 166
AC97_ctrl 52 9 26 13.9 3.26 56 14 53 319 68.02
USB_funct 70 7 36 16.4 1.84 58 16 74 324 157.52
MD5 82 7 30 15.0 1.83 79 13 | 102 37.9 2630
DLX 64 6 49 15.8 11.00 67 13 97 40.2 8257
PClbridge32 42 8 42 16.6 6.04 32 15 54 31.2 211.28
AES _core 83 5 32 15.0 2.53 83 12 64 314 285.58
WB_conmax 84 7 35 16.0 2.96 46 19 71 35.2 317.50
Alpha 67 9 41 16.3 12.32 55 11 | 101 36.9 85104
Ethernet 36 7 22 134 45.01 18 18 | 104 46.6 3714
DES perf 91 7 1020 36.7 4.86 76 10 60 29.0 585.34

Table 3: Resultsof electrical error repair. 100 wireswere randomly selectedto be erroneous,and “#Repaired” is the number of
errors that could be repaired by eachtechnique. The number of metal segmentsaffectedby eachtechniqueis alsoshown.

6.2 Electrical Err or Repair

We currentlydo not have accesso toolsthatcanidentify electri-
calerrorsin alayout. Thereforejn this experimentwe evaluatethe
effectivenesof our electricalerrorrepairtechniquedy computing
thepercentagesf wireswhereatleastonevalid transformatiorcan
be found. To this end, we selectedl00 randomwires from each
benchmarlkandassumedhatthe wires containecelectricalerrors.
Next, we appliedSymWre and SafeResynttio nd layouttrans-
formationsthat could modify the wires to repairthe errors. The
resultsaresummarizedn Table3. In thetable,“#Repaired”is the
numberof wiresthatcouldbemodi ed, and“Runtime” is thetotal
runtime of analyzingall 100 wires. We alsoreportthe minimum,
maximumandaveragenumbersf metalsegmentsaffectedby our
errorrepairtechniques. Thesenumbersinclude the segmentsre-
moved andinserteddueto thelayoutchanges.

FromtheresultsweobserethathothSymWre andSafeResynth
wereableto altermorethanhalf of thewiresfor mostbenchmarks,
suggestinghatthey caneffectively nd layouttransformationshat
changethe electricalcharacteristicef the erroneouswires. In ad-
dition, thenumberof affectedmetalsegmentds oftensmall,which
indicatesthat both techniqueshave little physicalimpacton the
chip, andthe layout modi cations can be implementedeasily by
FIB. Theruntimecomparisorbetweerthesetechniqueshaws that
SymWire runssigni cantly fasterthanSafeResyntlbecausesym-
metry detectionfor small sub-circuitsis signi cantly fasterthan
equivalencechecking. However, SafeResyntlis ableto nd and

implementmore aggressie layout changesfor more dif cult er
rors: as the resultssuggest,SafeResynthypically affects more
metalsegmentsthan SymWire, producingmore aggressie physi-
calmodi cations. We alsoobsere thatSymWre seemgo perform
especiallywell for arithmeticcoressuchasMD5, AES _core,and
DES perf, possiblydue to the large numbersof logic operations
usedin thesecores. Sincemary basiclogic operationsare sym-
metric (suchasAND, OR, XOR), SymWire is ableto nd mary
repair opportunities. On the other hand, SymWire seemso per
form poorly for benchmarksvhich have high percentagesf ip-
ops, suchas SASC, PClbridge32,and Ethernet. The reasonis
that SymWire is notableto nd symmetriesn ip- ops. Asare-
sult, if mary wires only fanoutto ip- ops, it will not be ableto
nd x esfor thosewires.

7. CONCLUSIONS

Due to the aggressie increasen designcompleity, moreand
moreerrorsareescapingre-siliconveri cation andarediscovered
post-silicon. While most stepsin the IC design ow have been
highly automatedlittle effort hasbeendevotedto the post-silicon
dehuggingprocessmakingit dif cult andad hoc To addresghis
problem, we proposethe FogClearmethodology that systemati-
cally automateghe post-silicondehuggingprocessandit is pow-
ered by our new techniquesenhancingkey stepsin post-silicon
dehugging. The integration of logical, spatialand electricalcon-
siderationsn thesetechniquedacilitatesthe generatiorof netlists



andlayouttransformationso x thebug, andis complementedy
searchpruningmethodsor morescalableprocessingTheseideas
form the foundationof our PAFER and PARSyn algorithmsthat
correctfunctionalerrors,aswell asthe SymWire andSafeResynth
methoddo repairelectricalerrors.Our empiricalresultsshav that
thesetechniquesanrepaira substantiahumberof errorsin most
benchmarksgemonstratingheir effectivenesdor post-siliconde-
bugging. FogClearcanalsoreducethe costsof respins: x esgen-
eratedby FogClearonly impactmetallayers,henceenablingthe
reuseof transistormasks. The accelerategbost-silicondehigging
processlsopromisego shorterthetime to the next respin.
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