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Abstract

Finding the causeof a bug canbe oneof the mosttime-consumingctivitiesin design
veri cation. Thisis particularly true in the caseof bugsdiscoreredin the contet of a ran-
domsimulation-basednethodolgy, whele bug tracesor counteexamplesmaybeseveral
hunded thousandcycleslong. In this work we proposeButramin, a bug trace minimizer
Butramin consides a bug trace producedby a randomsimulatoror a semi-formalveri-

cation softwae and producesan equivalenttrace of shorterlength. Butramin appliesa
range of minimizationtechniques,deployingboth simulation-base@nd formal methods,
with the objectiveof producinghighly reducedracesthat still exposethe original bug. We
evaluatedButramin on a range of designs,ncluding the publicly available picoJava mi-
croprocessqrand bug tracesup to onemillion cycleslong Our experimentshowthatin
mostcasesButraminis ableto reducetracesto a very smallfraction of their initial sizes,
in termsof cyclelengthand signalsinvolved. The minimizedtracescan greatly facilitate
bug analysisandreduceregressionruntime

Keywords— bug traceminimization,counter&ampleminimization,error diagnosisyeri -
cation

1 Intr oduction

Modernintegratedcircuit designhasreachedinparalleledevelsof sizeandoverall compleity.
In this contet, designveri cation hasbecomea pivotal aspecbf electronicdesignautomation.
In fact,variousestimatesndicatethatfunctionalerrorsarestill responsibldor 40%o0f failuresat

rst tape-outandthatveri cation accountdor two thirdsof thedesigncycle andeffort [2, 17].

Copyright (c) 20061EEE. Personaliseof this materialis permitted.However, permissiorto usethis material
for ary otherpurposesnustbe obtainedrom the IEEE by sendinganemailto pubs-permissions@ieeegor
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Resolvingdesignbugsin the early developmentstagess, at the sametime, a sophisticated
andtime-consumingactiity, aswell asa crucial taskfor the projectdevelopmentandfor the
succes®f a designteam. With maskcostsapproachinga million dollarsperset,beingableto
nd and x bugsbefore rst tape-oubffersasigni cant economicadwantage.

Amongthetechniquesaindmethodologiesvailablefor functionalveri cation, simulation-
basedveri cation is prevalentin the industry becausef its linear and predictablecompleity
andits e xibility in beingapplied,in someform, to ary design.A commonmethodologyn this
contet is randomsimulation Randomsimulationinvolvesconnectinga logic simulatorwith
stimuli comingfrom a constraint-basethndomgeneratqgrthatis, an enginethat canautomat-
ically producerandomlegal input for the designat a very high rate,basedon a setof rules(or
constraintsiderived from the speci cationdocument.In orderto detectbugs, assertiorstate-
mentsor checlers,areembeddedh thedesignandcontinuouslymonitorthe simulatedactvity
for anomaliesWhenabugis detectedthe simulationtraceleadingto it is storedandcanbere-
playedatlatertimesto analyzethe conditionsthatledto thefailure. Becausef therandomized
natureof this methodologyandbecausét is usuallyappliedin late designstagegwhensimple
bugshave alreadybeen ushed out), it is very commonfor the bug tracesgeneratedo be very
compl, oftenasmuchashundredsf thousandsf cycleslong.

Anotherfamily of techniquesattractingincreasingattentionfrom industryis that of semi-
formal veri cation. Thesetoolscombinea mix of formalandsimulation-basetechniquesvith
thegoalof producinghigh-coverageveri cation resultson complex designs.Theseresultsmay
entailgeneratingeststhatcoveraspeci c statecon guration, proving or disproving a property
(or achecler), etc. Pureformal veri cation techniquessuchassymbolicsimulation,Bounded
Model Checking(BMC) or reachabilityanalysis[13, 3], would be ideal to generatecompact
high-coveragetests,suchas, for instance a minimum-lengthcountergamplethatdisprovesa
property Unfortunatelythey do notscalewell, andcanonly be appliedto very smalldesigns.

In themoregeneratontext of semi-formakechnique$l, 12, 10], heuristicsandrandomized
explorationallow designerdo obtain high-coverageresultson designsof mediumand large
compleity, but they mustsacri ce the generatiorof minimum-lengthcountergamples.While
thesetoolsareapromisingdirectionin termsof high-qualityveri cation, little concerrhasbeen
givento thereductionof the compleity of the bug tracesgeneratedThe resultis that,oncea
bug is found, a copiousamountof effort is dedicatedo trackingit backto its cause:eitheran



incorrectdesignimplementatioror anerroneougpropertyde nition.

Currenttrendsattemptto generaténigh-qualityresultswith lesseffort onthe partof thever-
i cation engineersuchasthe previously mentionedrandomsimulationandsemi-formalveri-
cation techniques.Thesetwo techniquesare moreattractve whencomparedo a traditional
direct-testsimulationapproachwhich canbe extremelydemandingrequiringthe manualde-
velopmentof entire setsof speci ¢ teststimuli. However, thesetechniquegendto generate
extremelylong andcomplex bug traces gxasperatinghe detuggingphaseof veri cation.

Contrib utions. We addresghe problemof deluggingcomple bug tracesby proposinga
techniquefor traceminimizationcalled Butramin(“BUg TRAce MINimization”). The objec-
tive of Butraminis to considera bug traceandthe checler (or property)thatit triggersand
seeka muchshorterandsimplertraceto falsify the sameproperty Previouswork in this area
hasbeenmostly centeredn usingformal techniquego simplify a propertys countergample
[18, 5]. Simulation-basetechniquego addresghis problemhave beenproposedn [4], apre-
liminary versionof thiswork. In aseparateontet, the problemof traceminimizationhasalso
beenaddresseth softwareveri cation [8, 11].

Butraminsimpli es atraceby iteratively eliminatingredundanportionsof the trace. For
instance|t checksif thereareredundansequentiakteps,or sequentialoopsthat canbe re-
moved. It alsochecksif combinationalinput eventsin a bug traceare redundant. For each
candidatea simpli ed traceis resimulatedo checkif it still exposesthe original bug. When
this mechanismis exhaustedButraminfurther simpli es a traceby using X-value simulation
to evaluatewhich input signalsareessentialn exposinga bug. Finally, a SATis ability (SAT)-
based, x ed-windav boundedmodelchecler seeksadditional“shortcuts”in the reducedand
simpli ed trace.Our approactto traceminimizationis novel in thefollowing aspects:

It iteratively simpli es thetraceby targetingthe length(total numberof clock cycles)as
well asthe numberof input eventsof thetrace.

It combinessimulationand formal techniqueswhich exploits the performanceof logic
simulationas far as possible,and only appliesformal techniquego a greatly reduced
trace,requiringa muchsimpleranalysis.

It is capableof classifyinginput variableassignmentss essentialor nonessentialby
markingnonessentiaassignmentvith anX valuein 3-valuesimulation.
Experimentatesultsshav thatButramincangreatlysimplify countereaamplegyenerated
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by semi-formaland constrainedandomveri cation tools down to a small fraction of
their original sizes,andit producesconsistentesultsacrossa rangeof designsizesand
characteristics.The compacttraceslead to a much easierinterpretationof the actwity

causinghebug.

In developing Butramin, we gave top consideratiorto the quality of the results,sincethe
engineeringime saved by the latter well outweighsthe executiontime of the software. We
envision a deploymentscenariowhere Butraminis run overnightto preparesimpli ed traces
to be analyzed,and found that all of our executiontimes are well within this limit. Within
this contect, we additionallyevaluatedthe potentialof Butraminin minimizing high coverage
regressiortracesthatis, traceswhich visit multiple coveragegoals.We foundthatevenin this
scenarioButraminwascapableof exposinga lot of minimizationpotential.

The remainderof this paperis organizedasfollows: Section2 describeselevant previous
work on bugtraceminimizationfor randomsimulationandboundednodel-checkingSection3
analyzeshesourceof redundang in bugtracesandpossiblevaysto identify andremove them.
Section4 presentour new bug traceminimizationtechniquethat relies on logic simulation,
anddescribegshe BMC-basedsearchfor countergampleshortcuts. Sectionss and6 discuss
algorithmicaspectof Butraminand experimentalresults. Finally, Section7 summarizeshe
contributionsandconcludeghepaper

2 Background and Previous Work

Researclon minimizing property countergamplesor, more generally bug traces,hasbeen
pursuedboth in the context of hardware and software veri cation. In hardware veri cation,
existing solutionstypically minimize tracesgeneratedoy boundedmodel-checking. Before
discussingheseechniquesywe give somepreliminarybackgrounandprovide abrief overvien
of theBMC methodology

2.1 Anatomy of a Bug Trace

A bug stateis anundesirablestatethatexposesa bugin thedesign.Dependingon the natureof
thebug, it canbe exposedby a uniquestate(a speci ¢ bug con guration) or ary oneof several
stategagenerabug con guration),asshovnin Figurel. In the gure, supposeahatthe x-axis



represent®ne statemachinecalled FSM-X andthe y-axis represent@nothermachinecalled
FSM-Y. If a bug occursonly whena speci ¢ statein FSM-X and a speci ¢ statein FSM-Y
appearsimultaneouslythenthe bug con guration will be a very speci ¢ singlepoint. On the
otherhand.,if thebugis only relatedto a speci ¢ statein FSM-X but it is independendf FSM-
Y, thenthe bug con guration will beall stateson the verticalline intersectinghe onestatein

FSM-X. In this casethebug con gurationis very broad.

N

0

specific

FSM

general

FSM-X

Figurel: An illustration of two typesof bugs,basedon whether oneor many statesexposea given
bug. The x-axis representsFSM-X and the y-axis representsFSM-Y. A speci ¢ bug con guration
containsonly onestate,while a generalbug con guration containsmany states.

Givena sequentiaktircuit andaninitial state,a bug traceis a sequencef testvectorsthat
exposesabug,i.e., causeshecircuit to assumeneof thebug states.Thelengthof thetraceis
the numberof cyclesfrom theinitial stateto the bug state,andaninput eventis a changeof an
input signalat a speci ¢ clock cycle of the trace. Oneinput eventis consideredo affect only
a singleinput bit. An input variable assignmenis a valueassignmento aninput signalat a
speci c cycle. Theterm “input variableassignmentis usedin the literaturewhentracesare
modeledassequencesf symbolicvariableassignmentat the designs inputs. The numberof
input variableassignment@ atraceis the productof the numberof cyclesandthe numberof
inputs. A cheder signalis a signalusedto detecta violation of a property thatis, if the signal
changego a speci ¢ value,thenthe propertymonitoredby the checler is violated,anda bug
is found. The objective of bug traceminimizationis to reducethe numberof input eventsand
cyclesin atrace,while still detectingthe checler violation.

Example 1 Considera circuit with threeinputsa, b andc, initially setto zeio. Supposehat
a bug traceis availablewhele a and c are assignedo 1 at cyclel. Atcycle2, cis changd
to 0 andit is changed bad to 1 at cycle 3, after which a cheder detectsa violation. In this

situationwe countfour inputevents twelveinputvariableassignmentsndthreecyclesfor our
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a=0 a=1 a=1 a=1
b=0|=) [b=0| =) |b=0 | =) |b=0

0= c=1 c=0 c=l!

cycle 0 cycle 1 cycle 2 cycle 3

Figure2: A bug trace example. The boxesrepresentinput variable assignmentgto the circuit at
eachcycle,shadedboxesrepresentinput events. This trace hasthreecycles,four input eventsand
twelve input variable assignments.

bugtrace Theexampletraceis illustratedin Figure 2.

Anotherview of a bug traceis a pathin the statespacefrom the initial stateto the bug
state,asshown in Figure3. By constructionformal methodscanoften nd theminimallength
bug traceas shown in the dottedline. Thereforewe focus our minimizationon semi-formal
andconstrainedandomtracesonly. However, if Butraminis appliedto a traceobtainedwith
a formal techniquejt may still be possibleto reducethe numberof input eventsandvariable

assignments.

o Initial state

Bug state
—> Bug trace

Minimal
bug trace

State space

Figure3: Another view of a bug trace. Thr eebug statesare showvn. Formal methodsoften nd the
minimal length bug trace, while semi-ormal and constrained random techniquesoften generate
longer traces.

2.2 BoundedModel Checking Overview

Boundedmodel checking[3] is a formal methodwhich can prove or disprove propertiesof
boundedengthin a design,frequentlyusing SAT solving techniquego achieve this goal. A
high-level o w of the algorithmis givenin Figure4. The centralideaof BMC is to “unroll”
a givensequentiatircuit k timesto generatea combinationakircuit thathasbehaior equva-
lent to k clock cyclesof the original circuit. In the procesf unrolling, the circuit's memory



elementsareeliminated,andthe signalsthatfeedthemat cycle i areconnectedlirectly to the
memoryelementsoutputsignalsatcyclei 1. In Conjunctve NormalForm (CNF)-base®AT,
theresultingcombinationatircuit is corvertedto a CNF formulaC. The propertyto beproved
is alsocomplemente@ndcorvertedto CNF form (p). Thesetwo formulasareconjointandthe
resultingSAT instancd is fedinto a SAT solver. If asatis ableassignmenis foundfor I, then

the assignmentiescribes countergamplethatfalsi es the (bounded)property otherwisethe

propertyholdstrue.
1 SAT-BMC(circuit, property, maxK) f
2 P=CNF(not(propert vy));
3 for k=1 to maxK do f
4 C = CNF ( unroll(circuit , K );
5 | = C ™~ P, //[SAT instance
6 if (1 is satisfiable)
7 return  (SAT solution);
8 g
9 ¢

Figure4: BoundedModel Checking pseudo-code.

2.3 Known Techniquesin Hardware Veri cation

Traditionally, a counter&@amplegeneratedy BMC reportsthe input variableassignment$or
eachclock cycle andfor eachinput line of the design. However, it is possible,andcommon,
thatonly a portionof theseassignmentarerequiredto falsify the property Severaltechniques
thatattempto minimizethetracecomplexity have beenrecentlyproposedfor instanceRavi et
al. [18]. To this endthey proposewo techniquesbrute-forcdlifting (BFL), which attemptgo
eliminateonevariableassignmenat a time, andanimprovedvariantthat eliminatesvariables
in sucha way so asto highlight the primary eventsthatled to the propertyfalsi cation. The
basicideaof BFL is to considerthe “free” variablesof the bug trace,thatis, all input variable
assignmentf every cycle. For eachfree variablev, BFL constructsa SAT instanceSAT(V),
to determindf v canpreventthe countergample.If thatis notthe casethenv is irrelevantto
the counter@ample,and canbe eliminated. Becausehis techniqueminimizesBMC-derived
traces,its focusis only on reducingthe numberof assignmentso the circuit's input signals.
Moreover, eachsingleassignmengliminationrequiressolving a distinct SAT problem,which
may be computationallydif cult. More recentwork in [19] furtherimprovesthe performance
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of BFL by attemptingthe elimination of setsof variablessimultaneously Our techniquefor
removing individual variableassignments similarto BFL asit seekgo remove anassignment
by evaluatinga traceobtainedwith the oppositeassignmentHowever, we applythis technique
to longertracesobtainedwith semi-formalmethodsandwe performtestingvia resimulation.

Anothertechniqueappliedto model checkingsolutionsis by Gastinet al. [8]. Herethe
counter@ampleis corvertedto a Buchi automatoranda depth- rst searchalgorithmis usedto

nd aminimal bugtrace.Minimization of counter@ampless alsoaddressea [14], wherethe
distinctionbetweercontrolanddatasignalsis exploitedin attemptingto eliminatedatasignals
rst from thecountergample.

All of thesetechniquegocuson reducingthe numberof input variableassignmentso dis-
prove the property Becausdhe counter&ampleis obtainedthrougha formal modelchecler,
thenumberof cyclesin thebugtraceis minimal by constructionButramin'sapproacttonsiders
amoregeneralcontet wherebug tracescanbe generatedby simulationor semi-formalveri -
cationsoftwareattackingmuchmorecomplex designghanBMC-basedechniquesTherefore,
(1) tracesarein generalordersof magnituddongerthanthe onesgeneratedy BMC, and(2)
thereis much potentialfor reducingthe tracein termsof numberof clock cycles, asour ex-
perimentalresultsindicate. On the downside,the useof simulation-basetkechniquesioesnot
guaranteghattheresultsobtainedareof minimallength. As theexperimentalesultsin Section
6 indicate,our heuristicgrovide in practiceoptimalresultsfor mostbenchmarks.

Aside from minimization of bug tracesgeneratedising formal methods,techniqueghat
generatdracesby randomsimulationhave alsobeenexploredin the context of hardwareveri-

cation. Onesuchtechniques by Chenetal. [5] andproceedsn two phasesThe rst phase
identi es all the distinct statesof the countergampletrace. The secondphaserepresentshe

traceasa stategraph,it appliesone stepof forward statetraversal[6] to eachof the individ-

ual statesandaddstransitionedgedo the graphbasednit. Dijkstra's shortespathalgorithm
is appliedto the nal graphobtained. This approachwhile very effective in minimizing the
tracelength(thenumberof clock cyclesin thetrace),(1) doesnot considereliminationof input
variableassignmentand (2) makesheary useof formal state-traersaltechniquesyhich are
notoriouslyexpensve computationallyand canusually be appliedonly to small-sizedesigns,
asindicatedalsoby the experimentakesultsin [5].



2.4 Techniquesin Software Veri cation

Theproblemof traceminimizationhasbeenafocusof researclalsoin thesoftwareveri cation
domain. Software bug tracesare characterizedby involving a very large numberof variables
andverylong sequencesf instructions.The deltadeluggingalgorithm[11] is fairly popularin
the softwareworld. It simpli es acomple softwaretraceby extractingthe portionof thetrace
thatis relevantto exposingthe bug. Their approachs basedexclusively on resimulation-based
explorationandit attackshe problemby partitioningthetrace(whichin this cases asequence
of instructions)andcheckingif any of the componentganstill exposethebug. The algorithm
wasableto greatlyreducebug tracesin Mozilla, a popularwebbrowser A recentcontribution
thatdravs uponcountergamplesdoundby modelcheckings by Groceetal. [9]. Theirsolution
focuseson minimizing atracewith respecto the primitive constructsavailablein thelanguage
usedto describethe hardware or software systemandon trying to highlight the causef the
errorin the countergample,soasto producea simpli ed tracethatis moreunderstandablby

asoftwaredesigner

3 Analysisof Bug Traces

In this section,we analyzethe characteristicef bug tracesgeneratedisingrandomsimulation,
point out the origins of redundang in thesetracesand proposehow redundang can be re-

moved. In generalredundang existsbecaussomeportionsof the bug tracemaybeunrelated
to the bug, theremaybeloopsor shortcutan the bug trace,or theremay be analternatve and
shortermpathto thebug. Two examplesaregivenbelow to illustratetheidea,while thefollowing

subsectionprovide a detailedanalysis.

Example 2 In Intel's r st geneation Pentiumprocessarthere wasa bug in the oating point
unit which affectedthe fdiv instruction. This bug occurred whenfdiv wasusedwith a speci ¢
setof operands. If there had beena cheder testingfor the correctnessf the fdiv operation
during the simulation-basedveri cation of the processarit is very probablethat a bug trace
exposingthis problemcould havebeenmanycycleslong. However, only a smallportion of the
randomprogramwould havebeenusefulto exposethe fdiv bug, while the majority of the other

instructionscouldhavebeenreliminated.Theredundancyfthebugtracecomedromthecycles



spenttestingother portionsof the design,which are unrelatedto the awed unit and canthus
beremwed.

Example 3 Supposehatthedesignundertestis a FIFO unit, anda bug occuis everytimethe
FIFO is full. Alsoassumdhat there is a pseudo-andombug trace containingbothreadand
write operationsuntil thetracereadesthe“FIFO full” state Obviouslycyclesthatreaddata
fromthe FIFO canberemoedbecauseahey createstatetransitionsthat bringsthetraceaway
fromthe bug con gurationinsteadof closerto it.

3.1 Making TracesShorter

In generala tracecanbe madeshorterif ary of the following situationsarise: (a) it contains
loops,(b) therearealternatve paths(shortcutspetweertwo designstatespr (c) thereis another

statewhich exposeghe samebug andcanbereachedearlier

State space

Figure5: A bug trace may contain sequentialloops,which can be eliminated to obtain an equiva-
lent but more compacttrace.

The rst situationis depictedschematicallyn Figure5. In randomsimulation,a statemay
bevisitedmorethanonce,andsuchrepetitve stateswill formloopsin thebugtrace.ldentifying
suchloopsandremaoving themcanreducethelengthof the bug trace.

In the secondcase theremay be a shortcutbetweentwo statesasindicatedby arrav 1 in
Figure6, which meansanalternative pathmay exist from a stateto anotherstateusinga fewer
numberof cycles. Suchsituationsmay arisein randomtracesfrequentlybecauseonstrained
randomsimulationoften selectstransitionsarbitrarily andit is possiblethat longer pathsare
generatedh placeof shorterones.

Thethird conditionoccurswhenmultiple designstatesexist thatexposethe samebug, and
someof themcanbereachedn fewer stepscomparedo the original one,asshown by arrows
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State space

Figure6: Arr ow 1 showvsa shortcut betweentwo stateson the bug trace. Arr ows marked“2” show
pathsto easierto-reachbug statesin the samebug con guration (that violatesthe sameproperty).

marked “2” in Figure 6. If a pathto thosestatescanbe found, it is possibleto replacethe
original one.

A heuristicapproachthat can be easily devisedto searchfor alternatve shortertracesis
basedon generatingperturbationon a giventrace. A bug tracecanbe perturbedlocally or
globallyto nd shortcutsor a pathto an alternatve bug state. In a local perturbation cycles
or inputeventsareaddedor removedfrom anoriginal trace.As mentionedoreviously, random
simulationselectsstatetransitionsin a pseudo-randorfashion.By local perturbationalterna-
tive transitionscan be explored and shorterpathsto a tracestateor to anotherstateexposing
the bug maybefound. In a global perturbation a completelynew traceis generatedandused
to substitutethe original oneif it is shorter Onereasonwhy perturbationhasthe potential
to work effectively on randomtracesis that a pseudo-randonsearchtendsto do a lot of lo-
cal exploration,comparedo a formal tracethat progresseslirectly to a bug. Becauseof this,
opportunitiesof shortcutswithin atraceabound.

3.2 Making TracesSimpler

After all redundantyclesareremoved, mary input eventsmay still be left. For example, if
a circuit has 100 inputs and a bug traceis 100 cycleslong, thereare 10,000input variable
assignments the trace. However, not all assignmentsarerelevantto exposethe bug. More-
over, redundangventsincreasehe compleity of interpretingthetracein thedehuggingphase.
Thereforeit is importantto identify andremove suchredundanyg.

We ervision two waysof simplifying the input assignmenté a trace: by removing input
eventsandby eliminating assignmentshat are not essentiato reachour goal. In this latter
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approachinputassignmentsanbemarkedasessentiabr not,basedntheirimpactin exposing
the bug. By removing nonessentiainput variableassignmentsthe analysisof the bug trace
during deluggingcanbe mademuchsimpler For example,a tracewith two input eventswill
be mucheasielto analyzethanatracewith 10,000input events.

4 ProposedTechniques

Basedon our analysiswe proposeseveraltechniquego minimizeabug trace.An overview of
thesetechniquess givenbelow, they arediscussedhn detailin thefollowing subsections.

1. Single-cyclesliminationshortensa bug traceby resimulatinga variantof thetracewhich
includeslesssimulationcycles.

2. Alternativepathto bug is exploited by detectingwhenchangesnadeon atraceproduce
analternatve, shorterpathto thebug.

3. Stateskipidenti es all the uniquestatecon gurationsin atrace.If the samestateoccurs
morethanonce,it indicatesthe presencef aloop betweerntwo statesandthe tracecan
bereduced.

4. BMC-basede nementattemptdo furtherreducethetracelengthby searchingocally for
shortempathsbetweertwo tracestates.

In addition,we proposehe following techniquego simplify traces:

1. Inputeventeliminationattemptgo eliminateinput events,by resimulatingtracevariants
whichinvolve fewer input events.

2. Essentialvariableidenti cation useghree-waluesimulationto distinguishessentiainput
variableassignmentfrom nonessentiabnes,andmarksthe nonessentialg/ith “X”.

3. Indirectly, all cycle removal techniquesnayalsoremove redundantnput events.

A bugtracecanbe perturbedy eitheraddingor remaoving cyclesor input events.However,
trying all possibilitiesis unfeasible Sincethe purposeof minimizationis to reducethe number
of cyclesandinput events,we only useremoval in thehopeto nd shorterandsimplertraces.
Ourtechniquesreappliedin the following order: Butramin rst triesto shortenatraceby re-
moving certainclock cyclesandsimulatingsuchtracevariants afterwhich it triesto reducethe

numberof inputevents.While analyzingeachperturbedrace thetwo technique®f alternatve
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pathto bug andstateskip monitor for loopsandshorterpaths. Oncethesetechniquesun out
of steam Butraminappliesa seriesof BMC re nements.The BMC searchis localizedsothat
we never generatecomplex SAT instancesolving which could becomethe bottleneckof Bu-
tramin. If our SAT solvertimesout on someBMC instancesye simply ignoresuchinstances

andpotentialtracereductionssincewe do not necessarilyaimfor shortestracespossible.

4.1 Single-CycleElimination

Single-g/cle eliminationis anaggressie but ef cient way to reducethelengthandthe number
of input eventsin a bug trace. It tentatvely removesa whole cycle from the bug traceand
checksif thebugis still exposedby the new tracethroughresimulationjn which casethe new
shortertracereplaceshe old one. This procedures appliediteratively on eachcycle in the
trace,startingfrom cycle 1 andprogressingo the endof the trace. The reasorwe startfrom
the rst simulationcycleis thatthis perturbatiorhasthe bestchanceo move far awvay from the
original trace,becauset perturbsthe early stagesof a trace. The later aremoval the lessthe

opportunityto visit statedar awvay from the original trace.

Example4 Considerthe trace of Examplel. During the r st step,single-cycleelimination
attemptgo remosecyclel. If thenew tracestill exposeghebug, weobtaina shorterbugtrace
which is only two cycleslong and hastwo input events,as shownin Figure 7. Notethatit is
possiblehat somenputeventshbecomaedundanbecausef cycleelimination,asit is thecase
in this examplefor the eventon signal c at cycle2. Thisis becausehe previoustransitionon
c wasat cyclel, which hasnowbeenremwed. After eventswhich havebecomeedundantare

eliminated single-cyclesliminationcanbeappliedto cycle2 and 3, iteratively.

a=0 a=1 a=1
b=0 | =) |b=0 | =) |b=0
c=0 c=0 c=I.

cycle 0 cycle 2 cycle 3

Figure7: Single-cycleelimination attemptsto remove individual trace cycles,generatingreduced
traces which still exposethe bug. This example shows a reducedtrace where cycle 1 has been
removed.

To reduceButramin’s runtime, we extend single-g/cle eliminationto work with several

cyclesat once.Whenthreeconsecutie cyclesareeliminatedoneby one,Butraminwill try to
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eliminatepairsof consecutre cycles. If thatsucceedsthe next attemptwill considertwice as
mary cycles. If it fails, the numberof cyclesconsideredat oncewill be halved. This adaptive
cycleeliminationtechniquecandynamicallyextendits “window size”to quickly eliminatelarge
sequencesf cycleswhenthisis likely, but will roll backto single-g/cle removal otherwise.
Note that, whendependeng exists betweerblocksof cycles,remaoving a singlecycle at a
time may invalidatethe bug trace. For example,remaoving ary cycle within a PCI-X transac-
tion will almostalwayscorruptthe transactionyenderingthe bug traceuseless.This problem
can be addressedby removing whole transactionsnsteadof cycles. With someextra input
from the userto helpidentify transactiorboundariesButramincanbe easilyadaptedo handle

transaction-basetaces.

4.2 Input EventElimination

Inputeventeliminationis the basictechniqueo remove inputeventsfrom atrace. It tentatvely
generates varianttracewhereone input eventis substitutedwith the complementaryalue
assignment.If the varianttracestill exposesthe bug, the input event can be removed. In
addition, the eventimmediatelyfollowing on the samesignalbecomegedundantandcanbe

removedaswell.

a=0 a=1 a=1 a=1
b=0 =) [b=0 =) [b=0| =) [b=0
c=0 ¢=0 c=0 c=1

cycle 0 cycle 1 cycle 2 cycle 3
Figure 8: Input event elimination removes pair of events. In the example, the input eventson
signalc at cyclel and 2 are removed.

Example5 Consideronceagain thetraceof Examplel. Theresultafter eliminationof input
eventc at cyclel is shownin Figure 8. Notethat theinputeventon signalc at cycle2 becomes

redundantandit is alsoeliminated.

4.3 Alternative Path to Bug

An alternatve pathto bug occurswhena varianttracereaches statethatis differentfrom the
nal stateof thetrace,butit alsoexposeshesamebug. Thealternatve statemustobviously be
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reachedn fewer simulationstepsthanin the original trace. As showvn in Figure9, if states;,,

reachedat time t, by the varianttrace(shovn at the bottom)exposeshe bug, the new variant

tracereplacegheoriginal one.
. S. S. S.
_ .‘Z 13 14 1
1> —> ->[

> Altex;natwe Path to kug>

6ttt
Figure9: Alter native path to bug: the variant trace at the bottom hits the bug at stept,. The new
trace replacesthe old one,and simulation is stopped.
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4.4 State Skip

The stateskip rule is usefulwhentwo identicalstatesexist in a bug trace. This happensvhen
thereis a sequentialloop in the trace or when, during the simulation of a tentatve variant
trace,an alternatve (and shorter)pathto a statein the original traceis found. Considerthe
exampleshavnin Figure10: if statessj, ands;, areidentical,thena new, morecompactrace
can be generatedy appendingthe portion from stepts and on of the original trace,to the
pre x extractedfrom the varianttraceup to andincluding stepto. This techniqueadenti es all

reoccurringstatesn atraceandremove cyclesbetweerthem,guaranteeinghatall the statesn

the nal minimizedtraceareunique. Statesare hashedor fastlook-up sothatstateskip does
notbecomea bottleneckin execution.

Si, S.i.Z S, S, Si,
SR N <
g, 5 .=
> State skip
i il Removed
‘ i simulation steps

t:l tz 't3 t4 t5
FigurelO0: Stateskip: if statesj, = s, cyclestz andts canberemoved, obtaining a newtrace which
includesthe sequence... s;j,, Sj,, S, ...
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4.5 EssentialVariable Identi cation

We foundthat,afterapplyingour minimizationtechniqueshug tracesareusuallymuchshorter
However, mary input variableassignmentsnay still be part of the trace,andtheir relevance
in exposingthe bug may vary — somemay be essentialwhile othersare not. Butraminin-
cludesan“X-mode” featurefor ltering outirrelevantinputvariableassignmentsyhereinput
variableassignmentsire classi ed as essentiabr not, basedon a 3-value (0/1/X) simulation
analysis.To implementthis techniquefwo bits areusedto encodesachsignalvalue,andeach
inputassignmenin eachcycle is assignedn turn thevalueX: if the X input propagateso the
checler's outputandan X is sampledon the checler's outputsignal,thentheinputis marked
essentialandthe original input assignmenis kept. Otherwise theinput assignmenis deemed
irrelevant for the purposeof exposingthe bug. The setof input assignmentshat are marked
irrelevant contribute to simplify the delugging actuity, sincea veri cation engineerdoesnot
needto take theminto considerationvhenstudyingthe causeof thesystemsincorrectbehaior.
We presenexperimentaresultsindicatingthatthis analysiss capableof providing substantial
simpli cations to the signalsinvolvedin analreadyreducedoug trace.

Note, nally, thatour simpli cation techniquewhich relieson 3-valuesimulation,is over-
conserative, agging irrelevant input assignmentss essential. Considey for instance,the
simulationof a multiplexerwherewe propagate@n X valueto theselectinputanda 1 valueto
both datainputs. A 3-valuedlogic simulatorwould generateX at the outputof the simulator
however, for our purposesthe correctvalueshouldhave beenl, sincewe considerX to mean
“don't care”. If moreaccuray is desiredfor this analysis,a hybrid logic/symbolicsimulator
canbeusedinstead15, 20].

Alternatively, essentialariableidenti cation couldbeperformedusinga BMC-basedech-
niquewith apseudo-BooleaBAT solver, for instancg22, 23]. SuchsolverssatisfyagivenSAT
formulawith the smallestpossiblenumberof assignedvariables(maximal numberof don't-
cares).Aside from thesesolvers,even mainstreanBooleanSAT solverscanbe specializedo
dothis,assuggesteth [18]. Sinceassignments the SAT solutioncorrespondo inputvariable
assignments thebug trace thoseinputvariableassignmentareobviously essential Essential
variableidenti cation naturallyfollows by markingall otherinput variableassignmentasir-
relevant. A similarideahasbeendeployedalsoby Lu etal. [16] to nd aminimal three-alued

solutionwhich minimizesthe numberof assignmentso statevariables.
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4.6 BMC-basedRe nement

Thistechniquecanbe usedaftersimulation-basecdhinimizationto furtherreducethelengthof a
bugtrace.Becausef state-skipafterapplyingsimulation-basedhinimization,notwo statesn

atracewill bethesame However, the distancebetweerary pair of stategnaynot be minimal.

We proposeherean approachbasedon modelcheckingto nd the shortestpathbetweentwo

states.Thealgorithm,alsooutlinedin Figure11, considerdwo statessays; ands;j, which are
k cyclesapartin thetraceandattemptd¢o nd theshortespathconnectinghem.This pathcan
thenbe found by unrolling the circuit from 1 to k 1 times, assertings; ands; astheinitial

and nal statesandattemptingto satisfythe correspondingooleanformula. If we referto

the CNF formula of the unrolledcircuit asCNFc, thenCNF:* CNFg CNFsj is the Boolean
formulato be satis ed. If a SAT solvercan nd asolution,thenwe have a shortcutconnecting
s to sj. Notethatthe SAT instancegyeneratedy our algorithmaresimpli ed by thefactthat
CNFs andCNFs; areequialentto a partialsatisfyingassignmentor theinstance An example
is givenin Figurel2.

1 Select two states s and sj, k cycles apart
for I = 1to k 1dof
C = circuit unrolled | times;
Transform C into a Boolean formula CNF;
I=CNFc ~ CNFs "~ CNFg
if (1 is satisfiable)
return  (shortcut s ! sj, | steps);

O~NO O Ak WN

g
Figurell: BMC-basedshortcut detectionalgorithm.
Sy S,

‘ ‘ S S S
—»—»—» —»-->

shortcut
S

shortcut

Figure12: BMC-basedre nement nds a shortcut betweenstatesS; and S;, reducingthe overall
trace length by onecycle.

The algorithmdescribedn Figure11 is appliediteratively on eachpair of stateghatarek
stepsapartin the bug trace,and usingvarying valuesfor k from 2 to m, wherem is selected
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experimentallyso that the SAT instancecan be solved ef ciently. We thenbuild an explicit
directedgraphusingthe shortcutfound by the BMC-basede nementandconstructthe nal
shorterpathfrom theinitial stateto the bug state.Figure 13 shaovs anexampleof suchgraph.
Eachvertex in thegraphrepresenta statein thestartingtrace edgesetweenverticesrepresent
the existenceof a pathbetweerthe correspondingtatesandthe edges weightis the number
of cyclesneededo go from the sourcestateto the sink. Initially, thereis anedgebetweereach
two consecutie vertices,andthe weightlabelsarel. Edgesareaddedbetweerverticeswhen
shortcutsarefound betweerthe correspondingtates andthey arelabeledwith the numberof
cyclesusedin the shortcut.A single-sourcehortespathalgorithmfor directedacgyclic graphs
isthenusedto nd theshortespathfrom theinitial to thebug state.While someof theshortcuts
discoreredoy BMC maybeincompatiblebecausef thepartialconstraintsn CNFg andCNFs;,
theshortest-pathlgorithmwe describeselectsaanoptimalsetof compatibleshortcutswithin the
selectedvindow sizem.

Although simulation-basedechniquesare effective, they are heuristicin natureand may
misslocal optimizationopportunities.BMC-basedre nementhasthe potentialto improve on

local optimizationsby performingshort-rangeptimal cycle elimination.

~ - N
OMONORORO
M1 7

Figurel13: A shortest-pathalgorithm is usedto nd the shortestsequencerom the initial stateto
the bug state. The edgesare labeled by the number of cyclesneededto go from the source vertex
to the sink. The shortestpath from state O to state4 in the gur e uses2 cycles.

5 Implementation Insights

We built a prototypeimplementationof the techniquesdescribedin the previous sectionto
evaluateButramin's performanceand trace minimization capability on a rangeof digital de-
signs.Ourimplementatiorstrivesto simplify atraceasmuchaspossiblewhile providing good
performanceat the sametime. This sectiondiscussesomeof the insightswe gainedwhile

constructinga Butramin's prototype.
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5.1 SystemAr chitecture

The architectureof Butramin consistsof threeprimary components:a driver program,com-
merciallogic simulationsoftware,anda SAT solver. Thedriver programis responsibldor (1)
readingthe bug trace, (2) interfacingto the simulationtool and SAT solver for the evaluation
of thecompressedarianttracesand(3) nding simpli cations introducedn the previoussec-
tions. Thelogic simulationsoftwareis responsibldor simulatingtestvectorsfrom the driver
program,notifying the systemif the tracereacheghe bug understudy and communicating
backto the driver eachvisited stateduring the simulation. BMC-basedminimizationwasim-
plementedusing MiniSAT [7] which analyzeghe SAT instancegeneratedy corverting the
unrolled circuits to CNF form usinga CNF generatar The systemarchitectureis shovn in
Figurel4.

Figurel4: Butramin systemarchitecture.

5.2 Algorithmic Analysisand Performance Optimizations

In the worst casescenariothe complity of our simulation-basedechniquess quadraticin
the lengthof the traceunderevaluation,andlinearin the size of the primary input signalsof
the design. In fact, consideran m-cycle long bug tracedriving an n-input design. The worst
casecomplexity for our cycle eliminationtechniques O(n?), wherethe oneof theinput event
eliminationtechniqueis O(n  m?). All the other simulation-basedechniqueshave simpler
complity or areindependenfrom the size of the traceor design. In orderto improve on
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the wall clock pro le of Butramin, we developedan extra optimization,as describedbelow.
Experimentakesultsshav thatthe worst casesituationdid not occurdueto our optimization,
adaptve cycle eliminationandthe natureof practicalbenchmarks.

The optimizationfocuseson identifying all multiple occurrence®f a stateso thatwe can
identify whenthe simulationof avarianttracefalls into the original trace,andavoid simulating
the last portion of the variant. To achieve this, we hashall statesvisited by a traceandtag
themwith theclock cyclein whichthey occur During thesimulationof varianttraceswve noted
that,in somespecialconditions,we canimprove the performancef Butraminby reducingthe
simulationrequired: after the time whenthe original andthe varianttracesdiffer, if a variant
statematches statein theoriginal tracetaggedoy the sameclock cycle, thenwe canterminate
thevariantsimulationandstill guarante¢hatthe varianttracewill hit thebug. In otherwords,
simulationcanbeterminatedearlybecauseheresultof applyingthe sametestvectorsafterthe
matchedstatewill notchange We call this anearly exit. As illustratedin Figurel5, early exit
pointsallow the simulationto terminateimmediately Oftensimulationscanalsobeterminated
early by stateskip optimizationbecausehe destinationstateis alreadyin the tracedatabase.
Experimentatesultsshav thatthis optimizationis crucialto the ef ciency of simulation-based
minimizationtechniques.
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Figure15: Early exit. If the current statesj, matchesa state s, from the original trace, we can
guaranteethat the bug will eventually be hit.

5.3 UseModel

To run Butramin,theusermustsupplyfour inputs: (1) thedesignundertest,(2) abugtrace,(3)
the propertythatwasfalsi ed by thetrace,and(4) anoptionalsetof constrainton thedesigns

input signals. TracesarerepresentedsValueChangeDump (VCD) les, acommoncompact
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formatthatincludesall top-level input events.Similarly, theminimizedbug tracesareoutputas
VCD les.

Remuing input eventsfrom the bug traceduring traceminimizationmay generatellegal
input sequencesyhich in turn could erroneouslyfalsify a propertyor make the traceuseless.
For example,remaving the reseteventfrom a bug tracemay leadthe designinto anerroneous
state,generatinga spurioustracewhich doesnot re ect a possiblelegal actvity of the design
underveri cation, evenif the simulationof suchtracedoesexposethe original design a w.
Consequentlywhentestingsub-componentef a designwith constrainednputs, it becomes
necessaryo validatethe input sequencegeneratedluring traceminimization. Therearesev-
eralwaysto achieve this goal. Onetechniquds to markrequiredinputssothatButramindoes
not attemptto remove the correspondingventsfrom the trace. This approachs a viable so-
lution to handle for instanceresetandthe clock signals.For complex setsof constraintsit is
possibleto corverttheminto anequialentcircuit block connectedo the original design,such
asthetechniquesiescribedn thework by Yuanetal. [21]. This extra circuit block takesran-
dominput assignmentandcorvertstheminto a setof legal assignmentsvhich satisfyall the
requiredervironmentconstraints We deployedthe formerapproachor simplesituationsand
we adaptedhe latter to the contect of our solutionfor benchmarksvith more comple ervi-
ronments.Speci cally, sinceButraminstartsalreadywith a valid inputtracewhich it attempts
to simplify, we wrote our constraintsaasa setof monitorswhich obsene eachinput sequence
to the design.If themonitors ag anillegal transitionduring simulation,the entire“candidate
trace”is deemednvalid andremoved from consideration.For BMC-basedre nement, these
ervironmentalconstraintaresynthesize@dndincludedasadditionalconstraintgo the problem
instance Note, however, thatthis limits BMC-basedechniquedo be appliedto designsvhose
ervironmentalconstraintsare synthesizable On the otherhand, this requiremenis lifted for
the simulation-basedinimizationtechniquesFrom our experimentakesults,we obsenre that
mostminimizationis contributed by simulation-basediechniqueswhich rendershis require-
mentoptionalfor mostpracticalbenchmarks.

We alsodevelopedan alternatve usemodelto apply Butraminto reducingregressiorrun-
time. In this context, the approachs slightly differentsincethe goalnow is to obtainshorter
tracesthat achieve the samefunctional coverageastheir longer counterpart.To supportthis,
coveragepoints are encodedby properties:eachof themis “violated” only whenthe corre-
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spondingpointis coveredby thetrace.Butramincanthenbe con guredto generatdracesthat
violateall of thepropertiesjnsteadof just one,sothatthe samecoverages maintained.

6 Experimental Results

Benchmark| Inputs | Latches| Gates| Description

S38584 41 1426| 20681| Unknown

S15850 77 534 | 10306| Unknown

MULT 257 1280 | 130164 | Wallacetreemultiplier
DES 97 | 13248| 49183| DESalgorithm

B15 38 449 8886 | Portionof 80386

FPU 72 761 7247 | FloatingPointUnit
ICU 30 62 506 | PicoJa&a Instr. cacheunit
picoJaa 53| 14637| 24773| PicoJaafull design
VGALCD 56 | 17505| 106547| VGA/LCD controller

Tablel: Benchmark characteristics. The benchmark setupfor VGALCD involvesduplicating this
designand modifying oneconnectionin oneof the copies.Butramin then must minimize the trace
exposingthe difference.lIt follows that the sizeof the benchmark we work with is actually twice as
the onereported for this design.

Circuit Buginjected Assertionused
S38584 None Outputsignalsforcedto aspeci c value
S15850 None Outputsignalsforcedto aspeci c value
MULT AND gatechangedvith XOR | Computethe correctoutputvalue
DES Complementedutput Timing between receve_valid, out-
putreadyandtransmitvalid
B15 None Coverageof a partialdesignstate
FPU divide_on.zero conditionally | Assertdivide_on.zerowhendivisor=0
complement
ICU Constraintselaxed Buffer-full condition
picoJaa | Constraintselaxed AssertSMU's spill and |l
VGALCD | Circuit duplicatedwith one Outputsmismatchcondition
wire changedn onecopy

Table2: Bugsinjected and assertionsfor trace generation. For ICU and picoJava, no bugswere
injected but the constraints for random simulation were relaxed.

We evaluatedButramin by minimizing tracesgeneratedy a rangeof commercialveri -
cationtools: a constrainedandomsimulator a semi-formalveri cation software,andagaina
semi-formaltool wherewe speci edto useextra effort in generatingcompactraces.We con-
siderednine benchmarldesignsrom OpenCoregFPU),ISCAS89(S15850,538584),1TC99
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(B15), IWLS2005(VGALCD), picoJaa (picoJaa, ICU), aswell astwo internally developed
benchmarkg§MULT, DES), whosecharacteristicarereportedin Table1l. We developedas-
sertionsto befalsi ed whennot alreadyavailablewith the design,andwe insertedougsin the
designthatfalsify the assertionsTable2 describesassertionandbugsinserted. The checler
for VGALCD is a correctduplicateof the original design(which we modi ed to containone
designerror),hencethe circuit sizewe workedwith is twice astheonereportedn Tablel. Fi-
nally, experimentsvereconductedn a SunBlade1500(1 GHz UltraSFARC Illi) workstation
runningSolaris9.

6.1 Simulation-basedExperiments

Our rst setof experimentsattemptsto minimize tracesgeneratedy runninga semi-formal
commercialveri cation tool with the checlersspeci ed, and subsequenthapplyingonly the
simulation-basedninimizationtechniquesf Butramin,describedn Sections4.1to 4.4. We
were not ableto completethe generationof traceswith the semi-formalveri cation tool for
VGALCD, thereforewe only reportresultsrelatedto constrainedandomtracesfor this bench-
mark. Table 3 shows the absolutevaluesof cyclesandinput eventsleft in eachtraceandthe
overall runtimeof Butraminusingonly simulation-basetechniques Figures16 and17 shov
the percentagesf cyclesandinput eventsremoved from the original bug traceusingdifferent
techniquesNotethatfor all benchmarksve areableto remove themajority of cyclesandinput

events.

Circuit Cycles Input events Runtime

Original | Remaining| Remaed | Original | Remaining| Remwed | (seconds)
S38584 13 8| 38.46% 255 2| 99.22% 19
S15850 59 1| 98.31% 2300 3| 99.87% 5
MULT 345 4| 98.84%| 43843 2| 99.99% 35
DES 198 154 | 22.22% 3293 3| 99.91% 254
B15 25015 11| 99.96%| 450026 15| 99.99% 57
FPU 53711 5| 99.99%| 1756431 17 | 99.99% 27
ICU 6994 3| 99.96%| 62740 3| 99.99% 5
picoJaa | 30016 10| 99.97%| 675485 11| 99.99% 3359

Table3: Cyclesand input eventsremoved by simulation-basedtechniquesof Butramin on traces
generatedby semi-formal veri cation.

With referenceto Figure 16 and Figure 17, we obsenre that the contritution of different

minimization techniquesvariesamongbenchmarks.For example,almostall the cyclesand
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Figure16: Percentageof cyclesremoved using differ ent simulation-basedtechniques.For bench-
marks like B15 and ICU, state skip is the most effective technique becausethey contain small
numbers of statevariables and staterepetition is more lik ely to occur. For large benchmarkswith
long traceslik e FPU and picoJava, cycleelimination is the most effective technique.

input eventsareremoved by cycle eliminationin FPU andpicoJaa. On the otherhand,state
skip removes morethan half of the cyclesandinput eventsin B15 and ICU. This difference
canbeattributedto the natureof thebenchmarkif therearefewer statevariablesn thedesign,
stateskip is morelikely to occur In general stateskip hasmoreopportunitiedo provide trace
reductionsn designghatarecontrol-heay, suchaslCU, comparedo designghataredatapath-
heavy, suchasFPUandpicoJaa. Althoughinput eventeliminationdoesnot remove cycles, it
hasgreatimpactin eliminatinginputeventsfor somebenchmarkssuchasS38584.0Overall,we
foundthatall thesetechniguesreimportantto compactifferenttypesof bugtraces.

Our secondsetof experimentsappliesButraminto a new setof tracesalsogeneratedy a
semi-formaltool, but this time we con guredthe softwareto dedicatesxtra effort in generating
shorttracesy allowing moretime to be spenton theformal analysisof the checler. Similarly
to Table 3 discusseckarlier Table 4 reportsthe resultsobtainedby applyingthe simulation-
basedminimizationtechniquesf Butraminto thesetraces.We still nd thatButraminhasa
high impactin compactingthesetraces,evenif, generallyspeakingthey presentessredun-
dang, sincethey arecloserto be minimal. Notein particular thatthe longerthe traces,the

greaterthebene t from the applicationof Butramin. Evenif the overallimpactis reducedwe
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Figurel7: Number of input eventseliminated with simulation-basedtechniques.The distrib utions
are similar to cycleelimination becausea emoving cyclesalsoremovesinput events. However, input
event elimination works the most effectively for somebenchmarkslik e S38584and DES, shawing
that someredundantinput eventscan only be removed by this technique.

still obsene a61%reductionin thenumberof cyclesand91%in inputevents,on average.

Circuit Cycles Inputevents Runtime
Original | Remaining| Removed | Original | Remaining| Remawed | (seconds)
S38584 13 8| 38.46% 255 2| 99.22% 21
S15850 17 1| 94.12% 559 56 | 89.98% 4
MULT 6 4| 33.33% 660 2| 99.70% 34
DES 296 17| 94.26% 3425 3| 99.91% 17
B15 27 11| 59.26% 546 5| 99.08% 6
FPU 23 5| 78.26% 800 17 | 97.88% 1
ICU 19 14| 26.32% 142 80| 43.66% 1
picoJaa 26 10| 61.54% 681 11| 98.38% 39

Table4: Cyclesand input eventsremoved by simulation-basedtechniquesof Butramin on traces
generatedby a compact-modesemi-formal veri cation tool.

Thethird setof experimentsavaluatediracesgeneratedy constrainedandomsimulation.
Resultsaresummarizedn Table5. As expected,Butraminproducedthe mostimpacton this
setof traces,sincethey tendto includea lot of redundanbehaior. The averagereductionis
99%in termsof cyclesandinput events.
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Circuit Cycles Input events Runtime

Original | Remaining Remwed| Original | Remaining| Remwed | (seconds
S38584 1003 8| 99.20% 19047 2| 99.99% 16
S15850 2001 1| 99.95% 77344 3| 99.99% 2
MULT 1003 4| 99.60% 128199 2| 99.99% 34
DES 25196 154| 99.39% 666098 3| 99.99% 255
B15 148510 10| 99.99%| 2675459 9| 99.99% 395
FPU 1046188 5| 99.99%| 36125365 17| 99.99% 723
ICU 31992 3| 99.99%| 287729 3| 99.99% 5
picoJaa 99026 10| 99.99%| 2227599 16| 99.99% 5125
VGALCD | 36595 4| 99.99% 1554616 19| 99.99%| 28027

Table5: Cyclesand input events removed by simulation-basedmethods of Butramin on traces
generatedby constrainedrandom simulation.

6.2 PerformanceAnalysis

Table6 comparefButramin’s runtimewith andwithout differentoptimizationtechniquesThe
tracesare generatedising semi-formalmethodsin this comparison.The executionrunsthat
exceededd0,000secondsveretimed-out(T/O in the table). The runtime comparisorshovs
that early exit and stateskip have greatimpactson the executiontime: early exit can stop
resimulationearly, and stateskip may reducethe lengthof a traceby mary cyclesat a time.
Althoughthesetwo techniquesequireextra memory the reductionin runtimeshaws they are
worthwhile. In ICU, stateskip occurred4 times, removing 6977 cycles, which resultedin a
very shortruntime. The comparisormalso shows that adaptve cycle eliminationis capableof
reducingminimizationtime signi cantly. This techniques especiallybene cial for long bug
tracessuchasFPUandpicoJaa.

A comparisorof Butramin's impactandruntimeon the threesetsof tracesis summarized
in Figure 18. The result shavs that Butramin can effectively reduceall threetypesof bug
tracesin reasonabl@mountof time. Note, in addition,thatin somecaseghe minimizationof
atracegeneratedy randomsimulationtakessimilar or lesstime thanapplyingButraminto a
tracegeneratedy a compact-modeemi-formaltool, evenif theinitial traceis muchlonger
Thatis the casefor S38584or S15850.We explain this effect by the natureof the bug traces:
tracesgeneratedy randomsimulationtendto visit statesthat are easilyreachabletherefore
statesare likely to be repetitve, and state-skipoccursmore frequently leadingto a shorter
minimizationtime. On the otherhand,statesvisitedin a compact-modgeneratedracemode
aremorefrequentlyproducedoy formal enginesandcanbe highly speci ¢, makingstate-skip

26



Benchmark Runtime(seconds)
[1]: cycleelimination+ | [2]: [1]+stateskip+ | [3]: [2]+adaptve
inputeventelimination earlyexit cycle elimination
S38584 21 19 19
S15850 11 5 5
MULT 48 43 35
DES 274 256 254
B15 T/O 58 57
FPU T/O 235 27
ICU 8129 5 5
picoJaa T/IO T/O 3359
| Average | 1697 \ 66 \ 64 \

Table6: Impact of the various simulation-basedtechniqueson Butramin' sruntime. Benchmarks
that exceededhe time limit (40,000s)are not included in the average.Each of the runtime columns
reports the runtime using only a subsetof our technigues: the rst cycle elimination and input-
event elimination. The secondincludesin addition early exit and stateskip, and the third addsalso

adaptive cycleelimination.

arareevent. The caseof FPU andpicoJaa arerelevantin this contet: herestate-skipsio
not occur andthe minimizationtime is highly relatedto the original tracelength. They also

demonstratéhe bene tsof Butraminin veri cation methodologies.

Figure 18: Comparison of Butramin' s impact when applied to traces generatedin thr ee differ -
ent modes. The graph shows the fraction of cyclesand input events eliminated and the average

runtime.

6.3 EssentialVariable Identi cation

We also appliedthe techniquefrom Section4.5 to identify essentialvariablesfrom the min-
imized traceswe generated.Table 7 shaws that after this techniqueis applied, mary input

27



variableassignmentaremarkednonessentiafurthersimplifying thetrace.Notethatthecom-
parisonis now betweeninput variableassignmentsnot input events. Sinceall nonessential
input variable assignmentare simulatedwith X, the simulationwill propagateX valuesto
mary internalsignalsaswell. As aresult,it will beeasietto understandheimpactof essential

variableassignmenten violatedproperties.

Circuit | Inputvariables| Essentialariables
S38584 320 2
S15850 76 2
MULT 1024 1019
DES 14748 2
B15 407 45
FPU 355 94
ICU 87 21
picoJaa 520 374

Table 7: Essentialvariable assignmentsidenti ed in X-mode. The table comparesthe number
of input variable assignmentsin the minimized traces with the number of assignmentsclassi ed
essential. All the remaining assignmentsare nonessentialand can be substituted by X valuesin
simulation. The initial traceswere generatedby semi-formal veri cation software.

6.4 Generationof High CoverageTraces

In orderto evaluatethe effectivenessof Butraminappliedto reducingregressionruntime, we
selectedhreebenchmarksDES, FPU andVGALCD, asour multi-propertybenchmarksThe
original propertiesn the previous experimentswere presered, andthe sametracesgenerated
by constrainedandomsimulationwereused.In addition,we includedafew extrapropertiesso
thatouroriginal traceswvould exposethembeforereachingheir lastsimulationstep,which still
exposeshe original propertywe used,asdescribedn Table2. Thoseextra propertiesspecify
a certainpartial stateto be visited or a certainoutputsignalto be asserted.Butraminis then
con guredto produceminimizedtracesthatviolate all properties.Theresultsaresummarized
in Table8. Comparedwvith Table5, it canbe obsenedthatin orderto cover extra properties,
thelengthof theminimizedtracesarenow longer However, Butramincontinuego beeffective
for thesemulti-propertytraces.We alsofoundthatthe orderof propertyviolationsis presered
beforeandafter minimization,suggestinghat Butraminminimizessegmentsof bug tracesin-

dividually. Fromanalgorithmiccompleity point of view, minimizing a multi-propertytraceis
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similar to minimizing mary single-propertytraceswith differentinitial states.

While theoriginaltracesof FPUandVGALCD require20-30minutesto besimulated post-

Butramintracesareshortenoughto be simulatedn justafew secondsThe bene tsof adding

theminimizedtraceto aregressiorsuite,insteadof theoriginal one,areobvious.

Circuit Numberof Cycles Inputevents Runtime

propertieq Original | Remainingl Remored| Original | Remaining| Remwed | (seconds
DES 2| 25196 184| 99.27%| 666098 17| 99.99% 549
FPU 311046188 9| 99.99%| 36125365 264 99.99% 580
VGALCD 3| 36595 5| 99.98%)| 1554616 22| 99.99%| 25660

Table 8: Cyclesand input events removed by simulation-basedmethods of Butramin on traces
that violate multiple properties.

6.5 BMC-basedExperiments

We appliedour BMC-basedechniqueo tracesalreadyminimizedby simulation-basedneth-
ods to evaluatethe potentialfor further minimization. For VGALCD, we reportonly data
relatedto the minimization of randomtrace since semi-formaltracesare not available. The
resultsare summarizedn Table 9, whereOrig is the original numberof cyclesin the trace,
andRemaeedis the numberof cyclesremoved by this method. We useda maximumwindow
of 10 cycles(m= 10). The main obsenation thatcanbe madeis that simulation-basedech-
niquesarevery effective in minimizing bug traces.In fact,only in two cases|CU andB15, our
BMC-basedtechniquewas ableto extract additionalminimizationopportunities. Potentially
we could repeatthe applicationof simulation-basetkechniqguesandBMC-basedmethodsuntil
convergencewhenno additionalminimizationcanbe extracted.

In orderto comparegheperformancef theBMC-basedechniquewith oursimulation-based
methodswe appliedtheformerdirectly, to minimizetheoriginal bugtraceggeneratedby semi-
formal veri cation andby constrainedandomsimulation. For this experiment,the time-out
limit wassetto 40,000seconds Resultsaresummarizedn Table 10, wherebenchmarkghat
timed-outaremarkedby “T/O”. The ndings reportedn thetablecon rm thatour BMC-based
methodshouldonly be applied,if at all, after the simulation-basedechniqueshave already

greatlyreducedhetracecompleity.
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Circuit Semi-formal Compact-trace Constrainedandom

Orig| Remared| Time|Orig| Remored| Time|Orig| Remwed| Time
S38584 8 0 55s| 8 0| 55s| 8 0 55s
S15850 1 0 2s| 1 0] 2s] 1 0 2s
MULT 4 0 20s| 4 0| 20s| 4 0 20s
DES 154 0{23h3m 17 0| 3575 154 0|23h3m
B15 11 1| 1215 11 1| 1215 10 0 97s
FPU 5 0 55| 5 0| 5s| 5 0 5s
ICU 3 1 1s| 14 2| 1s| 3 1 1s
picoJaa 10 0 70s| 10 0| 70s| 10 0| 104s
VGALCD | N/A N/A| N/A|N/A N/A| N/A 4 0| 985s

Table9: Cyclesremoved by the BMC-basedmethod: ICU and B15canbe minimized further after
Butramin' s simulation technigques.

6.6 Evaluation of Experimental Results

We attemptedo gain moreinsightsinto the resultsobtained by evaluatingtwo additionalas-
pectsof the minimizedtraces.We rst checledhow closethe minimizedtracesareto optimal-
length tracessuchas thosegeneratedy formal veri cation. To do so, we run full- edged
SAT-basedBMC onourminimizedtraces.Theresultsshowv thatourtechniquesoundminimal-
lengthbug tracesfor all benchmarkexceptDES (bothtracesgeneratedyy randomsimulation
andsemi-formalveri cation). For thosetwo tracesthe SAT solver ranout of memoryafterwe
unrolledthe designby 118 cycles,andcouldnot nish the experimentwhile no shortertraces
werefoundbetweenl and118cycleslong.

We alsotried to evaluateif the potentialfor simulation-basedracereductionwas mostly
dueto alarge numberof bug statesthatis, a high numberof designcon gurationsthatexpose
a givenbug (anexampleof this situationis providedin Figurel). To evaluatethis aspectwe
consideredhe original non-minimizedracesn our experimentakesults,we sampledhe nal
stateof the designafter simulatingthe traces,andwe x edthe goal of Butraminto generatea
minimizedtracethatreacheshatexactsamenal state.Theresultsof this experimentaresum-
marizedin Table11. Thetableshows that,for mostbenchmarksthe differencein the number
of inputeventsandcyclesremovedis small,shaving thatthe size of the bug con gurationhas
aminimal impacton the ability of Butraminto reduceandsimplify a givenbug trace,andour
proposedsolutionremainseffective evenwhenthebug con gurationis very speci c.
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Circuit Original | Remained Runtime(s)
S38584 13 9 403
S15850 59 59 338
MULT 345 T/O T/O
DES 198 T/O T/O
B15 25015 T/O T/O
FPU 53711 T/O T/O
ICU 6994 700 856
picoJaa 30016 T/O T/O
FPU 1046188 T/O T/O
picoJaa 99026 T/O T/O
VGALCD | 36595 T/O T/O

Table10: Analysis of a pure BMC-based minimization technique. This table shavs the potential
for minimizing tracesusingour BMC-basedtechniquealone.Column “Original” showsthe length,
in cyclesof the original trace, and column “Remained” shows the length of the minimized trace
obtained after applying the BMC-based method. Tracesin the top-half were generatedby semi-
formal veri cation, the onesin the bottom-half were generatedby constrainedrandom simulation.
Experiments are timed-out at 40,000seconds.The resultsof this table should be compared with
Table 3 and 5.

7 Conclusions

This work presentedButramin, a bug trace minimizer that combinessimulation-basedech-
niqueswith formal methods Butraminappliessimplebut powerful simulation-base8ug trace
reductions,suchas cycle elimination input eventelimination alternative pathto bug, state
skipandessentialvariableidenti cation. An additionalBMC-basede nementmethodis used
after thesetechniquesto exploit the potentialfor further minimizations. Comparedo purely
formal methodsButraminhasthefollowing advantages(1) it canreduceboththelengthof a
bug traceandthe numberof its input events,(2) it leveragedastlogic-simulationenginesfor
bug traceminimizationandit canscaleto industrialsizedesigns(3) it leverageghe existing
simulation-basethfrastructurewhich is currentlyprevalentin theindustry This signi cantly
lowersthe barriersfor industrialadoptionof automatiadesignveri cation techniques.

Our experimentakesultsshowv thatButramincanreducea bug traceto justa smallfraction
of its original length and complexity (estimatedas numberof input eventsin the trace) by
usingonly simulation-basedechniques.In fact, for mostof the benchmarksonsideredwe
foundthatButraminfoundanalternatve traceof minimumlength. In additionwe shovedthat
theseresultsarelargely independentf the veri cation methodologysedto generatéhetrace,

whetherbasedon simulationor semi-formalveri cation techniques.The impactof Butramin
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Circuit Cycles Input events
Original | Samel Same| Original | Same| Same
trace | bug | state| trace bug | state
S38584 13 8 9 255 2 41
S15850 59 1 1 2300 3 3
MULT 345 4 4 43843 2| 380
DES 198| 154| 193 3293 3| 1022
B15 25015 11 11| 450026/ 15 40
FPU 53711 5 5| 1756431 17| 112
ICU 6994 3 5 62740 3 6
picoJaa 30016 10 75| 675485 11| 1575
FPU 1046188 5 6|36125365 17| 120
picoJaa 99026/ 10 22| 2227599 16 42
VGALCD | 36595 4| 199| 1554616 19| 2068

Table11: Analysis of the impact of a bug radius on Butramin effectiveness.The table compares
number of cyclesand input eventsin the original tracesto the samevaluesfrom minimized traces
that hit the samebug, and to minimized tracesthat reachthe exactsamebug con guration. Traces
in the top-half were generatedby semi-brmal software and tracesin the bottom-half were gener
ated by constrainedrandom simulation.

appeargo be uncorrelatedvith the size of the bug con guration tamgetedby the trace,thatis,

thenumberof distinctdesignstateghatexposethebug.
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