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SPQR Lab
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[Security & Privacy Research Lab]

! Cybersecurity
! Medical devices, RFID

! Stochastic computing
! Rethinking HW-SW interfaces to reduce energy
! Probabilistic storage in low-voltage NOR flash
! Zero-power clocks for smartcards
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Disclosures
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" Patent pending technology:

! Ultra-low power flash memory
! Zero-power security

" This presentation is based on both my own research and the research of others.  None 
of the opinions, findings, or conclusions necessarily reflect the views of my past or 
present employers.
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Accumulative Risks of...
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Accidents

Sabotage

Threat-o-meter

Unsafe
Practices
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Managerial issues:
Diffusion of responsibility
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Dirty Secrets: SW Maintenance
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" Health Information Technology (HIT) devices globally 
rendered unavailable

" Cause: Automated software update went haywire
" Numerous hospitals were affected April 21, 2010

! Rhode Island: a third of the hospitals were forced ``to postpone 
elective surgeries and stop treating patients without traumas in 
emergency rooms.”

! Upstate University Hospital in New York:  2,500 of the 6,000 
computers were affected.

Software Update Woes
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Users are Helpless
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Still Not It: Hospitals, Manufacturers
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Managerial issues:
Diffusion of responsibility

Who’s covered when
Secure Health IT hits the fan?
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Accumulative Risks of...
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Benefits of Wireless
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Device Programmer

Implantation of Defibrillator

1. Doctor sets patient info
2. Surgically implants
3. Tests defibrillation
4. Ongoing monitoring

Photos: Medtronic;  Video: or-live.com
15
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Implantation of Defibrillator

1. Doctor sets patient info
2. Surgically implants
3. Tests defibrillation
4. Ongoing monitoring

Home monitor

Photos: Medtronic;  Video: or-live.com
15

15



Privacy??
DiagnosisImplanting 

physician

Hospital

Also:
Device state
Patient name
Date of birth
Make & model
Serial no.
... and more
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" 402-405 MHz MICS band, nominal range several meters
" Command shock sends 35 J in ~1 msec to the T-wave
" Designed to induce ventricular fibrillation
" No RF amplification necessary

17

Wirelessly Induce Fatal Heart Rhythm

[Halperin et al., IEEE Symposium on Security & Privacy 2008]
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Wireless medical devices: 
great benefits. 

subtle inconvenient risks.
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Wireless Makes Everything Better?
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Eliminative 
induction: variety of 
reasons for doubt 
(Baconian thinking) 
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Hospital Horror 
Stories
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Malware Impact on Cath Labs
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Malware Impact on Cath Labs
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As you are aware, on December 23rd an unknown 
virus was found in the MacLab/CardioLab system. 
[We] worked late into Christmas Eve in order to 
keep the infected MacLabs isolated.  As a 
proactive measure and to prevent our patients 
from inappropriate release of protected healthcare 
information the hospital immediately blocked our 
access to the internet.  Today [it was] announced 
that they have traced the virus path from [a] 
nursing workstation.  Apparently pictures were 
uploaded from a USB drive to yahoo.
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Shoot P0wn Foot w/ Software Update
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Waiter, there’s a virus in my SW!

25
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Don't worry sir, they don't eat much!
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But According to FDA...

27

Center for Devices and  
Radiological Health 

3 

The burning question… 

Q.  Is FDA policy degrading network security and 
performance by impeding the timely 
implementation of security and other maintenance 
patches in commercial off-the-shelf (COTS) 
software used in network connected medical 
devices? 

A.  No.  But there seems to be some confusion over 
what is required, and mistaken interpretations 
of FDA policy (and the law) may be 
contributing to the problem. 

“Virtual Patient 
Safety: Worms, 
Viruses and Other 
Threats to 
Computer-Based 
Medical 
Technology” by Al 
Taylor of FDA 
CDRH

27
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software used in network connected medical 
devices? 

A.  No.  But there seems to be some confusion over 
what is required, and mistaken interpretations 
of FDA policy (and the law) may be 
contributing to the problem. 

“Virtual Patient 
Safety: Worms, 
Viruses and Other 
Threats to 
Computer-Based 
Medical 
Technology” by Al 
Taylor of FDA 
CDRH

Unspecified manufacturers 
have reportedly told hospital 
IT staff that they can’t install 
security patches “because of 

FDA rules.”

Biomedical engineering 
staff need to report SW 

security problems to FDA 
for things to change!!!
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Read More...

28

blog.secure-medicine.org
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Medical device
security threats?
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Viruses on Radiology Equipment?
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“over 122 medical devices have been compromised by 
malware over the last 14 months”
Statement of The Honorable Roger W. Baker
[House Committee on Veterans' Affairs, Subcommittee on Oversight and Investigations, 
Hearing on Assessing Information Security at the U.S. Department of Veterans Affairs]
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Security at 156 VA Med. Centers
" Every 8 seconds, the VA still finds usernames and 

passwords unprotected in networks

" VA has ~600,000 connected computing devices, of 
which 50,000 are considered medical devices

" VA implemented VLANs with 3,270 different ACLs

" Manual maintenance of ACLs prone to human error
" ACLs broke network security tools that detect intrusions
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Disease to Malware:Days to Hours
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How significant are
intentional,
malicious

malfunctions
in software?
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21 CFR 211.132 and Security

35

(a)General. The Food and Drug Administration has the 
authority under the Federal Food, Drug, and Cosmetic Act 
(the act) to establish a uniform national requirement for 
tamper-evident packaging of OTC drug products that will 
improve the security of OTC drug packaging
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The Tylenol Scare of 1982
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[Source: truTV crime library]
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Bad People Do Exist: Vandals
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“To our knowledge there 
has not been a single 
reported incident of 
such an event in more 
than 30 years of device 
telemetry use, which 
includes millions of 
implants worldwide,” a 
Medtronic spokesman, 
Robert Clark
[B. Feder, “A Heart Device Is Found 
Vulnerable to Hacker Attacks” NY 
Times, March 12, 2008]
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    Information Assurance or Bliss?

38

Since January 2009, the VA 
has detected that 181 medical 
devices have been infected 
with a virus, but "none has 
resulted in any major harm to 
our patients, to our 
knowledge," Ledsome says.
[VA’s acting director of field security operations]
[H. Anderson, HealthcareInfoSecurity.com, 
June 21,2011]

St. Jude Medical, the third major 
defibrillator company, said it used 
“proprietary techniques” to protect 
the security of its implants and had 
not heard of any unauthorized 
or illegal manipulation of them. 
[B. Feder, “A Heart Device Is Found Vulnerable to 
Hacker Attacks” NY Times, March 12, 2008]
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Lack of Exploits is Not Assurance
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19 Days in April 2012

Pre-April 2012:  
No Mac threats, 

therefore never will be.

Oh, Crap.
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Any Good News?
Security Renaissance?
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"This is an evolution from having to 
think about security and 

safety as a healthcare 
company, and really about keeping 

people safe on our therapy, to this different 
question about keeping people 

safe around criminal or 
malicious intent."

[Catherine Szyman, President, 
Medtronic diabetes division, 
Reuters, October 26, 2011]
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Security Built In: A New Hope?
" Slide 

excerpt 
from 
Boston 
Scientific 

" (not me)

42

CRM-92205-AA JUN2012 

Security Risk Assessment Process 

Security Risk process 
parallels safety risk 
•  Driven by IEC 14971 

Cross-functional analysis, 
maintained across 
development lifecycle 
•  Starting at concept phase 

Broad list of threat classes 
and protectable assets to 
consider 
Risk axes 
•  Attractiveness (likelihood) 
•  Impact (severity) 

39 Copyright © 2012 by Boston Scientific Corporation or its affiliates.  All rights reserved. 
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The Power of Medical Malware
" Detect malware at the 

electrical outlet

" Why?  Cannot install
conventional anti-virus SW
on many medical devices

" “Potentia est Scientia: Security and Privacy Implications of 
Energy-Proportional Computing” by Shane S. Clark, 
Benjamin Ransford, Kevin Fu.  In Proceedings of the 7th 
USENIX Workshop on Hot Topics in Security. August 2012.
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Semmelweis to Software Sepsis
1.  Medical devices should be trustworthy
2.  Improved security will enable medical device innovation

44

Dr. Ignaz Semmelweis
1818-1865

Dr. Charles Meigs
1792-1869

Physicians 
should their wash 

hands.

Doctors 
are gentlemen and 

therefore their hands are 
always clean.
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44

Dr. Ignaz Semmelweis
1818-1865

Dr. Charles Meigs
1792-1869

Physicians 
should their wash 

hands.

Doctors 
are gentlemen and 

therefore their hands are 
always clean.

Medical 
devices should be 

secure.

We noblemen are 
immune to malware.
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←Ways Forward ➚
Security should
be designed in

not bolted on
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omdrl.org
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tinyurl.org/medcomm

ACM MedCOMM
Workshop on Medical 

Communication Systems
August 13, 2012, Helsinki, Finland
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Summary: Problem=Unavailability
" Biggest risk: 

! Hackers breaking into medical devices
! Wide-scale unavailability of patient care

" Biomedical engineering staff should report security issues
! Unfortunately, the FDA MedWatch reporting system is clunky
! Send me your anonymous horror stories if vendors do not respond
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