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Abstract This paper addresses the problem of Fault Detection and Isolation for a
particular class of discrete event dynamical systems called Hierarchical Finite State
Machines (HFSMs). A new version of the property of diagnosability for discrete event
systems tailored to HFSMs is introduced. This notion, called Lj-diagnosability, cap-
tures the possibility of detecting an unobservable fault event using only high level
observations of the behavior of an HFSM. Algorithms for testing Li-diagnosability are
presented. In addition, new methodologies are presented for studying the diagnosabil-
ity properties of HFSMs that are not Lj-diagnosable. These methodologies avoid the
complete expansion of an HFSM into its corresponding flat automaton by focusing
the expansion on problematic indeterminate cycles only in the associated extended
diagnoser.

Keywords Discrete Event Systems - Fault Diagnosis - Statecharts - Hierarchical
Finite State Machines - Diagnoser

1 Introduction

The Fault Detection and Isolation (FDI) problem consists of identifying and exactly
characterizing possible incipient faults arising in the operation of a dynamical system.
This is a very important problem due to the increasing requirements on safety imposed
on today’s complex technological systems. Typical approaches for solving this problem
consist of designing a dynamical system (filter) which, by processing input/output data,
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is able to detect the presence of an incipient fault and isolate it from other faults and /or
disturbances. The reader can find an exhaustive presentation of the state of the art for
the FDI problem in Patton et al (2000) and the references therein. Many methodologies
have been developed to solve the FDI problem for systems modeled as discrete event
systems (DES); see Lin (1994), Sampath et al (1995), Sampath et al (1996), Pandalai
and Holloway (2000), Lunze (2001), Boel and Schuppen (2002), Provan (2002), Su and
Wonham (2002), Garcia et al (2002), Cordier and Rozé (2002), Pencole and Cordier
(2002), Debouk et al (2002), Benveniste et al (2003),Garcia and Yoo (2004), Hadjicostis
(2005), Genc and Lafortune (2005), Jiang and Kumar (2006) for a sample of this work
including references to successful industrial applications. This paper is cast in the
framework of the so-called “Diagnoser Approach” to fault diagnosis of DES introduced
in Sampath et al (1995); see Lafortune et al (2001) for an overview of applications of
this approach in document processing systems, transportation systems, and process
control. Consider a system modeled by an automaton denoted by G that incorporates
“normal” as well as “faulty” behavior for a given set of faults modeled as unobservable
events, i.e., events whose occurrences are not directly detected by the sensors attached
to the system. The word “fault” is used in a generic manner here and pertains to any
significant unobservable event who occurrence must be “diagnosed”. Diagnosis is the
process of detecting on-line the occurrence of these faults using model-based inferencing
driven by the observed event sequence. In the Diagnoser Approach, this is achieved
by the use of a special type of automaton, called diagnoser, which is built from the
system model. The diagnoser can also be used to analyze (off-line) the diagnosability
properties of the system according to the formal definition of diagnosability introduced
in Sampath et al (1995).

In most applications, the entire system model G consists of n subsystems operating
concurrently and coupled by parallel composition. In this case, the number of states
in G grows exponentially with n in the worst case. This can lead to computational
difficulties when using the Diagnoser Approach. One of the methods that have been
developed to mitigate the state explosion problem when modeling a DES composed
of interacting components is the statecharts modeling framework of Harel (1987) and
Harel and Politi (1988). Statecharts are discrete event models embedding the idea
of hierarchy (states as well as events can be seen at different levels of depth) and
orthogonality (different parts of the system work in parallel). In Brave and Heymann
(1993) a simplified version of statecharts called Hierarchical Finite State Machines
(HFSMs) is considered for solving a class of control problems under full observation.
The HFSM formalism is based on the following features: (i) states are organized in a
hierarchy of super-states and sub-states; (ii) states can be clustered in order to define
orthogonal components that work in parallel; and (iii) transitions are defined at each
level of the hierarchy.

The diagnosis of systems modeled by HFSMs has recently been considered in
Idghamishi and Zad (2004), leading to a semi-modular diagnosis system that exploits
the structure of HFSMs as well as modularity present in the system. This paper is
also concerned with diagnosis of HFSMs, although the class of HFSMs considered,
the approach, and the results obtained are different from those in Idghamishi and
Zad (2004). The HFSMs considered have an alternating structure of “OR-states” and
“AND-states”, as those in Brave and Heymann (1993). For the sake of simplicity, at-
tention is limited to the case of two levels of hierarchy in the HFSM. The overall
contribution of this paper is the development of efficient algorithmic techniques for
analyzing the diagnosability properties of HFSMs. The starting point is the introduc-



tion of a new diagnosability definition called Lj-diagnosability. This notion captures
the possibility of detecting a fault using only high level observations of the behavior
of an HFSM. For the sake of generality, the notion of L;-diagnosability is defined in
the framework of formal languages. Then, sufficient conditions for Li-diagnosability
are presented that exploit the rich structure of HFSMs. These conditions are imple-
mentable as they are based on building extended diagnosers of projected versions of the
HFSM system model using mostly high-level events. They are illustrated with several
examples. Then, attention is focused on systems that are not L;-diagnosable. The ob-
jective is to study their diagnosability properties without expanding the entire HFSM
model into its corresponding “flat” automaton. An algorithm that focuses on expand-
ing indeterminate cycles only in the extended diagnoser is presented and illustrated on
relevant examples.

The organization of this paper is as follows. In Section 2, some key notation used
throughout the paper is defined. Section 3 deals with the description of the modeling
framework used in the paper. Sections 4 and 5 are concerned with the definition of the
property of Li-diagnosability and the introduction of sufficient conditions to test it,
respectively. Then, Section 6 deals with the case of systems that are not L1-diagnosable.
Finally some concluding remarks are presented in Section 7.

2 Notation

The event set of interest is denoted by E. The empty trace is denoted by €. Let 5
denote the prefix-closure of any trace s € E*, the Kleene-closure of E. We define ||s||
to be the length of trace s. Consider o € FE and s € E*. We use the notation o € s to
denote that o is an event in trace s. Given an event f € E and a fixed language L, we
denote with ¥y, (f) the set of all traces in L that end with event f.

Whenever we say that there exists a trace s of arbitrarily long length we mean the
following;:

(VneN)(3seE) |s]|>n.

We denote by L/s the post language of L after s, i.e.,

L/s= t€E* st. stc L (1)

where st is the concatenation operation between traces.
Consider a decomposition of F as F = FEj U Fo. We define the projections P; :
E* — E} as follows:

PiEe)):e

Pi(o) =0 ifo e E;

Pi(o) =€ ifoe E\E; 2)
Pi(so) = Pi(s)P;(c) se E* , 0 € E.

The inverse projection operator with respect to fixed language L, denoted by P, 1, is
defined as:

Py ={s€L st. P(s)=y} . (3)
If L is omitted, it will be understood to be >

For further details about basic notions on DES, the reader is referred to Cassandras
and Lafortune (1999) and Wonham (2005).



3 System model

We assume some familiarity on the part of the reader with the class of DES denoted
as HFSMs and described in detail in Brave and Heymann (1993). While HFSMs are
conceptually simple, precise definitions can be technical and require a fair amount of
notation. In order to avoid repeating many of the definitions given in Harel (1987)
and Brave and Heymann (1993), we start by illustrating the salient features of HFSMs
using the machines drawn in Fig. 1. In the figures in this paper, unobservable events
will appear as dashed arrows.

Fig. 1 An HFSM Gy and its flat automaton Gfat,

Figure 1(a) depicts an HFSM denoted by Gy. State 1 is a basic state and state 2
is a super-state. State 2 is composed of two orthogonal components denoted by G2 1
and G22. The two orthogonal components work in parallel. This means that when
we enter state 2 of Gy, we enter both G2 1 and Ga 2 as indicated by the arrows in
the figure. For this reason state 2 is said to be an AND-state. Being in one of the
two orthogonal components means being in one of their sub-states. For this reason,
the states within G2 1 and G2 2 are said to be OR-states. States A, B, C' and D are
sub-states of super-states. In the special case of Fig. 1(a), each of the two orthogonal
components of state 2 is composed of basic states; in other words, Gy is an HFSM
with two levels of hierarchy. AND-states are exited as indicated by joint arrows, as in
the case of transition d in Fig. 1(a).

With the above notions in mind, it should be intuitively clear that the behavior of
Gy in Fig. 1(a) is the same as that of the standard automaton G2t in Fig. 1(b), which
is said to be the flat representation of Gy . Namely, in Gﬂat7 OR-states are exploded and
AND-states are replaced by the parallel composition of their orthogonal components.

Some of the above discussion is captured in the following definition recalled from
Brave and Heymann (1993).

Definition 1 HFSMs Brave and Heymann (1993)

A super-state x of an HFSM is said to be an OR-state if being in x is equivalent to
being in one of its sub-states, but not in more than one sub-state at a time.

A super-state x of an HFSM is said to be an AND-state if it consists of n (n > 2)
orthogonal components related by AND. Being in x is equivalent to being in all of its
orthogonal components.

An HFSM is said to have an alternating structure if all the immediate sub-states of



an OR-state are AND-states or basic states and all the immediate sub-states of an
AND-state are OR-states.

For a more detailed description of HFSMs the reader is referred to Section I.A in Brave
and Heymann (1993).

Following the approach in Brave and Heymann (1993), we will consider only HFSMs
with alternating structure. For the sake of simplicity, we will consider only two levels
of hierarchy: level one (L1) is the upper (or higher) level and level two (Lg) is the
lower level. We emphasize that our approach and results can be extended to systems
with more than two levels, with appropriate - but onerous - notation and technical
modifications.

As with prior work on diagnosability analysis, we will assume the given HFSM to
be deterministic. We have found it convenient to depart slightly from the definition of
HFSMs given in Harel (1987) and Brave and Heymann (1993). Specifically, we define
an HFSM to be a 6-tuple of the following form:

Gu = (X; Xg; E;01;G(Xs); 20) - (4)

Each element of Gy is now described.

— The set X is the “entire” state space as viewed at level one. For the Gy in Fig. 1(a),
X ={1,2}.
— The set Xg C %( is the set ocf)super—states indexed over the set Nig| = {1, ..., |5} as

follows: Xg = x1,...,2g] - Due to the fact that only two levels are considered and

bearing in mind the alternating structure of the HFSM, each super-state x; € Xg
is an AND-state. For this reason, x; is composed of n; orthogonal components
operating in parallel. Denoting by N; the set N; = {1,...,n;}, we model the j-
th orthegonal component of super-state x; (j € N;) as the (standard) automaton
Gij= Y;;,E;;,0;; . For the Gy in Fig. 1(a) where X = {1,2}, Xg = {2}.

— The notation G(x;) (x; € Xg) is used to represent the set of orthogonal components
of x;. Thigeads to G(Xg) as the set of all the orthogonal components in Gy, namely
G(Xs) = &, xy 9(xi)-

— The set E is the event set. It is the union of the event sets at levels one and
tSwo: E FSEL1 U EIiz‘ The event set of level two is obtained as follows: Ep,, =

i CN]g, O E;; where E; ; is defined abﬁ)ve. (In tlile sequel we will use the

S
abbreviated notation ;; (-) to mean i O jrm (1) -) Next, the event set of

level one is composed of all events that appear between states in X. Event sets
are partitioned into sets of observable and unobservable events. Namely FE; ; =
Ef)jUEZf;’7 x; € Xg, j€ Ny, and By, = Ef UEL;.
We make the two following assumptions, which impose some constraints on the
structure of Gy but will simplify the ensuing analysis:

A1: Orthogonal components of an AND-state have disjoint event sets:

(vx; € Xg) (V4,k € N;) Ei,j N Ei,k = 0.

A2: No level two event can appear at level one: Er, N Ey,, = 0.
We identify a subset Ef of unobservable events to represent the set of fault events
that can occur in the system. In this paper, without loss of generality, we do not
consider fault types as in Sampath et al (1995), but we will refer to single fault
events. Fault events in Ey can be level one or level two events.



— Denote by Xg,¢ the following set:
2 3

L
Xﬂat:(X\XS)U4 Y;,lx"'xn,ni 5- (5)
i LN

The set Xg,¢ contains the set of simple states X \ Xg and all the possible con-
figurations of super-states. The transition function J; is a partial function defined
over the level one events, as seen at level one but including the configurations of
super-states, whenever necessary:

01 ¢ Xpat X B, — Xgay - (6)

— Finally, xg is the initial state of Gy assumed, without loss of generality, not to be
a super-state.

The flat automaton Gat of Gy the automaton obtained from Gy by expanding
its super-states x; € Xg with the parallel composition of their orthogonal components
Gi; (j € N;). Namely

flat
G = (Xﬂat7E75ﬂatvx0)7 (7)

where the transition function g,y is defined as follows. If 01 (x, 01, ) is defined, then
Ofat(x, 01, ) is defined and dga¢(, 01,,) = 01(, 01, ). In addition, for each x; € Xg, for
each j € N;, for each yy € Y; ; and for each oy, € E; j, if 6; j(ye,01,,) is defined, then

5ﬂ€$t [(y17'"7yf—‘17yl7yl+l7""7:’/774)70-142]:’
= Yi,.---rYr—1, 5i,j(yE7UL2) sy Yo+1s -+ Yny

The reader can verify the steps of the above construction on the flat automaton in
Fig. 1(b).

The language generated by Gy, £(Gg), is defined to be the language generated by
its flat automaton G2t: £(Gy) = £(G1).

We now introduce our third assumption, which is standard in the DES diagnosis
literature:

A3: L£(Gy) is live and does not contain any cycle of unobservable events.

We need to define next the notions of entry states and exit states of super-states.
Suppose that §1(z,01,) = y. fy ¢ X\ Xg and y = (¥5,1,---,¥in,;), then or, is
called an entry event of G;; (j € N;) into state (y;,1,...,%in,). f © ¢ X \ Xg and
z = (Yi,1,---1Yin,;), then oy, is called an exit event of G;; (j € N;) from state
(Yi1s-- - Yin; ) We make the following assumption in order to be able to exploit the
hierarchical structure of Gy more effectively in diagnosability analysis:

A4: If o1, € Ly, is an entry event or an exit event for a given super-state, then
oL, € Eﬁl; i.e., entry and exit events are observable.

Given x; € Xg and j € N;, we define SN(GZ-J-) to be the set of entry states in
orthogonal component Gj ;; similarly we define £EX(G; j,01,,) to be the set of exit
states of G; ; with exit§vent oL, € Ep,. Moreover the set of exit states of G; ; is
defined as £X(G; ;) = o [E, EX(Gy j,0). Given x; € Xg and j € N;, we assume
the automaton G ; is “trim”:

A5: Any £ € Y; ; such that £ is reachable from any z; € EN(G; ;) is co-reachable to a
state zg € EX(G; 5).



Assumption (A5) implies that there cannot be a deadlock or livelock (i.e., blocking) at
level two. Together with Assumption (A3), this guarantees that the level one projection
of the language generated by the system, denoted by PEL1 [L(Gy)], is live.

In order to formally present the algorithmic procedures developed in the subse-
quent sections, it is convenient to define sets of languages related to the orthogonal
components of AND-states. Consider x; € Xg-and j € N;. Let in and out be states of
interest in Y; ;. We denote by £ Gj j,in,out the language generated by G ; going
from state in to state out, i.e.,

L G;j,inout = se¢ E;j s.t. 0; ;(in,s) = out

Given the j-th (j € N;) orthogonal component G; ; of super-state x; € Xg and given
the exit event o of G; ;, we define the following language:
2 3

L L ) .
LIGO (o) = 4 L G;j,in,out O . (8)

mEE]lI(Gm) OutEEX(Gi’]‘,O’)

(2%

The set LIG?J_ (o) collects all the traces in Ez*)j that link a general entry point with a
general exit point of G; ;, exited with exit event o.
Finally, we define the map X : X — Xpg, as:

1 .
X(z;) = {xi} - if ;€ (X'\ Xg)
X(:Cl): i,lX"'Xi/i,ni if:CiGXs.

Ezample 1 We illustrate the above notation on the HFSM Gy in Fig. 1(a) and its flat
automaton in Fig. 1(b).

X={12} Xs={2} wo={1} X" ={1,(4,0),(4,D),(B,C),(B,D)}

Er, = E{, ={a,d} Fr, = {b1,b2,c1,c2} E3q = {b1} E5% ={c2}
EN(G2,1) = {A} EX(Ga,1,d) = {B} EN(Ga2,2) ={C} EX(G22,d) = {D}

L& (d) =bi(bab1)  LE,(d) = c1(cacr)™

4 The notion of Lj-diagnosability

We first recall the definition of diagnosability given in Sampath et al (1995), which
states that a language L is diagnosable if it is possible to detect, within a finite delay
of events, occurrences of any type of fault events using the record of observed events.
Let L be a prefix-closed language satisfying the conditions in A3 above.

Definition 2 Diagnosability Sampath et al (1995) Language L is said to be diag-
nosable with respect to projection P and fault event set F; if the following condition
holds:

(Vfi € Ey) (3n; €N) (Vs € ¥(f;)) (Vt € L/s) (||t] > n; = D) 9)

where the diagnosability condition D is:

we P P(st) = fiew. (10)



In other words, diagnosability requires that every fault event leads to observations
distinct enough to enable unique identification of the fault event with a finite delay.

We propose to adapt the above notion of diagnosability to HFSMs in the following
manner:

Definition 3 Diagnosability @fSHFSMﬁ An HFSM Gy is said to be diagnosable
with respect to Ey and Ef, U, E7; if £(Gy) is diagnosable in the sense of
equations (9)-(10).

This definition is the most natural one as it pertains to the language generated by an
HFSM.

To test the diagnosability properties of HFSMs, we will employ a special kind
of diagnoser called extended diagnoser, which was introduced in Sampath (1993) and
reviewed in Debouk et al (2000). For the sake of completeness, Appendix A recalls
the definition of extended diagnoser and its use to test diagnosabilityl. Using known
results from Sampath et al (1995) and Sampath et al (1996) and the above definition,
we obtain the following proposition.

S
Proposition 1 An HFSM Gy is diagnosable with respect to Ey and EY U i E;’J

if and only if the extended diagnoser Gggt built from the flat automaton Ghat of Gy
has no f;-indeterminate cycles2 Jor any fault event f; in Ey.

In view of Proposition 1 and employing the results of the Diagnoser Approach proved
in Sampath et al (1995) and Sampath et al (1996), the extended diagnoser ngat can
be used on-line to detect faults.

Our objective in this paper is to exploit the structure of an HFSM for off-line
diagnosability analysis and on-line diagnosis. Building the corresponding flat automa-
ton and its associated extended diagnoser cancels the potential advantages of the rich
structure captured by modeling the system as an HFSM. In particular, we are inter-
ested in “limiting” the amount of information used from the HFSM model when doing
diagnosability analysis, for the sake of computational efficiency. For this purpose, we
introduce a novel notion of diagnosability called Li-diagnosability. This notion cap-
tures the possibility of detecting a fault using only observations from level one, as can
be seen in the following definition.

Definition 4 Lj-diagnosability Given a fault event f € Ey, we say that fault f
is level one diagnosable (Li-diagnosable) in HFSM Gy if Vs € £ (Gy) that ends with
event f, 3n € N such that V¢ € £ (Gy) /s the following condition holds:

IPgg ();2n=D
n i (11)
D: we Pgy Ppg () NL(Gu) = few.

The definition of Lj-diagnosability means the following. Let s be any trace generated
by the HFSM Gy that ends with fault event f. Let ¢t be any continuation of s that

1 For the purpose of Sections 4 and 5, the standard diagnoser introduced in Sampath et al
(1995) can be used. However, since we will need to introduce the extended diagnoser for the
methodology in Section 6, extended diagnosers are used throughout the paper for the sake of
continuity.

2 See Appendix A for a formal definition of indeterminate cycle.



is sufficiently long in observable level one events. G is Li-diagnosable if and only if
every trace belonging to the language of Gy that produces the same record of observable
level one events as the trace st contains f. Readers familiar with prior definitions of
diagnosability will note that the above definition expresses the lower bound on the
length of suffix ¢ in terms of observable events, in contrast to some prior works. This
is better-suited to the case of HFSMs. With this minor technical change, for level one
faults, the definition of Lj-diagnosability is effectively a requirement of diagnosability
(standard notion) for the (live) language Pg,  [£(Gw)]. Li-diagnosability is sufficient
to ensure diagnosability of £(Gyy) provided suffixes of faulty traces in £(Gp) eventually
return at level one, as captured in the following result.

Proposition 2 Given an HFSM Gy, if Vf € Ef f is L1-diagnosable, then L(Gq) is
diagnosable for those faulty traces that are followed by suffizes that are live in terms of
level one events.

Proof Consider the language £(Gy); it is live by assumption. Suppose that Vf € Ey,
f is Lj-diagnosable. The following set inclusion holds:

L -
P! P ) .
Ep OO, ; B7;)  PE, U, Eni,j) [£(Gn)] r; L(Gy) C

PE_Ilel PEEI [C(GH)] ﬂC(GH) x; € Xg, JEN;.
In other words, considering the projection over EY, instead of over Ef, U, ; E};
can only add uncertainty. Therefore, if fault event f can be Li-diagnosed as defined in
equation (11), then it can be diagnosed in £(Gy) in the sense of Definition 3 as long
as the corresponding suffix ¢ after the fault contains a sufficient number of level one
events as required in equation 11 [recall in this regard Assumptions (A3) and (A5)].
This proves the statement.

5 Testing Lj-diagnosability

The purpose of this section is to develop algorithmic procedures to test Lj-diagnosability
in a computationally-efficient manner, using suitable projections of the behavior of an
HFSM at its higher level.

5.1 Projection of an HFSM at level one

We define a procedure to project an HFSM Gy at level one. The result of this procedure
is the automaton
L
GH1 :PLl (GH) = ()(7 ELl,éLl,xo) . (12)

The transition relation of this new automaton (which is not necessarily deterministic)
is defined as follows:

(x1,0,22) € 1, iff 01(x3,0) =4 for some z1,22 € X ,x3 € X(z1) ,24 € X(22),
and o € By, .

(13)
Ghl is called the “Li-projection” of Gy.
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Fig. 3 HFSM Gy (left) and its Li-projection (right), which is a nondeterministic automaton.

Ezample 2 Recall the HFSM Gy in Fig. 1(a). The Li-projection procedure defined
above results in the automaton Ghl shown in Fig. 2. As a second example, consider
the HFSM and its Li-projection shown in Fig. 3. In this case, the projection procedure
results in a nondeterministic automaton.

Proposition 3 The language generated by automaton Ghl is such that

L
L Gy 2Pg, [£(Gn)] - (14)
Moreover, both of these languages are live and free of cycles with unobservable events.

Proof The proof of the set inclusion is straightforward from the definitions of £ (Gy)
and of the transition relation of Ghl in equation (13). The liveness and absence of cycles
of unobservable events follow from the set of assumptions (A1l)-(A5) in Section 3.

FEzample 3 ¥he purpose of this example is to present an HFSM Gy for which the
inclusion £ Gﬁl D Pg,. [L(Gg)] is strict. Consider the Gy depicted on the left
1

side of Fig. 4, while its Li-projection Ghl is shown on the right side of the figure. Note
that azdy € L(Gyy'), while agdy ¢ P, [£ (Gy)l-

5.2 Diagnosing level one faults

We start by considering the case of level one faults, i.e., f1,, € E}jf The following
proposition can be stated.

Proposition 4 A level one fault fr, € Ep7 is Li-diagnosable in the HFSM Gy if

the extended diagnoser built from GE! = Pr,(Gu) considering only f1,, as fault (i.e.,
regarding other possible level one faults as ordinary unobservable events), does mot
contain any indeterminate cycles.
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ai

Fig. 5 HFSM Gy for Example 4.

Proof If the extended diagnoser .of G%‘II does not contain any indeterminate cycles,

this means that the language £ Ghl is diagnosable with respect _to fault fr,. By

Proposition 3, the language PEL1 [£ (Ggy)] is a live sublanguage of £ Gﬁl . Therefore
it is itself diagnosable with respect to fault fi,, using the results in Sampath et al
(1998) (see Proposition 1 therein): a live sublanguage of a diagnosable language is
itself diagnosable. Hence, given the definition of Lj-diagnosability in equation (11),
fault f1,, must be Li-diagnosable in Gy.

Ezample 4 Consider the HFSM in Fig. 5. There are two faults: f1, fo € Ey. Fault
f1 is at level one, while fault f2 is at level two: f1 € Ep7, fo € Ef,. In Fig. 6 the
Li-projection of Gy is depicted as well as its extended diagnoser. It is easy to see by
inspection of Fig. 6 that f; is Lj-diagnosable in Gp: the extended diagnoser of Ghl

does not contain any indeterminate cycles.

Ezample 5 Consider now the HFSM Gy in Fig. 7. The system can be affected by a
fault denoted by f1 which is a level one fault. The Li-projection of Gy as well as
its extended diagnoser are shown in Fig. 8. Since the extended diagnoser of the Li-
projection of Gy contains an indeterminate cycle, Proposition 4 does not allow us to
conclude about the Lj-diagnosability of f1 in Gy. By inspecting the Lj-projection of
the HFSM Gy (on the left in Fig. 8), it is possible to see that there exist two arbitrarily
long traces, s; = (on off)k and s2 = f1(on off)k7 that produce the same observations
and such that f1 ¢ s; while f1 € s2. Hence, fault f; is not L;-diagnosable in the HFSM
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[(OFF-1, N)(OFF-1, N)]

on on

on
‘ [(OFF-1, N)(ON, N)|,|[(OFF-1, N)(F-OFF , F1)] ‘*’ [(F-OFF , F1)(F-OFF , F1)]

loff

‘ [(ON, N)(OFF-1, N)L[(ON, N)(OFF-2,, N)| ‘

on|  Joff -

[(OFF-1, N)(ON, N),[(OFF-2, N)(ON, N)],
[(OFF-1, N)(F-OFF , F1)]

Fig. 6 Li-projection of HFSM Gy in Fig. 5 (on the left) and its extended diagnoser (on the
right).

Fig. 7 HFSM Gy for Example 5.

Gy It can be easily verified that, thanks to observable event o € EQ 1, the extended

diagnoser Gggt of the flat automaton G does not contain any indeterminate cycles.
Hence, f1 is diagnosable in the HFSM Gy according to Definition 3.

5.2.1 Refining the L1-projection

Proposition 4 gives a sufficient condition for Lj-diagnosability. This condition would
also be necessary if the condition expressed by equation (14) in Proposition 3 was

L Gy =Pg [L(Gn) -

Obtaining an equality in equation (14) requires performing a more intricate projection
of automaton Gy at level one that takes into account the reachability of entry states
and exit states in orthogonal components of super-states. For the sake of keeping the
presentation simple, we do not formalize here such a refined projection operation, but
we illustrate it with an example. In the sequel, we call the projection illustrated below
the refined Li-projection.

Ezxample 6 Let us modify the HFSM Gy of Example 5, depicted in Fig. 7, in order to
differentiate the exit from super-state ON in the “normal” case vs. that of the “faulty”
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[(OFF-1, N)(OFF-1,N)]

N

‘ [(OFF-1, N)(ON, N),[(OFF-1, N)(ON, F1)] ‘

Joff

I(ON , NYOFF-1, N)LI(ON , N)(F-OFF , F1)],
[(ON , F1),(OFF-1, F)L[(ON, F1),(F-OFF , F1)],
[(ON, N),(OFF-2, N)],|[(ON, F1),(OFF-2, F1)]

onl [oft

[(OFF-1, N)(ON, N)L,[(OFF-2, N)(ON, N)|,
[(F-OFF , F1)(ON , F1)],[(OFF-2, F1)(ON , F1)]

Fig. 8 Li-projection of HFSM Gy in Fig. 7 (on the left) and its extended diagnoser (on the
right).

case. For this purpose, we substitute event of f with a new exit event of f1 after fault
f1. In this way we obtain the HFSM Gg in Fig. 9, where the level one fault under
investigation is f;. The Lj-projection Ghl is shown in Fig. 10 (left). We can see that

A, @
C

Fig. 9 HFSM Gy for Example 6.

there exist two arbitrarily long traces with the same observations, s; = (on off)k and
sa = fi(on off)k7 such that f1 ¢ s1, while fi; € sa. These two traces correspond to an
indeterminate cycle in the extended diagnoser (right part of Fig. 10). For this reason,
Proposition 4 is inconclusive about the Li-diagnosability of fi.

However there does not exist connectivity between the entry point after fault fi,
i.e., state (STOP, ERR), and the exit point with event ofs (state OP, DISC). This

fact is not apparent in Ghl and reflects in the fact that £ Gﬁl D Pg,, [£(Gn)]-

We can consider a refined level one projection where state ON is split into two
states (say, ON and ON-1) and the correct connectivity is established. The result of
such a refined projection is shown in Fig. 11 (left). As the reader can see by inspecting
the extended diagnoser depicted on the right in Fig. 11, the indeterminate cycle has
disappeared and hence we can state that f; is Lj-diagnosable in Gyy.
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[(OFF-1, N)(OFF-1,N)]

on
‘ [(OFF-1, N)(ON , N)L[(OFF-1, N)(ON , F1)] rﬂ‘—{ [(ON, N)(OFF-2, N)| ‘
[(ON, F1)(OFF-2,, F1)]

Joff on
of f

‘ [(ON, N)(OFF-1, N),[(ON,, F1),(F-OFF, F1)] [(OFF-2, N)(ON, N)]

[(OFF-2, F1)(ON , F1)]

on J ]off

[(OFF-1, N)(ON , N)L,[(OFF-1,, N)(ON, F1)] \
[(OFF-1, F1)(ON , F1)] \

off;

Fig. 10 Li-projection of the HFSM Gy in Fig. 9 (left) and its extended diagnoser right).

[(OFF-1, N)(OFF-1, N)]|

on

‘ [(OFF-1, N)(ON , N)L,[(OFF-1,, N)(ON-1, F1)] ﬁﬂb{ [(ON-1, F1)(OFF-2,, F1)]

on I loff on of f;

of f
'_ ‘ [(ON, N)(OFF-1,N)|
on

Fig. 11 Refined Li-projection of the HFSM Gy in Fig. 9 (left) and its extended diagnoser
(right).

[(OFF-2, F1)(ON-1, F1)]

5.3 Diagnosing level two faults

We now move our attention to faults at level two. The Li-projection defined previously
does not contain any information about events belonging to level two (and therefore
about level two faults). For this reason, to study the Lj-diagnosability of level two
faults, a different version of the Lj-projection has to be considered in order to lift
information about faults from level two to level one. To avoid degenerate situations,
we assume fo € s for some s € L(Gy). For the sake of simplicity, we consider only the
occurrences of event fo in one super-state, denoted by x,. The orthogonal component
of xq in which fo occurs is denoted by G ;. If fo appears in more than one super-state,
then the algorithm below can be applied for each such super-state, either individually
or concurrently.

s The procedure to adjust the Li-projection of Gy for handling fault event fo €

ij E; ;, x; € Xg and j € N;, is summarized by the following steps.

Algorithm for L;-projection with level two faults

Begin
Input: System Gy, level two fault event fs, super-state x4, and orthogonal com-
ponent G ; such that fo € Ej9.
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Step 1: Build the Li-projection of Gy as previously described. Denote the resulting
automaton by
L
GH1 = PLl (GH) = ()(7 EL1 s 6L1_7 x’o) .

Step 2: Augment state set X of Gﬁl: X—XxuU 5.

Step 3: Refine the event set Ey,, as follows: Er, ¢, «— B, U{f2}.

Step 4: Refine the transition relation dy,, of Ghl. - —

First, account for transitions due to fault fo: oy, « 01, U x4, fa, xiD

Then, consider entry states and exit states at level two and evaluate if they are “non-
faulty” entry/exit states (i.e., fo is not present in their connectivity) or “faulty”
entry/exit states (i.e., f2 is present in some path in their connectivity).

Consider the case in which (zq, 0, x}) € d1,, with z;, € X. For orthogonal component
G, compute language LIGCZJ (o) as explained in equation (8).

If fpes Vse LIGOG,L(U)7 then

5L1 — 5L1 \{(xa,a, xb)}

o
o, <01, U (zq,0,2p)

Else if fo € s for some s € LIGOa ,(0), then

o
o, <01, U (zq,0,2p)

Output: Denote the resulting automaton by G1,, (f2,a,l) = X, Ey, ¢,,0L,,%0 -
End

Proposition 5 The following language inclusion holds for all fo, a, and I, where
PEL1 Fatard) denotes that only occurrences of fa in G, are not erased by the projection
operation:

L1GL, (f2,a,0] 2 Pr, . o [£(Gr)] - (15)

Proof The proof of the proposition follows from Proposition 3 and from Step 4 in the
construction procedure of Gy, (f2,a,l). The language L [G1, (f2,a,l)] contains traces
composed by the concatenation of level one events and some occurrences of fo, without
taking into consideration the correct connectivity between entry and exit points in
super-state xq (only feasibility of entry and exit points is preserved). On the other hand,
the language PELl,f2(a,L) [£ (Gy)] also contains traces composed by the concatenation
of level one events and some occurrences of fa, but it preserves the correct connectivity
between entry and exit points in super-state x,. Hence if s € PEL1 Falad) [£ (Gy)], then
s € L[G1,,(f2,a,1)]. Example 7 below shows that the inclusion could be strict.

FEzample 7 In this example an HFSM Gp for which

L1GL, (f2,a,D] D Pry, 0 [£ (G

is presented. Consider Gy depicted on the left in Fig. 12. The L;-projection of Gy is
shown in the top right of the figure. Applying the above procedure to obtain the new Lj-
projection of Gy including level two fault event fo in G2 9 we obtain the automaton
G1,(f2,2,2) shown in the bottom right in Fig. 12. Note that trace asfodgazdy €

L [GL1 (f2,2, 2)]7 while ag fadzasdy ¢ PEL1,f2(2,2) [,C (GH)]
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Fig. 12 HFSM Gy on the left. Normal Lj-projection on the top right, and Li-projection with
level two fault event f2 in component G2 2 on the bottom right.

Proposition 6 Consider HFSM Gy with level two fault event fo in orthogonal com-
ponent G, ;. A sufficient condition for occurrences of fo in G, ; to be Ly-diagnosable is
that the extended diagnoser of Gy, (fz,a,l) does not contain any indeterminate cycles.

Proof The proof is similar to that of Proposition 4 and follows by an application of
results in Sampath et al (1998) to the definition in equation (11), taking into account
the result of Proposition 5. Suppose that the extended diagnoser of Gy, (f2,a,!) does
not contain any indeterminate cycles. This means that the language L [Gy, (f2,a,!l)]
is diagnosable with respect to fz. But the language Pg, . ., [£ (Gg)] is a live sub-
language of L [Gy, (f2,a,l)]. Therefore it is itself diagnosable with respect to fault fa.
Hence, given the definition of Lj-diagnosability in equation (11), occurrences of fault
f2 in orthogonal component G, ; are Lj-diagnosable in Gy.

Ezample 8 Consider the HFSM Gy shown in Fig. 13. Applying the procedure presented
above to build the Li-projection with level two fault event fo (which only occurs in
GonN,2), we obtain the automaton Gf,, (f2, ON,2) depicted in Fig. 14. The extended
diagnoser of Gy, (f2, ON,2) is presented in Fig. 15. Since it does not contain any
indeterminate cycles, fault fo is Li-diagnosable in Gy of Fig. 13.

Ezxample 9 Consider the HFSM Gy in Fig. 16. Applying the procedure presented above
to build the Li-projection with level two fault event fa (which only occurs in Gon,2,
we obtain the automaton Gp, (f2, ON,2) shown in Fig. 17. The extended diagnoser
of G, (f2,0N,?2) is given in Fig. 18. Since this extended diagnoser contains an inde-
terminate cycle, we cannot make definite conclusions about the Lj-diagnosability of
fault fo in Gy. By inspecting G, (f2, ON,2) (in Fig. 17), it is possible to see that
there exist two arbitrarily long traces in Pg, [£(Gn)], namely s1 = (on of f)F and
sy =on fa of f (on off)k7 which have the same projection and are such that f; ¢ s1
while fa € so. Hence f2 is not Lj-diagnosable in Gy. On the other hand, an examina-
tion of Fig. 16 reveals that the observed sub-trace dis of f € L(Gy) will always follow
f2 and uniquely detect its occurrence. Therefore the language £(Gy) is diagnosable.



Fig. 14 Li-projection (left) and Li-projection with fa (right) of Gy in Fig. 13.

[(OFF-1, N)(OFF-1,N)|

on

[(OFF-1,N)(ON, N)|

of f

[(ON,, N)(OFF-1, N),[(ON , N)(OFF-2, F2)] ‘

on l ]off on

[OFF-1, NYON , N)LI(OFF-2, F2)OFF-2, F2)] |— 9N |(OFF-2, F2)(OFF -2, F2)]

Fig. 15 Extended diagnoser of Gy, (f2, ON,2) in Fig. 14.

6 Dealing with systems that are not L;-diagnosable

In this section, we consider faults that cannot be proved to be Lj-diagnosable in Gy
using the sufficient conditions of Propositions 4 and 6. This means that in the language
of the Lj-projection considered in the preceding section (for level one or level two
faults), there exists two arbitrarily long traces of events in Ey,, (possibly with U{f2})
that have the same projection with respect to Eﬁl, but where only one of them contains
the fault. These traces produce in the extended diagnoser an indeterminate cycle.
Clearly, it may still be possible to diagnose such faults by using level two events and

information about the structure of Gy at level two.
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[(OFF-1, N)(ON, N)]

| of f

‘ [(ON, N)(OFF-1, N)L[(ON , N)(OFF-2 , F2)] ‘

lon

‘ [(OFF-1,N)(ON, N)|,[(OFF-2 , F2)(ON , F2)] ‘

bff

[(ON, N)(OFF-1, N),[(ON, N)(OFF-2, F2)]
[(ON, F2)(OFF-1, F2)L,[(ON , F2)(OFF-2, F2)|

of f | i on

[(OFF-1, N)(ON, N)|,|(OFF-1, F2)(ON,, F2)],
[(OFF-2, F2)(ON , F2)]

Fig. 18 Extended diagnoser for Li-projection with level two fault event 2 of Gy in Fig. 16.

One approach to diagnose faults that are not Lj-diagnosable is to build the flat
automaton corresponding to Gy and use Property 1 to test diagnosability. This solu-
tion is conceptually simple but can be computationally intractable, as was stated in
Section 1. In the remainder of this section, we present a procedure that is still based
on the extended diagnoser of the Li-projection of Gy, but that aims to analyze the
reachability or the connectivity of indeterminate cycles using level two events and in-
formation about the structure of Gy at level two. It is sought to limit the amount of
information that needs to be lifted from level two to level one. First, a general proce-
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dure to lift information from level two to level one in order to “zoom-in” a state of the
extended diagnoser of the Lj-projection of Gy is presented. Then, sufficient conditions
for diagnosability of the HFSM are stated and illustrated through some examples.

6.1 Lifting algorithm

Consider an HFSM Gy and its L -projection Ghl or Gﬁl (f2,a,l) in the case of inclusion
of a level two fault. To keep the notation simpler, we write Ghl hereafter for both
cases. Gi‘& is the extended diagnoser of Ghl. Suppose that a given state of the extended
diagnoser, denoted by z§d7 contains in some of its components super-state x; € Xg. Our
aim is to “lift” information from level two in order to zoom in this state and in particular
account for the structure of a relevant orthogonal component of x;, denoted by G; ;. For
this purpose, we define a lifting algorithm. The lifting algorithm for extended diagnoser
state zfd entered with event entry € Efl17 with respect to a given super-state x; € Xg
and a given orthogonal component G; ; (j € N;), is described by the following steps.

Lifting algorithm for orthogonal component G; ; of x; € Xg at state zfd

Input Extended diagnoser state zgd; entry event entry; super-state x; in zgd;

orthogonal component G; ; of x;.

Step 1 Generate the first refined extended diagnoser state by proceeding as follows

for each component in z?d entered by entry.

1.1 Substitute the given x; with the corresponding state in Y; ; entered by event
entry for each occurrence of x; € zgd.

1.2 Attach a label to all states in Y; ; added in Step 1.1 in the usual way.

1.3 Append the names of the states of the other components G; j, (k € N;, k # j)
that are entered in x; by event entry for each component altered in Step 1.1.
This list is denoted by

other entry states := entryq;...; entry;_q;entry; ;... entry,,

Each modified component of the resulting extended diagnoser state is now of the
form ~ < .
(origin € X, label); current state € Y; ;, label

|| other entry states] .

Step 2 Starting with the extended diagnoser state produced at Step 1, proceed by
following the standard extended diagnoser construction procedure for automaton
G j with observable events in E7 ; and EY, .

2.1 If the feasible event is in EZO) ;j» the states of the other orthogonal components are
propagated unchanged in the various elements of the new extended diagnoser
state. In this case each component of the new extended diagnoser state is of

the form

origin € Y; ;, label || other entry states; current state € Y; ;, label

|| other entry states] .



20

2.2 If the feasible event (denoted by exit) is in Ef_, proceed as described in Fig. 19
for each state element y; ; € Y; ; where the event exit is defined. In particular
look at the corresponding exit states in G; i, (k € N;, k # j) where event exit
comes from and determine if each exit state is reachable from the entry state
that has been propagated with y; ; in the extended diagnoser component.

2.2.1 If yes, then generate the corresponding component in the next extended
diagnoser state which will be of the form

origin € Y; ;, label || other entry states; (current state € X, label)

2.2.2 If no, then this exit event is not feasible from the extended diagnoser state
component that contains y; ;.
2.3 Repeat Steps 2.1 and 2.2 until all observable transitions within G; ; have been
exhaustively explored and G ; has been exited.

The above procedure can be applied as described to refine an entire Li-extended-
diagnoser starting from the initial extended diagnoser state and by considering all
orthogonal components. The latter point deserves further explanation. Given a specific
super-state x; € Xg that is being zoomed in, since the orthogonal components of x;
have no common events (recall Assumption A1), then the lifting algorithm can be
used by treating each orthogonal component one at a time. This results in significant
computational savings over building the extended diagnoser of the flat automaton as
it avoids the state space explosion due to the shuffle of the orthogonal components
within super-states (i.e., the state space explosion due to interleaving). Moreover it
allows for parallelization of the lifting algorithm. Overall, if a full lifting of all super-
states and all their orthogonal components ibto be performed (worst case), then the
complexity of the lifting is proportional to i [ | N;|, namely all possible choices
of orthogonal components for all super-states (all the lifting could be performed in
parallel). On the other hand, building the extended diagnoser of t&a\)e flat automaton
would assume expanding each super-state x; € Xg into as many as i [N)g),j [IN) |Yi.5]
states (worst case) before building the extended diagnoser; something that is avoided
by the above-described lifting procedure.

Ezxample 10 Consider again the HFSM Gy of Example 5 and the extended diagnoser
of its Li-projection Gi‘é (see Figs. 7 and 8). We are interested in lifting information
from level two in order to zoom in the extended diagnoser state z?d. The result of the
lifting algorithm applied at state zgd for orthogonal component Gon,1 of super-state
ON is shown in Fig. 20.

6.2 Testing diagnosability of HFSMs using the lifting algorithm

As was seen in the previous section, it is possible to use the lifting algorithm to zoom
in some state of interest in the L;-extended-diagnoser in order to lift information from
level two to level one and possibly break some connectivity in that extended diagnoser.
If this happens, then a problematic indeterminate cycle may no longer be reachable
or feasible. Hence, it is of interest to use the lifting procedure in order to refine the
extended diagnoser of the Li-projection of Gy with the specific goal of studying reach-
ability of and within indeterminate cycles. The following result captures the objectives
of the lifting algorithm.
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NOT FEASIBLE

Fig. 19 Suppose that x; is entered with event entry in yl-1 1 yl-1 5 and yl-1 3- We are interested in
lifting information from orthogonal component Gj 1. Suppose that both y?l and yfl appear

in the state of the extended diagnoser under consideration. For both of these states event
exit € EE1 is defined. If we are in y?l and we observe exit, then this means that the other

components are either in y;‘z and yf’3 or in y?z and y§3. In the first case, the next state will

be X1. In the second case, the next state will be X2. Similarly, if the current state in Gy y is

y;‘l and we observe exit, then the other components are in yfz and y§3 and the next state

will be X3. However, since there is no connectivity between exit state yfg and entry state yi1 3>
then the observed transition cannot be out of state y;‘l in G1,1. Hence we were in y?l and the
new possible states are X3 and Xa.

Proposition 7 Consider fault f; at level one of HFSM Gy. Fault f; is diagnosable
in the HFSM Gy if it is possible to construct an extended diagnoser, built from the
Ly -projection of Gy and refined as necessary according to the lifting algorithm, that
does not contain any f;-indeterminate cycles.

The same result holds if fault f; is at level two in Gy, albeit in that case only
occurrences of f; in orthogonal component G, ; are guaranteed to be diagnosable when
the Algorithm for Li-projection with level two faults of Section 5.3 is applied
to component G ;.

Proof Suppose that the indeterminate cycle disappears in the constructed refined ex-
tended diagnoser for one component G; ; in one super state x; in the expansion of
the path to the indeterminate cycle or in the expansion of the indeterminate cycle
itself. As compared with the extended diagnoser of the flat automaton, the resulting
extended diagnoser with lifted information neglects the other orthogonal components
of x; (which have disjoint event sets by assumption) and neglects the components
within other super states (which could have common events with G; ;). In the first
case, considering the other components of x; will only result in interleavings. In the
second case, since Gy can only be in one super-state at a time, then the reachability
within G} ; is unaffected by these other super-states. In both cases, the indeterminate
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[(OFF-1, N);(WAIT, N)[[DISC]
[(OFF-1, N);(STOP , F1)[|[ERR]

on
ed

[(OFF-1, N)(ON , N)L,[(OFF-1, N)(ON, F1)] exec o}
Joff ‘ [(WAIT , N)|[DISC;(OP, N)||DISC] ‘ ‘ [(STOP, F1)|[ERR;(ALR , F1)||[ERR] ‘
l of f J' off

‘ [(OP, N)||DISC;(OFF-1, N)] ‘ [(ALR , F1)|[ERR;(OFF-2,, F1)] ‘

Fig. 20 Result of the lifting algorithm with respect to orthogonal component Gon,1 of super-
state ON applied at state ng of the extended diagnoser Gl“& for Example 10.

cycle would necessary not be reachable under further refinement and zooming in since
the structure of G; ; was sufficient to eliminate it. Therefore the extended diagnoser
of G2t cannot itself contain the corresponding indeterminate cycle.

FEzample 11 Consider the HFSM Gp of Example 5 and the extended diagnoser of its
Li-projection G‘I;dl (see Figs. 7 and 8). Since the extended diagnoser of the Li-projection
of Gy contains an indeterminate cycle, Proposition 4 cannot be used to decide the Lj-
diagnosability of f1 in Gy.

Using the lifting algorithm on orthogonal component Gon,1 of super-state ON of
the extended diagnoser, we obtain the extended diagnoser with lifted information of
Fig. 21. Since this diagnoser does not contain any indeterminate cycles, we can state
that fault f is diagnosable in Gy.

|

[(OFF-1, N)(OFF-1, N)]

on
on [(OFF-1, N);(WAIT , N)|[DISC]
[(OFF-1, N);(STOP, F1)|[ERR]
exec g
‘ [(WAIT , N)|[DISC;(OP , N)|[DISC] ‘ ‘ [(STOP, F1)|[ERR;(ALR , F1)|[ERR]
J of f J(off
‘[(OP,N)HDISC;(OFF-l ,N)| ‘ ‘I(ALR, F1)|[ERR;(OFF-2, F1)] ‘ o

[

‘ [(OFF-2, F1);(STOP , F1)|[ERR]

Fig. 21 Extended diagnoser with lifted information with respect to orthogonal component
Gon,1 of super-state ON for HFSM Gy of Example 11.
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FEzample 12 Consider the HFSM Gp of Example 9 and the extended diagnoser of its
refined Li-projection G‘I;dl (f2, ON, 2) with respect to the occurence of fz in Gon, 2
(see Figs. 16 and 17). Since the extended diagnoser of the refined Lj-projection of
Gy contains an fs-indeterminate cycle, Proposition 6 cannot be used to decide the
Li-diagnosability of fo in Gon .

Using the lifting procedure on orthogonal component Gy o of super-state ON
of the extended diagnoser, up to and within the indeterminate cycle, we obtain the
extended diagnoser with lifted information of Fig. 22. Since this diagnoser does not
contain any indeterminate cycles, we can state that fault fo in Gy 2 is diagnosable.

[(OFF-1, N)(OFF-1,N)]

on
on )
[(OFF-1, N);(DISC , N)||WAIT]
Jcon

; of f . AIT ,
[(NOR , N)|[WAIT;(OFF-1 , N)| [(DISC , N)|[WAIT;(NOR , N)[|WAIT]

con 1 1 dis
I ) on ) of f [(NOR , N)||WAIT;(DISC , N)||[WAIT]
‘ (OFF-2, F2);(ON, F2) }4—{|(ERR, F2)||WAIT;(OFF-2 , F2)][«+——| [(NOR . N)[WAIT;(ERR , F2)[WAIT]

of f) fon

‘ (ON, F2);(OFF-2, F2) ‘

Fig. 22 Extended diagnoser with lifted information with respect to component Gon,2 of
super-state ON for HFSM Gy of Example 12.

7 Conclusions

We presented new results on diagnosability analysis of a special class of HFSMs. We
have introduced a new diagnosability notion, named L1-diagnosability, which expresses
the possibility of detecting a fault using only a high level description of the HFSM. We
have presented in Propositions 4 and 6 sufficient conditions to test Lj-diagnosability
using extended diagnosers built from particular projections of the HFSM at the higher
level. Finally, we have addressed the case of faults that cannot be proved to be Lj-
diagnosable in an HFSM using the preceding projections. In this case, in order to avoid
the complexity of working with the flat automaton, we have presented an algorithm
to refine the extended diagnoser built from the higher level projection of the HFSM
by lifting information from the lower level. This lifting procedure led to Proposition 7
which presents a sufficient condition to test diagnosability using the refined version of
the diagnoser.

‘We have emphasized diagnosability analysis without explicitly discussing how diag-
nosis is to be performed on-line. Once it has been established that a sufficient condition
for diagnosability holds for an appropriate extended diagnoser (built according to one
of the techniques presented in this paper), this diagnoser can be used on-line to de-
tect faults based on the required set of observable events from level one (and from
some components of level two, if need be). In this way, it is not necessary to build the
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diagnoser of the flat automaton to perform on-line diagnosis. A different on-line strat-
egy could be to build the diagnoser of the flat automaton “on-the-fly” using standard
methods.

Future works include (i) formalization of the extension of the approaches presented
in this paper to HFSMs with more than two levels by recursive applications of the
algorithms presented herein and (ii) relaxation of some of the structural assumptions
made in the paper.

A The extended diagnoser

The extended diagnoser for a finite state automaton G = (X, E, 3, Xg) with observable event
set E, C E and fault event f € E, was first introduced in Sampath (1993) and reviewed in
Debouk et al (2000).

The extended diagnoser is the Finite State Automaton

a=1Qa Eo, 85,05} (16)

where Qf, Eo, 85 and q§ have the usual interpretation. The initial state of the extended
diagnoser is defined to be [(X0,N); (X0, N)]. A state q € Q is of the form

[(x1, 11); (1191 (X2, 12)5 (X5, 1)1, (X1, 11); (X5 15)], -+ -y [(Xns Bn); (57, 1)]
where each (X, 1) pair is in Q, = 2¥0 X4 where
A={NF}

is the set of normal and fault labels.

A tuple of (x,1) pairs, for example [(X1,11); (X],1])], has the following meaning: X} is a
component of a system state estimate after the occurrence of an observable event and I} is its
failure label, while X is the predecessor state of X} through one observable event in G and Iy
is its corresponding failure label.

The transition function 35 of the extended diagnoser is constructed in a manner similar
to the transition function of the diagnoser (see Sampath et al (1995)), with the additional
aspect that every state of G that appears in a state component of G, is associated with
its predecessor state through one observable event in G (along the sub-trace of events under
consideration) and both states carry their labels; these labels are obtained following the same
label propagation rules as in Sampath et al (1995). The state space Q¢ is the resulting subset
of Qo X Qo composed of the states of the extended diagnoser that are reachable from g under
85. Note that by construction

L(Gg) = L(Gq) =P (L(G)) .

We define the state projection SP : Q, X Qo — Q, as follows:

a= [0, 1) (X 00)) - [ b (6, 1)1 — SP(@) = (X3, 1), -0, (X, 1)
Definition 5 A state q € Q¢ is said to be f;-certain if V(x, ) € SP(q) ,f; €

Definition 6 A state q € Qf is said to be f;-uncertain if 3(x, ), (y, ') € SP(q) such that f; €
and f; & /

Definition 7 A set of states q1,02,...,0n € Q is said to form a cycle in G if the following
is true:

85(q,0)) =1 1=1,...,n+1, and 85(0n,0n) =01

for some observable events 0;, i = 1,...,N.
Definition 8 A set of (X;, ;) pairs, where (X;,1;) € Qo, 1 =1,...,n is said to form a matched
cycle in G§ if 3q; € G, i=1,...,n such that:

((Xi,|i), (Xi+11|i+1)) € Qit1 i=1,...,n—1, and ((Xn, |n), (X1,|1)) €qr .



25

Definition 9 A set of states g1,z ...0n € Qf forming a cycle of f;-uncertain states in G is
said to form an f;-indeterminate cycle if

1. there exists a set of (x;,1;) € SP(q;), J = 1,...n forming a matched cycle in G§, with
Fj (S |j,j =1,...m

2. there exists a set of (yj, IS) € SP(q;), j = 1,...n forming a matched cycle in G, with
F; Z|;-,j =1,...n.

An F;-indeterminate cycle in G indicates the presence in L(G) of two traces s1 and S2 of
arbitrarily long length, such that they both have the same observable projection and S; contains
a failure event from the set X f;, while sz does not. Therefore, according to the diagnosability
definition given in Sampath et al (1995), a language L is diagnosable with respect to the
projection P and the failure partition Ny on Z if and only if its extended diagnoser G has
no f;-indeterminate cycle for each failure type F;.
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