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Abstract

Active network tomographyrefersto an interestingclassof large-scaleinverseproblemsthat

arisein theestimationof quality of serviceparametersof computerandcommunicationsnetworks.

This article focuseson the estimationof lossratesof the internal links of a network usingend-to-

endmeasurementsof nodeslocatedon theperiphery. We introducea classof �e xible experiments

for actively probingthenetwork andobtainconditionsunderwhich all the link-level informationis

estimable.MaximumlikelihoodestimationusingtheEM algorithm,thestructureof thealgorithm,

and the propertiesof the MLEs are investigated. This includessimulationstudiesusing the ns-

network simulatorto obtainrealisticnetwork traf�c. Theoptimaldesignof probingexperimentsis

alsostudied.Finally, applicationof theresultsto network monitoringis brie�y illustrated.

Keywords:EM algorithm,inferenceongraphs,network monitoring,network modeling,network tomog-

raphy, probingexperiments.
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1 Intr oduction

Thetermnetwork tomographywasintroducedin Vardi (1996)to characterizea certainclassof inverse

problemsin computerandcommunicationnetworks. The goal here,as in medicaltomographyprob-

lems,is to recover higher-dimensionalnetwork informationfrom lower-dimensionaldata. Early work

dealtwith estimationof theorigin-destinationmatrixusingpassivemonitoring(Vardi,1996;Zhangetal.,

2003).That is, monitoringagentsareplacedat internalrouters/switchesin thenetwork, andaggregate-

level dataarecollectedontotal traf�c �o wing into andoutof themonitorednodes.Dueto thevolumeof

traf�c, informationaboutorigin-destinationcannotbecollectedat theindividual ”packet” level. Thein-

verseproblemis to recover, from theaggregatedata,origin-destinationinformationof thetraf�c patterns

in thenetwork.

Active network tomographyrefersto a differentclassof large-scaleinverseproblemsthat arise

with networks,viz., estimationof quality of service(QoS)parameterssuchaslossratesanddelaydis-

tributionsat theroutersandlink-level bandwidths(Castroet al. 2004).Characterizingtheseparameters

is critical for detectingcongestion,faults,andotheranomalousbehavior, ensuringcomplianceof service

level agreementswith users(Coateset al., 2003),andmanagementof overlay networks (Chenet al.,

2003). New applicationswith stringentQoSrequirements,suchasvideo-conferencing, Internettele-

phony, andonlinegames,point to anevengreaterneedfor fastandef�cient algorithmsfor assessingand

respondingto changesin network performance.

The traditionalapproachfor characterizingnetwork performanceis basedon detailedqueueing

modelsat the individual routerlevel. This hasbecomeinadequatein capturingoverall network perfor-

mancedueto thecomplexity andsizeof modernnetworks.More importantly, estimatinglink-level QoS

parametersrequiresaccessto the internal links and routers. But the lack of of centralizedcontrol of

modernnetworksmeansthat Internetserviceproviderstypically do not have accessto all thenodesof

interest,socollectionof detailedQoSinformationattheindividualrouter/linklevel is dif�cult. Activeto-

mographyprovidesanalternative throughtheuseof active “probing”, i.e.,sending”probepackets” from

a sourceto oneor morereceiver nodeslocatedon theperipheryof thenetwork. Theactive tomography
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probleminvolves”reconstructing”link-level informationfrom theend-to-endpath-level measurements.

Thispaperdealswith two aspectsof theactive tomographyproblem:a)designof probingexperi-

ments,andb) estimationof link-level lossratesfrom end-to-endmeasurementsusingtheseexperiments.

(A lossoccurswhenthepacket is lostataninternalrouter, typically dueto buffer over�ow.) The�rst part

of paperintroducesa �e xible classof experimentsfor probinga largenetwork andstudiesits properties.

Thesecondpartfocuseson estimationof lossratesandrelatedissues.

Thepaperis organizedasfollows. Section2 introducesthemainelementsof theactive network

tomographyproblem.Theclassof �e xible experimentsis describedin Section3 andassociatedissues

of identi�ability areaddressed.Section4 dealswith variousaspectsof maximumlikelihoodestimation

usingtheEM algorithm.Thenext sectionaddressesoptimaldesignof probingexperimentsin termsof

allocationof probes.Section6 describesa simulationstudyusingthens-2network simulatorto assess

thebicastschemesin morerealisticenvironments.Thepaperconcludeswith anapplicationof theresults

to network monitoring.

2 Framework and Background Inf ormation

2.1 Background

Somerelevant factsaboutnetworking arebrie�y summarizedhere.See,Marchette(2001),for example,

for moredetailsanda very accessibleintroduction.Supposeonewantsto transfera �le from a remote

locationto the local workstation.The�le' s contentis broken into piecesandadditionalinformationon

origin-destination, reassemblyinstructions(sucha sequencenumbers),anderror-correctingfeaturesare

added.Thesepiecescalledpacketsaretransmittedover the network. All the packetsassociatedwith

a particular�le arereferredto asa '�o w.' The origin-destinationinformation is usedby the network

elements(routersandswitches)in conjunctionwith the internetprotocol (IP), which is primarily re-

sponsiblefor routing packets to their destination,to deliver the packets to the intendedrecipient. The

sequencenumbersarecrucial for theoperationof thetransportprotocol(e.g. TCP) that, in addition,is
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responsiblefor regulatingthe transmissionratewithin a �o w andthusalleviating network congestion.

Therouters/switcheslocatedat thecoreof thenetwork play a role that is similar to traf�c intersections

in roadnetworks; namely, they queueup incomingpacketsandforward themtowardstheir destination

alongthemosteffective route.Theforwardingof packetsat routersfollows someschedulingdiscipline

suchas�rst-come-�rst-served. Sincea queueconsistsof a physicalblock of computermemory(�nite

buffer size),if therearetoo many incomingpackets,theroutermaybeunableto accommodatesomeof

themandwill dropthem.Dependingon thetransmissionprotocol,sendersof droppedpacketsmayget

noti�ed in orderto arrangefor re-transmission.This queueingmechanismis responsiblefor observed

packet lossesand, to a large extent, for packet delays. Estimationof link-level delaydistributions is

anotherimportantproblem,but we will not considerthathere.

Computerandcommunicationsnetworkscanberepresentedby graphswith thenodescorrespond-

ing to variouscomputingdevicessuchasworkstations,routersandswitchesandtheedgescorresponding

to physicallinks (e.g. �ber optic cables)connectingthedevices. In active tomography, thenetwork is

“probed” by actuallysendingpackets from oneor moresourcenodesto a setof receiver nodes. The

end-to-endmeasurementson packet losses,delays,andotherattributesarethenusedto recover the in-

formationaboutperformanceat theindividual links. To make thingsconcrete,considerthegraphin the

left panelof Figure1. It shows a smallnetwork comprisedof workstationslocatedon its peripheryand

routersat its coreandtheir links. This graphactuallydepictsanactive probingscenariowherepackets

aresentfrom the'source'node'0' to the'receiver' nodeson theperiphery:
�����������	��
��	�
���	�	���	�����	�	�����	�

.

For thepurposeof theprobingexperiment,thephysicaltopologyof thenetwork in theleft-panel

in Figure1 canbetransformedto thelogical topology in theright panel.Notethatthis hasthestructure

of a tree: an acyclic graphwith onevertex designatedasthe root. We will describelogical topologies

in moredetail in thenext subsection.Notice,however, thattherouterlocatedbetweennodes1 and3 in

theleft panelhasdisappearedin theright. This is becauseit formsa ”chain” (combinationof two links

withoutasplit), andtheinformationfor thetwo links cannotbeestimatedseparately. Soany chainswill

becollapsedinto asinglelink in thelogical topology.

Supposenow thatpacketsaresentfrom sourcenode0 in Figure1 to destinationnodes6, 7, 10and
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Figure1: Left panelshows a layout of a small computernetwork. Right panelis the corresponding
logical topologyof thenetwork for theprobingexperiment.

11 andthe correspondingpath-level informationon lossesis obtained;that is, the lossesfor the paths

0-6, 0-7, 0-10and0-11arerecorded.Thegoal is to estimatefrom theseend-to-endmeasurementsthe

link-level parametersof interestfor theindividual links 0-1,1-2,1-4,2-6,etc.This is theactivenetwork

tomographyproblem.

2.2 Logical Topologyand Trees

Most of the literaturedealswith logical topologiesthatcanbedescribedby trees:acyclic graphswith

onevertex designatedasthe root (seeleft panelin Figure2). We will alsorestrictattentionto single

sourcetopologiesin the presentpaper. Someof the sameissuesalsoarisewith multiple sources,but

multiple sourcetopologiesdo presentnew challengesthat will not be dealtwith here. Note that the

logical topologyfor any active tomographyproblemwith a singlesourcecanbe representedasa tree.

We will alsoassume,ascommonlydonein the literature,that the logical topologyis known and�x ed

duringtheprobingexperiment.

We will usethefollowing notation.Let �������

�����

denotea treewith root

 �

� , a setof nodes
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� anda setof edges/links
�

. A link betweennodes! and " is anorderedpair ��!

�

"

�#�

�%$&� . Theroot

node



representsthesource(sender)of thetransmittedpackets.Let '(��!

�

bea directdescendant(child)

of node ! , and )*��!

�

�,+�"

�

�.-/"&��'(��!

��0

denotethesetof all directdescendants(children)of node

! . (In the left panelof Figure2, )*�

���

�1+

��������������0

.) The setof receiver nodes,denotedby 243.� ,

consistsof all nodeswithoutchildren,i.e., 2,�5+	!

�

�6-7)*��!

�

�98

0;:

(Again,for theleft panelin Figure

2, 21�<+

������������=���>��	��
��	�
�
�	�����	�������?�@�	����0

.) Thesetof internal nodesA is comprisedof thenodesthat

areneithertheroot nor thereceivers(i.e. A6�<+CB

�

�EDF+	2<GH+


�0
0

). We assumethroughoutthateach

internalnodehasat leasttwo children. Otherwise,the internal link characteristics(losses)associated

with thenodeandits child cannotbeestimatedseparately.

For eachnode !

�

�IDI+


�0

thereis a uniquenode" suchthat '(�J"

�

��! . We refer to this asthe

parentnodeof ! anddenoteit as KL��!

�

. De�ning KNMO��!

�

recursively by KOM(��!

�

��KL�PKQMSRUT	��!

���

, we saythat

! is a descendantof " if "V�WK
M

��!

�

for someinteger XZY




. (In Figure2, KL�

�;�

�

���

K\[��

�;�

�

���

and

KO]��

�;�

�




.) Let ^`_

�

"*�

�������

... denotethe "aD th layer of a tree,de�ned asthesetof all nodeswhose

shortestpathfrom the root node



has " links; i.e., ^b_*�c+	!

�

�d-




�WK

_

��!

��0

. (In the left panelof

Figure2, ^

]

��+

��������=���>��	��
��	�
�e0

.) Finally, we denoteby fg��!

�

"

�

a pathbetweennodes! and " , which

is comprisedof asetof connectedlinks (seeright panelof Figure2).

We will considerbinary treesextensively in thenumericalandsimulationsectionsof this paper

due to their simplicity. A binary tree is onewhereeachinternalnodehasexactly two children, i.e.,
h

) ��!

�

h

�

�

for all !

�

�EDi��2<Gj+


�0e�

. For a symmetricbinary tree, the "@D th layerhas
�

_

RUT nodes,for

"k�

�������

.... Theright panelof Figure2 shows anexampleof a3-layersymmetricbinarytree.

Thesizeof thenetworksbeingstudiedcanvaryfrom localareanetworks(e.g.auniversitycampus

network) involving afew dozenreceiversto wideareaoneswith severalhundrednodesand10-20layers.

However, thesizeof the logical topologydependson the resolutionthat investigatorswant to achieve.

For a coarserlook at network performanceonemayaggregateseveral links, while for detailedcapacity

planninga �ner resolutionis required.
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Figure2: Left panelshows ageneraltreetopology, andright panelis a3-layersymmetricbinarytree.

2.3 TransmissionProtocols

Therearetwo typesof protocolsfor transmittinga probepacket from a sourcenodeto a speci�ed set

of receiver nodes.The commononeis the unicastschemethat sendsa packet from the sourceto one

receiver at a time (WalrandandVaraiya,1999). On the otherextreme,the multicastschemesendsa

packet to a collectionof pre-speci�edreceiverssimultaneously. For example,considerthe right panel

of Figure1, andsupposethepacket needsto besentto receivers6, 7 and12. Onepacket is sentby the

sourcenodeto node1. At thisnode,thepacket is duplicatedandonecopy is placedon eachof thelinks

going to nodes2 and3. At node2, thepacket is furtherduplicatedandsentalongto eachchild node,

while node3 sendsit on to node8 which transmitsthe packet to 12. In the literature,the casewhere

all the receiver nodesin a network areprobedusinga singlemulticasttransmissionschemeis calleda

multicastexperiment. In this paper, we will refer to it insteadasan omnicastprobingexperiment,in

orderto distinguishthemulticasttransmissionprotocolfrom a multicastexperiment. (This distinction

will becomeclear in Section3.) The classof �e xible experimentsin Section3 arealsobasedon the

multicastprotocol.
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Somenetworks have disabledthemulticastprotocolfor securityreasons,andso onehasto rely

on the unicastprotocolin thesesituations.It is known that onecannotrecover all of the link-level in-

formationfrom end-to-enddatausingjust independentunicastprobingexperiments(CoatesandNowak,

2000). The higher-ordercorrelationinformationpresentin multicastprobes(informationaboutlosses

on sharedlinks in multicastschemes)is critical for recovering link-level information. This hasled to

the proposalof back-to-backunicastprotocol,which seeksto mimic the multicastschemeby sending

unicastprobesthatarespacedextremelyclosetogetherin time to several receivers(CoatesandNowak,

2000;Nowak, 2001;Castroet al., 2004). Usually, this involvesjust a pair of receiversat a time. If the

pairof probesaresentback-to-backwithin nanosecondsof eachother, it is likely theprobeswill experi-

enceidenticalnetwork conditionson thecommonlinks. In this case,back-to-backunicastwill mimic a

multicast(speci�cally a bicast)scheme.

In thispaper, we considerthis idealizedback-to-backschemeto beinterchangeablewith themul-

ticastprotocol. However, it is importantto keepin mind that theback-to-backprobesmay not always

experiencethe samelossesin sharedlinks, especiallyif the sharedpathhasmany links. Also, if the

back-to-backprobesaresentto all thereceiversin a largenetwork (mimickingamulticastschemeto all

receivers),therecanagainbedifferencesin theperformanceof thesharedlinks. Lo Presti,Paxon,and

Duf�eld (2001)have proposedtheuseof stripedprobesto improve thecorrelationamongback-to-back

unicasts.In on-goingwork, we areinvestigatingthepropertiesof suchback-to-backschemesformally

usinga latent-variabletemporalmodel.

2.4 StochasticModel

Let l`m
��n

�

�

�

if the n -th probepacket sentfrom theroot node0 reachedreceiver node o

�

2 , and0

otherwise.For a1-cast(unicast)scheme,theroot nodetransmitspackets np�

��������:J:J:

to onereceiver at

a time,soweobserve only lqm
��n

�

for asinglereceiver o for eachprobepacket. For anomnicastscheme,

wherethesendertransmitseachpacket simultaneouslyto all receiver nodes,theobserved outcomefor

the n -th probepacket consistsof lrm
��n

�

for all o

�

2 .
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De�ne hypotheticalrandomvariablessut���n

�

associatedwith all the links in the network asthe

outcomeof theprobesentto node ! from its parent KL��!

�

, with s t ��n

�

�

�

if the packet traverseslink

!

�v�

successfullyand0 otherwise.We analyzethedataunderthefollowing independencemodelthat

hasalsobeencommonlyusedin the literature(Cacereset al., 1999). We assumethroughoutthat the

s t ��n

�

's are independentacross! and n . Let w t ��n

�

�cx/��s t ��n

�

�

���

. We alsoassumetemporal

homogeneity, i.e., w t ��n

�jy

w t for all probes n . Then, xg�zlrm���n

�

�

���

�|{~}€•C•`‚„ƒ†…

m�‡

w

} . Further,

xg��sˆ_S��n

�

�

�L‰

"

�

) ��!

���

�i{

}�•e•`‚Šƒ†…

t ‡

w

}

$‹{

_

•eŒq‚

t ‡

w(_

:

Theseassumptionshave alsobeenusedin thenetwork engineeringliterature(Caceresetal, 1999;

Castroet al, 2003; Coateset al., 2002). The temporalhomogeneityassumptionis not critical as the

time-framefor the probingexperimentis in the orderof minutes,but the effect of spatialdependence

merits further study. Extensionsto situationswith spatio-temporaldependencewill be consideredin

futurework. We do, however, considera limited assessmentof theassumptionsusingthens-simulator

in Section6.

Therehasbeenwork ontheestimationof link-level parametersfrom activeprobingschemes.Cac-

ereset al. (1999)consideredmulticastexperiments(omnicastexperimentsin our terminologyhere)and

developedestimationmethodsthatareasymptoticallyequivalentto themaximumlikelihoodestimator

for lossrates.Unfortunately, this methoddoesnot extendto the�e xible experimentsconsideredin the

presentpaper. Moreover, theseestimatorscanfall outsidetherangeof �


��•���

in �nite samples(seeSec-

tion 4.2).CoatesandNowak(2000)consideredmaximumlikelihoodestimationusingtheEM algorithm

for link lossesbut underback-to-backunicastprobing. Theproblemof estimatinglink-level delaydis-

tributionshasalsobeenstudiedin theliterature(see,for example,Lo Prestiet al. (2002),Liang andYu

(2003),andTsang,CoatesandNowak(2003)).
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3 A Classof Flexible Probing Experiments

While the omnicastexperimentis conceptuallysimple, it hasseveral drawbacks. First, the number

of possibleoutcomesin the experimentincreasesexponentiallywith the numberof layersin the tree

topology. For example,considera symmetricbinarytreewith Ž layerswith •<�

��•

RUT receiver nodes.

The omnicastschemecorrespondsto a multinomial experimentof dimension • , so thereare
�@‘

�

�

[€’�“�” possibleoutcomes.Thus,datacomplexity will be a major problemwith large networks. More

importantly, network serviceproviders rarely want to probethe entirenetwork with the samedegree

of intensity. It is morecommonto allocatedifferentlevelsof probingeffort to differentregionsof the

network at different times. In network monitoring, for example, the goal is to monitor the network

regularly andstudyregionsof thenetwork whereproblemsoccur. This callsfor a more�e xible classof

probingexperimentsthat allows for studyingdifferentregionsof thenetwork with varying intensities.

Suchexperimentsraiseinterestingquestionsabouthow to designthem,whenwill theexperimentslead

to identi�ability of all thelink-level parameters,how to combinethedatato estimateall theparameters,

andsoon.

3.1 Flexible Experiments

We begin with a descriptionof a •OD castscheme. A •OD castschemesendsa probesimultaneouslyto

a given subset• of the receivers in 2 and is completelyspeci�ed by the • -tuple of receiver nodes:
–

o

T

�

o

[

�

...
�

oC—
˜ , o
_

�

2

�

"i�

����:J:J:

• . For example,two possible4-castschemesfor the generaltree

topologyin theleft panelof Figure2 are
–

�	���	�	���	�?���	�	�

˜ and
–

�����������	�	�

˜ .

The classof �e xible probingexperiments,denotedgenericallyas ™ , is given by a collectionof

independentschemes+eš•›

�qœ

›

0

where š•› is a •S›�D castschemefor
�Ÿž

•�›

ž

• with • beingthetotal

numberof receivernodes),
œ

› is thenumberof probesallocatedto š › , and ¡ �

����:J:J:J�€¢

is thenumberof

•;›�D castschemesused.In practice,•�› can(andoftenwill) bedifferentfor different š£› . Throughout,let
œ

�9¤

›

œ

› denotethetotalnumberof probesfor theexperiment.Thisclassof experimentsallowsusto

allocatedifferentnumbersof probes
œ

› to schemesš•› . Sodifferentpartsof thenetwork canbeprobed
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with differentintensitiesandpossiblyat differenttimes.We cancombinetheend-to-endmeasurements

from all theschemesto estimatethe link-level parametersaswell ascontinuouslyupdatetheestimates

of theQoSparametersbasedon thedataover time.

If •i�

�

for all š•› , then ™ is madeup of a collectionof unicastschemes.If •6�¥• , then ™

correspondsto a singleomnicastexperiment. (Cacereset al., 1999). As we will seelater, an ef�cient

experimentfrom acomputationalpointof view is a“minimal” experimentbasedonacollectionof bicast

( •/�

�

) andunicast( •¦�

�

) probingschemes.

Note that a probepacket for a •OD castschemehas
�

— possibleoutcomes,eachof dimension• .

Thesecorrespondto whetherthe outcomefor the receiver nodeis oneor zero (the nodereceives the

transmissionor not). Forexample,for the4-castscheme
–

�	���	�	���	�?���	�	�

˜ in Figure2, thereare
�	�

possible

outcomeswith the outcome �zl

T
[

�


��

l

T§]

�

���

l

Tz¨

�


��

l

T§©

�

���

indicating that the packet was

successfullyreceivedby receivers13and15but notby12and14. If wesend
œ

› probesusingthis •OD cast

scheme,underthepositedstochasticmodel,it leadsto amultinomialexperimentwith
�

— outcomes.The

”success”probability for eachoutcomeis a complex functionof theunderlyinglink successratesw 's.

For example,theprobabilityof theevent �zl

T
[

�


��

l

T§]

�

���

l

Tz¨

�


��

l

T§©

�

���

is givenby a sumof

productsof w
t 's and �

�

Dªw
t

�

's. This is discussedin moredetail in Section5.1.

Theexperiment™ is thenjustacollectionof theseindependentmultinomialexperiments.Thedata

complexity of theexperiment™ is dictatedby thatof thelargest •a›�D castschemeš•› in ™ . Typically, this

will bemuchsmallerthanthatof theomnicastexperimentcorrespondingto theentirenetwork ( •Q›Ÿ�i• ).

3.2 Identi�ability

A naturalquestionnow is whether, for a given experiment™ , all of the internal link-level parameters

canbeidenti�ed. Wealreadyknow thattheansweris negative for thecollectionof unicastexperiments.

In thissection,we characterizenecessaryandsuf�cient conditionsfor identi�ability of all thelink-level

parameters.
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We needthe notion of a splitting node. Consider�rst a 2-cast(or bicast)schemewith receiver

nodes
–

o

T

�

o

[

˜ . Then,the internalnode B is a splitting nodeif fg�


��

B

�

is the longestcommonpaththat

+	o

T

�

o

[

0

shareonthetree.Fora •OD castscheme,thesplittingnodescanbede�nedin termsof thesplitting

nodesof pairsof receivernodes.Considerthe •OD castschemewith receiver nodes
–

o

T

�

o

[

�

...
�

o�—
˜ , andlet

+	o t

�

o�_

0

beany subsetof them.Then,theinternalnodeB

y

B���o t

�

o�_

�

is asplittingnodefor thisparticular

pair if fg�


��

B

�

is thelongestcommonpaththat +	o t

�

o�_

0

shareon thetree.

Note that the numberof splitting nodesfor a •OD castschemecanrangefrom
�

to �P•‹D

���

. For

example,for the4-cast
–

�	���	�	���	�?���	�	�

˜ in the left panelof Figure2, thereis only onesplitting node:7.

But therearethreesplitting nodes
�������

and
�

for thescheme
–

�����������	�	�

˜ . We will bemostly interested

in •OD castswith a singlesplit.

Proposition1 Weassumethat wU_ˆY




for all linksin thelogical topology. Let ™ bea probingexperiment

comprisedof a collectionof schemes+eš ›

�€œ

›

0

with
œ

›¦«

�

. Theexperiment™ identi�es theparameters
¬

w if and only if the following conditionsare satis�ed: (I) every internal node B in the tree topology

correspondsto a splitting nodefor someschemeš£›

�

™ with •S›/«

�

; and(II) all thereceivernodesin

thetreearecoveredby ™ .

The proof is deferredto theAppendix. It proceedsby mappingany given experimentto anequivalent

oneinvolving acollectionof bicastandunicastschemesandproving theresultfor thiscase.

To understandtheimplicationsof Proposition1, considerthetreetopologyon theleft-handpanel

in Figure2. Supposewe usetheexperiment™ madeup of theschemesš

T

�

–

�����

˜

�

š

[

�

–

�

˜

�

š

]

�

–

�	���	�	���	�?���	�	�

˜

�

and š

¨

�

–

=���>��	��
��	�
�

˜ with
œ

› «

�

for all š­› . Theinternalnodes
���������

aresplitting

nodesfor
–

�����

˜

�

–

�	���	�	���	�?�a�	�	�

˜ and
–

=���>��	��
��	�
�

˜ respectively. However,
�

is not a splitting node,so

this experimentwill not identify all the parameters.In particular, the unicastexperiment š

[

�

–

�

˜

can estimatethe entire path parameter®q�


����;�

but cannotseparatethe individual link parametersw

¨

and w°¯ . The problemcanbe recti�ed by replacing,for example, š

[

and š

]

with š²±

[

�

–

���	�	�

˜ and

š³±

]

�

–

�	���	�?���	�	�

˜ . Of course,therearemany waysof modifying this to identify all theparameters.

12



This examplealsoillustratestheadvantageof this classof schemes.We canprobethedifferent

subnetworks š

T

�

š

[

�

š ±

]

�

š ±

¨

separatelywith different intensities,even at different times,andcombine

the resultsto characterizethe overall network behavior. The subnetworks are muchsmallerandcan

bestudiedmoreeasily. Note,however, that the individual subnetworks by themselvesdo not allow for

estimationof all theinternallink-level parameterswithin each,soonecannotview this asfour separate

problems.

An experimentcomposedof acollectionbicastandunicastschemeshastheleastdatacomplexity

sincethecomplexity is nomorethanthatof abicastschemewhichyieldsamultinomialexperimentwith

4 possibleoutcomes.For suchacollection,onecan�nd minimalexperiments(smallestcollections)that

leadto identi�ability of all theinternallink parametersasfollows:

1. For eachinternalnodeB , useexactlyonebicastpair ´ whosesplittingnodeis B ;

2. Choosethesebicastpairsto maximizethenumberof receiver nodesthatarecovered;

3. Chooseunicastschemesto cover theremainingreceiver nodeso

�

2 thatarenot coveredby the

bicastpairs.

As anillustration,considerthebinarytreein theright-handpanelof Figure2. A minimal experi-

mentconsistsof thebicastpairs š

T

�

–

�����

˜

�

š

[

�

–

�����

˜ and š

]

�

–

�����

˜ . However, this is not unique

aswecouldreplaceš

]

with š
±

]

�

–

�����

˜ .

Note thatProposition1 providesa simpleandelegantcharacterizationof the identi�ability con-

dition. It canalsobe usedto constructan experiment ™ that satis�es the identi�ability conditionby

formulatingit asasetcoveringproblem(Chvatal,1979).

Finally, theidenti�ability resultin Proposition1 is alsousefulfor theback-to-backunicasttrans-

missionprotocolsusedin the literature(Nowak, 2001;Castroet al., 2004). (The useof back-to-back

unicastschemesin theliteraturehasbeenlimited to pairsof receivernodes,asthis is themostreasonable

scenario.Back-to-backtransmissionsto many-receivers-at-a-timeis unlikely to mimic themulticastpro-

tocol well, astheprobesmaynot seethesameenvironmenton thecommonlinks dueto thetime delay

13



betweenmany probes.)Thereis no discussionin theliteratureon thedesignof back-to-backunicastex-

periments.Questionsof interestinclude:Shouldthey besentto all possiblepairs?Is thereasubsetof the

pairsthatwill besuf�cient to ensureidenti�ability of all theinternallink parameters?If so,how should

thesebe chosen?Proposition1 andthe ensuingdiscussionaboutminimal bicast/unicastexperiments

answerall of thesequestions.In particular, we seethatoneneedsto sendback-to-backprobesonly to a

subsetof all possiblepairsto coverall theinternalnodesandany remainingnodescanbecoveredjustby

unicasts.Thus,theresultsin thissectionarealsousefulfor designingback-to-backunicastexperiments.

4 Maximum Lik elihoodEstimation

4.1 The Lik elihood Function

As notedbefore,theexperiment™µ��+eš ›

�€œ

›

0

is madeup of a collectionof independentschemesš£›

with numberof probes
œ

› . In theremainder, we assumethat ™ satis�esthe identi�ability conditionof

Proposition1. Recallthata •OD castschemecanbeviewedasa •OD dimensionalmultinomialexperiment

with parametersthat dependon the link transmissionrates w
t 's. To seethis moreclearly, denotethe

probabilityof a successfultransmissionof apacket over thepath fg�PB

��¶O�

by ®q�PB

��¶O�

. So,

®q�PB

��¶O�

� ·

¸

•C•`‚„}€… ¹

‡

w

¸

:

(1)

Considerthe simplecaseof bicastprobes,andsupposea bicastprobe ´ is sentto the pair of receiver

nodes
–

!\º

�

"•º�˜ , !§º

�

"	º

�

2 , with splitting node B�º . Theobservedoutcomecantake oneof thefollowing

four values: �zl
tJ»

��¼

���

lN_
»

��¼

���

�½�


��€
S�

or �


��	���

or �

���€
S�

or �

���	���

dependingon whetherthepacket was

receivedby none,oneor bothof theintendedreceivers.Let ¾(t
_ denotethecorrespondingprobabilityof

14



any of theseevents.Then,

¾

T�T

�i®q�


��

BCº

�

®q�PB�º

�

!¿º

�

®q�PB�º

�

"	º

���

(2)

¾

T

ƒ

�i®q�


��

BCº

�?À„�

DÁ®q�PBCº

�

!§º

�¿Â

®q�PBCº

�

"�º

���

(3)

¾

ƒ

T

�i®q�


��

BCº

�

®q�PB�º

�

!¿º

�?À„�

DÁ®q�PBCº

�

"�º

�¿Âz�

(4)

¾

ƒ�ƒ

�

À„�

DÁ®q�


��

BCº

�§Â�Ã

®q�


��

BCº

�?À„�

Dª®q�PB�º

�

!§º

�¿Â¿À„�

DÁ®q�PB�º

�

"�º

�¿Âz�

(5)

Thecorrespondingbicastexperimenthas
�

[¦�

�

possibleoutcomes
œ

T

…

T

�€œ

T

… ƒ

�€œ

ƒ†…

T

�€œ

ƒ†… ƒ with proba-

bilities givenby thecorresponding¾ 's above. Since¾

T

…

T

Ã

¾

T

… ƒ

Ã

¾

ƒ†…

T

Ã

¾

ƒ†… ƒ

�

�

, thereareonly 3 free

probabilitiesin thebicastschemé . Noticealsothat ®q�


��

!€º

�

�Ä¾

T

…

T

Ã

¾

T

… ƒ and ®q�


��

"�º

�

�5¾

T

…

T

Ã

¾

ƒ†…

T

.

Analogousexpressionscanbederivedfor • -castschemes.

For a generalschemeš•› with • receiver nodes
–

o

T

…

›

:J:J:J�

o�—

…

›S˜ , let
œ

‚

t

”

…ÆÅÆÅÆÅÆ…

tÈÇ
‡

…

›

denotethenumber

of outcomescorrespondingto theevent +	!

T

��:J:J:J�

!§—

0

where !�_g�

�

meansthat receiver o
_

…

› received the

packetandzeromeansit did not. Let ¾O‚

t

”

…ÆÅÆÅÆÅ

t
Ç

‡

…

›

denotethecorrespondingprobabilityof thisevent.Then,

the overall log-likelihoodof the experiment™ is just the sumof the individual likelihoodsof the š#› 's

andis given(up to additive constants)by

ÉJÊ
Ë

�ÍÌ³�ÍÎ

h

¬

w

���

� Ï

Ð�Ñ

•�Ò

Ï

t

”

…ÆÅÆÅÆÅ

t
Ç

Ñ

œ

‚

t

”

…ÆÅÆÅÆÅ

t
Ç

Ñ

‡

…

›

ÉJÊ
Ë

�Ó¾

‚

t

”

…ÆÅÆÅÆÅÆ…

t
Ç

Ñ

‡

…

›

��:

(6)

The parameters¾

‚

t

”

…ÆÅÆÅÆÅÆ…

t
Ç

Ñ

‡

…

›

arecomplicatedfunctionsof the underlying w 's. To understandthe com-

plexity, considerthe scorefunctionsfor a •OD castschemeš£› with a singlesplit. As before,let š ›j�

–

o

T

…

›

��Ô�Ô�Ô\�

o�—

…

›S˜ , with BC› asthesplittingnode.Therearetwo casesto consider:

Case1: Links in thepathabove thesplit

For node•

�

fg�


��

BC›

�

,

Õ

ÉJÊ
Ë

Ì­›

Õ

w°—

�

�

w°—£Ö

�

œ

›²D

œ

ƒ†…ÆÅÆÅÆÅÆ… ƒ

‡

…

›

Ãµœ

‚„ƒ†…ÆÅÆÅÆÅ ƒ

‡

…

›

¾(‚Šƒ†…ÆÅÆÅÆÅÆ… ƒ

‡
›

D

�

¾@‚„ƒ†…ÆÅÆÅÆÅÆ… ƒ

‡
› ×

:
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Case2: Links in thepathabove thesplit

For node•

�

fg�PBC›

�

o�_

�

,

Õ

ÉÈÊ
Ë

Ìb›

Õ

w\—

�

�

w\—

Ø

œ

T¿Ù

…

m�Ú

…

›³D

œ

ƒ†…

m�Ú

…

›Û$

®q�PBC›

�

o�_

�

�

DÁ®q�PB�›

�

o†_

�

D

œ

ƒ†ÅÆÅÆÅ ƒ

$

®q�


��

B�›

�

$&Ü

t§Ý

Þ

_

�

�

Dª®q�PB�›

�

o	t

���

$‹®q�PBC›

�

o _

�

¾

ƒ†ÅÆÅÆÅ ƒ ß

�

where
œ

T¿Ù

…

m�Ú

…

› is thesumof all outcomeswhereo�_ hasa
�

, and
œ

ƒ†…

mÍÚ

…

› is thesumof all outcomeswhere

o�_ hasa



andat leastoneof theremainingreceivershasa
�

.

Weseethatthelikelihoodequationsareinvolvedandcannotbesolvedanalyticallyto getexplicit

expressionsfor theMLE in general.Wewill resortto iterative optimizationmethodsfor maximizingthe

likelihood. TheEM algorithmhasbeenfound to be usefulin the literature(CoatesandNowak, 2000;

Coatesetal.,2002;Castroel al.,2004;LiangandYu,2003)asthisfallsnaturallyinto theclassof missing

dataproblems.

4.2 The EM Algorithm

Accordingto thepositedmodel,we have lbm
��n

�

�ÄÜ

t

•C•`‚„ƒ†…

m�‡

s
t

��n

�

, with w
t

�%x/��s
t

��n

�

�

���

for all

n . Theend-to-endmeasurements,lbm�n 's, areobserved but the internallink-level data s
t

��n

�

arenot.

Thus,thecollection +	s
t

��n

��à

!

�

�

�

nW�

��������:J:J:„0

canbetreatedastheunobservedcompletedata,and

theEM algorithm(Dempsteretal., 1977)canbeusedfor computingtheMLEs.

Let á
t

�â¤9ã

ä

Þ

T

s
t

��n

�

, thetotal numberof ”successes”at node! underthehypotheticalexperi-

ment.Thenthecompletedatalikelihoodis givenby

Ì³�

¬

w

h

á

T

��:J:J:J�

á@å

�qæ

·

t

•eç

w�è�é

t

�

�

Dªw
t

�

ã

R

è�é

:

(7)

This complete-datalikelihood function is basedon multinomial experimentsthat involve the w
t
's di-

rectly. It canbemaximizedeasilyto obtaintheMLEs. It belongsto theexponentialfamily, sotheE-step
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involvescomputingtheconditionalexpectationof the áUt 's, thecompletedatasuf�cient statistics,given

theobserveddataandcurrentvaluesof theparameters.Thegeneralexpressionfor ��¼

ÃI���

-st iterationof

thealgorithmis givenasfollows:

E-step: For every schemeš•›

�

™ andnode !

�

�°› , computethe conditionalexpectationsgiven the

observedend-to-enddataêë› :

á

‚Šì

Ù°T

‡

t

…

›

�iíuî

ï�ðòñ„ó

�zÏ

äõô

+	s

t

…

›(��n

�

�

�e0

h

ê*›

�

�

œ

›²DÁíuî

ï�ðòñJó

�zÏ

äõô

+	s

t

…

›a��n

�

�


�0

h

ê*›

��:

M-step:

w

‚Šì

Ù°T

‡

t

�

¤

Ð�Ñ

•�Ò

á

‚öì

Ù°T

‡

t

…

›

¤

Ð�Ñ

•�Ò

œ

›

:

It would clearlybeusefulto obtainexplicit expressionsfor theE- andM-steps.We develop thesehere

for theimportantspecialcasewherethe •OD castschemeshave a singlesplitting node(which is themost

interestingcasefor our �e xible experiments).Thesituationis conceptuallyanalogousfor schemeswith

multiple splitting nodes,but the notationbecomesmessysincethe form of the E-stepdependson the

exactform of thetreetopology.

Let BC› be the splitting nodefor schemeš ›9�

–

o

T

…

›

�

o

[

…

›

��Ô�Ô�Ô\�

oC—

…

›S˜ . The •

Ã÷�

path proba-

bilities for this scheme,®q�


��

B�›

�

, ®q�PBC›

�

o

T

…

›

����Ô�Ô�Ô°�

®q�PB�›

�

oC—

…

›

�

, can be obtainedfrom (1). Further, let
œ

‚„ƒ†…ÆÅÆÅÆÅÆ… ƒ

‡

…

›

denotethenumberof probescorrespondingto theoutcomeof zerofor all thereceiver nodes

o

T

…

›

�

o

[

…

›

��Ô�Ô�Ô\�

oC—

…

› , andlet ¾
‚Šƒ†… ƒ†…ÆÅÆÅÆÅÆ… ƒ

‡

…

›

be thecorrespondingprobability. Finally, let
œ

ƒ†…

m�Ú

…

› denotethe

numberof probescorrespondingto theevent that



is observed at receiver node o
_

…

› andat leastoneof

theremainingreceiver nodesreceivesa
�

. Startingwith an initial value
¬

w

‚Šƒ

‡ , let
¬

w

‚öì

‡ bethevalueafter

the ¼?D th iteration.Then,we canwrite the ��¼

Ã9���

D th iterationof theE-stepsasfollows.

For eachschemeš•›

�

™ :

1. Use
¬

w

‚öì

‡ andequation(1) to gettheupdatedpathprobabilities.
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2. Computeá

‚öì

Ù°T

‡

¸

…

›

y

í î

ï ðÆñJó

À

á

¸

h

ê*›

Â

asfollows:

For link ø

�

fg�


��

Be›

�

,

á

‚Šì

Ù°T

‡

¸

…

›

�

œ

›²D

œ

‚Šƒ†…ÆùÆùÆù§… ƒ

‡

…

›

�

Dvw

‚Šì

‡

¸

¾

‚öì

‡

‚Šƒ†…ÆùÆùÆù§… ƒ

‡

…

›

:

For link ø

�

fg�PBe›

�

o _

…

›

�

,

á

‚öì

Ù°T

‡

¸

…

›

�

œ

›²D

œ

ƒ†…

mÍÚ

…

›

�

Dªw

‚Šì

‡

¸

�

DÁ®

‚öì

‡

�PB�›

�

o _

…

›

�

D

œ

‚„ƒ†…ÆùÆùÆùz… ƒ

‡

…

›

�

�

Dªw

‚öì

‡

¸

�•ú¿�

DÁ®

‚öì

‡

�


��

B�›

�/Ã

®

‚öì

‡

�


��

B�›

�

ÜÁû

t�ü†t§Ý

Þ

_?ý

�

�

DV®

‚öì

‡

�PB�›

�

o

t

…

›

���§þ

¾

‚öì

‡

‚Šƒ†…ÆùÆùÆùz… ƒ

‡

…

›

:

In abicastschemé•�

–

!ÿº

�

"	º�˜ , if thepathfg�


��

Beº

�

consistsof only thesinglelink ø underconsider-

ation,then w

¸

�i®q�


��

B�º

�

. Thesameholdsfor fg�PBeº

�

!§º

�

andfg�PBCº

�

"�º

�

. In thesecases,someof thecalcula-

tionsabovewill simplify. Forexample,considerthebinarysymmetric3-layertreegivenin therightpanel

of Figure2 togetherwith aminimalbicastexperimentconsistingof the
�

pairs
–

�����

˜

�

–

�����

˜

�

and
–

�����

˜ .

Then, á

‚öì

Ù°T

‡

¨

…��

¨

…

©��

simpli�es to

á

‚öì

Ù°T

‡

¨

…��

¨

…

©��

�

œ

¨

…

©

D

œ

¨

…

©

ƒ†…

T

D

œ

‚Šƒ�ƒ

‡

…��

¨

…

©��

�

�

Dªw

‚Šì

‡

¨

�

�

�

DÁ®

‚öì

‡

�


����;���

¾

‚öì

‡

‚Šƒ�ƒ

‡

…��

¨

…

©��

�

and

¾

‚Šì

‡

‚„ƒ�ƒ

‡

…��

¨

…

©��

�

À„�

Dvw

‚Šì

‡

T

w

‚öì

‡

[

Â�Ã

w

‚öì

‡

T

w

‚Šì

‡

[

�

�

Dªw

‚Šì

‡

¨

�

�

�

Dªw

‚Šì

‡

©

��:

Further,

w

‚Šì

Ù°T

‡

¨

�

á

‚öì

Ù°T

‡

¨

…��

¨

…

©��

œ

�

¨

…

©��

sincethis is theonly pair in theminimalbicastthatincludesnode
�

.

Caceresetal. (1999)developedacleveralgorithmfor computingapproximateMLEs for lossrates

for anomnicastexperiment.Thebasicideais to reducethedatato suf�cient statisticsandobtainexplicit

expressionsfor solvingthelikelihoodequations.If anodehas• children,theequationinvolvessolvinga

polynomialof order �P•`D

���

. Forsymmetricbinarytrees,thisreducesto linearequations.Theseestimates
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solve thelikelihoodequationsandhenceareasymptoticallyequivalentto theMLEs.

w

T

w

[

w

]

w

¨

w

©

w ¯ w��

omnicast
�

¬

w approxMLE 1.3250 0.5223 0.0226 0.8056 0.7803 0.2500 0.3333
omnicast

�

¬

w MLE 1.0000 0.6921 0.0300 0.8056 0.7803 0.2500 0.3333
bicast

�

¬

w MLE 0.8310 0.7576 0.0521 0.7796 0.7727 0.2142 0.2266

Table1: Comparisonof omnicastandbicastMLE estimates.

It doesnot appearthat this algorithmcanbegeneralizedto theclassof �e xible experimentscon-

sideredin this paper. Moreover, therearesituationsin which the approximateestimatorcan behave

poorly, leadingto estimatesoutsidetherangeof �


��	���

). This seemsto happenwhenthereis consider-

ablevariability in thelink lossrateswith somelossratesbeingverysmall.Thispointwasalreadynoted

in Cacereset al. (1999).To seethis, considera 3-layertreewith w

T

� w

[

� w

¨

�.w

©

�

: =

, w

]

�

:ò
;�

and w
¯

��w��Ÿ�

: �

. The �rst two rows of Table1 shows theresultsfrom anomnicastexperimentwith

400probes.The �rst row shows theapproximateMLEs obtainedusingthealgorithmin Cacereset al.

(1999). In this case,the approximateMLE doesa poor job of estimatingw

T

and w

[

. Thesecondrow

shows the omnicastMLEs obtainedvia the EM-algorithm. This wascomputationallyexpensive as it

took over1,200iterationsto computetheseMLEs. While theMLE for w

T

lies insidetherange �


��•���

, it

alsodoespoorly in estimatingw

T

and w

[

. Recallthatthetruevalueis

�: =

.

Thethird row givestheresultsfrom anexperimentwith four bicasts:
–

�����

˜

�

–

�����

˜

�

–

�����

˜

�

–

�����

˜ .

Thisexperimentallocatedmoreprobesto links wherethelossrateis highin orderto estimatethemmore

precisely. Speci�cally,
��




probesweresentto pair
–

�����

˜ ,
�	��


probeseachto pairs
–

�����

˜ and
–

�����

˜ and

only
�;


probesto
–

�����

˜ . Theexpectedamountof total traf�c underthis schemeis
�	���	�

, which is only

slightly larger thanthatundertheomnicastexperiment.Thebicastexperimentdid a muchbetterjob in

estimatingthelink lossrates.Thissituationprovidesanotherexampleof the�e xibility andadvantageof

theexperimentsproposedin thisarticle.
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4.3 Convergenceand Computational Complexity of the Algorithm

Generalconvergencepropertiesof theEM algorithmarewell known (see,for example,Tanner(1996)

andWu (1983)).It doesnot appearthatthelog-likelihoodin our caseis strictly concave, sotheunique-

nessof theMLE is not easyto establish.However, we have studiedthis problemnumericallyfor many

datasetsanddid not encounterproblemswith multiple maxima. Proposition2 shows that the Fisher

informationmatrix is positive de�nite. This establishesthat,with probability tendingto one,therewill

beauniquemaximumat leastin localneighborhoodsaroundthetruevalue
¬

w

ƒ .

Denoteby
ô

ã

�Ó™

�

¬

w

ƒ

�

theFisherinformationmatrix at the truevalue
¬

w

ƒ . The following resultis

provedin theAppendix.

Proposition2
ô

ã

�Ó™

�

¬

w

ƒ

�

is a �nite andpositive-de�nitematrix.

Let ��›V�

œ

›	�

œ

, the proportionof probesizeallocatedto the schemeš£› . Then,we canwrite

ô

ã

�Ó™

�

¬

w

ƒ

�

�

œ

¤

Ð�Ñ

•�Ò

��›

ô

�zš­›

�

¬

w

ƒ

���

where
ô

�zš­›

�

¬

w

ƒ

�

is the (normalized)informationfor the scheme

š­› (i.e., correspondingto a probeof size
œ

›/�

�

). Theindividual elementsof
ô

�zš ›

�

¬

w

ƒ

�

canbecom-

putedasthevariance-covariancematrixof thescorefunctions(givenin Section4.1)or theexpectationof

thenegative secondderivativesof theobserveddatalog-likelihood.A schemeš³› will typically involve

only a few of the link-level parameters,so many of the entriesin
ô

�zš~›

�

¬

w

ƒ

�

will be zero,leadingto a

sparsematrix.

Figure3 shows thenumberof iterationsneededfor convergenceof thelikelihoodfunctionandfor

convergenceof selected
�

w sfor asymmetricbinary3-layertreewith all elementsof
¬

w largerthan0.6.We

needabout50 iterationsfor a convergencecriterionof
��


Ra¨ for the log-likelihood. Usinga reasonable

initial estimateof
¬

w reducesthenumberof iterationssigni�cantly, especiallyfor fairly small valuesof

w 's. As we will seein thenext subsection,thevariability of
�

wqt increasesas w\t getssmaller. This affects

thenumberof iterations,which increasesasthelossrate �

�

Dªw
t

�

increases(Figure4).

Thecomputationalcomplexity of thealgorithmdepends,in general,on thestructureof the indi-
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Figure3: Convergenceof the log-likelihood function (left panel)andof selected
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w (right panel)for a
3-layertree.
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vidual schemesandthe underlyingtreetopologyandhenceis hardto assess.However, in the special

caseof a minimalexperimentcomprisedof bicastandunicastschemes,we canestablisha lower bound

for any giventreetopology � .
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Let ŽZ�

h

^

h

, denotethenumberof layers,and í �

h

�

h

, thenumberof links in � , respectively.

Noticethemajority of thecomputationsstemfrom theE-step.Considerthecomplexity of oneiteration

of theEM algorithmfor anarbitrarybicastpair ´ �

–

!�º

�

"�º�˜ with splittingnodeB�º . Thepathprobabilities

given in equations(1) - (5) needto be computedat thebeginning of the •OD th iteration. This involves



���²º

�

multiplicationsanda �x ed numberof additions/subtractions, where �¦º denotesthe maximum

lengthof pathsfg�


��

!ÿº

�

and fg�


��

"�º

�

; i.e., �#º•��
����Q+

h

fg�


��

!§º

�

h

�

h

fg�


��

"�º

�

h

0

. Notethat �ˆº

ž

Ž for any

bicastscheme.At the secondstage,the updatesof á

¸

…

º needto be computed,which involves a large

but constantnumberof operations.Therefore,



�ÍŽ

�

operationsarerequiredin theE-stepfor thebicast

schemes.For an arbitrary unicastschemewith receiver node
¶

, only the path probability ®

‚

— ‡

�


���¶O�

needsto becalculated;thisalsorequiresatmost



�ÍŽ

�

operations.Thesecondstageof updatingá

‚

—

Ù°T

‡

¸

… ¹

involvesa constantnumberof operations.Finally, theM-stepinvolvesa singledivision for eachw
t

for

thewholeexperiment.

Therefore,thecomplexity of theminimalexperimentis givenby



�

À

h �²h

Ã

h �uh

Â

Ž

�

. Minimal exper-

imentsrequire
h

A

h

bicastpairs,while thenumberof unicastschemesis boundedby
h

2

h

. Thereforethe

lowestpossiblecomplexity is �¦�Íí $ Ž

�

. Therelationshipbetweení and Ž dependson thestructureof

thetopologies.For thespecialcaseof symmetricbinarytrees,Ž �

ÉJÊ
Ë

�Íí

�

.

4.4 Behavior of the Variances

This sectionstudieshow the behavior of the varianceof the MLEs varieswith the true lossratesand

thelayerof thelinks in thetree.Weconsiderjust the3-layersymmetricbinarytreein theright-panelof

Figure2 with equallossratesfor all links, i.e., w

T

�

:J:J:

�9w�� . Figure5 showsthevariancesof theMLEs

for a bicastexperimentwith an equalallocationof 25%to the four bicasts: š

T

�

–

�����

˜ , š

[

�

–

�����

˜ ,

š

]

�

–

�����

˜ and š

¨

�

–

�����

˜ .

Unlike a binomialexperimentwherethevarianceis proportionalto w­�

�

DEw

�

, thevariancehere

increasesas w getssmaller. Thus,thereis a higherlevel of uncertaintywhena link hashigh lossrate

(small w ). Further, the varianceof the MLE at the �rst layer or link 1 (left-mostpanel)is uniformly
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lower thanthat at the secondlayer correspondingto nodes2 and3 (middle panel). This is dueto the

largernumberof probesthatgo throughthenodesat higherlayersof thetree.Similarly, thevarianceat

nodes
�

and
�

(middlepanelof Figure5) is lower thanthatof thereceiver nodes(right panel),although

thedifferencesnow aremuchsmaller. This is becausethereis muchmoreinformationaboutthereceiver

nodesfrom bicastpairsthat split at the lowest layer (e.g.
–

�����

˜ and
–

�����

˜ ). This offsetsthe lossdue

to thefewer numberof probes.Our investigationssuggestthatsimilar conclusionshold for 4-layerand

largerbinarytrees.
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Figure5: Variancesof theMLEs for selectedlinks in a3-layertreewith equallossrates( ��� ).

4.5 Lar ge-SampleProperties

Recallthat ���������

� , thetotal numberof probesin theexperiment.Let �

 

!

MLE denotetheMLE. Fur-

ther, let "$#&%�'

 

!�(*) bethenormalizedinformationmatrix givenby �,+.-0/2143

�

"5#�6

�

'

 

!�(2)

' where "5#�6

�

'

 

!�(2)

is theper-unit informationfor thescheme6

� .

Proposition3 Assume7989:<;>=@?

;

-

;

�,3

� , with A�BC3

�

BED . Then,

1. �

 

!

MLE F

 

!
( a.s.,and
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2. G

œ

�

�

¬

w MLE D

¬

w

ƒ

�IH

�KJ MVN�ML

�ON7�

where
N

RUT	�

¬

w

�

�

ô

�Ó™

�

¬

w

ƒ

�

, thenormalizedinformationmatrix

andMVNstandsfor multivariatenormal.

Proof: Sincetheend-to-enddata
œ

‚

t

”

…ÆÅÆÅÆÅÆ…

t Ç

‡

…

›

have asymptoticnormaldistributions,theresultsfollow in

a straightforward mannerif we canestablishthat the mapping
œ

‚

t

”

…ÆÅÆÅÆÅÆ…

tÈÇ ‡

…

›QP

�

¬

w MLE is a continuously

differentiablefunction. It canbeshown thatthis is in facttruein local neighborhoodsof thetruevalues

of theparameters,usingthepositive-de�nitenessof theFisherinformationmatrixandanargumentbased

on theImplicit Functiontheorem.Thedetailsareomitted.

Wecanusetheasymptoticnormalitytoconstructcon�denceregionsandhypothesistests.Likelihood-

ratio methodscanalsobe usedfor inference.Theserequirecomputationof theHessianandusingthe

observed informationmatrix to estimatetheasymptoticvariance-covariancematrix. Notealsothat the

additive structureof the log-likelihood function over the individual schemesš²› , simpli�es the calcu-

lations considerably. The structurefor •OD castschemewith a single split simpli�es things,with the

computationsdependingonly onwhetherthenodeof interestis above or below thesplittingnode.

5 Optimal DesignIssuesRelatedto ProbeAllocation

Thereare two designissuesassociatedwith the �e xible experiments™.� +eš~›

�€œ

›

0

: a) selectionof

appropriateschemesš•› , andb) theallocationof thetotalnumberof probesto speci�c schemes
œ

› . We

havealreadydiscussedthe�rst problem.Weconsiderherethesecondone,viz., optimalallocation+

œ

›

0

of a �x ed budgetof
œ

probesto a given setof schemes+eš7›

0

. Our goal hereis to develop a general

formulationof theoptimalallocationproblemandto investigatetheresultsfor specialcasesto getsome

insights.

Theproblemcanbeformulatedasanoptimaldesignof experimentsproblem.Giventotal probe

size
œ

, let �	› denotetheproportionof probesthatis to beallocatedto š£› . Theoptimaldesignproblem

is to choose+2�	›

0

in orderto minimizeanappropriatemeasureof varianceof theMLEs of thelink-level

lossrates.Thetwo mostcommoncriteriausedin theoptimaldesignliteratureareD- andA-optimality
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Figure6: A 4-layersymmetricbinarytree

(Pukelsheim,1993).D-optimalityminimizesthedeterminantof thevariance-covariancematrix(or max-

imizesthat of the Fisherinformationmatrix) while A-optimality minimizesthe trace,i.e., sumof the

variances.D-optimal designsaremorecommonas A-optimality ignoresthe covariances,so we will

restrictattentionto thiscriterion.

Let the experimentbe denotednow by
+eš ›

�

��›

0

with �x ed total probesize
œ

. The Fisherin-

formationmatrix
ô

�

œë�

w

�

canbe written asa weightedsum
œ

¤

›

��›

ô

�zš­›

�

w

�

, where
ô

�zš•›

�

w

�

is the

normalizedinformationmatrixcorrespondingto thescheme
š~›

. TheD-optimalallocationof the
�
'sare

thosethatmaximizethedeterminantof theFisherinformationmatrix. We seethatdet
�†¤

›

��›

ô

�zš­›

�

w

���

canbeexpressedasa polynomialin
¬

� . Theoptimalvalueof
¬

� thatmaximizesthis hasto bedetermined

numerically. Themoredif�cult issueis thattheoptimalallocationsdependontheunknown valuesof the

link-level parameters.Thisis referredto aslocaloptimalityin theliterature(Chernoff, 1953;Pukelsheim,

1993).This is acommonproblemin mostnon-linear(andnon-normal)designsituations.

Thereare several ways to addressthis in practice. The �rst, and most common,approachis

to useany availablepreliminary informationaboutthe lossratesto determinethe optimal allocations

andassesshow sensitive they areto the inputs(sometimescalledplanningvalues). In our setup, the
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preliminaryinformationcancomefrom historicaldata,speci�cationsfor service-level agreements,and

so on. If the resultsarevery sensitive to the planninginformation,one typically will decideagainst

usingoptimal allocations. See,for example,Meeker andEscobar(1998) for a detaileddiscussionof

this approachin the context of acceleratedtest planning. A secondapproachthat provides a formal

framework for incorporatingprior information is Bayesianoptimal designtheory (seeChalonerand

Verdinelli (1995)for an excellentreview). Let R��

¬

w

�

be the prior distribution on the link probabilities.

Then,we canget the Bayes-optimalallocationsfor our problemby minimizing the criterion S��T�

�

�

UWVTX2Y

�Í'[Z�¼

À œ

¤

›

��›

ô

�zš­›

�

w

�§Â��

R��

¬

w

�

'

¬

w (Chalonerand Verdinelli (1995), page286, equation(15)). A

third, non-Bayesian,alternative is to usea two-stageapproachwhereinitial estimatesareobtainedfrom

a�rst-stageexperimentandtheestimatesareusedto decideonthe(approximately)optimalallocationin

thesecondstage.Wediscusstheapplicationof theseapproachesfor aspeci�c examplebelow.

First, we investigatethe behavior of the optimal allocations(assumingthe true w 's areknown)

for somespecialcasesto develop insights. Again, for simplicity we restrictattentionto 3- and4-layer

symmetricbinarytreeswith bicastexperiments.Wehavedoneextensiveinvestigationsbut haveprovided

hereonly selectedresultsdueto spacelimitations.

Figures7, 8, and9 show the resultsfor symmetric3-layerand4-layer(Figure6) trees. For the

3-layercase,we useda bicastexperimentwith 4 schemes:š
T

�

–

�����

˜

�

š

[

�

–

�����

˜

�

š

]

�

–

�����

˜

�

š

¨

�

–

�����

˜ . This includesonemorebicastpair thana minimal experimentso thatall the receiver nodesare

treatedsymmetrically. For the4-layertree,weusedabicastexperimentwith 8 pairs: š

T

�

–

=���>

˜

�

š

[

�

–

��
��	�
�

˜

�

š

]

�

–

�	���	�	�

˜

�

š

¨

�
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�?���	�	�

˜

�

š

©

�

–

>��	��


˜

�

š­¯²�
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�
���	�	�

˜�š
�

�

–

�	���	�?�

˜

�

š>\²�

–

=��	�	�

˜ .

Theleft panelof Figure7 shows � , thetotalD-optimalallocationfor thetwo pairsthatsplit at the

secondlayer( š

T

�

–

�����

˜ and š

[

�

–

�����

˜ ). This is for the3-layertreewith equal w 's for all the links.

We seethat � variesin a small rangearound
�

�

�

, soeachbicastgetsaround
�

�

�

of theallocationand

theremainingtwo pairs š

]

�

–

�����

˜

�

š

¨

�

–

�����

˜ eachgetabout
�

�

�

. Notethat(i) theschemesthatsplit

at thelower level getmoreprobes,and(ii) theoptimalallocationsareremarkablystableacrossa broad

range: w

�

�


�: ���€
�: >
>;�

.
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Theright panelshows thecorrespondingresultsfor the4-layertreewith equal w 's. The total D-

optimalallocationfor the4 pairsthatsplit at thelowestlayer, �

T

, is around

�: ��


. Recallthatthetotalwas
�

�

�

in the3-layercase.Thetotal allocationfor 3 pairsthatsplit at themiddle layer, �

[

, is around

�: �e�

andthat for thesinglepair thatsplitsat thetop is

�:È�?�

. Thesevaluesareagainremarkablystablefor w

in therange �


�: ���r
�: >
>;�

. It is alsointerestingthattheschemesthatsplit at thelowestandhighestlevels

getmoreallocationthanthosesplitting at themiddle. This is dueto a combinationof factors.Schemes

that split nearthe top provide lessinformationaboutlinks nearthe bottomwhich implies the needto

increasetheallocation.Ontheotherhand,moreprobestraversethelinks nearthetopthanat thebottom,

suggestinga needto increasetheallocationto lower links. For example,all probeswill traversethe0-1

link. Theseeffectstradeoff againstoneanotherto yield higherallocationsfor thetop andbottomlinks

andlessfor thosein themiddle.
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Figure 7: D-optimal allocationswhen the true link-loss ratesareall equal(to ] ). Left panelshows
optimal allocationsfor a 3-layer symmetricbinary tree while right panel is for a 4-layer symmetric
binarytree.

Considernow theoptimalallocationswhenthe lossratesareunequal.viz., ratesfor links in the

topandbottomlayersareequal(to ]_^ ) andthosein themiddlelayer(s)areequal(to ]4` ). Figure8 deals

with the3-layertree.The acb axisshows thetotal allocation d for thepairsthatsplit at thesecondlayer

of thetopology( egf.hjilk , eMmnhOopk ) for threecases:]_^>q�rtsvunh�rtsvw and rtsvwpw . The x�b axiscorrespondsto values
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of x

[

�

�


�: ���€
�: >
>;�

. We seethat � againvariesin a small range,from

�: �
=

to

�:ö���

, andis only slightly

higher thanthe valueof
�

�

�

obtainedpreviously. Figure9 shows the resultsfor the 4-layertreewith

again�

T

beingthetotalallocationfor the4 pairsthatsplit at thelowestlayer, �

[

for themiddlelayer, and

�

]

for thetop. Again, �

T

variesin a smallrangearound

�: �

D


�: �
�

(closeto thevaluesfor thecasewith

equal w 's. Thebehavior of �

[

and �

]

aresimilar.
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Figure8: D-optimal allocationsfor the 3-layertreewith unequallossrates: lossratesequalto x

T

for
links at thetopandbottomlayersandequalto x

[

for links atmiddlelayer.

We have alsoinvestigatedotherbicastexperimentsfor the3- and4-layertrees.It canbeshown

analytically, usingsymmetryarguments,thatfor the3-layertreeandabovechoiceof w 's, theexperiment

with all possiblebicastpairs(6 pairs)hasexactly thesameoptimalallocationsastheoneweconsidered

above. For the4-layertree,on theotherhand,thecasewith all possiblebicasts(28 pairs)hasslightly

differentbehavior. However, we foundthedifferencesin theoptimalallocationsto beverysmall.

Let usnow returnto thepracticalproblemwherethe lossratesareunknown. First, we seefrom

Figures7-9 that the optimal allocationsare fairly stablefor the region of interest,viz., the interval

�

: >�
���: >
>;�

. Speci�cally, the right panelof Figure7 shows that the allocationsareremarkablyconstant

for the4-layertreewith equallossrates,suggestingthattheresultsarerobustto misspeci�cationsof the

prior information. A similar conclusionholdsfor Figure9, which shows the resultsfor a 4-layertree
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Figure9: D-optimalallocationfor the4-layertreewith unequallossrates: �Zx

T
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links and �Zx

[
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T

�

: =�


, middlepanelto x

T
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: >�


and
right panelto x

T

�

: >
>

.

with unequallossrates.For the3-layertree(Figures7 and8), thereis somechangein theallocations

astheprobabilitiesgetcloseto onebut this is still very small(

�: �
�
�

D


�: �
=
�

in theleft panelof Figure

7). Sowe canconcludethat in thesecases,theoptimalallocationsarereasonablyrobust to uncertainty

in thepreliminaryinformation.Becauseof thisstability, theBayesianD-optimalallocationswill alsobe

closeto thelocally-optimalones.

We alsoinvestigatedtheusefulnessof thetwo-stageapproach(discussedearlier)on a symmetric

3-layertreeusingacollectionof four bicastschemes:
–

�����

˜

�

–

�����

˜

�

–

�����

˜

�

–

���†�

˜ . Givena totalbudgetof
œ

�

��






probes,a proportion y wasallocatedequallyto all four bicastschemesin StageI. Thedata

from theinitial samplewereusedto estimatethesuccessprobabilitiesw . Basedon theestimates
�

w , the

remainderof the �

�

D<y

�ÿœ

probeswereallocatedusingtheoptimalallocationscheme.The�nal estimate

of w is aweightedcombinationof stageI andstageII estimatesgivenby y

�

w
T

Ã

�

�

Dzy

�

�

w°[ . Thisprocedure

wasrepeatedfor { �

��






simulations.We considereda numberof scenariosfor thetruevaluesof w

andvaluesof y but reporthereonly selectedresults.For equallossratesof w6�

: >
>

and y*�


�: �

, the

optimalallocationsusingthetwo-stageapproachrangedfrom about

�: �
�

to

�:ö���

with about
�e
	|

in the

interval

�: �
�

D


�:ö���

. Notefrom theright panelof Figure7 thatthelocally-optimalallocationis around
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6 Network Simulation Studies

So far we have studiedthe behavior of the estimatorsunderthe assumptionof spatialand temporal

stationarity. In this section,we do a small simulationusing the network simulator (ns) packageto

study the performancein a more realisticenvironment. Detailsaboutthe ns-simulatorcan be found

at http://www.isi .e du/ns nam/ns .

For simplicity, we considera 3-layerbinarysymmetrictree(seeright panelof Figure2). In the

simulation,all links had1.5Mb/secof bandwidth,10msof propagationdelayandwereservedby aFIFO

queuewith a �nite buffer of sizeten. Thus,a packet arriving at a nodewill bedroppedif it encounters

tenpacketsalreadyqueuedup. We consideredtwo differentscenarios:a) constant-bit-rate(CBR) (see

WalrandandVaraiya,1999) traf�c traversedthe network andb) backgroundtraf�c consistedof TCP

backgroundtraf�c andCBRprobingtraf�c. Thereasonfor investigatingthesetwo scenariosis thatCBR

traf�c would leadto astationaryenvironmentasthepositedmodelrequires.On theotherhand,theTCP

protocol,which is thepredominantprotocolin realnetworks,is a burstypacket sourcedueto its ' linear

increase- exponentialbackoff ' rateof transmissionnature(WalrandandVaraiya,1999).

For theall CBRtraf�c scenario,theroot link andthereceiver links carriedasingle�o w, while the

middlelinks (1-2 and1-3) hadtwo �o ws. Thebackgroundtraf�c wasgeneratedby in�nite datasources

that sentpackets of size 500 byteswith a uniform interpacket distribution in (1,3) ms. The probing

experimentfor the3-layertreeconsistedof thethreebicastschemes:
–

�����

˜ ,
–

�����

˜ , and
–

�����

˜ . Forty byte

packetsweretransmittedwith a uniform interpacket distribution in (2.5,7.5)ms. Hence,probingtraf�c

wasa smallfraction(lessthan5%) of thetotal traf�c in thenetwork.

Figure10 shows the inferredandthe actual(tracked by the ns-simulator)lossrateson selected

links over 5000observations. Although we aredealingwith a highly congestednetwork, we seethat

theestimatestracktheactuallossratesextremelywell. In thesecondsimulationscenariotherewere52
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Figure10: Trackingtheactuallossrates(dottedline) by inferredlossrates(solid line) in aCBRsimula-
tion for selectedlinks of a3-layertreetopology.

TCPconnectionson thevariouslinks, resultingin about7-8 �o ws per link. TheTCPconnectionssent

1000-bytepacketsandthe FIFO queuebuffer was4 packets. Thecharacteristicsof the probingtraf�c

werethesameasabove. Figure11shows theactualandinferredlossratesfor selectedlinks. Noticethe

higherlossrateon the3-7 link dueto thepresenceof 8 connectionscomparedto the7 presentin link

2-4. Althoughthetrackingof theactuallink lossesis veryconsistent,thereexistsasmallsystematicbias

in theestimates(a factalsoobservedin Cacereset al., 1999).It is likely thatthis dueto non-stationarity
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Figure11: Trackingtheactuallossrates(dottedline) by inferredlossrates(solid line) in a TCPsimula-
tion for selectedlinks of a3-layertreetopology.

causedby persistentlosseson neighboringlinks. This issuemeritsfurtherstudy.

7 Application to Network Monitoring

A major goal in network engineeringis to monitor thenetwork over time for anomalousbehavior and

to diagnosewheretheproblemsoccur, i.e., identify theaffectednodesor subnetworks. In this section,

we demonstratethe usefulnessof the resultsfor network monitoring in an idealizedsetting. A com-

prehensive methodologyfor themonitoringproblemis thesubjectof on-goingwork. This will involve

taking into accountthe considerablevariationin network parametersdueto diurnal, week-of-dayand

othereffects. Thesecanbe ignoredin getting(local-in-time)estimatesof the QoSparametersas the

probingexperimentsareconductedwithin a spanof minutes.But they becomeimportantin thecontext

of monitoringwhich is doneover a longerperiodof time. In on-goingwork, we arestudyingmethods
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for estimatingthe systematiceffectsandremoving themin orderto detectchangesin the presenceof

non-stationarity. Ourgoalin thissectionis morelimited, viz., to demonstratethepotentialusefulnessof

themethodsdevelopedin thepaperfor network monitoring.The�e xibility of thenew classof schemes

makesit particularlysuitedfor themonitoringapplication.

Weconsiderthefollowing idealizedframework for monitoringanddetectingchanges:
¬

wV�

¬

w

ƒ for

all times ¼~}�• andsomeof the wU_ 's changeto w

T

_

ž

w

ƒ

_ at somerandompoint in time • Y




. Our

goalis to detectthechangeasquickly aspossibleandto identify thelink or collectionof links wherethe

problemhasoccurred.

Theindividual link-level lossrateswill �rst beestimatedto establishbaselinesasfollows. Time

is divided in € Y




time intervals andwithin every € interval a numberof
œ‚•

probesareusedfor

the probingexperiment(the total numberof probes
œ<•

is appropriatelyallocatedamongthe •OD cast

schemesusedin the probingexperiment). That is ¼¦�õ•.€

�

•6�


��	�������

.... Using the dataobtained

from the
œz•

probes,an estimateof
�

¬

w­��¼

�

usingthe EM algorithmis obtained.Therearevariousways

to monitor for changesin thevaluesof
¬

w•��¼

�

. Onemethodthat is suitablefor detectingbothsmall and

mediumchangesis the ExponentiallyWeightedMoving-Averageprocedure(EWMA) (Basseville and

Benvensite,1986).TheEWMA statisticcanbeexpressedas

l
_

��¼

�

�Eƒ

�

w
_

��¼

�NÃ

�

�

D„ƒ

�

l
_

��¼`D

���

where
�

w
_

��¼

�

is thelocalestimateof w
_ at time ¼ , l

_
�

���

�

�

w
_

�

���

, ƒ is anappropriateweight,and l
_

��¼

�

is

obtainediteratively from theabove.

We illustratethe methodson the 4-layerbinary symmetrictreein Figure6 asthe logical topol-

ogy of thenetwork beingmonitored.We considertwo differentscenariosto capturedifferenttypesof

changes.In the�rst scenario,w
t

�

: >
>��

!L�

���

...
���

, i.e.,thenetwork is in its normalstatefor the�rst � ve

time periods.Then,thereis small increasein thelossratefor link 1-3 from

�: >
>

to

�: >
�

. All otherlinks

remainthesame.Figure12shows theEWMA chart,whichgivestheEWMA statisticandthelowerand

uppercontrollimits for thelinks in thepath



D

�	�

, viz., w

T

�

w

]

�

w�� ,and w

T§©

. Thecontrollimits werecal-
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culatedusingthe“null” valuesof thesuccessprobabilities;i.e., takingthemeanlevel equalto .99. The

probingexperimentconsistedof 8 bicastschemeswith 250probepacketsallocatedto eachbicastpair. A

valueof ƒu�

: �

wasused,acommonchoicein theprocesscontrolliterature(see,for example,Basseville

andBenvensite,1986). We seefrom Figure12 that thechangein w

]

wasclearlydetected,eventhough

it wasrelatively small. TheEWMA statisticfor theotherlinks in thepatharewithin thecontrol limits,

exceptfor w�� which hadjust onepoint outsidethecontrol limits. The �gure alsoshows thevariability

of themoving averageprocessdueto therathersmallnumberof probingpacketsused.This variability

can,of course,be reducedby increasingtheprobesize. Thedesignof monitoringschemes,including

thechoiceof monitoringstatistic,probesizes,averagerun lengths,arebeingstudiedin on-goingwork.

5 10 15
0.94

0.95

0.96

0.97

0.98

0.99

1

Time

a
1

5 10 15
0.94

0.95

0.96

0.97

0.98

0.99

1

Time

a
3

5 10 15
0.94

0.95

0.96

0.97

0.98

0.99

1

Time

a
7

5 10 15
0.94

0.95

0.96

0.97

0.98

0.99

1

Time

a
15

Figure12: Link successprobabilitiesmonitoringof a suddenchangein a singlelink usingan EWMA
chart.

To understandhow well theprocedureworks,onehasto studytherun-lengthdistribution of the

monitoringprocedure.Runlength(RL) is de�ned hereasthenumberof periodsbeforea changeis de-

tected,i.e., thestatisticfalls outsidethecontrollimits (Basseville andBenvensite,1986).While onecan

investigatetheRL distribution in general,it is commonto focuson theexpectedor averageRL (ARL).

It is desirableto have a large ARL underthe null hypothesisof no change( …~•²Ž

ƒ ) anda small ARL

whenthereis a change( …£•²Ž

T

). TheRL canbeviewedasthe�rst-passagetime of theunderlyingpro-
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cessacrossthecontrol limits (one-or two-sidedboundaries).Themostcommonmethodfor computing

theARLs (asidefrom simulation)usesa Markov chainapproximation(Brook andEvans,1972;Runger

andPrabhu,1996)by discretizingthestate-space.Crowder(1987)developeda better, integral-equation

approachfor EWMA-basedstatistics.Therearenumericalroutinesavailablein SASfor computingthe

ARLs whentheunderlyingprocessis normal. We usedtheseroutinesfor our problem,usinga normal

approximationfor
�

wO_���¼

�

s. Thenormalapproximationis reasonablewhentheprobesize X «

��




but is

not asgoodfor XH�

��


. We did somesimulationsto calibratethenumericalresultsin this smallsample

case.TheARL valuesfrom simulationwereslightly smallerthanthosereportedin Tables2 and3. Our

setup is alsoabit morecomplicatedthantheusualnormalcasewherethemeanshift is not relatedto the

variance.Weusedtheintegral-equationwith controllimits underthenull but thevarianceof theprocess

underthealternative.

Table2 givestheARLs for thesituationof interest:w

]

changesfrom

�: >
>

to

�: >
�

andall other w`— s

remainunchangedat

�: >
>

. ARL valuesfor differentprobesizesX anddifferentvaluesof theweights ƒ

aregiven. Thevalueof Ž refersto thewidth of thecontrol limits ( †³Žˆ‡ ) andwaschosensothatthein-

controlARL is about
�
��


in all cases.ThedisplayedARL valuesin thetablearetheexpectednumberof

timeintervalsbeforeachangeis detected.Weseethat,evenwith asmallsampleof 50probes,thechange

is detectedwithin 3 time periods;this reducesto about2 periodswith probesizeof
��




. For Xv�

�
��


,

thereis almostimmediatedetection(1 time period). The optimalweightingparameter(corresponding

to thesmallestARL in eachrow) changeswith samplesizes(sincea largersamplesizeimpliesa larger

shift sizein termsof thenon-centralityparameter).

To put thesenumbersinto perspective,notethatprobescanbesentapproximately15-20millisec-

ondsapartwithout interferingwith the operationof the network. Therefore,one(monitoring)period

rangesfrom about1 second(for 50probes)to 5 seconds(250probes).Soweseethatasmall-magnitude

changecanbesafelydetectedin 3-5seconds.

Thesecondscenariois similar to the �rst onebut now involvesdeteriorationin two links w

]

and

w�� alongthe path fg�

����=;�

. i.e., w�� alsochangesfrom

�: >
>

to

�: >
�

for ¼ �

����:J:J:J�	��


. Onceagain250

probesperbicastpairwereused.Theresultsshown in Figure13 indicatethatwecansuccessfullydetect
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n=50 4.59 4.50 4.62 4.90 5.34 6.81
n=100 3.02 2.82 2.74 2.73 2.79 3.13
n=250 1.91 1.73 1.61 1.52 1.46 1.41

Table2: ARLs for Scenario1 andLink 3

Probesizen
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�: �

��: �
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�: �

��: �e�S�


�: =

n=50 3.32 3.13 3.08 3.11 3.23 3.74
n=100 2.31 2.10 1.99 1.92 1.88 1.91
n=250 1.54 1.37 1.26 1.18 1.14 1.09

Table3: ARLs for Scenario2 andLink 7

changesin bothlinks while nothaving any falsealarmson theremainingtwo links on thepath �
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Figure13: Link successprobabilitiesmonitoringof asuddenchangealongapathusinganEWMA chart

Table3 givestheARLs for w�� . TheARLs for w

]

werequalitatively very similar to thosein Table

2 underScenario1, andhenceareomitteddueto spacelimitations. Theconclusionsfrom Table3 are

verysimilar to Scenario1 with thesingle-linkchangeproblem.

As notedalready, in practice,network monitoringis doneover a periodof time duringwhich the

QoSparameterswill vary. We will have to accommodatefor systematicvariationdueto time-of-day,
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day-of-the-weekandothereffects. Furthermore,in theabove illustration,we weresolving the inverse

problemto estimatethe w 's at eachtime point. However, for the purposeof detection,we can just

monitortheend-to-endpathestimates
�

®q�


��

o
›

�

for all thereceiver nodes.Onceachangein performance

is detected,thenwe cansolve the inverseproblemto estimatethe w 's andidentify the regionswhere

performancehasdegraded.A comparisonof this alternative approachto the onewe illustratedabove

meritsfurther study. Finally, network monitoringandintrusiondetectionis a very importantarea,and

network engineersusea wide arrayof toolsanddatasourcesto addressthis problem.Theresultsfrom

activetomographymustbeeffectively combinedwith othersourcesof informationandtoolsfor effective

monitoring.

8 Concluding Remarks

Therearea numberof interestingdirectionsfor further work in the context of computerandcommu-

nicationnetworks. Theseincludedesignissuesfor multisourcetopologies,incorporatingtemporaland

spatialdependence,andthenetwork monitoringproblemsdiscussedin thelastsection.

We have formulatedand presentedthe resultsin termsof the applicationto network tomogra-

phy asthis is an interestingclassof inverseproblems.However, the resultscanbe alsoviewed more

generallyasinferencefor tree-structuredgraphs.Thereareotherapplications,suchasmanufacturing

assemblyprocessesanddistribution networks,wheretheseresultscanalsobeappliedwith appropriate

modi�cation.
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Appendix

A. Proof of Proposition1

If every internalnode B in � is asplitting nodefor someschemeš~› , it is automaticallya splitting

nodefor a
�

D castsubsetof the •OD castscheme.Thus,we canstudyanequivalentprobleminvolving an

experiment ‰™ comprisedof bicastandunicastschemeswith the following characteristics:(I) for each

internalnode B in � , thereis at leastonebicastpair ´

�

�

whosesplittingnodeis B ; and(II) theunicast

schemesin
�

arechosento cover theremainingreceiver nodeso

�

2 thatarenot coveredby thebicast

pairsin
�

.

It suf�ces to establishtheexistenceof a bijectionbetween
¬

w andtheparametersŠ&G‹€ where Š

and € arede�ned asfollows. De�ne
�

to denotethecollectionof all bicastpairsusedin theexperiment

andlet
�

denotethe collectionof unicastschemes.Let Š

º

�1+�¾

º

T

…

T

�

¾

º

T

… ƒ

�

¾

º

ƒ†…

T

0

denotethe setof free

probabilitiesfrom apairof receivernodeś•�

–

!

�

"�˜ anddenoteby ŠH�5+2Š

º

-³´

�

�

0

, theprobabilities

generatedby all bicastpairsin
�

. Let €

¹

��+*Œ

¹

T

�

Œ

¹

ƒ

0

denotetheprobabilitiesof thetwo outcomesfor

unicastscheme
¶

anddenoteby €<�5+*€

¹

-

¶H�

�

0

.

Suf�ciency: It is easytoseethat Šj�5+2Š

º

à

´

�

�

0

and €<�5+*€

¹

àQ¶H�

�

0

areuniquelydetermined

by
¬

w . Wewill show next thattheelementsof
¬

w arealsouniquelydeterminedby Š G•€ .

Recallthata node!

�

� D +


�0

belongsto the • -th layer ^ — of � if its shortestpathfrom theroot

nodehas • links. We needto considerthefollowing threecases:(i)thesplitting nodefor bicastpair ´ is

node1, i.e., belongsto �rst layer ^

T

; (ii) thesplitting nodeis any internalnode,i.e. B

�

A ), and�nally

(iii) thecaseof receiver nodeso

�

2 .

Case1: For bicastpair ´

ƒ

�

–

!§º

�

"	º�˜ with splittingnode
�

, wehave

w

T

�i®

ºMŽ
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ƒ

T

�

¾

ºMŽ

T�T

:

Soit is determinedby theelementsof Š .
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Case2: Weproceedby induction.Supposethatfor all internalnodesB suchthat B

�

^

T

G­^

[

G

Ô�Ô�Ô

G­^­—

RUT

,

w

} 's aredeterminedby Š . We needto show that w

ì

�

¼

�

^­— is alsodeterminedby Š . Since ¼ is an

internalnode,thereexistsa bicastschemé ƒ

�

™ whosesplitting nodecorrespondsto ¼ . We have that
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which combinedwith thepreviousobservationestablishesthe

identi�ability of w

ì from theelementsof Š .

Case3: We now dealwith the receiver nodeso

�

2 . Notice that dueto the inductionhypothesisin

the previous stepall w

} , with B

�

A have beenidenti�ed. A receiver nodecanbe coveredeitherby a

unicastschemeor a bicastscheme.For theunicastcase,®

¹
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, which combined

with the previous observation, establishesthe identi�ability of wrm from elementsof € . For the bicast

schemé ƒ

�

–

!§ºMŽ

�

"�ºMŽ�˜ with splittingnodeBeºMŽ , wehave ®q�PBeºMŽ
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w\m , with o beingeither !ÿºMŽ or "�ºMŽ andtheresultfollows asabove.

This establishesthatthereis abijectionbetween
¬

w and Š G•€ .
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Figure14: Demonstrationof (8)-(9).

Necessity: Weargueby contradiction.Supposethereis acombinationof bicastschemesthatincludesall

possiblepairs,exceptthecollectionof pairs ‘

(

��’*“•”‚%—– splittingnodeis ˜�™Mš
”œ›ž• thathaveastheir

splittingnode ˜�™Mš , aninternalnodeof Ÿ . Wewill show thatthis fails to identify all theelementsof
 

! .
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Let KL�PBCº Ž

�

and '(�PBCº Ž

�

denotetheparentandany child nodeof node B;º Ž , respectively (seeFigure

14). Fromthepreviousderivationsit is easyto seethatthefollowing relationshipshold:
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(9)

for any ´

�

™ andwhere ø correspondsto somereceiver nodefor pair ´ . Notice that asarguedin the

suf�ciency partof theproof, only these® 's areuniquelydeterminedby their Š

º 's. Furthernotice,that

both (8) and(9) correspondto two actualequations,sincenode B�ºMŽ hastwo childrennodesfor bicast

schemesin ¢

ƒ . A straightforwardcalculationshows thatonly thevaluesof theproductsw

}

»

Ž

$ëw� 
‚„}

»

Ž

‡

canbe calculateduniquelyfrom the elementsof Š by taking the appropriateratios,but the individual

parameterscannot bedisentangled.Hence,™ fails to identify all theelementsof
¬

w . This completesthe

proofof theProposition.
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B: Proof of Proposition2

We denotethe informationmatrix by
N

for short in this section. Supposethereexists a vector
¬

£

�¥¤

å suchthat
¬

£

±
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£

�




. We will show that every elementof
¬

£ mustbe 0, which establishesthe

result.
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(10)

for all possibleelementsof Î .

We demonstratetheresultfor a collectionof schemesš£› comprisedof bicastandunicasttrans-

missions,andthenindicatehow it generalizesfor anarbitrarycollection. Recallfrom our construction

of minimal experimentsthat unicastschemesmay uniquelycover receiver links only, while all links

betweeninternalnodesarecoveredby bicastschemes.Wewill show that
¬

£

�




.

Weexaminenext thefollowing threecases:

Case1: Consideranarbitrarybicastschemé•�

–

!

�

"�˜ whichcoversreceivers ! and" with splittingnode

B . Without lossof generalityassumethatevery bicastandunicastschemeemployedin thecollection ™

receivesa singleprobepacket. Furthermore,sincethe resultmustbe true for all Î , assumethatat all

theotherbicastschemesin thecollection ™ theobserved outcomesarealso �

���	���

andat all theunicast

schemestheobservedoutcomeis 1.
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which impliesthat(10)becomes
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with
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capturingthetermsin thesumover all bicastandunicastschemes,but bicastpair ´ .
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Furtherassumethattheobservedoutcomeatpair ´ were �
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, while atall theotherbicastschemesin ™

werestill �
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Finally, assumethattheobservedoutcomeat pair ´ were �
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Subtracting(13) from (12)gives
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Subtracting(14) from (12)andgoingthroughsimilar stepsgivesthat
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From(15)andusingtheresultsfrom (16)and(17) weget
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From(12) togetherwith theresultsobtainedin (16) and(17)weget
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Subtracting(18) from (19)andaftersomealgebrawe �nally get
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Furthermore,by adding(17) to (20), wehave
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with node! beinga receiver.

Case2: Now consideranarbitraryunicast
¶

which coversreceiver o . Supposethat for all bicast

schemesin ™ theobserved outcomeis �
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, while for all unicastschemestheobserved outcomeis 1.
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Assumenow that theobserved outcomefor unicastscheme
¶

is 0, instead,while all theobserved out-

comesfor all otherunicastandbicastschemesin ™ remainasbefore.Then,(10) becomes
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Subtracting(23) from (22), aftersomealgebra,weget
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.

Due to theconstructionof thecollection ™ , every internalnodemustbea splitting nodefor one

bicastscheme,whichin turnimpliesthat(20)holdsfor all internalnodesB . Furthermore,sincecollection
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For a generalcollectionof �e xicast schemes™ we canproceedalongsimilar lines as follows:
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Then,takingdifferencesasabove,we establishtheresultthat £
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for all ø
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, which in turn proves

thenon-singularityof theFisherinformationmatrix.
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