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Abstract

Active network tomographyrefersto an interestingclassof large-scaleinverseproblemsthat
arisein the estimationof quality of serviceparametersf computerandcommunicationsietworks.
This article focuseson the estimationof lossratesof the internallinks of a network usingend-to-
endmeasurementsf nodeslocatedon the periphery We introducea classof e xible experiments
for actively probingthe network andobtainconditionsunderwhich all the link-level informationis
estimable.Maximum likelihoodestimationusingthe EM algorithm,the structureof the algorithm,
and the propertiesof the MLEs are investigated. This includessimulation studiesusing the ns-
network simulatorto obtainrealisticnetwork traf c. The optimal designof probingexperimentss

alsostudied.Finally, applicationof the resultsto network monitoringis brie y illustrated.

Keywords: EM algorithm,inferenceon graphsnetwork monitoring,network modeling,network tomog-

raphy probingexperiments.



1 Intr oduction

Thetermnetwork tomographywasintroducedin Vardi (1996)to characterizea certainclassof inverse
problemsin computerand communicatiormetworks. The goal here,asin medicaltomographyprob-
lems, is to recover higherdimensionalnetwork informationfrom lowerdimensionaldata. Early work
dealtwith estimatiorof theorigin-destinatiormatrix usingpassve monitoring(Vardi,1996;Zhangetal.,
2003). Thatis, monitoringagentsareplacedat internalrouters/switches the network, andaggreate-
level dataarecollectedontotaltrafc o wing into andoutof themonitorednodes.Dueto thevolumeof
trafc, informationaboutorigin-destinatiorcannotbe collectedat the individual "packet” level. Thein-
verseproblemis to recover, from theaggr@atedata,origin-destinatiorinformationof thetrafc patterns

in thenetwork.

Active network tomographyrefersto a differentclassof large-scalenverseproblemsthat arise
with networks, viz., estimationof quality of service(QoS)parametersuchaslossratesanddelaydis-
tributionsat theroutersandlink-level bandwidthgCastroet al. 2004). Characterizingheseparameters
is critical for detectingcongestionfaults,andotheranomaloupehaior, ensuringcomplianceof service
level agreementsvith users(Coateset al., 2003), and managemenof overlay networks (Chenet al.,
2003). New applicationswith stringentQoS requirementssuchas video-conferencinginternettele-
phory, andonlinegamespointto anevengreatemeedfor fastandef cient algorithmsfor assessingnd

respondingo changesn network performance.

The traditional approachfor characterizingnetwork performancds basedon detailedqueueing
modelsat the individual routerlevel. This hasbecomenadequatén capturingoverall network perfor
mancedueto thecomplity andsizeof modernnetworks. More importantly estimatingink-level QoS
parametersequiresaccesdo the internallinks androuters. But the lack of of centralizedcontrol of
modernnetworks meanshat Internetserviceproviderstypically do not have accesgo all the nodesof
interestsocollectionof detailedQoSinformationattheindividual router/linklevel is dif cult. Activeto-
mographyprovidesanalternatve throughtheuseof active “probing”, i.e., sending’probe paclets” from

a sourceto oneor morerecever nodeslocatedon the peripheryof the network. The actve tomography



probleminvolves”reconstructing’link-level informationfrom the end-to-endhath-level measurements.

This paperdealswith two aspect®f theactive tomographyproblem:a) designof probingexperi-
mentsandb) estimationof link-level lossratesfrom end-to-endneasurementssingtheseaxperiments.
(A lossoccurswhenthe pacletis lostataninternalrouter typically dueto buffer over ow.) The rst part
of paperintroducesa e xible classof experimentdor probingalarge network andstudiests properties.

The secondartfocusen estimationof lossratesandrelatedissues.

The paperis organizedasfollows. Section2 introduceghe main elementf the active network
tomographyproblem. The classof e xible experimentss describedn Section3 andassociatedssues
of identi ability areaddressedSection4 dealswith variousaspect®f maximumlikelihoodestimation
usingthe EM algorithm. The next sectionaddressesptimal designof probingexperimentsn termsof
allocationof probes.Section6 describes simulationstudyusingthe ns-2network simulatorto assess
thebicastschemesn morerealisticervironments.Thepaperconcludeswith anapplicationof theresults

to network monitoring.

2 Framework and Background Information

2.1 Background

Somerelevantfactsaboutnetworking arebrie y summarizedere.See Marchette(2001),for example,
for moredetailsanda very accessiblentroduction. Supposenewantsto transfera le from aremote
locationto thelocal workstation. The le' s contentis brokeninto piecesandadditionalinformationon
origin-destinationreassemblynstructiong(sucha sequence@umbers)anderrorcorrectingfeaturesare
added. Thesepiecescalled padets are transmittedover the network. All the paclets associatedvith
a particular le arereferredto asa'o w. The origin-destinationinformationis usedby the network
elementgroutersand switches)in conjunctionwith the internetprotocol (IP), which is primarily re-
sponsiblefor routing pacletsto their destinationto deliver the pacletsto the intendedrecipient. The

sequence@umbersarecrucial for the operationof the transportprotocol(e.g. TCP)that, in addition,is



responsibldor regulatingthe transmissiomratewithin a o w andthusalleviating network congestion.
Therouters/switchecatedat the coreof the network play arole thatis similarto trafc intersections
in roadnetworks; namely they queueup incoming paclets andforward themtowardstheir destination
alongthe mosteffective route. The forwardingof pacletsat routersfollows someschedulingdiscipline
suchas rst-come- rst-sened. Sincea queueconsistof a physicalblock of computermemory( nite
buffer size),if therearetoo mary incomingpaclets,theroutermay be unableto accommodatsomeof
themandwill dropthem. Dependingon thetransmissiorprotocol,senderof droppedpacletsmayget
noti ed in orderto arrangefor re-transmissionThis queueingmechanisnis responsibldor obsered
paclet lossesand,to a large extent, for paclet delays. Estimationof link-level delay distributions is

anothelimportantproblem,but we will not considerthathere.

Computemndcommunicationsetworkscanberepresentelly graphswith thenodescorrespond-
ing to variouscomputingdevicessuchasworkstationsroutersandswitchesandtheedgesorresponding
to physicallinks (e.g. ber optic cables)connectinghe devices. In active tomographythe network is
“probed” by actually sendingpaclets from one or more sourcenodesto a setof recever nodes. The
end-to-endneasurementsn paclet lossesdelays,andotherattributesarethenusedto recover the in-
formationaboutperformancet theindividual links. To make thingsconcretegconsiderthe graphin the
left panelof Figurel. It shavs a smallnetwork comprisedf workstationdocatedon its peripheryand
routersat its coreandtheir links. This graphactuallydepictsan active probingscenariovherepaclets

aresentfrom the'source’'node’0" to the'recever' nodesontheperiphery:

For the purposeof the probingexperiment the physicaltopologyof the network in theleft-panel
in Figurel canbetransformedo thelogical topolayy in theright panel.Note thatthis hasthe structure
of atree: anagyclic graphwith onevertex designateagsthe root. We will describeogical topologies
in moredetailin the next subsectionNotice, however, thattherouterlocatedbetweemodesl and3 in
theleft panelhasdisappeareth theright. Thisis becausdt formsa "chain” (combinationof two links
withoutasplit), andtheinformationfor thetwo links cannotbe estimatedseparatelySoarny chainswill

be collapsednto asinglelink in thelogical topology

Supposaow thatpacletsaresentfrom sourcenode0Q in Figurel to destinatiomodess, 7, 10and
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Figure 1. Left panelshavs a layout of a small computernetwork. Right panelis the corresponding
logicaltopologyof the network for the probingexperiment.

11 andthe correspondingpath-level informationon lossess obtained;thatis, the lossesfor the paths
0-6,0-7,0-10and0-11 arerecorded.The goalis to estimatefrom theseend-to-endneasurementshe
link-level parametersf interestfor theindividual links 0-1,1-2,1-4,2-6, etc. Thisis the actve network

tomographyproblem.

2.2 Logical Topologyand Trees

Most of the literaturedealswith logical topologiesthat canbe describedoy trees:agyclic graphswith
onevertex designatedasthe root (seeleft panelin Figure2). We will alsorestrictattentionto single
sourcetopologiesin the presentpaper Someof the sameissuesalsoarisewith multiple sourcesbut
multiple sourcetopologiesdo presentnen challengeghat will not be dealtwith here. Note that the
logical topologyfor ary active tomographyproblemwith a singlesourcecanbe representedsa tree.
We will alsoassumeascommonlydonein the literature,thatthe logical topologyis knowvn and x ed

duringthe probingexperiment.

We will usethefollowing notation.Let denoteatreewith root , asetof nodes



anda setof edges/links . A link betweemodes and is anorderedpair . Theroot

node representshe source(sender)f thetransmittecbaclets. Let be a directdescendantchild)

of node , and denotethe setof all directdescendant&hildren)of node
. (In theleft panelof Figure 2, .) The setof recever nodes,denotedby ,
consistof all nodeswithoutchildren,i.e., (Again,for theleft panelin Figure
2, .) Thesetof internalnodes is compriseddf the nodesthat
areneithertheroot northerecevers(i.e. ). We assumehroughouthateach

internalnodehasat leasttwo children. Otherwise the internallink characteristicglosses)associated

with thenodeandits child cannotbe estimatedseparately

For eachnode thereis a uniquenode suchthat . We referto this asthe
parentnodeof anddenoteit as . De ning recursvely by , We saythat
is a descendanof if for someinteger . (In Figure2, and
.) Let ... denotethe  th layer of atree,de ned asthe setof all nodeswhose
shortestpathfrom theroot node has links; i.e., . (In the left panelof
Figure2, .) Finally, we denoteby a pathbetweemodes and , which

is comprisedf a setof connectedinks (seeright panelof Figure?2).

We will considerbinary treesextensvely in the numericaland simulationsectionsof this paper
dueto their simplicity. A binary tree is one where eachinternal node hasexactly two children, i.e.,
for all . Forasymmetrichinary tree the  th layerhas nodes for

.... Theright panelof Figure2 shavs anexampleof a 3-layersymmetricbinarytree.

Thesizeof thenetworksbeingstudiedcanvary from localareanetworks(e.g.auniversitycampus
network) involving afew dozernreceversto wide areaoneswith severalhundredhodesand10-20layers.
However, the size of the logical topologydependsn the resolutionthat investigatorsvantto achieve.
For a coarsettook at network performancenemay aggr@ateseveral links, while for detailedcapacity

planninga ner resolutionis required.
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Figure2: Left panelshavs agenerakreetopology andright panelis a 3-layersymmetricbinarytree.

2.3 TransmissionProtocols

Therearetwo typesof protocolsfor transmittinga probepaclet from a sourcenodeto a speci ed set
of recever nodes. The commononeis the unicastschemethat sendsa paclet from the sourceto one
recever at a time (Walrandand Varaiya,1999). On the other extreme,the multicastschemesendsa
paclet to a collectionof pre-speci edrecevers simultaneously For example,considerthe right panel
of Figurel, andsupposéhe paclet needso be sentto recevers6, 7 and12. Onepaclet is sentby the
sourcenodeto nodel. At thisnode,the pacletis duplicatedandonecopy is placedon eachof thelinks
goingto nodes2 and3. At node2, the paclet s further duplicatedandsentalongto eachchild node,
while node3 sendst on to node8 which transmitsthe paclet to 12. In the literature,the casewhere
all therecever nodesin a network are probedusinga single multicasttransmissiorschemds calleda
multicastexperiment. In this paper we will referto it insteadasan omnicastprobing experiment,in
orderto distinguishthe multicasttransmissiorprotocolfrom a multicastexperiment. (This distinction
will becomeclearin Section3.) The classof e xible experimentsin Section3 are alsobasedon the

multicastprotocol.



Somenetworks have disabledthe multicastprotocolfor securityreasonsandso onehasto rely
on the unicastprotocolin thesesituations.It is known that onecannotrecover all of the link-level in-
formationfrom end-to-endlatausingjustindependentinicastprobingexperimentgCoatesandNowak,
2000). The higherorder correlationinformationpresenin multicastprobes(informationaboutlosses
on sharedinks in multicastschemes)s critical for recovering link-level information. This hasled to
the proposalof back-to-backunicastprotocol,which seeksto mimic the multicastschemeby sending
unicastprobesthatarespacedxtremelyclosetogethetin time to several recevers(CoatesandNowak,
2000; Nowak, 2001; Castroet al., 2004). Usually this involvesjust a pair of receversatatime. If the
pair of probesaresentback-to-backvithin nanosecondsf eachother it is likely the probeswill experi-
enceidenticalnetwork conditionson the commonlinks. In this case pack-to-baclkunicastwill mimic a

multicast(speci cally a bicast)scheme.

In this paper we considetthis idealizedback-to-backschemeo beinterchangeableith themul-
ticastprotocol. However, it is importantto keepin mind thatthe back-to-backprobesmay not always
experiencethe samelossesin sharedlinks, especiallyif the sharedpathhasmary links. Also, if the
back-to-baclprobesaresentto all thereceversin alarge network (mimicking a multicastschemeo alll
recevers),therecanagainbe differencesn the performanceof the sharedinks. Lo Presti,Paxon,and
Duf eld (2001)have proposedhe useof stripedprobesto improve the correlationamongback-to-back
unicasts.In on-goingwork, we areinvestigatingthe propertiesof suchback-to-backschemedgormally

usinga latent-ariabletemporaimodel.

2.4 StochasticModel

Let if the -th probepaclet sentfrom theroot node0 reachedecever node , and0
otherwise.For a 1-cast(unicast)schemetheroot nodetransmitspaclets to onerecever at
atime,sowe obsere only for asinglerecever for eachprobepaclet. Foranomnicasischeme,
wherethe sendettransmitseachpaclet simultaneouslyo all recever nodes the obsered outcomefor

the -th probepaclet consistof for all



De ne hypotheticalrandomvariables associatedvith all the links in the network asthe
outcomeof the probesentto node fromits parent , with if the paclet traversedink

successfullyand0 otherwise.We analyzethe dataunderthe following independencenodelthat
hasalsobeencommonlyusedin the literature(Cacerest al., 1999). We assumehroughoutthat the

's areindependenacross and . Let . We alsoassumdemporal

homogeneityi.e., for all probes . Then, . Further

Theseassumptionbiave alsobeenusedin the network engineerinditerature(Caceretal, 1999;
Castroet al, 2003; Coateset al., 2002). The temporalhomogeneityassumptions not critical asthe
time-framefor the probing experimentis in the order of minutes,but the effect of spatialdependence
merits further study Extensiongto situationswith spatio-temporatiependencevill be consideredn
futurework. We do, however, considera limited assessmertf the assumptionsisingthe ns-simulator

in Section6.

Therehasbeenwork ontheestimatiorof link-level parameterérom active probingschemesCac-
eresetal. (1999)considerednulticastexperimentgomnicastexperimentsn our terminologyhere)and
developedestimationmethodsthat are asymptoticallyequivalentto the maximumlik elihood estimator
for lossrates. Unfortunately this methoddoesnot extendto the e xible experimentsconsideredn the
presenpaper Moreover, theseestimatorsanfall outsidethe rangeof in nite samplegseeSec-
tion 4.2). CoatesandNowak (2000)considereanaximumlik elihoodestimatiorusingthe EM algorithm
for link lossesbut underback-to-backunicastprobing. The problemof estimatinglink-level delaydis-
tributionshasalsobeenstudiedin theliterature(see for example,Lo Prestietal. (2002),LiangandYu

(2003),andTsang,CoatesandNowak (2003)).



3 A Classof Flexible Probing Experiments

While the omnicastexperimentis conceptuallysimple, it has several dravbacks. First, the number
of possibleoutcomesn the experimentincreasesxponentiallywith the numberof layersin the tree
topology For example,considera symmetricbinarytreewith  layerswith recever nodes.
The omnicastschemecorrespondg$o a multinomial experimentof dimension , so thereare
possibleoutcomes.Thus, datacompleity will be a major problemwith large networks. More
importantly network serviceprovidersrarely wantto probethe entire network with the samedegree
of intensity It is morecommonto allocatedifferentlevels of probingeffort to differentregionsof the
network at differenttimes. In network monitoring, for example,the goal is to monitor the network
regularly andstudyregionsof the network whereproblemsoccur This callsfor amore e xible classof
probingexperimentsthat allows for studyingdifferentregionsof the network with varying intensities.
Suchexperimentgaiseinterestingguestionsabouthow to designthem,whenwill the experimentdead
to identi ability of all thelink-level parameterdiow to combinethe datato estimateall the parameters,

andsoon.

3.1 Flexible Experiments

We bagin with a descriptionof a  castsdheme A castschemesendsa probesimultaneouslyto
a given subset of thereceversin  andis completelyspeci ed by the -tuple of recever nodes:
, . For example,two possible4-castschemedor the generaltree

topologyin theleft panelof Figure2 are and

The classof e xible probingexperiments,denotedgenericallyas , is given by a collection of
independenschemes where isa castscheméor with  beingthetotal
numberof recevernodes), isthenumberof probesllocatedo , and isthenumberof

castschemesised.In practice, can(andoftenwill) bedifferentfor different . Throughoutjet
denotehetotalnumberof probedor theexperiment.This classof experimentsallows usto

allocatedifferentnumberf probes  to schemes . Sodifferentpartsof the network canbe probed

10



with differentintensitiesandpossiblyat differenttimes. We cancombinethe end-to-endneasurements
from all the schemedgo estimatethe link-level parameteraswell ascontinuouslyupdatethe estimates

of the QoSparameterbasen the dataovertime.

If forall , then is madeup of a collectionof unicastschemes.If , then
correspondso a singleomnicastexperiment. (Cacereset al., 1999). As we will seelater, an ef cient
experimentrom acomputationapointof view is a“minimal” experimentasednacollectionof bicast

( ) andunicast( ) probingschemes.

Note that a probepaclet for a  castschemehas possibleoutcomesgachof dimension .
Thesecorrespondo whetherthe outcomefor the recever nodeis one or zero (the noderecevesthe
transmissiorr not). For example for the4-castscheme in Figure2,thereare  possible
outcomeswith the outcome indicating that the paclet was
successfullyecevedby recevers13andl5butnotby 12and14. If wesend  probeausingthis  cast
schemeunderthe positedstochastienodel,it leadsto a multinomialexperimentwith  outcomesThe
"success’probability for eachoutcomeis a complex function of the underlyinglink successates 's.
For example,the probability of the event is given by a sumof

productsof ‘'sand 's. Thisis discussedh moredetailin Section5.1.

Theexperiment isthenjustacollectionof theseéndependenmultinomialexperiments.Thedata
complity of theexperiment is dictatedby thatof thelargest castscheme in . Typically, this

will bemuchsmallerthanthatof theomnicasexperimentcorrespondingo theentirenetwork ( )

3.2 Identi ability

A naturalquestionnow is whether for a given experiment , all of the internallink-level parameters
canbeidenti ed. We alreadyknow thatthe answelis negative for the collectionof unicastexperiments.
In this sectionwe characterizeiecessargndsufcient conditionsfor identi ability of all thelink-level

parameters.

11



We needthe notion of a splitting node. Consider rst a 2-cast(or bicast)schemewith recever
nodes . Then,theinternalnode is a splitting nodeif is the longestcommonpaththat
shareonthetree.Fora  castschemethesplittingnodescanbede nedin termsof thesplitting
nodesof pairsof recevernodes.Considethe  castschemewith recever nodes .. ,andlet
beary subseof them.Then,theinternalnode is asplitting nodefor this particular

pair if is thelongestcommonpaththat shareonthetree.

Note thatthe numberof splitting nodesfor a  castschemecanrangefrom to . For
example,for the 4-cast in the left panelof Figure2, thereis only onesplitting node: 7.
But therearethreesplitting nodes and for thescheme . We will bemostlyinterested

in  castswith asinglesplit.

Proposition1 Weassumehat for all linksin thelogical topolagy. Let bea probingexperiment
comprisedf a collectionof schemes with . Theexperiment identi estheparametes

if and only if the following conditionsare satis ed: (I) everyinternal node in the treetopolay
correspondgo a splitting nodefor somescheme with ; and(Il) all thereceivemodesin

thetreeare coveredby .

The proofis deferredto the Appendix. It proceedsy mappingary given experimentto an equialent

oneinvolving a collectionof bicastandunicastschemesndproving theresultfor this case.

To understandheimplicationsof Propositionl, considerthe treetopologyon the left-handpanel
in Figure2. Supposewve usethe experiment madeup of the schemes
and with forall . Theinternalnodes aresplitting
nodesfor and respectrely. However, is not a splitting node,so
this experimentwill not identify all the parameters.In particular the unicastexperiment
can estimatethe entire path parameter but cannotseparatehe individual link parameters
and . Theproblemcanberecti ed by replacing,for example, and  with and

. Of coursetherearemary waysof modifying thisto identify all the parameters.

12



This examplealsoillustratesthe adwvantageof this classof schemesWe canprobethe different
subnetvarks separatelywith differentintensities,even at differenttimes,andcombine
the resultsto characterizehe overall network behaior. The subnetwrks are much smallerand can
be studiedmoreeasily Note, however, thatthe individual subnetwrks by themselesdo not allow for
estimationof all theinternallink-level parametersvithin each,soonecannotview this asfour separate

problems.

An experimentcomposeaf acollectionbicastandunicastschemeséasthe leastdatacompleity
sincethecomplity is no morethanthatof abicastschemewvhichyieldsamultinomialexperimentwith
4 possibleoutcomesFor suchacollection,onecan nd minimalexperimentgsmallestcollections)that

leadto identi ability of all theinternallink parameterasfollows:

1. Foreachinternalnode , useexactly onebicastpair whosesplitting nodeis ;
2. Choosehesebicastpairsto maximizethe numberof recever nodeshatarecovered;

3. Chooseunicastschemeso cover the remainingrecever nodes thatarenot coveredby the

bicastpairs.

As anillustration,considerthe binarytreein theright-handpanelof Figure2. A minimal experi-
mentconsistf the bicastpairs and . However, thisis notunique

aswe couldreplace  with

Note that Propositionl providesa simpleandelegantcharacterizatiomf the identi ability con-
dition. It canalsobe usedto constructan experiment that satis es the identi ability condition by

formulatingit asa setcovering problem(Chvatal,1979).

Finally, theidenti ability resultin Propositionl is alsousefulfor the back-to-backunicasttrans-
missionprotocolsusedin the literature(Nowak, 2001; Castroet al., 2004). (The useof back-to-back
unicastschemedn theliteraturehasbeenimited to pairsof receiver nodesasthisis themostreasonable
scenarioBack-to-backransmissionso mary-recevers-at-a-times unlikely to mimic themulticastpro-

tocol well, asthe probesmay not seethe sameervironmenton the commonlinks dueto thetime delay

13



betweermary probes.)Thereis no discussionn theliteratureon the designof back-to-backunicastex-
periments Question®f interestinclude: Shouldthey besentto all possiblepairs?Is therea subsebf the
pairsthatwill besufcient to ensurddenti ability of all theinternallink parameters® so,how should
thesebe chosen?Propositionl andthe ensuingdiscussionaboutminimal bicast/unicasexperiments
answerall of thesequestionsin particular we seethatoneneedgo sendback-to-backprobesonly to a
subsef all possiblepairsto coverall theinternalnodesandary remainingnodescanbe coveredjustby

unicasts.Thus,theresultsin this sectionarealsousefulfor designingoack-to-backunicastexperiments.

4 Maximum Lik elihood Estimation

4.1 The Lik elihood Function

As notedbefore,the experiment is madeup of a collectionof independenschemes

with numberof probes . In theremainderwe assumehat satis estheidenti ability conditionof
Propositionl. Recallthata  castschemecanbeviewedasa dimensionamultinomialexperiment
with parametershat dependon the link transmissiorrates 's. To seethis moreclearly denotethe

probability of a successfulransmissiorof a paclet overthepath by . So,

(1)

Considerthe simple caseof bicastprobes,and supposea bicastprobe is sentto the pair of recever
nodes , , with splittingnode . Theobseredoutcomecantake oneof the following
four values: or or or dependingon whetherthe paclet was

receved by none,oneor bothof theintendedrecevers.Let  denotethe correspondingprobability of

14



ary of theseevents.Then,

(2)

(3)

4)

5)
The correspondindpicastexperimenthas possibleoutcomes with proba-
bilities givenby the corresponding 's aborve. Since , thereareonly 3 free
probabilitiesin the bicastscheme . Notice alsothat and
Analogousexpressionganbederivedfor -castschemes.

For ageneralscheme with recever nodes , let denotethe number
of outcomescorrespondindo the event where meanghatrecever receved the
pacletandzeromeanst did not. Let denotethe correspondingrobabilityof thisevent. Then,
the overall log-likelihood of the experiment is just the sumof the individual likelihoodsof the s
andis given (up to additve constantspy

(6)
The parameters are complicatedfunctionsof the underlying 's. To understandhe com-

plexity, considerthe scorefunctionsfor a  castscheme  with asinglesplit. As before,let

, with  asthesplitting node.Therearetwo casego consider:

Casel: Links in the pathabore the split

For node ,

15



Case2: Links in the pathabore the split

For node ,

where is thesumof all outcomesvhere hasa , and is thesumof all outcomesvhere

hasa andatleastoneof theremainingrecevershasa .

We seethatthelikelihoodequationsareinvolved andcannotbe solved analyticallyto getexplicit
expressiongor theMLE in general We will resortto iterative optimizationmethodgor maximizingthe
likelihood. The EM algorithmhasbeenfound to be usefulin the literature(Coatesand Nowak, 2000;
Coatestal.,2002;Castreel al.,2004;LiangandYu, 2003)asthisfalls naturallyinto the classof missing

dataproblems.

4.2 The EM Algorithm

Accordingto the positedmodel,we have , with for all
. Theend-to-endneasurements, 's, areobsered but theinternallink-level data arenot.
Thus,thecollection canbetreatedasthe unobsered completadata,and

the EM algorithm(Dempstertal., 1977)canbeusedfor computingthe MLES.

Let , thetotal numberof "successesatnode underthe hypotheticalexperi-

ment. Thenthe completedatalikelihoodis givenby

(7)

This complete-datdik elihood function is basedon multinomial experimentsthat involve the  's di-

rectly. It canbemaximizedeasilyto obtainthe MLESs. It belonggo theexponentialfamily, sothe E-step

16



involves computingthe conditionalexpectationof the 's, the completedatasufcient statisticsgiven
theobsenreddataandcurrentvaluesof the parametersThe generakxpressiorfor -stiterationof

thealgorithmis givenasfollows:

E-step For every scheme andnode , computethe conditionalexpectationggiven the

obseredend-to-endlata

M-step:

It would clearly be usefulto obtainexplicit expressiondor the E- andM-steps.We developthesehere
for theimportantspecialcasewherethe  castschemesave a singlesplitting node(whichis the most
interestingcasefor our e xible experiments).The situationis conceptuallyanalogougor schemesvith

multiple splitting nodes,but the notationbecomesnessysincethe form of the E-stepdependson the

exactform of thetreetopology

Let be the splitting nodefor scheme . The path proba-
bilities for this scheme, , , can be obtainedfrom (1). Further let
denotethe numberof probescorrespondingo the outcomeof zerofor all the recever nodes

, andlet be the correspondingprobability Finally, let denotethe

numberof probescorrespondindo the eventthat is obsered atrecever node andat leastoneof

the remainingrecever nodesrecevesa . Startingwith aninitial value , let bethevalueafter
the thiteration. Then,we canwrite the th iterationof the E-stepsasfollows.
For eachscheme

1. Use andequation(1) to getthe updatedcpathprobabilities.

17



2. Compute asfollows:

For link ,

For link ,

In abicastscheme , if thepath consistof only thesinglelink underconsider
ation,then . Thesameholdsfor and . Inthesecasessomeof thecalcula-

tionsaborewill simplify. For example considethebinarysymmetric3-layertreegivenin therightpanel

of Figure2 togethemwith a minimal bicastexperimentconsistingof the pairs and
Then, simpli es to

and

Further

sincethisis theonly pairin the minimal bicastthatincludesnode .

Cacereetal. (1999)developedacleveralgorithmfor computingapproximateMLEs for lossrates
for anomnicasexperiment.Thebasicideais to reducethedatato sufcient statisticsaandobtainexplicit
expressiongor solvingthelikelihoodequationsIf anodehas children,theequatiorinvolvessolvinga

polynomialof order . Forsymmetridbinarytreesthisreducedo linearequationsTheseestimates
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solve thelikelihoodequationsandhenceareasymptoticallyequivalentto the MLES.

omnicast approxmLe || 1.3250| 0.5223| 0.0226| 0.8056| 0.7803| 0.2500| 0.3333
omnicast mLe 1.0000| 0.6921| 0.0300| 0.8056| 0.7803| 0.2500| 0.3333
bicast mLe 0.8310| 0.7576| 0.0521| 0.7796| 0.7727| 0.2142| 0.2266

Tablel: Comparisorof omnicastandbicastMLE estimates.

It doesnot appeathatthis algorithmcanbe generalizedo the classof e xible experimentscon-
sideredin this paper Moreover, thereare situationsin which the approximateestimatorcan behae
poorly, leadingto estimatesutsidethe rangeof ). This seemgo happenwvhenthereis consider
ablevariability in thelink lossrateswith somelossratesbeingvery small. This point wasalreadynoted
in Caceregtal. (1999). To seethis, considera 3-layertreewith ,
and . The rst two rows of Table1 shavs the resultsfrom an omnicastexperimentwith
400 probes.The rst row shavs the approximateMLEs obtainedusingthe algorithmin Cacerest al.
(1999). In this case the approximateMLE doesa poorjob of estimating and . Thesecondow
shaws the omnicastMLESs obtainedvia the EM-algorithm. This was computationallyexpensve asit
took over 1,200iterationsto computetheseMLEs. While the MLE for  liesinsidetherange , it

alsodoespoorlyin estimating and . Recallthatthetruevalueis

Thethird row givestheresultsfrom anexperimentwith four bicasts:
Thisexperimentallocatednoreprobedo links wherethelossrateis highin orderto estimatehemmore
precisely Speci cally, probesweresentto pair , probeseachto pairs and and
only probesto . Theexpectedamountof total traf ¢ underthis schemes , whichis only
slightly larger thanthatunderthe omnicastexperiment. The bicastexperimentdid a muchbetterjob in
estimatinghelink lossrates.This situationprovidesanotherexampleof the e xibility andadwantageof

the experimentgproposedn this article.
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4.3 Convergenceand Computational Complexity of the Algorithm

Generalconvergencepropertiesof the EM algorithmarewell known (see,for example, Tanner(1996)
andWu (1983)). 1t doesnot appeathatthelog-likelihoodin our caseis strictly concae, sothe unique-
nessof the MLE is not easyto establish.However, we have studiedthis problemnumericallyfor mary
datasetsanddid not encountemproblemswith multiple maxima. Proposition2 shavs that the Fisher
informationmatrix is positve de nite. This establisheshat, with probability tendingto one,therewill

beauniquemaximumatleastin local neighborhoodaroundthetruevalue

Denoteby the Fisherinformationmatrix atthe truevalue . The following resultis

provedin the Appendix.

Proposition 2 isa nite andpositive-de nitematrix.
Let , the proportionof probesize allocatedto the scheme . Then,we canwrite
where is the (normalized)informationfor the scheme
(i.e., correspondindo a probeof size ). Theindividual elementof canbecom-

putedasthevariance-ceariancematrix of thescorefunctions(givenin Sectiord.1) or theexpectatiorof
the neggative secondderivativesof the obsered datalog-likelihood. A scheme  will typically involve
only a few of the link-level parametersso mary of the entriesin will be zero,leadingto a

sparsemnatrix.

Figure3 shavs the numberof iterationsneededor convergenceof thelikelihoodfunctionandfor
corvergenceof selected sfor asymmetrichinary3-layertreewith all element®f largerthan0.6. We
needabout50 iterationsfor a corvergencecriterion of for thelog-likelihood. Using a reasonable
initial estimateof reduceghe numberof iterationssigni cantly, especiallyfor fairly small valuesof

's. As we will seein thenext subsectionthevariability of increasess getssmaller This affects

thenumberof iterationswhichincreasessthelossrate increasegFigure4).

The computationatomplity of the algorithmdependsin general,on the structureof the indi-
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vidual schemesndthe underlyingtreetopology andhenceis hardto assessHowever, in the special
caseof aminimal experimentcomprisedf bicastandunicastschemeswe canestablisha lower bound

for ary giventreetopology
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Let , denotethe numberof layers,and , thenumberof links in , respecirely.
Notice the majority of the computationstemfrom the E-step.Considerthe compleity of oneiteration
of the EM algorithmfor anarbitrarybicastpair with splittingnode . Thepathprobabilities
givenin equationg1) - (5) needto be computedat the beginning of the  th iteration. This involves

multiplicationsanda x ed numberof additions/subtraiins, where  denoteshe maximum
lengthof paths and ;i.e., . Notethat for ary
bicastscheme. At the secondstage,the updatesof needto be computedwhich involves a large
but constanhumberof operations.Therefore, operationsarerequiredin the E-stepfor the bicast
schemes.For an arbitrary unicastschemewith recever node , only the path probability
needgo be calculatedthis alsorequiresat most operationsThesecondstageof updating
involvesa constannumberof operations Finally, the M-stepinvolvesa singledivision for each  for

thewholeexperiment.

Thereforethecomplity of theminimal experiments givenby . Minimal exper
imentsrequire  bicastpairs,while the numberof unicastschemess boundedby . Thereforethe
lowestpossiblecompleity is . Therelationshipbetween and depend®nthestructureof

thetopologies.For the specialcaseof symmetricbinarytrees,

4.4 Behavior of the Variances

This sectionstudieshow the behaior of the varianceof the MLEs varieswith the true lossratesand
thelayerof thelinks in thetree. We considefjustthe 3-layersymmetricbinarytreein theright-panelof
Figure2 with equallossratesfor all links, i.e., . Figure5 shawvsthevariance®of theMLEs
for a bicastexperimentwith an equalallocationof 25% to the four bicasts: , ,

and

Unlike a binomial experimentwherethe varianceis proportionalto , the variancehere
increaseas getssmaller Thus,thereis a higherlevel of uncertaintywhena link hashigh lossrate

(small ). Further the varianceof the MLE at the rst layeror link 1 (left-mostpanel)is uniformly
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lower thanthat at the secondayer correspondingo nodes2 and 3 (middle panel). This is dueto the
larger numberof probesthatgo throughthe nodesat higherlayersof thetree. Similarly, the varianceat
nodes and (middlepanelof Figure5) is lowerthanthatof the recever nodeg(right panel),although
thedifferencesiow aremuchsmaller Thisis becaus¢hereis muchmoreinformationabouttherecever
nodesfrom bicastpairsthat split at the lowestlayer (e.qg. and ). This offsetsthe lossdue
to the fewer numberof probes.Our investigationsuggesthat similar conclusionshold for 4-layerand

largerbinarytrees.
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Figure5: Varianceof the MLEs for selectedinks in a 3-layertreewith equallossrates( ).

4.5 Large-SampleProperties

Recallthat , thetotal numberof probesin theexperiment.Let g denotethe MLE. Fur
ther, let be the normalizedinformationmatrix given by where

is theperunit informationfor thescheme

Proposition3 Assume — , with . Then,

1. MLE a.s.,and
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2. MLE MVN whee , the normalizedinformationmatrix

and MVN standsfor multivariatenormal.

Proof: Sincetheend-to-endlata have asymptoticnormaldistributions,the resultsfollow in

a straightforvard mannerif we canestablishthatthe mapping MLE IS & continuously
differentiablefunction. It canbe shavn thatthisis in facttruein local neighborhoodef thetrue values
of theparametersysingthepositive-de nitenesf theFisherinformationmatrixandanagumentased

ontheImplicit Functiontheorem.The detailsareomitted. [

We canusetheasymptoticmormalityto constructon denceregionsandhypothesigests.Likelihood-
ratio methodscanalsobe usedfor inference. Theserequirecomputationof the Hessianand usingthe
obsered informationmatrix to estimatethe asymptoticvariance-ceariancematrix. Note alsothatthe
additive structureof the log-likelihood function over the individual schemes , simpli es the calcu-
lations considerably The structurefor  castschemewith a single split simpli es things, with the

computationslependingnly onwhetherthe nodeof interestis above or below the splitting node.

5 Optimal DesignilssuesRelatedto Probe Allocation

Thereare two designissuesassociatedvith the e xible experiments . a) selectionof
appropriateschemes , andb) theallocationof thetotal numberof probeso speci c schemes . We
have alreadydiscussedhe rst problem.We consideherethesecondne,viz., optimalallocation

of a x edbudgetof  probesto a given setof schemes . Our goal hereis to develop a general
formulationof the optimalallocationproblemandto investigatetheresultsfor specialcasedo getsome

insights.

The problemcanbe formulatedasan optimal designof experimentsproblem. Giventotal probe
size ,let denotetheproportionof probesthatis to beallocatedto . Theoptimaldesignproblem
is to choose in orderto minimizeanappropriateneasuref varianceof the MLEs of thelink-level

lossrates. The two mostcommoncriteriausedin the optimal designliteratureare D- and A-optimality
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Figure6: A 4-layersymmetrichinarytree

(Pukelsheim,1993).D-optimality minimizesthe determinanbf the variance-ceariancematrix (or max-
imizesthat of the Fisherinformation matrix) while A-optimality minimizesthe trace,i.e., sumof the
variances. D-optimal designsare more commonas A-optimality ignoresthe covariances,so we will

restrictattentionto this criterion.

Let the experimentbe denotednow by with x edtotal probesize . The Fisherin-
formationmatrix canbe written asa weightedsum , Where is the
normalizednformationmatrix correspondingo thescheme . TheD-optimalallocationof the 'sare
thosethatmaximizethe determinanbf the Fisherinformationmatrix. We seethatdet
canbeexpressedsapolynomialin . Theoptimalvalueof thatmaximizeshis hasto bedetermined
numerically Themoredif cult issueis thatthe optimalallocationsdependnthe unknavn valuesof the
link-level parametersThisis referredto aslocal optimalityin theliterature(Chernof, 1953;Pulkelsheim,

1993). Thisis acommonproblemin mostnon-linear(andnon-normal)designsituations.

There are several ways to addresghis in practice. The rst, and mostcommon,approachis
to useary available preliminary informationaboutthe lossratesto determinethe optimal allocations

andasses$iown sensitve they areto the inputs (sometimescalled planningvalues). In our setup, the
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preliminaryinformationcancomefrom historicaldata,speci cationsfor service-lgel agreementsand
soon. If theresultsare very sensitve to the planninginformation, one typically will decideagainst
using optimal allocations. See,for example,Meeker and Escobarn(1998) for a detaileddiscussionof
this approachin the context of acceleratedest planning. A secondapproachthat provides a formal
framework for incorporatingprior information is Bayesianoptimal designtheory (seeChalonerand
Verdinelli (1995)for an excellentreview). Let be the prior distribution on the link probabilities.
Then, we canget the Bayes-optimakllocationsfor our problemby minimizing the criterion
(Chalonerand Verdinelli (1995), page 286, equation(15)). A
third, non-Bayesianalternatve is to usea two-stageapproactwhereinitial estimatesreobtainedfrom
a rst-stageexperimentandtheestimatesreusedto decideon the (approximatelypptimalallocationin

thesecondstage We discusghe applicationof theseapproachefor a speci ¢ examplebelow.

First, we investigatethe behaior of the optimal allocations(assumingthe true 's are known)
for somespecialcasego develop insights. Again, for simplicity we restrictattentionto 3- and4-layer
symmetricdhinarytreeswith bicastexperiments We have doneextensve investigationsut have provided

hereonly selectedesultsdueto spacdimitations.

Figures7, 8, and9 shaw the resultsfor symmetric3-layerand4-layer (Figure6) trees. For the
3-layercasewe useda bicastexperimentwith 4 schemes:
. Thisincludesone morebicastpair thana minimal experimentsothatall the recever nodesare

treatedsymmetrically For the 4-layertree,we useda bicastexperimentwith 8 pairs:

Theleft panelof Figure7 shavs , thetotal D-optimalallocationfor thetwo pairsthatsplit atthe
secondayer ( and ). Thisis for the 3-layertreewith equal 'sfor all thelinks.
We seethat variesin a smallrangearound , soeachbicastgetsaround of the allocationand
theremainingtwo pairs eachgetabout . Notethat(i) theschemeshatsplit
atthelower level getmoreprobesand(ii) the optimalallocationsareremarkablystableacrossa broad

range:
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Theright panelshavs the correspondingesultsfor the 4-layertreewith equal 's. Thetotal D-
optimalallocationfor the4 pairsthatsplitatthelowestlayer, ,isaround . Recallthatthetotalwas
in the 3-layercase.Thetotal allocationfor 3 pairsthatsplit atthe middlelayer , is around

andthatfor the singlepair thatsplitsatthetop is . Thesevaluesareagainremarkablystablefor

in therange . It is alsointerestingthatthe schemeghatsplit at the lowestandhighestlevels
getmoreallocationthanthosesplitting at the middle. This is dueto a combinationof factors.Schemes
that split nearthe top provide lessinformationaboutlinks nearthe bottomwhich implies the needto
increaseheallocation.Ontheotherhand,moreprobedraversethelinks nearthetop thanatthebottom,
suggesting needto increaseheallocationto lower links. For example,all probeswill traversethe 0-1
link. Theseeffectstradeoff againstoneanotherto yield higherallocationsfor the top andbottomlinks

andlessfor thosein themiddle.
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Figure 7: D-optimal allocationswhenthe true link-loss ratesare all equal(to ). Left panelshavs
optimal allocationsfor a 3-layer symmetricbinary tree while right panelis for a 4-layer symmetric
binarytree.

Considemow the optimal allocationswhenthe lossratesare unequal.viz., ratesfor links in the
top andbottomlayersareequal(to ) andthosein themiddlelayer(s)areequal(to ). Figure8 deals
with the 3-layertree. The  axisshawsthetotal allocation for the pairsthatsplit atthe secondayer

of thetopology( , ) for threecases: and . The axiscorrespondto values
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of . We seethat againvariesin asmallrange,from to , andis only slightly
higherthanthe value of obtainedpreviously Figure9 shaws the resultsfor the 4-layertree with
again beingthetotalallocationfor the4 pairsthatsplit atthelowestlayer, ~ for themiddlelayer, and

for thetop. Again, variesin asmallrangearound (closeto thevaluesfor the casewith

equal 's. Thebehaior of and aresimilar
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Figure 8: D-optimal allocationsfor the 3-layertreewith unequallossrates: lossratesequalto  for
links atthetop andbottomlayersandequalto  for links at middlelayet

We have alsoinvestigatedtherbicastexperimentsfor the 3- and4-layertrees. It canbe shavn
analytically usingsymmetryagumentsthatfor the 3-layertreeandabove choiceof 's,theexperiment
with all possiblebicastpairs(6 pairs)hasexactly the sameoptimalallocationsasthe onewe considered
above. For the 4-layertree,on the otherhand,the casewith all possiblebicasts(28 pairs) hasslightly

differentbehaior. However, we foundthedifferencesn the optimalallocationsto bevery small.

Let usnow returnto the practicalproblemwherethe lossratesareunknavn. First, we seefrom
Figures7-9 that the optimal allocationsare fairly stablefor the region of interest,viz., the intenal
. Speci cally, theright panelof Figure7 shavs thatthe allocationsare remarkablyconstant

for the4-layertreewith equallossrates suggestinghattheresultsarerobustto misspeci cationsof the

prior information. A similar conclusionholdsfor Figure9, which shavs the resultsfor a 4-layertree
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Figure9: D-optimalallocationfor the4-layertreewith unequalossrates: for thetop andbottom
links and for themiddlelinks. Left panelcorresponds$o , middle panelto and
right panelto

with unequallossrates. For the 3-layertree (Figures7 and8), thereis somechangein the allocations
astheprobabilitiesget closeto onebut this is still very small( in theleft panelof Figure
7). Sowe canconcludethatin thesecasesthe optimal allocationsarereasonablyobustto uncertainty
in the preliminaryinformation. Becausef this stability, the BayesiarD-optimalallocationswill alsobe

closeto thelocally-optimalones.

We alsoinvestigatedhe usefulnes®f the two-stageapproachdiscussecearlier)on a symmetric
3-layertreeusinga collectionof four bicastschemes: . Givenatotal budgetof
probesa proportion wasallocatedequallyto all four bicastschemesn Stagel. The data
from theinitial samplewereusedto estimatethe succesgrobabilities . Basedon theestimates , the
remaindeof the probeswvereallocatedusingtheoptimalallocationschemeThe nal estimate
of isaweightedcombinatiorof stagd andstagdl estimategjivenby . Thisprocedure
wasrepeatedor simulations.We consideredg numberof scenariogor the true valuesof
andvaluesof but reporthereonly selectedesults. For equallossratesof and , the
optimalallocationsusingthe two-stageapproachrangedrom about to with about in the

intenal . Notefrom theright panelof Figure7 thatthelocally-optimalallocationis around
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6 Network Simulation Studies

So far we have studiedthe behaior of the estimatorsunderthe assumptiorof spatialand temporal
stationarity In this section,we do a small simulationusing the network simulator (ns) packageto
study the performancan a more realistic ervironment. Details aboutthe ns-simulatorcan be found

at http://www.isi .e du/ns nam/ns.

For simplicity, we considera 3-layerbinary symmetrictree (seeright panelof Figure2). In the
simulation all links had1.5Mb/secof bandwidth,10 msof propagatiordelayandweresenedby aFIFO
gueuewith a nite buffer of sizeten. Thus,a paclet arriving ata nodewill be droppedif it encounters
ten pacletsalreadyqueuedup. We consideredwo differentscenariosa) constant-bit-rat¢CBR) (see
Walrandand Varaiya,1999)trafc traversedthe network andb) backgroundrafc consistedof TCP
backgroundrafc andCBR probingtrafc. Thereasorfor investigatinghesetwo scenarioss thatCBR
traf c would leadto a stationaryervironmentasthe positedmodelrequires.Ontheotherhand the TCP
protocol,whichis the predominanprotocolin realnetworks, is a bursty paclet sourcedueto its 'linear

increase exponentialbacloff' rateof transmissiomature(WalrandandVaraiya,1999).

Fortheall CBRtrafc scenariotherootlink andtherecever links carriedasingle o w, while the
middlelinks (1-2 and1-3) hadtwo o ws. Thebackgroundrafc wasgeneratedby in nite datasources
that sentpaclets of size 500 byteswith a uniform interpaclet distribution in (1,3) ms. The probing
experimentfor the 3-layertreeconsistedf thethreebicastschemes: , , and . Forty byte
pacletsweretransmittedwith a uniform interpaclet distribution in (2.5,7.5)ms. Hence,probingtraf c

wasa smallfraction(lessthan5%) of thetotaltrafc in the network.

Figure 10 shaws the inferredand the actual(tracked by the ns-simulator)ossrateson selected
links over 5000 obserations. Although we are dealingwith a highly congestedetwork, we seethat

the estimatedrackthe actuallossratesextremelywell. In the secondsimulationscenaridherewere52
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Figure10: Trackingtheactuallossrates(dottedline) by inferredlossrates(solid line) in a CBR simula-
tion for selectedinks of a 3-layertreetopology

TCP connection®n the variouslinks, resultingin about7-8 o ws perlink. The TCP connectionsent
1000-bytepacletsandthe FIFO queuebuffer was4 paclets. The characteristicef the probingtrafc
werethesameasabove. Figure1l shavs theactualandinferredlossratesfor selectedinks. Noticethe
higherlossrateon the 3-7 link dueto the presencef 8 connectioncomparedo the 7 presenin link
2-4. Althoughthetrackingof theactuallink lossesds very consistentthereexistsasmallsystematidias

in theestimategafactalsoobseredin Cacerestal., 1999).1t is likely thatthis dueto non-stationarity
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Figurel11: Trackingtheactuallossrates(dottedline) by inferredlossrates(solid line) in a TCP simula-
tion for selectedinks of a 3-layertreetopology

causedy persistentosseson neighborindinks. Thisissuemeritsfurtherstudy

7 Application to Network Monitoring

A majorgoalin network engineerings to monitor the network over time for anomalousbehaior and
to diagnosewvherethe problemsoccur i.e., identify the affectednodesor subnetwrks. In this section,
we demonstrateéhe usefulnesf the resultsfor network monitoringin anidealizedsetting. A com-
prehensie methodologyfor the monitoringproblemis the subjectof on-goingwork. This will involve
taking into accountthe considerablevariationin network parametersiueto diurnal, week-of-dayand
othereffects. Thesecanbe ignoredin getting (local-in-time) estimatesf the QoS parameterasthe
probingexperimentsareconductedvithin a spanof minutes.But they becomeamportantin the context

of monitoringwhich is doneover a longerperiodof time. In on-goingwork, we arestudyingmethods
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for estimatingthe systematieeffectsandremaoving themin orderto detectchangesn the presencef
non-stationarityOur goalin this sectionis morelimited, viz., to demonstratéhe potentialusefulnes®f
the methodsdevelopedin the paperfor network monitoring. The e xibility of the new classof schemes

makesit particularlysuitedfor the monitoringapplication.

We considetthefollowing idealizedframewvork for monitoringanddetectingchanges: for
all times andsomeof the 'schangeo atsomerandompointin time . Our
goalis to detectthechangeasquickly aspossibleandto identify thelink or collectionof links wherethe

problemhasoccurred.

Theindividual link-level lossrateswill rst be estimatedo establistbaselinesasfollows. Time
is divided in time intenals andwithin every  intenal a numberof probesare usedfor

the probing experiment(the total numberof probes is appropriatelyallocatedamongthe  cast

schemesusedin the probing experiment). Thatis .... _Using the dataobtained
from the probes,an estimateof usingthe EM algorithmis obtained. Therearevariousways
to monitor for changesn the valuesof . Onemethodthatis suitablefor detectingboth smalland

mediumchangess the ExponentiallyWeightedMoving-Averageprocedur EWMA) (Basseille and

Benvensite, 1986). The EWMA statisticcanbe expresseds

where isthelocalestimateof  attime , isanappropriateveight,and is

obtainedteratvely from theabove.

We illustratethe methodson the 4-layerbinary symmetrictreein Figure 6 asthe logical topol-
ogy of the network beingmonitored. We considentwo differentscenariodo capturedifferenttypesof
changesiIn the rst scenario, ... ,l.e,thenetworkisin its normalstatefor the rst ve
time periods.Then,thereis smallincreasén thelossratefor link 1-3 from to . All otherlinks
remainthesame.Figurel2 shavs the EWMA chart,which givesthe EWMA statisticandthelowerand

uppercontrollimits for thelinks in thepath ,viz., ,and . Thecontrollimits werecal-
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culatedusingthe“null” valuesof the succesgrobabilities;i.e., takingthe meanlevel equalto .99. The
probingexperimentconsistedf 8 bicastschemesvith 250 probepacletsallocatedo eachbicastpair. A
valueof wasusedacommonchoicein theprocessontrolliterature(see for example Basseille
andBervensite,1986). We seefrom Figurel12 thatthechangaen  wasclearly detectedgventhough
it wasrelatvely small. The EWMA statisticfor the otherlinks in the patharewithin the controllimits,
exceptfor  which hadjust onepoint outsidethe controllimits. The gure alsoshaws the variability
of themoving averageprocessiueto therathersmallnumberof probingpacletsused. This variability
can,of course bereducedby increasingthe probesize. The designof monitoring schemesincluding

the choiceof monitoringstatistic,probesizes,averagerun lengths arebeingstudiedin on-goingwork.
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Figure12: Link succesgrobabilitiesmonitoringof a suddenchangein a singlelink usingan EWMA
chart.

To understandhow well the procedurewnorks, onehasto studythe run-lengthdistribution of the
monitoringprocedure Runlength(RL) is de ned hereasthe numberof periodsbeforea changeis de-
tected,.e., the statisticfalls outsidethe controllimits (Basseille andBenvensite,1986).While onecan
investigatethe RL distribution in generaljt is commonto focuson the expectedor averageRL (ARL).
It is desirableto have a large ARL underthe null hypothesisof no change( ) anda small ARL

whenthereis a changg ). TheRL canbeviewedasthe rst-passagdime of theunderlyingpro-
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cessacrosghe controllimits (one-or two-sidedboundaries)The mostcommonmethodfor computing
the ARLs (asidefrom simulation)usesa Markov chainapproximationBrook andEvans,1972;Runger
andPrabhu1996)by discretizingthe state-spaceCrowder (1987)developeda better integral-equation
approacHor EWMA-basedstatistics.Therearenumericalroutinesavailablein SASfor computingthe
ARLs whenthe underlyingprocesss normal. We usedtheseroutinesfor our problem,usinga normal
approximatiorfor s. Thenormalapproximatioris reasonablevhenthe probesize but is
notasgoodfor . We did somesimulationsto calibratethe numericalresultsin this smallsample
case.The ARL valuesfrom simulationwereslightly smallerthanthosereportedin Tables2 and3. Our
setupis alsoabit morecomplicatedhanthe usualnormalcasevherethemeanshift is notrelatedto the
variance We usedtheintegral-equatiorwith controllimits underthenull but the varianceof theprocess

underthealternatve.

Table2 givesthe ARLs for thesituationof interest:  changedrom to andall other s
remainunchangedt . ARL valuesfor differentprobesizes anddifferentvaluesof theweights
aregiven. Thevalueof refersto thewidth of the controllimits ( ) andwaschosersothatthein-
controlARL isabout  in all casesThedisplayedARL valuesin thetablearethe expectechumberof
timeintenalsbeforeachangds detectedWe seethat,evenwith asmallsampleof 50 probesthechange
is detectedwithin 3 time periods;this reducedo about2 periodswith probesizeof . For ,
thereis almostimmediatedetection(1 time period). The optimal weighting parametefcorresponding
to the smallestARL in eachrow) changesvith samplesizes(sincea larger samplesizeimpliesa larger

shift sizein termsof the non-centralityparameter).

To putthesenumberdnto perspectie, notethatprobescanbe sentapproximatelyl 5-20millisec-
ondsapartwithout interferingwith the operationof the network. Therefore,one (monitoring) period
rangedrom aboutl secondfor 50 probes)o 5 second$250probes).Sowe seethata small-magnitude

changecanbe safelydetectedn 3-5seconds.

Thesecondscenarias similarto the rst onebut now involvesdeteriorationn two links  and
alongthe path . i.e.,, alsochangedrom to for . Onceagain250

probesperbicastpairwereused.Theresultsshawvn in Figurel3indicatethatwe cansuccessfullydetect
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L

Probesizen
n=50 4.59 450 4.62 4.90 5.34 6.81
n=100 3.02 2.82 2.74 2.73 2.79 3.13
n=250 1.91 1.73 1.61 1.52 1.46 1.41

Table2: ARLs for Scenaridl andLink 3

Probesizen L
n=50 3.32 3.13 3.08 3.11 3.23 3.74
n=100 2.31 2.10 1.99 1.92 1.88 1.91
n=250 1.54 1.37 1.26 1.18 1.14 1.09

Table3: ARLs for Scenarid®? andLink 7

changesn bothlinks while not having ary falsealarmson theremainingtwo links on the path

1 1 —

09| T T 0.99 v\

0.98 0.98F

~
< 0.97 ©  0.97
0.96 0.96

0.95 0.95

0.94 0.94

Time Time
1 — R
0.99 /\/\ sl T
098} — 098
< 097 o 097
0.96 0.96
0.95 0.95
0-94 5 10 15 0-94 5 10 15
Time Time

Figurel3: Link succesgrobabilitiesmonitoringof a sudderchangealonga pathusinganEWMA chart

Table3 givestheARLsfor . TheARLsfor  werequalitatvely very similarto thosein Table
2 underScenariol, andhenceare omitteddueto spacdimitations. The conclusiondrom Table 3 are

very similarto Scenarial with the single-linkchangeproblem.

As notedalready in practice,network monitoringis doneover a periodof time duringwhich the

QoS parametersvill vary. We will have to accommodatéor systematicvariationdueto time-of-day
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day-of-the-weeland othereffects. Furthermorejn the above illustration, we were solving the inverse
problemto estimatethe 's at eachtime point. However, for the purposeof detection,we canjust
monitorthe end-to-engpathestimates for all therecever nodes.Oncea changen performance
is detectedthenwe cansolve the inverseproblemto estimatethe 's andidentify the regionswhere
performancenasdegraded. A comparisorof this alternatve approachto the onewe illustratedabore
meritsfurther study Finally, network monitoringandintrusiondetectionis a very importantarea,and
network engineersisea wide arrayof toolsanddatasourcedo addresshis problem. The resultsfrom
active tomographymustbeeffectively combinedwith othersource®f informationandtoolsfor effective

monitoring.

8 Concluding Remarks

Therearea numberof interestingdirectionsfor further work in the context of computerandcommu-
nicationnetworks. Theseincludedesignissuesfor multisourcetopologies,incorporatingtemporaland

spatialdependenceandthe network monitoringproblemsdiscussedn thelastsection.

We have formulatedand presentedhe resultsin termsof the applicationto network tomogra-
phy asthis is aninterestingclassof inverseproblems. However, the resultscanbe alsoviewed more
generallyasinferencefor tree-structuredjraphs. Thereare otherapplications suchas manufcturing
assemblyprocesseanddistribution networks, wheretheseresultscanalsobe appliedwith appropriate

modi cation.
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Appendix

A. Proof of Proposition 1

If everyinternalnode in isasplitting nodefor somescheme , it is automaticallya splitting
nodefora castsubsebfthe castschemeThus,we canstudyanequvalentprobleminvolving an

experiment comprisedof bicastand unicastschemewwith the following characteristics(l) for each

internalnode in , thereis atleastonebicastpair whosesplitting nodeis ; and(ll) theunicast
schemesn arechoserto cover theremainingrecever nodes thatarenot coveredby the bicast
pairsin

It sufces to establishthe existenceof a bijectionbetween andthe parameters where

and arede nedasfollows. De ne to denotethecollectionof all bicastpairsusedin the experiment

andlet denotethe collectionof unicastschemes.Let denotethe setof free
probabilitiesfrom apair of recever nodes anddenoteby , theprobabilities
generatedy all bicastpairsin . Let denotethe probabilitiesof the two outcomedor

unicastscheme anddenoteby

Sufciency: It is easyto seethat and areuniquelydetermined

by . Wewill shawv next thattheelementof arealsouniquelydeterminedy

Recallthatanode belongsothe -thlayer of if its shortespathfrom theroot
nodehas links. We needto considerthe following threecases:(ixhe splitting nodefor bicastpair is
nodel, i.e.,belongsto rst layer ; (ii) thesplitting nodeis ary internalnode,i.e. ), and nally

(iii) the caseof recever nodes

Casel: For bicastpair with splittingnode , we have

Soit is determinedy the elementof
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Case2: We proceedyinduction.Supposehatfor all internalnodes suchthat

's aredeterminedby . We needto shaw that is alsodeterminedoy . Since is an
internalnode,thereexists a bicastscheme whosesplitting nodecorrespond$o . We have that
, with all the membersof alreadydetermined. As beforewe

have that which combinedwith the previous obseration establisheghe

identi ability of  from theelementf

Case3: We now dealwith the recever nodes . Notice thatdueto the induction hypothesign
the previous stepall  , with have beenidenti ed. A recever nodecanbe coveredeitherby a
unicastschemeor a bicastscheme For the unicastcase, with all elements
of alreadyidenti ed by theinduction.We alsohave that , which combined

with the previous obseration, establisheshe identi ability of  from elementsof . For the bicast

scheme with splittingnode , wehave and _
But , with  beingeither or andtheresultfollows asabove.
This establisheshatthereis a bijectionbetween and
O o
O fsy)
\Q ae, )
O
ib jb

Figurel14: Demonstratiorof (8)-(9).

NecessityWe argueby contradiction.Supposehereis acombinatiorof bicastschemeshatincludesall
possiblepairs,exceptthecollectionof pairs splitting nodeis thathave astheir

splittingnode , aninternalnodeof . Wewill shav thatthisfails to identify all the elementof
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Let and denotethe parentandary child nodeof node |, respectiely (seeFigure

14). Fromthe previousderiationsit is easyto seethatthefollowing relationshipsold:

(8)
(9)

for ary andwhere correspondso somerecever nodefor pair . Notice thatasamuedin the
sufciency partof the proof, only these 's areuniquelydeterminedy their 's. Furthernotice,that
both (8) and(9) correspondo two actualequationssincenode  hastwo childrennodesfor bicast
schemesn . A straightforvard calculationshavs thatonly the valuesof the products

canbe calculateduniquelyfrom the elementsof by taking the appropriateratios, but the individual
parametersannot be disentangledHence, failsto identify all theelementof . Thiscompleteshe

proof of the Proposition.
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B: Proof of Proposition 2

We denotethe informationmatrix by  for shortin this section. Supposehereexists a vector

suchthat . We will shav thatevery elementof mustbe 0, which establisheshe
result.
Supposevar and . We musthave that , a.S.
Equivalently
(10)

for all possibleelementf

We demonstratehe resultfor a collectionof schemes comprisedof bicastand unicasttrans-
missions,andthenindicatehow it generalizegor anarbitrarycollection. Recallfrom our construction
of minimal experimentsthat unicastschemesnay uniquely cover recever links only, while all links

betweerinternalnodesarecoveredby bicastschemesWe will shawv that

We examinenext thefollowing threecases:

Casel: Considemanarbitrarybicastscheme which coversrecevers and with splittingnode
. Without lossof generalityassumehatevery bicastandunicastschemeamplg/edin the collection

recevesa singleprobepaclet. Furthermoresincetheresultmustbetruefor all , assumeahatat all

the otherbicastschemesn the collection the obsered outcomesarealso andat all the unicast

schemesheobseredoutcomess 1.

If theobseredoutcomeis also atthebicastpair , wethenhave

(11)

whichimpliesthat(10) becomes

— — — (12)
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with capturingthetermsin the sumover all bicastandunicastschemeshut bicastpair .

Supposeow thattheobsered outcomeatpair were , while atall theotherbicastschemes

in  werestill andatall unicastschemed; then,(10) becomes

— — (13)
Furtherassumehattheobsered outcomeatpair were , while atall the otherbicastschemedn
werestill ; then,(10) becomes

— — (14)
Finally, assumdhatthe obsered outcomeat pair were , While atall the otherbicastschemesn

werestill andatunicastschemeq; then,(10) becomes
— (15)

Subtracting13) from (12) gives

_ (16)

Subtracting14) from (12) andgoingthroughsimilar stepsgivesthat

— 17)
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From (15) andusingtheresultsfrom (16) and(17) we get

_ (18)
From(12)togethemwith theresultsobtainedn (16) and(17) we get
— (19)
Subtracting18) from (19) andaftersomealgebrawe nally get
— (20)
Furthermoreby adding(17) to (20), we have
— (21)

with node beingarecever.

Case2: Now consideranarbitraryunicast which coversrecever . Supposehatfor all bicast
schemesn theobsered outcomeis , while for all unicastschemeghe obsered outcomeis 1.
Then(10) becomes

— (22)

Assumenow thatthe obsered outcomefor unicastscheme is 0, instead while all the obsered out-

comedfor all otherunicastandbicastscheme#n remainasbefore.Then,(10) becomes

E— (23)
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Subtracting23) from (22), aftersomealgebrawe get

— (24)

Dueto the constructionof the collection , every internalnodemustbe a splitting nodefor one
bicastschemewhichin turnimpliesthat(20) holdsfor all internalnodes . Furthermoresincecollection
coversall links, (24) holdsfor all recever nodes . Therefore by takingsuccessie differencesalong

every path of theform

we caneasilyestablishthat . Therefore, andhencethe Fisherinformationmatrix

is positive de nite in theinterior of

For a generalcollectionof e xicastschemes we can proceedalongsimilar lines as follows:
considerthe  th -castschemewhosesplitting nodesare denotedby . A similar
stratgy of usingall the possible outcomedor the -th schemeandassuminghatfor all remaining

schemedn thecollectiononly 1swereobsered, we canestablistthefollowing relationships:

Then,takingdifferencesasabove, we establistitheresultthat for all , wWhichin turn proves

the non-singularityof the Fisherinformationmatrix. [
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