Sampled Based Estimation of Network Traffic Flow Characteristics

Lili Yang

Department of Statistics
University of Michigan
Ann Arbor, MI 48109

Abstract—1In this paper, we consider the problem of non-
parametric estimation of network flow characteristics, namely
packet lengths and byte sizes, based on sampled flow data. We
propose two different approaches to deal with the problem at
hand. The first one is based on single stage Bernoulli sampling
of packets and their corresponding byte sizes. Subsequently, the
flow length distribution is estimated by an adaptive expectation-
maximization (EM) algorithm that in addition provides an
estimate for the number of active flows. The estimation of
the flow sizes (in bytes) is accomplished through a random
effects regression model that utilizes the flow length information
previously obtained. A variation of this approach, particularly
suited for mixture distributions that appear in real network
traces, is also considered. The second approach relies on a
two-stage sampling procedure, which in the first stage samples
flows amongst the active ones, while in the second stage samples
packets from the sampled flows. Subsequently, the flow length
distribution is estimated using another EM algorithm and the
flow byte sizes based on a regression model. The proposed
approaches are illustrated and compared on a number of
synthetic and real data sets.

I. INTRODUCTION

Several network management and engineering tasks, such
as quality of service provisioning, usage based accounting,
traffic profiling and control, fault detection and service level
agreement verification (SLA), require traffic measurements
[51, [4]. However, the collection of the necessary information
on every packet becomes prohibitive in terms of processing
capacity, cache memory and required bandwidth in today’s
high speed links. Packet sampling techniques have emerged
as a scalable alternative to address this problem, as witnessed
by recent recommendations in the Internet Engineering Task
Force working groups [7] and its implementation in high-
speed routers [1]. An overview of applications where sam-
pling proves useful for passive Internet measurements is
given in [4].

Understanding the characteristics of traffic flows is crucial
for allocating the necessary resources (bandwidth) to accom-
modate users demand. The problem of using sampled flow
statistics in order to estimate the number of active flows in
a link and their packet length and to a lesser extent bytes
distribution has attracted some attention in the literature (see
for example [3], [11], [8], [6] and references therein). In this
paper, we extend our work [14] on estimating flow length
(in terms of number of packets of flows) distributions to
flow size (measured in bytes) distributions and also focus
on mixture distributions that characterize many real network
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traces. Specifically, the maximum likelihood estimator for
the number of active flows and the flow length (in packets)
and size (in bytes) distribution is obtained based on sampled
packet data. While several papers have looked at estimating
the flow length distribution, the flow size one has hardly
received any attention in the literature. Further, the length and
size of an original flow is estimated from that of the sampled
one, through their posterior means. The maximum likelihood
estimator is calculated through an adaptive expectation-
maximization (EM) algorithm.

Experience with real network traffic traces shows that the
actual flow length and consequently flow size distribution are
bimodal, with one mode corresponding to the short flows
and the second one to long ones. An example of such a
scenario with data obtained from the link that connects the
campus of the University of North Carolina at Chapel Hill
to the Internet is shown in Figure 1. Further, in many cases
the number of short flows significantly outnumbers that of
long ones. Hence, the corresponding sampling distribution
would exhibit similar features. For low sampling rates, this
implies that the sampling distribution could be modeled
as a mixture distribution with two components. Estimation
techniques that do not take into consideration the structure
of the underlying distribution perform poorly. We obtain a
maximum likelihood estimator for such distributions through
a two-stage EM algorithm, by considering a profile likelihood
approach. Further, we also propose a maximum likelihood
estimator based on an alternative two stage sampling scheme,
which in the first stage samples flows and in the second
stage samples packets from the already selected flows. Such a
sampling scheme avoids the problem of length bias sampling,
where longer flows have a higher chance of being selected
and hence represented in the sampled data.

The remainder of the paper is organized as follows:
in section II, the problem at hand is formulated and the
maximum likelihood estimator for the flow length and size
distributions introduced, together with estimates of the orig-
inal flow lengths and sizes. In Section III, the problem
of estimating mixture distributions from sampled data is
introduced. Two estimation schemes, one based on a two
stage EM algorithm and the other on a two stage sampling
scheme are discussed. In Section IV, the proposed algorithms
are evaluated on synthetic and real data sets. Finally, some
concluding remarks are drawn in Section V.
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II. PROBLEM FORMULATION

Suppose that on a network link there are M active flows,
comprised of N,,,m = 1,..., M packets each. The number
of packets in each flow is referred to as the flow length.
Further, the payload of each packet consists of Z! & i =
1,...,N,, bytes and hence the size of the m-th flow in
bytes is given by B,, = vaz”i Z% , which is referred to
as the flow size. Packets and their byte sizes are sampled
according to a Bernoulli sampling scheme [2]; i.e. each
packet is selected with probability p, independent of any
other characteristics and its size Z!, observed and recorded.
Sampled packets can be assigned to a particular flow, by
observing its flow key obtained from information available
in the packet header [4]. Therefore, the observed data are
sampled flow lengths n,ns, ..., n,, and their corresponding
flow sizes by, ba, ..., by, with by, = >"*, Zi, where r is the
number of sampled flows. Obviously, there is no information
about the composition of active flows for which none of their
packets are contained in our sample. It is worth noting that
an online implementation of such a sampling scheme yields
biased samples, since it is more likely to obtain packets
from longer flows. We examine this issue in more detail in
Section III and investigate an alternative sampling scheme.
The objective of this study is threefold: (i) estimate non-
parametrically the flow length distribution F' of the link, and
in addition estimate the original length of sampled flows
N;, i = 1,2,...,r, (i) estimate the flow size (expressed in
bytes) distribution GG and similarly estimate the original flow
sizes B;,1 = 1,2,...,r, and (iii) estimate the number of
active flows M in the link. In addition, we would like to
provide uncertainty assessments in the form of confidence
intervals for these quantities of interest. The proposed model
is described next; we start with a brief summary of the
component for the packets that is similar to that used in
(31, [14].

Let ¢; denote the probability that a flow contains 7 packets
and let ¢ = {¢;}. Further, let g;, j = 0,1,...,J be the
frequency of sampled flows of size j, with J being the total
number of different sampled flow sizes in all the observed
flows. Note that gg is not observed, since it corresponds to
the frequency of unsampled flows.

Let M = Z}]:o g;; it can be seen that it will be an

estimate for the true number of flows in the link. Further,
r = ijl g; gives the total number of sampled flows. Let
ci; denote the probability of having j packets sampled, given
that the true flow length is ¢ packets. We then have that
Dij = ¢ici; represents the probability that an original flow
contains ¢ packets and j < ¢ of them have been sampled.
Finally, let f;; be the frequency of flows of length 7 with j
packets sampled; it can then be seen that g; = > . fi;.

We can then postulate the following joint model for the
number of original flows and the probability that they contain
1 packets:

Lo =, M T e M

J20 izj

where M = Zj:o g;. The objective becomes to maximize
this likelihood function subject to the following constraints:
> ;¢ =1,and ¢; > 0, where i € {i(0),4(1),...,4(J)}, with
i(j) denoting the length of a flow being ¢ packets when j of
them have been sampled. In the present setting, we choose
i(0) = % instead of 0, since an original flow containing 0
packets is rather meaningless. Also, the possible flow lengths
values, denoted by Sy, are restricted to integers closest to
j/p-

The above formulation jointly estimates the number of
active flows (by treating M as a nuisance parameter) and
the packet length density. The problem of maximizing the
likelihood function given in (1) is computationally hard,
due to presence of the constraints. However, by using the
Expectation-Maximization algorithm [9] the task becomes
manageable. The main idea behind the EM algorithm is to
impute the frequencies of all the active flows whose length is
1 packets (E-step) and subsequently maximize the likelihood
over the parameters of interest (M-step). In [14], it is shown
that the k-th iteration these two steps are as follows:
E-step:

By (fijlgs>d = 1,2,...,J) = g;pij;, 2

where
o1 c;
O] 3)
ZlESI,lzj &y
is the probability that the flow with sample size j contains
actually ¢ packets in total.

Pijy =

M-step:
S D1 (k).
(k+1) i>;5>194Pil; T go~ "Pijo
¢i = - (k) ) (4)
>ies; Qoisi>195Pili + 9o Pijo)
where p;; is defined as the probability that for a flow of

length ¢, j of its packets have been sampled.

Based on the estimates of the flow length distribution (Z),
an estimate of the the posterior probability distribution of a
flow being of length ¢ given that %k of its packets have been
sampled is obtained by

Cikd;

k) = —————.
f(ilk) s
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The posterior mean, which is the weighted average of all
possible flow lengths, is given by

N(k) =E(N(k)) = Y if(ilk). (6)
1E€EST

and is a good estimator for the original length of a sampled

flow.

The next task is to estimate both the flow size distribution
G (in bytes) and the size of the active flows B;,,i =
1,2, ...,r. The following observation motivates the proposed
estimation procedure. One can view the sampling process of
flow sizes as a one-stage cluster sampling scheme [2]; there-
fore, the classical estimator is given by Bj, = O ARY
Subsequently, one can estimate non-parametrically the dis-
tribution G, using the estimates Bj as data. The above
procedure works well for light tailed distributions, but proves
problematic for heavy tailed ones, due to the inherent length
biasedness of the sampling scheme.

In order to overcome this deficiency, we propose an esti-
mation procedure based on the following regression model:

bj =y + v1J + €, for all j;

i.e. the sampled size of the flow in bytes is a linear function
of the number of observed packets from that flow. The
parameter 7y corresponds to an estimate in bytes of non-
sampled flows, while ~; captures the correlation between
average flow length and size. By obtaining the least squares
estimates 4y and 7;, we can subsequently estimate (predict)
the flow sizes from

where 4(j) is the estimated number of packets for a flow

whose sampled length is j packets.
An extension of the regression model is given by

b = + 7+ e

where the baseline estimate fy;-) becomes flow specific. The
corresponding estimate of the flow size becomes
B; =4 + i)

We proceed to estimate the distribution of the flow sizes
G, using the estimates Bj that provide a collection of
possible flow sizes with corresponding support Sp. A naive
non-parametric estimate [15] of G would be based on the
relative frequencies of the data, but in practice exhibits poor
performance. A better estimator is based on an adaptive
EM algorithmic scheme and provides superior estimates of
the flow size distribution, as demonstrated in section IV.
Since the sampling scheme for the flow sizes is Bernoulli,
the previously described EM algorithm is also suitable for
the flow size distribution GG. However, when we restricted
attention to flow lengths only, the collection of possible flow
lengths S (i.e. the support of the distribution F') remained
fixed throughout the iterations. In the original EM algorithm,
¢ was estimated based on Sj, which is not the same as
i| j; however, the support Sp of the flow size distribution

depends only on %\ j. Hence, the difference in the supports of
the two distributions make it difficult to utilize flow length
information in the estimation of the flow size distribution.
However, by updating each i|j in S by N(j) as in equation
(6), where i(?)|j is initialized by j/p as before, the two
supports are made comparable. Consequently, by updating
the support S; within the iterations, the support Sp of the
flow size distribution coincides with the updated one for the
flow length S;. It can be shown that qAS is the maximum
likelihood estimate of the flow byte distribution as well.

In Figure 2, the quantile-quantile plot of the original flow
size vs the estimated one (sampling rate p = 0.01) for
1,000 Poisson flows of mean length 5,000 and uniform size
distribution with support [1200, 1500] using the adaptive EM
algorithm is shown. It can be seen that with the exception of
the tails of the distribution, the estimate is highly accurate.
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Fig. 2. Quantile-quantile plot of the true vs the estimated flow size for
1,000 Poisson flows with uniformly distributed byte sizes

A. Statistical Inference

We briefly discuss next some of the asymptotic properties
of the derived maximum likelihood estimator. First, notice
that the parameter space €2 of the posited multinomial model
is closed and compact. In addition, the model satisfies the
following: for all w # 6 in the parameter space (2, the
distribution P,, # P,. In order to establish consistency, the
following condition needs to be satisfied [9]

Egsup W < oo, @)

where W(w) = log[%]. In this context, 6 is the parameter
vector of the true number of flows M and probabilities ¢,
while w = [M ,(i;] € 2 is another set of values of these
parameters. The above condition holds for the model, since

Epsup, W = Egsupg[l(w) — 1(0)] = supyl(w) — Egl(0)

M )]+ Zgjlog(z dicij)  (8)

l(w) = log[(
90,91, ---9J >0 i

with bpth ¢~>Z and c;; being between O and 1. Further,

Do j ¢icij gives the estimated probability of having a

sampled flow of length j under a model with parameter

vector w. Hence, log(3_;~; #icij) < 0, which implies that

the second component of (8) is bounded above by 0. On



the other hand, the first component of (8) is also finite
assuming that n € € is upper-bounded. Consequently,
the log-likelihood for a finite number of original flows,
l(w), is always less than oco. Egl(6) = > log(h(z))h(z),
where x is a multinomial random vector with parameter 6,
and h(z) is the corresponding density function. Therefore,

Eol(6) = ¥, flog( ) + %, 2;l0g(S, dic)|h(x). Since
> ¢; =1, and ¢;; > 0, ZZ ¢ic;; never reaches 0. Hence,
Epl(0) > —oo, followed by Egsup,W < oco. We can then
conclude that the maximum likelihood estimator converges
to the true parameter vector 6; i.e. (¢, M) —P 0

Given the consistency result, we then need to calculate
the Fisher Information Matrix for the parameters of interest,
in order to obtain the asymptotic distribution for the esti-
mated flow length distribution, and subsequently calculate
the variance of N (k). We implemented Louis’ [10] procedure
for obtaining the observed information matrix when using
the EM Algorithm. Gradient vectors of the complete log-
likelihood take the following form:

5=l Jny )
bi)y i)
Then, the observed Information Matrix is given by
Iobs:Zs(fi7éaM)S(fi?é7M)/7 (10)
i=1

where f; is calculated from E;[>2; fijlfi; € R] with f;;
being the indicator matrix stemming from the multinomial
model. Finally, R is defined as all the sets of complete
data which yield the same result for the incomplete data,
ie. R(k) = {fi; : y(fij) = exr}, where e, is a (J + 1)
dimensional indicator vector with all the elements, except
the kth one, being 0.

The resulting Fisher Information Matrix is symmetric with
the lower triangular component given by

_ P
Z]:l Pi0)|j93

72
b0 ;
2
i1 PiO)5Pi(1)1593 ijlmumga‘
Di(0)Pi(1) ‘15?(1)

J
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Di(0)Pi(a)
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5
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Standard results yield that the asymptotic distribution of

the estimated flow length distribution is multivariate normal;
ie.

V(6= 6) = N0, 1) (12)

Recall that the posterior mean estimator for the an original

flow length given a sampled one of length £ is defined to be

) S nes, M (Kln)o(n)
H;(k)=N(k)=E(N(k)) = = = ;
(k) = N(k) = E(N(k)) SN

and is continuous in ¢. By an application of the Delta method
[12], we then get that

-1
Var(H(l;) = VHdA;IobsVH;S'

13)

The continuity of the above defined functional in ¢ gives
that

V(N (k) = N(k)) = N(0, Var(Hy)). (14)

The significance of this result is, that simultaneous confi-
dence intervals for the original flow lengths given sampled
ones, can be constructed, thus providing a measure of un-
certainty about the obtained estimates. An example of such
a confidence band for the estimated length of 100 Poisson
flows sampled at a rate p = 0.01 is shown in Figure 3.
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Fig. 3. Confidence band for 100 Poisson flows, sampled at a rate p = 0.01

III. ESTIMATING MIXTURE DISTRIBUTIONS
FROM SAMPLED DATA

As discussed in the introductory section, experimental
evidence strongly suggests that the proposed maximum like-
lihood estimator does not perform well with several real
network traces, since both the packet length and consequently
the byte size distributions are mixtures of two components;
the first component, representing short flows, and the second
one representing considerably longer flows. Figure 1 illus-
trated this point. In particular, the estimate of the number
of active flows proves highly problematic, due to the severe
nature of the biased length sampling issue in such a setting;
namely, the first component of the distribution is heavily
under-sampled. We propose next two procedures that deal
with the problem of estimating mixture distributions. The
first approach is based on the original Bernoulli sampling
scheme, but employs a two-stage EM algorithm suitable
for mixture distributions. The second approach looks at the
problem from a different point of view and relies on an
alternative sampling scheme.

It is assumed that the original flow length distribution
(and consequently the flow size one () is a mixture of two
components; i.e.

F= aF1 + (1 - Oé)FQ,

with @ € (0,1). As explained above, this would also
translate to a mixture distribution for the sampled flow length
distribution; namely

F° =aF} +(1—a)F5.



The focus on two mixtures is because this is the most
common distribution for sampled flow lengths that appears
in real network samples. However, the proposed algorithms
can handle more complicated mixtures, at a significantly
higher computational cost. In the remainder of the section,
we will focus on the case where the first component is a
point mass at 1; i.e. F}y = J;, since with a small sampling
rate p at most one packet would be sampled from short
flows. This assumption simplifies somewhat the derivations,
but nevertheless the proposed two-stage EM algorithm works
for the general case provided that the two components are
adequately separated [15].

The main idea behind the proposed algorithm is as follows:
in the first stage, the adaptive EM algorithm previously
described is used to estimate the relative frequencies ¢, the
support of the distribution .S; and the number of active flows.
In the second stage, another EM algorithm is employed that
based on the current estimates of these parameters, estimates
the mixing coefficient «. Therefore, the two-stage algorithm
splits the parameters of interest into two subsets (blocks)
and in each iteration alternates between the blocks by fixing
the parameters of the other block in their current values.
The theory of block relaxation algorithms [17] guarantees
convergence to a local maximum. However, there are some
subtle issues that need to be carefully considered. Notice
that in the first stage, the sampled information on the point
mass component has been included, since it is not possible to
directly separate whether a sampled flow of length one comes
from the first or the second component. By conditioning, we
can separate g;(1) = P(1]j = 1)g;(1)+P(i € S%)gjz., where
S?% denotes the support of the second component S; — {1}.
Then, g?(l) is used in the first stage EM algorithm, together
with the remaining g;’s. On the other hand, all the g;’s
(including g}) are used in the second stage to estimate a.
We discuss next the second stage of the EM algorithm that
estimates the mixing coefficient «.

EM Algorithm for estimating the mixing coefficient o
The so-called profile likelihood function is given by

M 9;
L(e) = (90,91,---9J )ngo(fj)

[Lsolaf(i11) + (1 — ) f(5]SP)]% .

It is expressed as a mixture of two conditional densities for
the two mixture components. The complete data likelihood
function can be written as

L(@) = [J(@" £ (L= a)= £ 5155)%2).
Jj=0
where y;i, is an indicator variable that identifies the
mixture component (k = 1,2) that a sampled flow
of length j belongs to. As usual, the complete like-
lihood function treats the ;z’s as missing data and

estimates them as conditional (e)xpectz(lt)ions. Notice that
() _ o fGD"

E(yjl |9ja04(t)) = a(t)f(j|1)(t)+(1ia(t))f(j|S%)(t)’

FGISHO = fo()® = Yies? FG11)6" is the estimated

probability that the length of a sampled flow from the second

where

component will be 7 packets. The steps of the EM algorithm
are given next:
Initialize o°) by the empirical estimate gy /7.

E-step

E, o (log L(@)]g;) = (3;50Eam (yj1]9;)g;)loga+
(2250 Eat (¥52]95)9;)log(1 — «)

M-step

By taking the derivative of log L(«) with respect to « and
setting it to 0 we obtain

ijo (Baw (yj1195)95)
M

Iterate E-step and M-step until the convergence criterion
is satisfied.

t+1) _

al

IV. TWO-STAGE SAMPLING SCHEME

We discuss next an alternative procedure that relies on
a different sampling scheme, where in the first stage flows
are samples uniformly with probability py irrespective of
their lengths, while in the second stage, packets are sampled
uniformly with probability p, from the selected during the
first stage flows. Such a mechanism is feasible if different
flows go through different queues on a router. It can be
seen that this two-stage sampling scheme overcomes the
difficulty posed by length biased sampling, since each flow
has an equal probability of being selected. Notice that an-
other difference compared to the original Bernoulli sampling
scheme is that the two tasks of estimating the total number
of active flow M, and the flow length/bytes distributions are
well separated. A trivial unbiased estimator for the number
of active flows is given by M = f [2]. Also note that
gj ~ Multinomial (M, f;). The likelihood function under this
sampling scheme is given by

M
)95
9ns> 905915 ---9J )H(fj) ’

J

L(g, M) = ( (15)

where g, is the number of unobserved flows, estimated by
gns = n—1 and gg represents the observed number of flows
with no packets selected. Another difference between the two
schemes is in the f;’s, the probability of having exactly j
packets sampled. Under the two-stage sampling scheme, it
is given by

fi =

P(j packet sampled | this flow is selected)
xP(flow is selected).

Once again, direct maximization of the likelihood func-
tion is challenging and hence we resort to using the EM
algorithm, whose steps are described next:

(1) Initialize qbz(.?;) by the corresponding observed fre-
quency of 7, i.e,

¢(()) _ 9j
i(5) Zi:o i

(2) E-step: Given the complete set of data (f;j, gns,n),
fij follows a multinomial distribution with parameters M =

(16)



Zi >0 fij + 9gns and Dy, rs. The complete data likelihood
is then given by

LC(d)»M) = H (pij)fij X (pns)gmv

127520

7)

i -
where pij = ¢ijpprdi, Cijp = ( j o (1 —pp) 7.
The corresponding log-likelihood is
le(6. M) = Y fijlog(¢icijpps) + gnslog(pns).  (18)
i>5>0
The expectation Q(¢,»®)) of I, conditional on the known

frequencies g; is given by:

Qo ¢™) = Y isiso By (fijlg)log(dicijppy)

+Ey0 (gns|g;)log(1 — py).

(19)
Again, notice that
fiilg =" fijlg; ~ Multinomial(g;, p;;),
where *)
¢i Cij
pij = o (20)

(k)
ZZESI,le o clyp

is the probability that the flow with sample size j contains
actually ¢ packets in total. Therefore,

By (fijlgi) = gipi;- 1)
Meanwhile, E¢<k)(gns|gj) = Ons = M—r.
(3) M-step: ¢+ = arg maxQ(¢, ¢*)), such that
Z ¢; =1, and ¢;(j) >0 for i € S;. (22)
1E€ST
We got
(k+1) _ ZiZjZO 9;iPi|;
& = (23)
ZieSI(ZiZjZO g.ipilj)
(4) Estimate i|j and update Sp: i|j = E(i(j)) =
> kes; kS (kL)

Iterate steps (2)-(4) until the convergence criterion
|+ — p(R)|| < § is satisfied.

In order to obtain estimates of the flow sizes (in bytes) we
can apply the various regression models discussed in section
1L

V. PERFORMANCE ASSESSMENT

In this section, we provide empirical evidence of the per-
formance of the derived estimators for a variety of simulated
and real network traffic traces. Our focus is on mixture distri-
butions and the performance of the two-stage EM algorithm,
together with maximum likelihood estimator derived for a
two-stage sampling scheme. Naturally, due to lack of space
we present selected results, but a comprehensive evaluation
is available in [18].

We start by considering simulated flow length data from
M = 1,000 active flows obtained from a mixture distribution
with point mass at 1, while the second component following:
(i) uniform with domain [3000, 7000], (ii) Poisson with mean

5,000 and (iii) Pareto with shape parameter 10/9 and scale
parameter 500. The parameters for these three distributions
in the second component were set so as to match their
expected values. The flow sizes were generated for all cases
from a uniform distribution with domain [100,500] bytes.
The mixing coefficient o was set to .3,.5 and .7, while the
sampling rate to p = .01 and .05.

An example of one realization of such a mixture distribu-
tion (o = .7 and sampling rate p = .01) and its estimate,
where the second component is Poisson distributed, is shown
in Figure 4. It can be seen that the estimate captures very
well the support of the original distribution and the mixing
coefficient «, as well as the second component. It should
be noted that the apparent visual discrepancy between the
original and the estimated distributions is mostly to the
somewhat large bin size used in the histogram of the original
one.

Empirical Flow Length Distribution Estimated Flow Length Distribution by 2-stage EM
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Fig. 4. Comparison of the Empirical flow length distribution and the
Estimated flow length distribution through a two stage EM algorithm

In Figure 5, boxplots for the estimates of v = .7, the mean
flow length (5,000 packets) and the mean flow size ( 464,000
bytes) of the second component are shown. It can be seen
that the estimates are very good, with a fairly narrow range
of values.
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Fig. 5. Boxplots of various parameters of a mixture distribution



In Table I, the mean squared errors (MSE) obtained from
100 replications, for the estimates of the mixing coefficient
«, the mean and variance of the flow length (in packets) and
size (in bytes) are shown for different mixing coefficients o
for the three distributions under consideration.

TABLE I
MEAN SQUARED ERRORS FOR VARIOUS PARAMETER ESTIMATES
OBTAINED THROUGH THE 2-STAGE EM ALGORITHM FOR DIFFERENT
DISTRIBUTIONS, WITH SAMPLING RATE p = 0.01.

a | & [ Mean(P) | Var(P) | Mean(B) [ Var(B)
Poisson Distribution

0.7 0.0053 1.23E+07 | 5.26E+06 | 1.69E+10 | 9.48E+09

0.5 0.0162 1.23E+07 | 5.26E+06 | 1.69E+10 | 9.48E+09

0.3 0.0043 2.26E+06 | 5.26E+06 | 3.97E+10 | 7.77E+10
Uniform Distribution

0.7 | 435E-06 | 1.19E+07 | 3.42E+06 | 2.19E+10 | 1.28E+10

0.5 | 6.19E-06 | 6.06E+06 | 5.06E+06 | 2.53E+10 | 3.01E+10

0.3 | 438E-06 | 2.10E+06 | 3.74E+06 | 3.90E+10 | 7.38E+10
Pareto Distribution

0.7 0.0573 2.13E+07 | 4.13E+08 | 1.37E+11 | 1.22E+13

0.5 0.1801 1.04E+07 | 2.75E+08 | 3.63E+11 | 2.64E+13

0.3 0.4086 5.46E+06 | 3.47E+07 | 7.10E+11 | 1.57E+13

It can be seen that the MSE for the number of active
flows is extremely small, indicating a very precise estimate
for all values of «. Further, as the contribution of the second
component increases (smaller o) the quality of the estimates
for both the mean number of packets improves for all distri-
butions. On the other hand, the MSE for the mean number
of bytes exhibits the opposite behavior, while the MSE for
the corresponding variances are of the similar order for all
values of . These results indicate the difficulty of estimating
non-parametrically mixture distributions, especially in the
presence of a dominant point mass, and also demonstrate
that procedures that ignore the mixture structure would not
fare well. Similar conclusions are reached when the sampling
rate increases to p = 0.05 (results not shown here). The
main difference is that due to the higher sampling rate the
performance of the estimators improves considerably.

We examine next the performance of the maximum likeli-
hood estimator based on the two stage sampling mechanism
for same set of mixture distributions. However, in this case
we consider a range of sampling rates for the flows (py
parameter) while fixing the sampling rate for the packets.

An example of one realization of such a mixture distri-
bution (o« = .7 and sampling rates py = 0.5 and p, = 0.2,
respectively) and its estimate, where the second component
is uniformly distributed, is shown in Figure 6. It can be seen
that the estimate captures very well the support of the original
distribution and to a large extent the mixing coefficient .

In Figure 7, boxplots for the estimates of M, the mean
flow length (1,500 packets) and the mean flow size ( 464,000
bytes) of the entire distribution are shown. It can be seen that
once again the estimates are very good, exhibiting a fairly
narrow range of values.

In Table II, the mean squared errors (MSE) obtained
from 100 replications, for the estimates of the number of
active flows M, the mean and variance of the flow length
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Fig. 6. Estimated flow length distribution, through a two stage sampling
scheme
" eano fowlengihs c1gb Meanolowsizes
1060 T T 52 T
I 1650 1 !
1 I !
1040 I I !
| | s |
| 1000 ‘ |
|
1020 | |
| |
1550 . 48
1000
E £ 1500 £ 4
w0 ‘
|
‘ ‘
960 i 1450 T 44 |
1 | |
‘ i |
o0 ; 1400 1 " |
N | |
920 ! !
+ 1350 -+ -+
L 4 L
i i ;
Cotumn Numbor Cotmn umber Column Number
Fig. 7. Boxplots for various parameters of a mixture distribution

(in packets) and size (in bytes) are shown for different
flow sampling rates p; for the three distributions under
consideration.

TABLE 11
MEAN SQUARED ERRORS FOR VARIOUS PARAMETER ESTIMATES
OBTAINED THROUGH THE 2-STAGE SAMPLING SCHEME FOR DIFFERENT
DISTRIBUTIONS, WITH SAMPLING PACKET RATE p, = 0.01.

pf | M [ Mean(P) [ Var(P) [ Mean(B) [ Var(B)
Poisson Distribution
0.05 | 17232 | 1.01E+05 | 2.67E+04 | 1.05E+10 | 1.24E+10
0.1 8871 5.12E+04 | 9.89E+03 | 6.19E+09 | 8.04E+09
0.3 1900 9.32E+03 | 2.07E+03 | 1.18E+09 | 5.17E+09
0.5 923 5.00E+03 | 1.33E+03 | 6.92E+08 | 4.44E+09
Uniform Distribution
0.05 | 23212 | 8.96E+04 | 3.63E+04 | 1.09E+10 | 1.75E+10
0.1 8383 440E+04 | 2.31E+04 | 6.28E+09 | 1.28E+10
0.3 2110 1.70E+04 | 6.29E+03 | 1.59E+09 | 6.47E+09
0.5 982 6.18E+03 | 2.83E+03 | 6.55E+08 | 6.12E+09
Pareto Distribution
0.05 | 18548 | 7.28E+06 | 4.88E+08 | 8.16E+11 | 5.57E+13
0.1 7491 4.02E+06 | 4.13E+08 | 4.54E+11 | 4.70E+13
0.3 2660 8.97E+05 | 2.44E+08 | 1.05E+11 | 2.85E+13
0.5 865 4.15E+05 | 1.33E+08 | 5.51E+10 | 1.63E+13

It can be seen that as the sampling rates of the flows
increases, the quality of the estimates improves, as expected.
The reason is that by sampling more flows, we are able



to better capture their characteristics, even when the packet
sampling rate is very small. Further, the results are com-
parable for the estimates of M for all three distributions,
but vary for the other parameters. For example, the quality
of estimates for the flow lengths and sizes deteriorates for
the heavy-tailed Pareto distribution. There is an interesting
interplay between the two sampling rates for flows and
packets within flow, but at present its full understanding
is not available and is a topic of further study. Experience
suggests that a flow sampling rate p; = .3 performs well,
even when coupled with a very small packet sampling rate,
so that the overall rate p = py X p, remains small.

Similar qualitatively results are obtained for a larger
packet sampling rate of 0.05, although the accuracy of the
estimates naturally improves. However, the improvements are
not usually large enough to compensate for the increased
computational complexity both in the data collection and
processing.

A. Real data set application

We consider an application of the proposed methods to a
real network trace obtained from the router of the Abilene
network at Denver in June of 2005. The trace covers a 5-
minute period and contains 65,535 active flows. The average
flow length consists of 3 packets, but the variance is takes a
value of 430. Similarly, the average flow size is 2.7141 x 103
bytes, while the variance is 1.9377 x 10'°. The distributions
of the true flow lengths and bytes (in log-scale) for this
data set are shown in Figures 8 and 9. It can easily be seen
that both distributions are heavy tailed, and to a large extent
comprised of two separate components.
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Fig. 8. Empirical flow length distribution (in log-scale) of the Abilene

trace

The data were sampled by both mechanisms, and the flow
length and size distributions estimated by the proposed EM
algorithms. The rate for single stage Bernoulli sampling was
p = 0.01, while the rates for the two stage mechanism were
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Fig. 9. Empirical flow size distribution (in log-scale) of the Abilene trace

py = 0.05 and p, = 0.2. The estimate for the the number of
active flows under Bernoulli sampling was about 15,000, a
severe underestimation of the true value. On the other hand,
the estimate under the 2-stage sampling mechanism is almost
perfect, M = 66, 208.

In Figures 10-13, the estimates of the flow length and size
distributions are shown.
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Fig. 10. Estimated flow length distribution (in log-scale) of Abilene trace
using a 2-stage EM algorithm

It can be seen that the 2-stage EM algorithm captures well
the first component and the support of the flow length distri-
bution, while it focuses on the second spike in the original
distribution for the flow sizes. This is mainly due to the fact
that due to the severe underestimation of the number of active
flows, the algorithm mainly focuses on the second component
comprised of larger flows. The estimates produced by the
two stage sampling scheme exhibit similar characteristics,
although the spike in the flow length distribution is shifted
slightly to the right. In this case, the difficulty comes from
the fact that the flow sampling rate was set to a fairly small
value (py = 0.05), which is as noted above does not produce
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Fig. 12. Estimated flow length distribution (in log-scale) of the Abilene
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Fig. 13. Estimated flow size distribution (in log-scale) of the Abilene trace
using a 2-stage sampling mechanism

particularly good estimates. This data example shows the
challenging nature of the problem at hand, and its sensitivity
both to the shape of the underlying distribution and the need
to balance accuracy with computational efficiency.

VI. CONCLUDING REMARKS

In this paper, the problem of estimating the flow length
and size distributions from sampled data is considered.
A maximum likelihood non-parametric estimator for these

quantities is proposed based on Bernoulli sampling and its
properties briefly discussed. Subsequently, the focus shifts
to mixture distributions that are prevalent in real network
traffic traces. A two-stage maximum likelihood estimator is
proposed based on Bernoulli sampling and an alternative
estimator based on a two stage sampling mechanism. Both
estimators employ the EM algorithm. Experimental evidence
suggests that the quality of the estimates is very good and
obviously improves for larger sampling rates. However, it
should be noted that for very large data sets in terms of num-
ber of flows (M), convergence of the proposed algorithms
is rather slow [9]. Therefore, a topic of current research
is to develop faster alternatives. Moreover, the statistical
properties of these estimators for mixture distributions from
sampled data are not fully understood and require further
study, as well as the choice of the sampling rates in the two-
stage sampling mechanism.
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