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Abstract

This paper studies the problem of predicting occurrences of a significant event in a partially-observed discrete-event system. The
predictability of occurrences of an event in a system is defined in the context of formal languages. The predictability of a language
is a stronger condition than the diagnosability of the language. Two necessary and sufficient conditions for predictability of
occurrences of an event in systems modeled by regular languages are presented. Both conditions can be algorithmically tested.
The first condition employs diagnosers. The second condition employs verifiers and results in a polynomial-time (in the number
of states) complexity test for verification of predictability. When predictability holds, diagnosers can be used online to predict
the significant event.
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1 Introduction

This paper addresses the problem of predicting occur-
rences of a significant (e.g., fault) event in a discrete-
event system (DES). The system under consideration is
modeled by a language over an event set. The event set is
partitioned into observable events (e.g., sensor readings,
changes in sensor readings) and unobservable events, i.e.,
the events that are not directly recorded by the sensors
attached to the system. The objective is to predict oc-
currences of a possibly unobservable event in the system
behavior, based on the strings of observable events. If it
is possible to predict occurrences of a given event in the
system, then the role of the system operator can be more
proactive than passive. Depending on the nature of the
event, the system operator can be warned and the op-
erator may decide to halt the system or otherwise take
preventive measures. The two main contributions of this
paper are: (i) the formal definition of predictability in
the context of partially-observed DES and (ii) the devel-
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opment of two separate tests to verify predictability of
event occurrences. One of the tests provides a compre-
hensive setting that may help the operator track the sys-
tem evolution online to further investigate the behavior
of the system. The other test is computationally more
efficient in the context of offline analysis.

The problem of prediction studied in this paper is in-
spired by the problem of event diagnosis in DES. The
problem of event diagnosis in DES has received consider-
able attention in the last decade and diagnosis method-
ologies based on the use of discrete-event models have
been successfully used in a variety of technological sys-
tems ranging from document processing systems to in-
telligent transportation systems. A discrete-event pro-
cess called diagnoser introduced in [20] is of particular
relevance to the present work. Specifically, the diagnoser
is used to derive a necessary and sufficient condition for
predictability in systems modeled by regular languages,
as well as to perform prediction online.

To the best of our knowledge, the notion of predictabil-
ity that is introduced and studied in this paper is differ-
ent from prior works on other notions of predictability in
[2,1,21,6]. For instance, the prediction problem consid-
ered in [2] is related to the properties of a special type of
projection between two languages (sets of trajectories);
this is much more general than our objective, which is
to predict occurrences of specific events, but our work is
not a special case of that in [2]. The state prediction of
coupled automata studied in [1] is formulated as com-
puting the state vector of n identical automata after T
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steps in the operation of the system; the system struc-
ture in this work is different from ours. The notion of
prediction considered in [21] differs from the one in our
work in the sense that in [21] predictability of a system
is a necessary condition for diagnosability of the system
while in our work diagnosability is a necessary condition
for predictability. The prediction problem studied in [6]
considers issuing a warning when it is likely for a fault
to happen in the future evolution of the system; in our
work, if the occurrence of an event is predictable in a lan-
guage, then it is certain that the event will occur. Also,
in [6], it is possible that false fault prediction warnings
are issued; in our work, no false positives are issued. In
[23], the authors develop a diagnostic system architec-
ture that integrates the modeling, prediction and diag-
nostics components for a hybrid system with interacting
continuous and discrete dynamics using stochastic Petri
nets. In our case, the system model is logical and con-
tains only discrete dynamics. Other papers concerned
with predictability in DES or discrete-event simulation
systems include [4,3,5,16,12,7].

This paper is organized as follows. In Section 2, the no-
tation and frequently used terms are introduced. In Sec-
tion 3, the predictability of occurrences of an event in
a system is defined in the context of formal languages.
The predictability property of a language is a stronger
condition than the diagnosability of the language as de-
fined in [20]. In Section 4, it is shown that in the case
of regular languages, there exist necessary and sufficient
conditions for predicting occurrences of an event in the
language in the form of tests on diagnosers and verifiers.
In Section 5, examples of applications of the theory of
predictability for analysis of a Heating, Ventilation, and
Air-Conditioning (HVAC) system and computer intru-
sion prediction are presented. In Section 6, a summary
of the results in the paper is presented and concluding
remarks are given. A preliminary and partial version of
the results in this paper, excluding the polynomial-time
test based on verifiers, was presented in [11].

2 Preliminaries

Let Σ be a finite set of events. A string is a finite-length
sequence of events in Σ. Given a string s, the length
of s (number of events including repetitions) is denoted
by ‖ s ‖. The set of all strings formed by events in Σ
is denoted by Σ∗. The set Σ∗ is also called the Kleene-
closure of Σ. Any subset of Σ∗ is called a language over
Σ. Let L be a language over Σ. The prefix-closure of
language L is denoted by L. Given a string s ∈ L, L/s
is called the post-language of L after s and defined as
L/s = {t ∈ Σ∗ : st ∈ L}. L is live if every string in L can
be extended to another string in L. Σ is partitioned as
Σ = Σo∪̇Σuo, where Σo and Σuo denote the observable
and unobservable events, respectively.

The projection of strings from L to Σ∗o is denoted by

P . Given a string s ∈ L, P (s) is obtained by removing
unobservable events (elements of Σuo) in s. The inverse
projection of a string so ∈ Σ∗o, denoted by P−1(so), is
the set of strings in Σ∗ whose projection is equal to so.
Formally, P−1(so) = {s ∈ Σ∗ : P (s) = so}. Given an
event σ ∈ Σ and a string s ∈ Σ∗, we use the set notation
σ ∈ s to denote that σ appears at least once in s. Let L be
a prefix-closed and live language over Σ. Given an event
σ ∈ Σ and L, Ψ(σ, L) is the set of strings in L that end
with σ. Formally, Ψ(σ, L) = {sσ ∈ L : s ∈ Σ∗, σ ∈ Σ}.

3 Definition of Predictability

In this section, we define the problem of predicting oc-
currences of an event in a partially-observed DES. We
model the system as a language L over an event set Σ,
with observable event set Σo. The event to be predicted
may be an unobservable event or an observable one. The
objective is to predict the occurrence of this event before
it actually happens, based on the system model and the
record of observable events. First, we present an illustra-
tive example to introduce the notion of predictability.
Then, we give the formal definition of the predictability
of the occurrence of an event. We conclude the section
by comparing the diagnosability of a language L as de-
fined in [20] to the predictability of L.

Roughly speaking, the occurrence of an event in a lan-
guage is predictable if it is possible to infer about future
occurrences of the event based on the observable record
of strings that do not contain the event to be predicted.
Consider any string s in Ψ(σp, L) where σp is the event
to be predicted. We wish to find a prefix t of s such
that t does not contain σp and all the long enough con-
tinuations in L of the strings with the same projection
as t contain σp. If there is at least one such t for each
s containing σp, then every occurrence of σp becomes
predictable in L once the corresponding t has been ex-
ecuted. Note that the definition of predictability should
not dictate the occurrences of the event to be predicted
in all strings in the language.

Consider the prefix-closed language L1 = acfb∗ + eab∗
generated by the FSA (Finite State Automaton) G1

shown in Fig. 1, where Σuo = {e, f} and Σo = {a, b, c}.
Let f be the event to be predicted; f could be a fault
event or some other significant event. If we observe a,
we are not sure if f is going to happen since both ea and
a result in the observation of a but only a has continu-
ations containing f . If we observe ac, then we know for
sure that f will occur before it is executed by the sys-
tem. Thus, f is predictable in L1. Consider the prefix-
closed language L2 = (a + b)fcb∗ + eab∗ generated by
the FSA G2 shown in Fig. 2, where Σuo = {e, f} and
Σo = {a, b, c}. Let f be the event to be predicted. If b is
observed, then we know for sure that f will occur. How-
ever, if a occurs, then we are not sure that f will occur
and if ac occurs we know that f has already happened.
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Thus, f is not predictable in L2 even if we know that f
will occur for sure after the observation of b.
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Fig. 1. FSA G1
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Fig. 2. FSA G2

We formally define the notion of predictability. The
liveness assumption in the definition can be relaxed by
adding self-loops at terminal states, as is done in [18] for
instance. We omit this technical modification to keep
our presentation simpler.

Definition 1 Given L a prefix-closed, live language over
Σ, occurrences of event σp ∈ Σ are predictable in L with
respect to P if

(∃n ∈ N)(∀s ∈ Ψ(σp, L))(∃t ∈ s)[(σp /∈ t) ∧P]

where P : (∀u ∈ L)(∀v ∈ L/u)[(P (u) = P (t)) ∧ (σp /∈
u) ∧ (‖ v ‖≥ n) ⇒ (σp ∈ v)].

We now use Definition 1 to show that σp = f is not
predictable in L2. We must find an n ∈ N and a t ∈ s
for all s ∈ Ψ(f, L2) such that f /∈ t and for all u and its
continuations v ∈ L2/u if

• u records the same string of observable events as t,
i.e., P (t) = P (u), and

• u does not contain f , i.e. f /∈ u, and
• v is of length greater than or equal to n ∈ N, i.e.
‖ v ‖≥ n,

then v contains f .

The set of strings that end with f is Ψ(f, L2) = {af, bf}.
Let s = af . Then, t ∈ a. Let t = ε and P−1(t)∩(Σ\f)∗∩
L2 = {e}. When u = e, L2/u = ab∗. None of the strings
in L2/u contains f . Let t = a and P−1(t)∩(Σ\f)∗∩L2 =
{ea, a}. If u = ea, then L2/u = b∗. None of the strings
in L2/u contains f . If u = a, then L2/u = fcb∗. The
strings in L2/u that have length 1 and greater contain
f . Thus, the condition P is not satisfied for all u such
that P (t) = P (u) and f /∈ u. This means that there is
a string s such that there is no t ∈ s which satisfies the
condition in the definition. Thus, f is not predictable in
L2.

Let us show that f is predictable in L1 using the defi-
nition of predictability. The set of strings that end with
f is Ψ(f, L1) = {acf}. Then, s = acf and t ∈ ac. Start
with t = ε. Then, P−1(t)∩ (Σ \ f)∗ ∩L1 = {e}. If u = e,
then L1/u = ab∗. None of the strings in L1/u contains f .
Consider t = a. Then, P−1(t)∩ (Σ \ f)∗ ∩L1 = {ea, a}.
If u = ea, then L1/u = b∗. None of the string in L1/u
contains f . If u = a, then L1/u = cfb∗. The strings in
L1/u that have length 2 and greater contain f . Let us
try t = ac. Then, P−1(t) ∩ (Σ \ f)∗ ∩ L1 = {ac}. Then,
u = ac and L1/u = {fb∗}. All the strings of length 1 and
greater in L1/u contain f . Thus, t = ac works. So, for
all s ∈ Ψ(f, L1), there exists a t that satisfies the condi-
tions in Definition 1 and thus f is predictable in L1.

3.1 Diagnosability vs. Predictability

The predictability of occurrences of event σp in a lan-
guage L is stronger than the diagnosability of L with re-
spect to σp. We consider the diagnosability as defined in
[20] in the context of formal languages. Roughly speak-
ing, L is diagnosable with respect to σp if it is possible
to detect occurrences of σp with a finite delay. For the
sake of completeness, we recall in Definition 2 the formal
definition of diagnosability.

Definition 2 A prefix-closed and live language is diag-
nosable with respect to P and σp if

(∃n ∈ N)(∀s ∈ Ψ(σp, L))(∀t ∈ L/s)[‖ t ‖≥ n ⇒ D]

where D : ω ∈ P−1P (st) ∩ L ⇒ σp ∈ ω.

An example of a language that is diagnosable with re-
spect to an event but where the occurrence of the event
is not predictable is language L2 generated by G2 in Fig.
2. Earlier in this section, we showed that event f is not
predictable in L2. However, event f is diagnosable in L2

with respect to Definition 2. After the observation of bcb,
we know for sure that f has occurred once. The follow-
ing remark follows directly from the above definitions.

Proposition 3 Given a prefix-closed and live language
L ⊆ Σ∗, if occurrences of σp ∈ Σ are predictable in L
with respect to P , then L is diagnosable with respect to
P and σp.

PROOF. Pick s1 ∈ Ψ(σp, L). By Definition 1, there
exists n1 ∈ N and z1 ∈ s1 such that σp /∈ z1 and P
is satisfied. We need to show that for all t1 ∈ L/s1 if
‖ t1 ‖≥ n for some positive integer n, then for all ω ∈
P−1P (s1t1) ∩ L, ω contains σp. Let s1 = z1z2. If ω ∈
P−1P (s1t1) ∩ L, then ω ∈ P−1P (z1)P−1P (z2t1) ∩ L.
Choose n such that for all ‖ t1 ‖≥ n, if ω ∈ P−1P (s1t1)∩
L, ω = ω1ω2, and P (ω1) = P (z1), then ‖ ω2 ‖≥ n1.
Suppose that there exists ω such that σp /∈ ω. Then,
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σp /∈ ω1 and σp /∈ ω2. By condition P in Definition 1,
for all v ∈ L/u if P (u) = P (z1), σp /∈ u, and ‖ v ‖≥ n1,
then σp ∈ v. Thus, σp ∈ ω2. This is a contradiction.
Thus, there is no ω ∈ P−1P (s1t1)∩L such that σp /∈ ω.
This completes the proof. 2

4 Verification of Predictability in Regular Lan-
guages

In this section, we consider systems modeled by regular
languages. The notation we use for an FSA is a four-tuple

G = (Q, Σ, δ, q0) (1)

where Q is the set of states, Σ is the finite set of events,
δ : Q× Σ → Q is the state transition function and q0 is
the initial state. We present two necessary and sufficient
conditions for predictability of occurrences of an event in
systems modeled by regular languages. The first condi-
tion employs diagnosers. The second condition employs
verifiers and results in a polynomial-time (in the number
of states) complexity test for verification of predictabil-
ity.

4.1 Verification Using Diagnosers

The necessary and sufficient condition (presented later
in this section) for predictability is based on a discrete-
event process called diagnoser. The diagnoser is an FSA
built for the system with respect to a projection P onto
the set of observable events and to a given event. Let
G = (Q, Σ, δ, q0) be an FSA that generates language L.
We denote by DG the diagnoser built for G and σp ∈ Σ.
The diagnoser DG is of the form

DG = (QD,Σo, δD, qD,0, σp), (2)

where QD is the set of diagnoser states, δD : QD ×
Σo → QD is the diagnoser state transition function, and
qD,0 ∈ QD is the initial diagnoser state. The diagnoser
state space QD is a subset of 2Q×{N,F1}. State qD ∈
QD is of the form qD = {(q1, l1), . . . , (qn, ln)}, where
qi ∈ Q andli ∈ {N, F1} for i = 1, . . . , n. The reason
for using label F1 instead of simply Y for instance is to
match the notation of UMDES [15] and DESUMA [17],
which are the software tools used for the examples in
this paper. Label F1 is to be interpreted as “event σp

has occurred in reaching the current state,” while label
N means that “event σp has not occurred in reaching
the current state.” Also, we adopt the convention of not
including the unobservable reach in a diagnoser state. 4

4 The literature is not consistent in this regard. The choice
of including or not the unobservable reach may affect the
structure of the diagnoser but has no implications on the
results derived from it.

Let qD and q′D be two diagnoser states in QD such that
q′D is reached from qD by σo ∈ Σo, i.e., q′D = δD(qD, σo)
is defined. Let qD = {(q1, l1), . . . , (qm, lm)} and q′D =
{(q′1, l′1), . . . , (q′n, l′n)}. For all i ∈ {1, . . . , n}, there exists
j ∈ {1, . . . , m} such that q′i = δ(qj , s), where s = tσo

and t ∈ Σ∗uo, and

l′i =

{
F1, if lj = F1 or (σp ∈ s),

N, if lj = N and (σp /∈ s).
(3)

We say that a diagnoser state qD = {(q1, l1), . . . ,
(qm, lm)} ∈ QD for m ∈ N is: normal if lj = N for all
j = 1, . . . ,m; certain if lj = F1 for all j = 1, . . . , m; and
uncertain if there exist lj = N and li = F1 for some
i, j ∈ {1, . . . , m}. We denote by QN

D ⊆ QD the set of
diagnoser states that are normal, by QU

D ⊆ QD the set
of diagnoser states that are uncertain, and by QC

D ⊆ QD

the set of diagnoser states that are certain.

The diagnosers 5 built for the preceding G1 and G2 are
shown in Fig. 3 and Fig. 4, respectively, where σp = f .
The diagnoser state {(6, F1)} is a certain state while
{(3, N), (4, N)} is a normal state.

In the previous section, we proved that f is predictable
in L1 but not in L2, where L1 and L2 are the languages
generated by G1 and G2, respectively. Consider the di-
agnoser DG1 in Fig. 3. Upon observation of ac, we tran-
sition to the diagnoser state {(5, N)} and all the diag-
noser states accessible from {(5, N)}, namely, {(6, F1)},
are in a cycle of certain states. Thus, upon observation
of ac, we know for sure that f will occur in the future.
However, if we consider the diagnoser DG2 in Fig. 4,
there is no such state. There are two normal diagnoser
states {(3, N)} and {(3, N), (4, N)} that lead to the cer-
tain state {(6, F1)}; once in that state, DG2 stays there.
However, there is a transition from {(3, N), (4, N)} that
leads to a normal state and subsequent transitions stay
in that normal state. This means that upon observation
of a, we are not sure if f will happen or not in the future.
From these two examples, we conclude that the normal
states leading to specific cycles play a role in the pre-
dictability of the occurrences of an event. In the follow-
ing, we present the notions that will lead us to state the
necessary and sufficient condition for predictability.

We define an accessibility operation on an FSA to find
the accessible part of the FSA from a state.

Definition 4 Let G = (Q, Σ, δ, q0) and q ∈ Q. The ac-
cessible part of G with respect to q is denoted by Ac(G, q)

5 The diagnosers shown in this paper are built using
DESUMA [17]. The notation used for diagnoser states in
the program is a compressed form, e.g., “3N” instead of
“{(3, N)}.”
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and is
Ac(G, q) = (Qac,Σ, δac, q), (4)

where Qac = {q′ ∈ Q : (∃s ∈ Σ∗)(δ(q, s) = q′ is defined)},
and δac = δ |Qac×Σ→Qac .

Let G = (Q, Σ, δ, q0). We say that a set of states
{q1, q2, . . . , qn} ⊆ Q and a string σ1σ2 . . . σn ∈ Σ∗
form a cycle if qi+1 = δ(qi, σi), i = 1, . . . , n − 1 and
q1 = δ(qn, σn).

In the rest of this section, we assume the system satisfies
the following: If {q1, q2, . . . , qn} ⊆ Q and σ1σ2 . . . σn ∈
Σ∗ form a cycle, then there exists at least one observable
event σj in {σ1, . . . , σn} ⊆ Σ. That is, G does not contain
a cycle in which states are connected with unobservable
events only.

Lemma 5 below states that if there is a cycle in DG that
contains a certain diagnoser state, then all the diagnoser
states in the cycle are certain (since the F1 label prop-
agates). Lemma 6 states that if there is a cycle in DG

that is formed by uncertain or normal states, then there
exists a corresponding cycle in G such that all the states
in the cycle have normal labels in the cycle in DG. The
proofs of Lemmas 5 and 6 are straightforward from the
results in [19] and omitted.

Lemma 5 Let G = (Q, Σ, δ, q0) be an FSA that gener-
ates L such that L is prefix-closed and live, let DG =
(QD, Σo, δD, qD,0, σp) be the diagnoser for G and σp. Sup-
pose {qD,1, . . . , qD,n} ⊆ QD and σo,1 . . . σo,n ∈ Σ∗o form
a cycle in DG where n ∈ N. If there exists i ∈ {1, . . . , n}
such that qD,i ∈ QC

D, then qD,j ∈ QC
D for all j = 1, . . . , n.

Lemma 6 Let G = (Q, Σ, δ, q0) be an FSA that gener-
ates L such that L is prefix-closed and live, and let DG =
(QD, Σo, δD, qD,0, σp) be the diagnoser for G and σp. Sup-
pose {qD,1, . . . , qD,n} ⊆ QD and σo,1 . . . σo,n ∈ Σ∗o form
a cycle in DG where n ∈ N and qD,i is in QU

D or QN
D for

all i = 1, 2, . . . , n. Then, there exists (qi, li) ∈ qD,i for
i = 1, . . . , n, such that qi+1 = δ(qi, si) for i = 1, . . . , n−1
and q1 = δ(qn, sn) where si ∈ Σ∗, P (si) = σo,i, and
li = N for i = 1, . . . , n.

Let FD be the set of normal diagnoser states that
possess an immediate successor that is not nor-
mal. For example, FD = {(5, N)} in DG1 and
FD = {(3, N), {(3, N), (4, N)}} in DG2 . Formally,

FD = {xD ∈ QN
D : ∃ yD = δD(xD, σo) such that

σo ∈ Σo and yD /∈ QN
D}. (5)

Lemma 7 states that any uncertain or certain diagnoser
state is reached from a diagnoser state in FD. The proof
is by induction on the sequence of observable events; it
is relatively straightforward and has been omitted.

Lemma 7 Let G = (Q, Σ, δ, q0) be an FSA that gen-
erates L such that L is prefix-closed and live, and let
DG = (QD,Σo, δD, qD,0, σf ) be the diagnoser for G and
σp. Let xD,i = δD(xD,i−1, σo,i) for i = 1, . . . ,m where
m ∈ N, xD,i is a diagnoser state, σo,i is an observable
event for i = 1, . . . ,m, and xD,0 is the initial diagnoser
state. If xD,m is in QU

D or QC
D, then there exists M ≤ m

such that xD,M ∈ FD.

In the following theorem, we state the necessary and
sufficient condition for predictability of occurrences of
an event. The condition is based on analyzing the cycles
in the diagnoser.

Theorem 8 Let G = (Q, Σ, δ, q0) be an FSA that gen-
erates L where L is prefix-closed and live. Let DG =
(QD, Σo, δD, qD,0, σp) be the diagnoser for G and σp. The
occurrences of σp are predictable in L with respect to P
iff for all qD ∈ FD, condition C holds, where

C : all cycles in Ac(DG, qD) are cycles of certain
diagnoser states.

PROOF. The proof is in two parts.

(⇒): We prove that if σp is predictable in L, then
for all qD ∈ FD the only cycles in Ac(DG, qD) are
cycles of certain diagnoser states. The proof is by con-
tradiction. Suppose that there exists qD ∈ FD such
that Ac(DG, qD) contains a cycle formed by {xD,1, . . . ,
xD,m} and σo,1 . . . σo,m ∈ Σ∗o where xD,i /∈ QC

D for some
i ∈ {1, 2, . . . , m}.

By Lemma 5, if there exists a diagnoser state xD,i in the
cycle such that xD,i is not a certain diagnoser state, then
none of the other diagnoser states in the cycle are certain.
Thus, xD,i /∈ QC

D for all i = 1, 2, . . . ,m. By Lemma 6,
corresponding to the cycle of diagnoser states in the di-
agnoser, there exists a cycle in G such that each state in
that cycle is labeled with N in the cycle in the diagnoser.
Suppose that the cycle in G is formed by {x1, . . . , xm}
and s1 . . . sm ∈ Σ∗ where (xi, N) ∈ xD,i and ωi ∈ Σ∗
such that P (ωi) = σo,i for i = 1, 2, . . . ,m.
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Let qD ∈ FD be reached from the initial diagnoser state
qD,0 by so ∈ Σ∗o. Since qD is in FD, then there exists
s ∈ Ψ(σp, L) such that P (s) = so. We wish to show
that for all t ∈ s, (σp /∈ t) ∧ P is satisfied. In order to
prove that P is violated, we wish to find a u ∈ L and
v ∈ L/u such that P (u) = P (t) and σp /∈ u, and if v is of
length greater than any n ∈ N, then v does not contain
σp. It is sufficient to prove the theorem by considering
a particular t ∈ s. Let s = s1σp where s1 ∈ Σ∗. If the
condition, P, is violated for t1 = s1, then it is violated
for all t ∈ t1. This is because if there is a long enough
suffix of t1 violating the condition, P, then that suffix
can be used to prove that there is a long enough suffix
of any t ∈ t violating P.

Pick a diagnoser state in the cycle. Without loss of gen-
erality pick xD,1. Then, we pick the state in the diag-
noser state which has label N and is a part of the cor-
responding cycle in G. Let (x1, l1) be that state in xD,1,
with l1 = N .

Suppose that xD,1 is reached from qD by executing s′o ∈
Σ∗o. Then, xD,1 = δD(qD,0, sos

′
o). Since x1 is in the cor-

responding cycle in G, then x1 = δ(x1, (ω1 . . . ωm)k) for
k ∈ N and k ≥ n. Let u ∈ L and u′ ∈ L/u such that
x1 = δ(q0, uu′) and P (u) = so = P (t1). Then, x1 =
δ(q0, uu′(ω1 . . . ωm)k). Let v = u′(ω1 . . . ωm)k. Since x1

has normal label, then neither u nor u′ does not contain
σp. Also, by Lemma 6, for i = 1, . . . , m, ωi ∈ Σ∗ does
not contain σp. Thus, v does not contain σp. This vio-
lates the condition P in the definition of predictability.
Thus, there is a contradiction. This completes one part
of the proof.

(⇐): We prove that if for all qD ∈ FD the only cycles in
Ac(DG, qD) are cycles of certain diagnoser states, then
σp is predictable in L.

Pick any s ∈ Ψ(σp, L). Let q = δ(q0, s) ∈ Q. Then, pick
any suoσo ∈ L/s such that suo ∈ Σ∗uo and σo ∈ Σo. Let
y = δ(q, suoσo) ∈ Q. Suppose that P (s) = so ∈ Σ∗o.
Then, let xD = δD(qD,0, so) and yD = δD(xD, σo) in
QD. Then, there exists (y, ly) ∈ yD where ly = F1. Thus,
yD ∈ QU

D∪QC
D. We now consider the following two cases:

(i) xD ∈ QN
D , thus, xD ∈ FD, and (ii) xD ∈ QU

D ∪QC
D.

Case (i). Since xD ∈ QN
D and yD /∈ QN

D , then xD ∈ FD.
We choose t = s. For all u such that P (u) = P (t), P (u) =
so. Since the only cycles in Ac(DG, xD) are cycles of
certain states, then for all v ∈ L/u, v contains σp.

Case (ii). If xD ∈ QU
D ∪ QC

D, i.e., xD is not normal,
then we wish to find a normal diagnoser state in FD

from which xD is reached. By Lemma 7, there exists a
diagnoser state wD reachable from the initial diagnoser
state, xD is accessible from wD, and wD is in FD. Then,
since FD consists of normal diagnoser states, wD is in
QN

D . Thus, the proof of Case (ii) reduces to the case of

(i) in which we substitute wD ∈ QN
D for xD ∈ QN

D . This
completes the second part of the proof. 2

Let us use Theorem 8 to assess the predictability of f in
L1 and L2. (In the previous section, we used Definition 1
to prove that f is predictable in L1 but not in L2.) First,
we determine that FD = {(5, N)} in DG1 and FD =
{(3, N), {(3, N), (4, N)}} in DG2 . Then Ac(DG1 , (5, N))
contains a single cycle that is a cycle of certain states.
Thus, based on the theorem, f is predictable in L1. How-
ever, Ac(DG1 , {(3, N), (4, N)}) contains a cycle of nor-
mal states, i.e., {(4, N)}. So, f is not predictable in L2.

Remarks:
1 - Improvement of the Test: It is sufficient to test con-
dition C in Theorem 8 on certain subsets of FD to guar-
antee that this condition holds for all states in FD. The
sufficient condition follows from reachability arguments.
If there are two states in FD such that one is reach-
able from the other, then testing the condition on the
originating state is sufficient. This leads to a potential
improvement because the set of these originating states
may be smaller in size compared to FD. An algorithm
exploiting this property can be derived; the details are
omitted here but can be found in [8].

2 - Online Prediction: Online implementation of event
prediction is done using diagnosers. For predictable sys-
tems, once a state in FD is reached, the diagnoser can
declare that event σp will occur at some point in the fu-
ture.

4.2 Verification Using Verifiers

In this section, we define another discrete-event process
called verifier. We present a necessary and sufficient con-
dition for predictability based on the verifier. The use of
verifiers for offline testing of predictability is computa-
tionally efficient. The computational complexity of the
test based on verifiers is polynomial-time. On the other
hand, the complexity of the test based on diagnosers is
exponential-time in the worst case.

Verifiers were first defined in [22]. In [22], the authors
use verifiers to test for diagnosability. The verifier is a
nondeterministic FSA built for the system with respect
to a projection P onto the set of observable events, Σo,
and a set of significant events (in our case, the event to
be predicted, σp). Let G = (Q, Σ, δ, q0) be an FSA that
generates language L. We denote by VG the verifier built
for G and σp. The verifier VG is of the form

VG = (QV , Σ, δV , qV,0, σp), (6)

where QV is the set of verifier states, δV is the verifier
state transition function, and qV,0 is the initial verifier
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state. Verifier state qV ∈ QV is of the form

qV = [(q1, l1), (q2, l2)], (7)

where qi ∈ Q and li ∈ {N, F1} for i = 1, 2. The verifier
state space QV is a subset of Q×{N, F1}×Q×{N, F1}.

Let qV = [(q1, l1), (q2, l2)] ∈ QV . The state transition
function δV (qV , σ) is defined for some σ ∈ Σ if δ(q1, σ)
or δ(q2, σ) is defined. Suppose that δV (qV , σ) is defined
for some σ ∈ Σ. Since VG is nondeterministic, then
δV (qV , σ) is a set of verifier states, and is defined as fol-
lows:

• If σ ∈ Σuo, then

δV ([(q1, l1), (q2, l2)], σ) = {[(δ(q1, σ), l′1), (q2, l2)],
[(q1, l1), (δ(q2, σ), l′2)], [(δ(q1, σ), l′1), (δ(q2, σ), l′2)]},(8)

• If σ ∈ Σo, then

δV ([(q1, l1), (q2, l2)], σ) = [(δ(q1, σ), l′1), (δ(q2, σ), l′2)],
(9)

where if σ = σp, then l′1 = l′2 = F1, otherwise l′1 = l1
and l′2 = l2.

The verifiers built for G1 and G2 (in Fig. 1 and Fig. 2)
where σp = {f} are shown in Fig. 5 and Fig. 6. The
verifiers shown in this paper are built using DESUMA.
The verifier algorithm of the DESUMA software library
builds an equivalent minimal verifier. As a result some
of the branches described in the formal definition of the
verifier transition function do not appear in the figures.
Also, note that the verifier may contain deadlocks if the
observable event is not feasible from both of the state
components in the verifier state, e.g., [(4, N), (3, N)] in
VG1 and [(4, N), (5, F1)] in VG2 .

2N,2N

4N,4N

a

b

6F1,6F1 b

6F1,5N

f

2N,1N
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4N,3N

a
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a

5N,5N

c

f

Fig. 5. Verifier of G1
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Fig. 6. Verifier of G2

Lemma 9 Let G = (Q, Σ, δ, q0) be an FSA that gener-
ates L, let s = usσo and t = utσo in L be such that

qs = δ(q0, s) and qt = δ(q0, t) where us, ut ∈ Σ∗uo and
σo ∈ Σo, and let VG = (QV , Σ, δV , qV,0, σp) be the verifier
for G and σp. Then, there exists qV ∈ QV such that qV ∈
δV (qV,0, usutσo) is defined and qV = [(qs, ls), (qt, lt)],
where ls, lt ∈ {N,F1}.

PROOF. By definition qV,0 = [(q0, N), (q0, N)]. Let
qus

= δ(q0, us) ∈ Q. Since us is feasible from q0,
then it is also feasible from qV,0. Thus, there exists
qV,s = [(qus

, lus
), (q0, N)] ∈ QV where lus

∈ {N, F1}.
Let qut

= δ(q0, ut) ∈ Q. Since us is feasible from
q0, then it is also feasible from qV,s. Thus, qV,s =
[(qus , lus), (qut , lts)] ∈ QV where lut ∈ {N, F1}. The ob-
servable event σo is feasible from both qus

and qut
, then

by definition of the verifier transition function, there
exists qV = [(qs, ls), (qt, lt)], where ls, lt ∈ {N, F1}.
This completes the proof. 2

Lemma 10 Let G = (Q, Σ, δ, q0) be an FSA that gen-
erates L, let s, t ∈ L such that qs = δ(q0, s) and qt =
δ(q0, t) is defined, and let VG = (QV ,Σ, δV , qV,0, σp) be
the verifier for G and σp. Then,

P (s) = P (t) ⇔ qV = [(qs, ls), (qt, lt)] ∈ QV , (10)

where ls, lt ∈ {N,F1}.

In Lemma 10, we say that if there are two strings in L
that have the same sequence of observable events, then
there exists a corresponding string in the verifier. Also,
according to this result, there is a corresponding string
in the verifier for every string in L, since each string has
the same observation with itself. The proof of Lemma 10
follows from Lemma 9 and is an induction on the se-
quence of observable events. The proof is omitted.

We say that a verifier state qV = [(q1, l1), (q2, l2)] is:
normal if l1 = l2 = N ; certain if l1 = l2 = F1; and
uncertain if l1 = F1 and l2 = N or vice versa. We denote
by QN

V the set of verifier states that are normal, by QC
V

the set of states that are certain, and by QU
V the set of

states that are uncertain.

Lemma 11 Let G = (Q, Σ, δ, q0) be an FSA that gen-
erates L such that L is prefix-closed and live, let VG =
(QV ,Σ, δV , qV,0, σp) be the verifier for G and σp. Suppose
{qV,1, . . . , qV,n} ⊆ QV and σ1 . . . σn ∈ Σ∗ form a cycle
in VG where n ∈ N. If there exists i ∈ {1, . . . , n} such
that qV,i ∈ QC

V , then qV,j ∈ QC
V for all j = 1, . . . , n.

Lemma 11 is a result of the fault label propagation in
the verifier; its proof is omitted. We wish to form a set
of verifier states FV that will serve the same purpose as
FD does in the verification of predictability using diag-
nosers; in other words, we wish to draw the boundary
of the change from normal verifier states to uncertain or
certain verifier states. Due the structure of the verifier,
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the formal definitions differ slightly from those in the
diagnoser case.

A set of normal verifier states F ′V is defined as follows:

F ′V = {xV ∈ QN
V : δV (xV , suoσp) is defined for

suo ∈ Σ∗uo and σp /∈ suo}. (11)

In words, the set F ′V contains the normal verifier states
that reach a certain or uncertain verifier state through
event σp, possibly preceded by unobservable events (dis-
tinct from σp when this event is itself unobservable). We
then form the set FV with the states in F ′V as follows:

FV = {qV = [(x, lx), (y, ly)] ∈ QN
V : [(x, lx), (., .)] or

[(., .), (y, ly)] ∈ F ′V } (12)

where (., .) denotes any one of the state components
in a verifier state. The need for the set FV is to cap-
ture all verifier states that are reached by strings that
have the same observable projection as strings that
reach a state in F ′V . There could be verifier states
in FV that are not in F ′V ; such states correspond to
strings that will not contain σp in any of their continu-
ations, and hence will cause a violation of predictabil-
ity. As an example, F ′V = FV = {[(5, N), (5, N)]}
in VG1 and F ′V = {[(3, N), (3, N)], [(4, N), (3, N)]},
FV = {[(3, N), (3, N)], [(4, N), (3, N)], [(4, N), (4, N)]}
in VG2 .

Lemma 12 Let G = (Q, Σ, δ, q0) be an FSA that gen-
erates L such that L is prefix-closed and live, and let
VG = (QV , Σo, δV , qV,0, σp) be the verifier for G and
σp. Let xV,i = δV (xV,i−1, σo,i) for i = 1, . . . , m where
m ∈ N, xV,i is a verifier state, σo,i is an observable event
for i = 1, . . . , m, and xV,0 is the initial verifier state. If
xV,m is in QU

V or QC
V , then there exists M ≤ m such that

xV,M ∈ FV .

The proof of Lemma 12 is similar to the proof of Lemma 7
and is omitted.

In the following theorem, we state our second necessary
and sufficient condition for predictability of occurrences
of an event. The condition is based on analyzing the
cycles in the verifier.

Theorem 13 Let G = (Q, Σ, δ, q0) be an FSA that gen-
erates L where L is prefix-closed and live. Let VG =
(QV ,Σo, δV , qV,0, σp) be the verifier for G and σp. The
occurrences of σp are predictable in L with respect to P
iff for all qV ∈ FV , condition CV holds, where

CV : all cycles in Ac(VG, qV ) are cycles of certain
verifier states.

PROOF. The proof is in two parts.

(⇒): We prove that if σp is predictable in L, then for
all qV ∈ FV the only cycles in Ac(VG, qV ) are cycles of
certain verifier states. The proof is by contradiction.

Suppose that there exists qV ∈ FV such that Ac(VG, qV )
contains a cycle formed by {xV,1, . . . , xV,m} and
σ1 . . . σm ∈ Σ∗ where xV,i /∈ QC

V for some i ∈ {1, . . . ,m}.

Let qV = [(q1, N), (q2, N)] ∈ δV (qV,0, ω1) where q1, q2 ∈
Q and ω1 ∈ Σ∗. If qV ∈ FV , then there exist yV and
zV , such that yV = δV (q′V , suo) and zV = δV (yV , σp)
where suo ∈ Σ∗uo, σp /∈ suo and q′V = [(q1, N), (., .)] or
q′V = [(., .), (q2, N)]. The existence of yV and zV follows
from Lemma 10 and the existence of q′V follows from the
definition of FV .

There exists s ∈ Ψ(σp, L) such that P (s) = P (ω1suoσp).
We wish to show that for all t ∈ s such that σp /∈ t, the
condition, P, is violated. Let s = s1σp where s1 ∈ Σ∗.
If the condition, P, is violated for t1 = s1, then it is
violated for all t ∈ t1. Thus, hereafter, we consider the
case of t1 only. We pick without loss of generality xV,1 in
the cycle. Let xV,1 = [(x1, N), (x2, lx2)] where x1, x2 ∈ Q
and lx2 ∈ {N,F1}, and let xV,1 ∈ δV (qV , ω2).

There exist u ∈ L and u′ ∈ L/u such that P (ω1) = P (u)
and x1 = δ(q0, uu′). Since x1 has normal label in xV,1,
then neither u nor u′ contains σp. Also, since P (ω1) =
P (ω1suo) = P (s1) = P (t1), then P (u) = P (t1). If there
is a cycle formed by {xV,1, . . . , xV,m} and σ1 . . . σm ∈
Σ∗, then there is a corresponding cycle in G formed
by normal states in xV,i for i = 1, . . . , m and a subse-
quence σ′1 . . . σ′m′ ∈ Σ∗ where m′ ≤ m is a positive in-
teger. Thus, x1 = δ(q0, uu′(σ′1 . . . σ′m′)k) for some inte-
ger k ≥ n and u′(σ′1 . . . σ′m′)k does not contain σp. Pick
v = u′(σ′1 . . . σ′m′)k ∈ L/u. By the above discussion, nei-
ther u nor v contains σp. Thus, there exist u and v ∈ L/u
such that P (u) = P (t1), σp /∈ u, ‖ v ‖≥ n and σp /∈ v.
This is a violation of the condition, P. Thus, σp is not
predictable in L. This is a contradiction. This completes
the first part of the proof.

(⇐): We prove that if for all qV ∈ FV the only cycles
in Ac(VG, qV ) are cycles of certain verifier states, then
σp is predictable in L. Without loss of generality, pick
any s ∈ Ψ(σp, L) such that s = s1σp where s1 does
not contain σp. (It suffices for the sake of predictability
to consider the first occurrence of σp along any string.)
Let x = δ(q0, s1) and y = δ(x, σp). Then, there ex-
ist xV = [(x,N), (x′, l′x)] and yV = [(y, F ), (y′, l′y)] in
QV such that yV ∈ δV (xV , σp) where x′, y′ ∈ Q and
l′x, l′y ∈ {N,F1}. The verifier state xV is either normal
or uncertain. Also, yV is either uncertain or certain. We
now consider the following two cases: (i) xV ∈ QN

V and
(ii) xV ∈ QU

V .

Case (i). Since xV ∈ QN
V and yV /∈ QN

V , then xV ∈ FV .
We choose t = s1. Pick u ∈ L such that P (u) = P (t) =
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P (s1) and σp /∈ u. Let z = δ(q0, u) ∈ Q. Since σp /∈ u, z
in a verifier state can only have label N . We wish to show
that all the verifier states qV that contain (z,N) are in
FV . If we show that qV ∈ FV , then the proof will be
complete. This is because the only cycles in Ac(VG, qV )
are of certain states and thus, for all u and v ∈ L/u, v
contains σp. Hence, σp is predictable.

We now prove that for any qV that contains (z,N) where
z = δ(q0, u) ∈ Q, qV ∈ FV . We now consider two cases:
(1) (x,N) is also in qV and (2) (x,N) is not in qV .

Case (i.1). The verifier state is of the form qV =
[(z,N), (x,N)]. The event σp is feasible from x and
y = δ(x, σp). By Lemma 10, there exists a verifier state
[(x,N), (x,N)] ∈ QV and [(x,N), (x,N)] ∈ F ′V since σp

is feasible from x. Thus, by definition of FV , qV ∈ FV .

Case (i.2). The verifier state is of the form qV =
[(z,N), (z′, l′z)]. By Lemma 10, since P (t) = P (u), there
exists a state [(z, N), (x,N)] and by the proof in Case
(i.1), [(z, N), (x,N)] ∈ QV . Thus, by definition of FV ,
qV ∈ FV .

Case (ii). If xV ∈ QU
V , i.e., xV is not normal, then we

wish to find a normal verifier state in FV from which xV

is reached. By Lemma 12, there exists a verifier state wV

reachable from the initial verifier state, xV is accessible
from wV , and wV is in FV . Then, since FV consists of
normal verifier states, wV is in QN

V . Thus, the proof of
Case (ii) reduces to the proof of Case (i) in which we
substitute wV ∈ QN

V for xV ∈ QN
V . This completes the

second part of the proof. 2

Consider G1 and G2 in Fig. 1 and Fig. 2, and the cor-
responding verifiers VG1 and VG2 shown in Fig. 5 and
Fig. 6, respectively, where σp = {f}. The set FV is
FV = {[(5, N), (5, N)]} in VG1 . The accessible FSA from
[(5, N), (5, N)] contains only one cycle which is a cycle
of certain verifier states. Thus, f is predictable in L1. In
VG2 , FV = {[(3, N), (3, N)], [(4, N), (3, N)], [(4, N), (4, N)]}.
The accessible FSA from the verifier state [(4, N), (4, N)]
contains a cycle of normal verifier states. Thus, VG2

does not satisfy the necessary and sufficient condition
in Theorem 13 and f is not predictable in L2.

5 Illustrative Examples

5.1 A HVAC System

We present an example of an elementary HVAC (see [20]
for more details). The tools UMDES and DESUMA are
used to analyze this example. We consider the valve,
pump, load, fan, boiler and controller models shown in
Figs. 7, 9, 8, 10, 11 and 12, respectively. The valve au-
tomaton has four states, valve open (VO), valve close

(VC), stuck open (SO), and stuck closed (SC) and six
events, open, close, stuck open, and stuck closed. The ini-
tial state of the valve is VC. The pump automaton has
two states, pump on (PO) and pump off (POFF) and
two events, start and stop. The initial state of the pump
is POFF. The fan automaton has two states, fan on (F1)
and fan off (F2) where em F2 is the initial state and two
events, fanon and fanoff. The boiler automaton has two
states, boiler on (B1) and boiler off (B2) where B2 is the
initial state and two events, boileron and boileroff.

The load automaton has 3 states, L0, L1, and L2 and
three events, decrease, increase, and power off. State L0
represents an unknown load. The states L1 and L2 rep-
resent the absence and presence, respectively, of a heat-
ing load. The set point increases when there is a demand
on the heating system, hence, the state transitions from
L0 to L2. Similarly, the set point decreases when there is
no load in the system, hence, the state transitions from
L0 to L1. The initial state is L0.

The controller issues several sequences of commands. In
the normal mode of operation, when there is a load in
the system, the controller issues open valve, start, and
boiler on, consecutively. When there is no load, it issues
close valve, stop, boiler off. When the controller fails off
(failoff), it does not issue any of the previous commands.
On the other hand, when the controller fails on (failon),
it assumes there is a load in the system and it issues
open (valve), start (pump), and boileron, consecutively,
no matter if there is a load or not.

The system G is the parallel composition of the valve,
pump, load, fan, boiler and controller. The unobservable
events are stuck open, stuck closed, failoff and failon.
The FSA G has 186 states and 439 transitions. We in-
vestigate the predictability of two different events in the
language generated by G, L(G): (i) σp = stop and (ii) σp

= close. Since the corresponding diagnosers or verifiers
are too large to show, we only present the results of the
analysis.

Case (i) [σp = stop] The event σp = stop is not
predictable in L(G). This was confirmed using the
diagnoser-based necessary and sufficient condition. An
examination of this diagnoser reveals the following vio-
lation of predictability due to state in FD followed by a
cycle of uncertain states: The string fanon increase open
start boileron decrease stop ends with stop; however,
there is no prefix of that string such that its projections
and the continuations of the projections are distinct
enough to predict the occurrence of event stop.

Case (ii) [σp = close] The event σp = close is pre-
dictable in L(G), as confirmed by the diagnoser-based
test. The test reveals that all the strings that end with
close have a prefix whose projection contains the event
stop. Thus, upon observation of the event stop, the di-
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agnoser can predict that event close will for sure occur
in the future evolution of the system.

VO open

VC

close

SO

stuck_open

SC

stuck_closed

open

close

stuck_open stuck_closed

close open close open

Fig. 7. Valve.

L2

L1

decrease

L0

power_off

increase

power_off

increase

decrease

Fig. 8. Load.

PON start

POFF

stop start

stop

Fig. 9. Pump.

F2 fanon

F1

fanoff fanon

fanoff

Fig. 10. Fan.

B2 boileron

B1

boileroff boileron

boileroff

Fig. 11. Boiler.

5.2 Intrusion Prediction

References [9,10] present applications of the theory of
diagnosability of DES to intrusion detection problems in
computer systems. Automata models are built based on
logs of operating-system-level events, and the objective
is to diagnose events or sequences of events correspond-
ing to potential intrusions. The results on predictabil-
ity presented in this paper could also be applied in this
area to perform intrusion prediction. The same model-
ing strategies as in [9,10] would be used, but a prediction
problem would be solved instead of a diagnosis one.

We consider an illustrative example related to intru-
sions in networked systems. In [14], the authors develop
a tool called BackTracker that builds dependency graphs
to identify the sequences of operating-system(OS)-level
events that lead to an intrusion. Then, an administrator
may analyze these sequences of events to quickly identify
vulnerabilities in the system. However, the dependency
graphs generated by BackTracker may contain too many

Table 1
The sample event log.
Time - Log
0 - process O reads creates A
1 - process A creates process B
2 - process B writes file 1
3 - process B writes file 2
4 - process A writes file 0
5 - file 0 is locked (busy)
6 - process A creates process C
7 - process C reads file 1
8 - process C writes file 3
9 - process D reads file 3
10 - process C reads file 2
11 - process D is busy

events for an administrator to analyze. Thus, in [14], the
authors apply some filtering rules to reduce the size of
the dependency graphs. That is, the dependency graph is
filtered using a set of observable events. The administra-
tor may then analyze the smaller graph for vulnerabili-
ties in the system to a known or a possible intrusion. This
can involve considering an event to be a known or pos-
sible intrusion and then verify the predictability of that
event (intrusion) in the dependency graph built from the
event logs. Our objective in this example is two-fold: (i)
provide a method based on the results developed in Sec-
tion 4 to check for predictability of the intrusion and (ii)
show that the set of observable (filtering) events plays a
role in predicting the occurrence of an intrusion modeled
as an event. For these purposes, we consider the sample
event log in Table 1. We build the dependency graph in
the form of the nondeterministic FSA G shown in Fig.
13. The event set is Σ = {busy, create, read,write}. We
wish to predict occurrences of event read in G.

First, suppose that the set of observable events is
Σo,1 = {create, busy}. The diagnoser built from G for
Σo,1 and σp = read is shown in Fig. 14. The set FD,
the set of normal diagnoser states with an uncertain
or a certain diagnoser state as an immediate successor,
is FD = {{process CN, process BN}}. The accessible
part Ac(G, {process CN, process BN}) contains only
one cycle with a single certain diagnoser state. Thus,
the occurrences of read are predictable.

Second, suppose that the set of observable events is
Σ2 = {write, busy}. The diagnoser built from G for Σo,2

and σp = {read} is shown in Fig. 15. In this case, FD =
{{file 3N, file 2N, file 1N, file 0N}}. The accessible
part Ac(G, {file 3N, file 2N, file 1N, file 0N}) con-
tains two cycles. One of these cycles is formed by a
single certain diagnoser state {process DF1}. However,
the other cycle is formed by a single uncertain diag-
noser state {process DF1, file 0N}. Thus, the accessi-
ble part contains a cycle of uncertain diagnoser states.
This violates the necessary and sufficient condition for
predictability of occurrences of event read in G.
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Fig. 12. Controller.

process_A

process_B

create

process_C
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file0

write

file2

write

file1

write

file3

read

busy

process_D

write

busy

read read

Fig. 13. FSA G built from the sample event log.

6 Conclusion

We have defined the new property of predictability of
the occurrence of a significant event, which could be ob-
servable or unobservable, based on the current record
of observable events. We have presented necessary and

process_DF1 busy

process_AN

file0N

busy

process_CN,process_BN

create

busy

busy

process_ON

create

Fig. 14. DG for Σ1 = {create, busy}.

sufficient conditions for predictability in the case of sys-
tems modeled by regular languages. The first set of con-
ditions is based on the familiar diagnoser automata used
in the study of the property of diagnosability of DES.
The structure of diagnosers allows to characterize com-
pletely predictability in terms of an accessibility test.
Diagnosers can also be used online to issue the predic-
tion decisions for predictable systems. An alternate of-
fline test of polynomial-time complexity (in the number
of system states) based on verifiers is also presented.
Again, it is possible to exploit the structure of verifier au-
tomata, initially proposed to study diagnosability, and
obtain an effective test for predictability.
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process_DF1 busy

process_DF1,file0N busy

file3N,file2N,file1N,file0N

busy

file3F1

write

busy

process_ON

write

Fig. 15. DG for Σ2 = {write, busy}.

Many options for future research on predictability are
open. One is the notion of prediction of patterns of
events, as opposed to single events. Another is the con-
sideration of modular approaches to predictability. If the
system model G is given as the parallel composition of
a set of component automata, then the goal would be to
exploit this structure to improve the computational ef-
ficiency of the test for predictability. Finally, there is a
large body of research on diagnosability of systems with
decentralized information structures; it would be inter-
esting to study predictability in the context of similar
architectures. One is the notion of prediction of patterns
of events, as opposed to single events [13].
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