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ABSTRACT

This paper presents the design challenges posed by a nesv clas

of ultra-low-power devices referred to as Energy-Harvestc-
tive Networked Tags (EnHANTSs). EnHANTSs are small, flexible,
and self-reliant (in terms of energy) devices that can kech#d to
objects that are traditionally not networked (e.g., boaksthing,
and produce), thereby providing the infrastructure forows novel
tracking applications. Examples of these applicationsuihe lo-
cating misplaced items, continuous monitoring of objeit&s(s in
a store, boxes in transit), and determining locations aistesr sur-
vivors. Recent advances in ultra-low-power wireless comoas
tions, ultra-wideband (UWB) circuit design, and organieagtonic
harvesting techniques will enable the realization of EnHANN
the near future. In order for EnHANTS to rely on harvestedgye
they have to spend significantly less energy than Bluetddit,
bee, and IEEE 802.15.4a devices. Moreover, the harvestimg c
ponents and the ultra-low-power physical layer have spebiar-
acteristics whose implications on the higher layers haveo/ée
studied (e.g., when using ultra-low-power circuits, thergy re-
quired to receive a bit is an order of magnitude higher tharetin
ergy required to transmit a bit). These special charatiesipose
several new cross-layer research problems. In this papedes
scribe the design challenges at the layers above the phieyes,
point out relevant research directions, and outline ptessitarting
points for solutions.

Categories and Subject Descriptors

C.2.1 [Computer Communication Networks]: Network Archi-
tecture and Design - Wireless communication

General Terms
Algorithms, Design, Performance
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Ultra-low power communications, energy efficient netwagkien-
ergy harvesting, energy scavenging, ultra-wideband (UWB)
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Figure 1: EnHANTSs in comparison to Sensor Networks and
RFIDs.

1. INTRODUCTION

This paper focuses on the networking challenges posed by a
new class of ultra-low-power devices that we refer to as @ner
Harvesting Active Networked Tags (EnHANTs). EnHANTSs are
small, flexible, and self-reliant (in terms of energy) degthat can
be attached to arbitrary objects that are traditionallymettvorked:
books, clothing, produce, etc. EnHANTSs will enable noveleab
tracking applications such as recovery of lost items andiicon
ous monitoring of objects’ proximity to each other. The iz
tion of EnHANTS is based on recent advances in the areas af sol
and piezoelectric energy harvesting [24] as well as utive-power
wireless communications [26, 42]. In particular, recenteieir-
cuit designs that employ ultra-wideband (UWB) communimagi
provide new levels ofiltra-low-poweroperation (at the orders of
nJ/bit) at short ranges. Moreover, solar energy harvest@sgd on
organic semiconductors allows haviftexiblesolar panels [19, 25],
thereby allowing a pervasive use of tags.

The wireless industry is already taking the first steps tdane
design of energy harvesting ultra-low-power tags [2, 3]né fol-
lowing the transition from barcodes to RFIDs, we envisiontaffe
transition from RFIDs to EnHANTS that:

e Network — Actively communicate with one another and with
EnHANT-friendly devices in order to forward information
over a multihop network.

e Operate at ultra-low-power — Spend a few nano-Joules or
less on every transmitted bit.

e Harvest energy — Collect and store energy from sources
such as light, motion, and temperature gradients.

e Are energy adaptive— Alter communications and network-
ing to satisfy energy and harvesting constraints.

e Exchange small messages Exchange limited information
(basically IDs) using low data rates, possibly in sevegaisr
mission bursts.



e Transmit to short ranges— Communicate only whenin close  sign, communications, and networking, we outline the ctagsr

proximity (1 to 10 meters) to one another. design challenges that are posed by this new technology. dfée n
that although there are many hardware-specific designesigsk,
they are out of scope for this paper.

EnHANTS are likely to be implemented by combining flexible
electronics technologies (a.k.a. organic electronicgh iiMOS
chips supporting Impulse-Radio UWB. Flexible technolsgian
realize energy harvesters (solar cells, piezoelectrarntll, etc.),
passive RF components, and batteries. By embedding CM@S chi
in EnHANTS, very low power computation, memory, and commu-
nication functions can be added. This technology platfollowas
for thin, flexible, and very low cost EnHANT fabrication. Bging
Impulse-Radio UWB, data is encoded by very short pulseshéat t
order of nano-seconds) and the energy consumption is very lo

To better understand the higher layer design challenge§irste
discussenergy harvesting and energy storage techniqu&sergy
storage is required in order to use the harvested energyriodse
in which harvesting is not possible. We later describe notiet
take these techniques and their characteristics into ataolien
determining the UWB pulse patterns, duty cycles, and oversl
ergy consumption. Some of the interesting characterigtidsde
the differences in performance between a capacitor andterjat
and between indoor and outdoor solar energy harvesting.

Next, we discusailtra low power UWB communicatiorsnd
present a number of design challenges. These include aigarad
shift resulting from the fact that when using ultra-low-gaveom-
munications it ienergetically cheaper to transmit data than to re-
ceive data Moreover, ultra-low-power tags will operate with inac-
curate clocks, thereby requiring the redesign of low-pawethods
based on coordination of wakeup periods. Finally, EnHANEym
have additional circuitry (e.g., accurate clocks) that banpow-
ered up in some harvesting states and can be used to assist oth
EnHANTSs. Determining how and when to use this circuitry is an
other challenge.

We then focus on thdesign of EnHANTS’ communications and
networking protocols These protocols have to determine the state
of the tags (sleeping, communicating, etc.), the operatiibhin a
state (transmit, receive, rate control, etc.), and thedination with
peer tags. All these have to be based on the harvesting efates
tags and their capabilities. Clearly, energy harvestirifjssthhe na-
ture of energy-aware protocols from prolonging the finifedpan
of a device to enabling perpetual life, and from minimizimgeyy
expenditure to optimizing it. The challenges that we déscimn-
clude not only determining the state and the operation mailein
the state but also the use of a “harvesting channel” as a negan f
nodes synchronization.

Finally, we draw parallels between energy-harvesting ENFi8\
and large-scale manufacturing systems. We show that thestad
energy can be treated similarly to inventory in productiod ator-
age systems. We show how inventory control models extegsive
studied in the inventory management field [32, 33] apply te En
HANTs. We then discuss the various challenges resulting fro
the fact that EnHANTSs compose a distributed network with ynan
stochastic components, and outline a number of open prablem

We are currently building a testbed of EnHANTS in which we
will evaluate various approaches using energy harvestidgiira-
low-power hardware. We conclude by briefly describing thplén
mentation phases and the hardware components.

This paper is organized as follows. In Section 2 we describe
related work. In Sections 3 and 4 we discuss energy hargg&im
ergy storage, ultra-low-power communications, and thélehges
they pose for designing higher layer protocols. Sectionstidiees
the challenges posed by EnHANTs communications and network

e Are thin, flexible, and small (a few square cm at most)

As shown in Figure 1, in terms of complexity, throughputgsiz
and energy requirements, EnHANTSs fit between RFIDs and sen-
sor networks. Similarly to RFIDs, the tags can be affixed tm-co
monplace objects. However, EnHANTSs will have a power source
will be able to communicate in distributed multihop fashiamd
will not have to rely on high-power readers. Compared to sen-
sor nodes, ENnHANTSs will operate at significantly lower dattes,
and will consume less energy. Moreover, unlike sensor ndties
HANTSs will transmit mostly ID information (either in ordeo an-
nounce themselves or to query for specific EnHANTS). Despite
these differences, some of the results obtained for sertaorks
(see [14, 16]shouldapply to EnHANTS.

EnHANTSs will be enablers for thimternet of Thingsnd as such
will support a variety of tracking and monitoring applicats be-
yond what RFID permits. While RFIDs make it possiblédentify
an object, EnHANTSs will make it possible s®archfor an object,
and to continuously track objects’ whereabouts and theikipr-
ity to each other. RFIDs are typically activated only wheacgld
near a reader, and only report on themselves. EnHANTS, on the
other hand, can operate continuously, achieve pervasierage
due to their networking capabilities, and can report on telwes
and other EnHANTSs around them. These EnHANTSs capabilities
enable many exciting applications, such as, for exampletimo
ous peer monitoring of merchandize in transit, where EnHANT
would be able to identify if a particular box has been takenhatu
any point during the journey.

One application that we plan to demonstrate in the neardusur
amisplaced library book locatorThe initial prototype will enable
library books to identify those among themselves that ageifsi
cantly misplaced (e.g., in an incorrect section), and rether mis-
placement. To accomplish this task, each book is assigneiijaa.

ID using an assignment scheme closely related to the Dewely De
mal Classification. Each book has a solar powered tag whagerpo
output is sufficient to transmit and receive informationhivit a
radius of one meter or less, and to perform some basic process
ing. Nearby books wirelessly exchange IDs, and IDs of bobks t
appear out of place are further forwarded through the nétwwbr
books, eventually propagating to sink nodes. A long ternectbje
could be to place books in an arbitrary order, and both déterm
the book order, and propagate that information to a centrales
using the multihop wireless network. This type of system sign
nificantly simplify the organization of physical objects.

The same building blocks used in the library application ean
able several other applications. In particular, a largetaof items
can be tracked and a range of possible desirable or undiest@in-
figurations of objects can be queried for, and can triggeontsp
Examples include finding items with particular charactarsin a
store, locating misplaced items (e.g., keys or eyeglasaes) lo-
cating survivors of disasters such as structural collagSg [

To enable these applications, various protocols have toebe d
signed. Although networking protocols for energy harvestiodes
recently started gaining attention [6,8,9,11-13,18,2272,35,37,

38] (see Section 2), to the best of our knowledge, the crgss Ia-
teractions between circuit design, energy harvesting,nconica-
tions, and networking have not been studied in depth. CuReén
transceiver designs, communication and networking pod$oand
energy harvesting and management techniques have beelR deve
oped in isolation and are inadequate for the envisioned BMiFKA
applications. Hence, based on our experience with harddexre



ing, and Section 6 discusses the application of inventontrob
models to EnHANTS. Finally, in Section 7 we present our plan f
designing an EnHANTS testbed.

2. RELATED WORK

While the idea of pervasive networks of objects has been pro-
posed before (e.g., in the Smart Dust project [41]), the dwtrv
ing and communications technologies have recently reazipetht
where networked energetically self-reliant tags are bécgmrac-
tical. As mentioned above, EnHANTSs fall between RFIDs [40]
and sensor networks. To our knowledge, most of the netwgrkin
research in the area of RFID focuses on the scheduling ofyquer
responses by passive tags (e.g., [15]). Extensively siusbasor
networks are designed to deal with energy, bandwidth, ahelrot
resource constraints (see [14, 16] and references thenéat) the
underlying communication mechanisms draw power at ratas th
are too high in environments with weak energy sources (indoo
lighting, strain, vibration).

EnHANTSs will employ Impulse Radio UWB communications
[43], whose corresponding MAC protocols (e.g., [20,31)dbeen
proposed for communications and accurate ranging in seteter
works. The recent IEEE 802.15.4a standard [4] is based on Im-
pulse Radio UWB and inherits many of the IEEE 802.15.4 (Zig-
Bee) functionalities. Limited hardware data is currentigitable,
but we can assume that the overhead to provide ranging, high d
rates (up to 26Mb/s), and backward compatibility will leaden-
ergy consumption largely exceeding the energy we envisiail-a
able in EnHANTS.

Energy efficiency in wireless networks has long been a subjec
research (see reviews [5, 10, 21]). In comparison, only afevks
have considered energy-harvesting. One of the major @rect
in exploiting energy harvesting is adaptive duty cyclingsensor
networks. In particular, [8,11, 12] describe adaptatiothef duty
cycle to the characteristics of a periodic energy sourcq2ricde-
velops a “battery-centric” (not requiring an energy souradel)
duty-cycle adaptation algorithm. Taking energy harvesiito ac-
count when making routing decisions is studied in [18, 38, Be-
cently, [6] jointly calculates link flows and data collecticates for
energy-harvesting sensor networks.

Dynamic activation of energy-harvesting sensors has beehl s
ied in [9, 13, 22, 23]. A system where mobile nodes deliver har
vested energy to different areas of the network is present@y].

A system where an energy-restricted node can “outsourceRgpa
retransmissions is described in [34]. A power subsysterilfoiro-
Watch is described in [35], which also provides an overviéwes
ployments that rely on energy harvesting. To the best of nank-

edge, current deployments use much more energy than EnHANTS

will have available.

Finally, there is an increasing industry interest in brmggio-
gether low-power communications and energy harvesting, (&,
28]). Particularly, Texas Instruments has recently putfenrar-
ket a solar energy harvesting development kit [3] gearedhtdss
sensor developments. Although it is a first step towards BXFg\
this kit is made of rigid materials and is more than 10x the sifz
the EnHANTS envisioned in this work.

3. ENERGY HARVESTING

In order to outline the higher layer design challenges, viefligr
describe two major harvesting methods and possible entgge
methods. Then, we discuss the effects of the different nastion
the design and operation of higher layer protocols. In $astb

Figure 2: An organic semiconductor-based small molecule so
lar cell series array developed in the Columbia Laboratory br
Unconventional Electronics (CLUE).

and 6 we discuss different approaches to the design of sgtiehi
layer protocols.

3.1 Energy Sources

Many environmental sources of energy are potentially alséel
for harvesting by small devices. These include temperatifre
ferences, electromagnetic energy, airflow, and vibrat[@4s30].
Below, we focus on the most promising harvesting technekgi
for EnHANTS: solar energyandpiezoelectric (motionharvesting.
Other harvesting technologies pose similar design chgdien

Solar energy (light)s one of the most useful energy sources,
with typical irradiance (total energy projected and ava#&or col-
lection) ranging from 100mW/cfrin direct sunlight to 0.1mW/cf
in brightly lit residential indoor environments (noticestbignificant
difference) [24, 29]. Office, retail, and laboratory envineents are
typically brighter than residential settings, but get mies$s light
energy than outdoor environments. The efficiency of a safar e
ergy harvesting device is defined as the percentage of thie ava
able energy that is actually harvested. Conventional singfstal
and polycrystalline solar cells, such as those that are caomym
used in calculators, have efficiency of around 10%-20% iaatlir
sunlight [7]. However, their efficiency declines with a deelin
energy availability (they are less efficient with dimmer s®s),
which is important to note due to considerable irradianfferdince
between direct sunlight and indoor illumination. Convenél so-
lar panels are also inflexible (rigid), which makes it difficio at-
tach them to non-rigid items such as clothing and paperbacks

An emerging and less explored option is solar energy harvest
ing based ororganic semiconductorl9, 25] (an array of organic
solar cells that we recently designed is shown in Figure 2ithW
this technology, solar cells can be made flexible. Moreawganic
semiconductor-based panels operate with constant effieenver
different brightness levels. However, their efficiencyypitally
1%-1.5% [7], which is much lower than the efficiency of conven
tional inorganic solar panels.

To put the numbers in perspective, consider a system with a
10cn? organic semiconductor cell. Outdoors, the system will har-
vest 10cm-100mW/cn?-0.01=10mW. Under the assumption that
reception of a single bit requires fndhe achievable data rate will
be(10-1073)/(1-107°) = 10Mb/s. The achievable data rate with
indoor lighting will be(10-°)/(1-10-%) = 10Kb/s.

Another potential source of energypgezoelectric (motion) en-
ergy. It can be generated by straining a material (e.g., squeez-
ing or bending flexible items). An example is energy harvesti
through footfall, where a harvesting device is placed in@esind
piezoelectric energy is generated and captured with eaph 7].

1Recall that reception is more expensive than transmisdimn (
more details see Section 4).
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Figure 3: An abstraction of an energy harvesting system fortie
upper layers: the energy storage capacitf, the current energy
level E, the energy charge rater, and the energy consumption
rate e.

Unlike solar harvesting, piezoelectric harvesting maydmaeavhat
controlled by the user.

Piezoelectric harvesting is characterized by the energtuocad
per actuation at a particular strain (usually 1%-3%). In jLWas
shown how to harvestpd/cn? per deflection with a strain of ap-
proximately 1.5% from straining polyvinylidene fluoride\BF),
a highly compliant piezoelectric polymer. Assume that ani®c
of material is employed in an environment where it is strdifé
times per second. This would provide-#010-%.60=2.4mW. If,
similar to above, we assume that transmission of a bit coslsttie
bit rate that can be supported(&4-10-3)/(1-10~9) = 2.4Mby/s.

3.2 Energy Storage

Without the ability to store energy, a device can operatg onl
when directly powered by environmental energy. For a¢agrgy

storagecomponents need to be compact and efficient, and need to

have very low self-discharge rates. From a higher-layentpof
view, it is also important to have storage elements énaistraight-
forward to measure and control

Rechargeable batteriesre an excellent option for energy stor-
age, and numerous battery options are availaién film batteries
are particularly attractive for EnHANTS since they are eswimen-
tally friendly and can be made flexible. However, a battegdssto
be supplied with a voltage exceeding the internal chemiatmgial
(typically 1.5-3.7V) in order to start storing provided eme This
implies that charge generated at a low voltage, such as tisai-p
bly produced during low harvester excitation (for examplben
a solar cell is located in a very dimly lit place), cannot beretl
without voltage upconversion.

consumption rate (Watts). Note that the energy charge rate-
pends both oithe harvesting rate and the properties of the energy
storage For example, when a battery is useds positive only
when the voltage at the energy harvesting component ex¢beds
internal chemical potential of the battery. When a capaéstased,
the relationship of and energy harvesting rate varies withThe
energy consumption rateis controlled by higher-layer algorithms
and with low duty cycle is mostly affected by communicatioa
networking protocols. The effect of these protocolseonill be
discussed in Sections 5 and 6.

The available energ¥ and energy charge ratecan be mea-
sured directly from the energy harvesting and power conwiitig
components. The maximum storage capa€itghould be known
nominally from the tag design but more precise charactgoizas
possible. For example, if a battery is us€d;an be projected from
the battery’s age, the storage temperature history, andhage
level over time. As the battery continues to age and cycleutin
charge/discharge events, the capacity will predictabbyefese.

Ther values of different EnHANTS operating in the same envi-
ronment will be significantly different. Our experimentshvtom-
mercial hardware show a lot of variability in the harvestiages of
identical harvesting devices under identical light coiodis (i.e.,
identical solar cells in the same location harvest energgtas that
can differ by about 30%). In addition, threvalues will differ for
closely located solar cells due to differences in how thésaale
located with respect to light sources and obstacles [29].

4. LOW POWER COMMUNICATIONS

Ultra-wide band (UWB) impulse radio (IR) is a compellinghec
nology for short rangeilltra-low-power wireless communications
[4,43]. It uses very short pulses (on the order of nano-s#xon
that are transmitted at regular time intervals with the @ateoded
in the pulse amplitude, phase, frequency, or position. Atdata
rates, the short duration of the pulses allows most cirguitithe
transmitter or receiver to be shut down between pulsesltirgsin
significant power savings compared to narrow-band systems.

Practical CMOS IR circuits with energy consumption on the or
der of a nJ per bit have been recently demonstrated. For exam-
ple, in [42] a UWB receiver and transmitter require 2.5rtJaoid
43pJ/bit, respectively at a pulse rate of 17MpulsésRecent pub-

Capacitorscan also be used for energy storage. Capacitors can |ications [26, 36] as well as our ongoing research demotestheat

receive any charge which exceeds their stored voltage amg-be
cled many more times than batteries. The disadvantage o usi
capacitors, however, is that as a capacitor gets more ahdatdmee-
comes more difficult to add charge, and large electrolytacéors
self-discharge over hours or days. The energy density (hashm
energy can be stored per unit of volume) of capacitors isralsch
lower. A typical battery can store about 10003 cmhereas high
performance ceramic capacitors can store 1-1G3[dH.

Different EnHANTSs applications will require different tgp of
energy storage. For example, a tag which frequently expeze
shallow charging and discharging events will need a capafir
an acceptable lifetime, whereas an EnHANT that needs to- oper
ate for a long period of time without recharging and to starge
amounts of energy (say, to charge all day and dischargegit)ni
will need the energy density that a battery offers.

3.3 Higher Layer View of Harvesting

The complexity of the harvesting system needs to be captared
a relatively simple way for the higher layers. A possibletedagion
is shown in Figure 3. The system is characterized by the maxim
energy storage capaci€ (Joules), the currently available energy
level E (Joules), the energy charge ratéWatts), and the energy

UWB IR transceivers in the 3-5GHz band with data rates in the
100Kbit/s to 1Mbit/s range and a transmitter energy of lésst
50pJ/bit and receiver energy of less than 500pJ/bit argmwigach.

In this section, we outline our envisioned design of UWB $ran
ceivers for EnHANTs and the resulting higher layer chalkng
These customized circuits will support ultra low energystanp-
tion and will be integrated with energy harvesting devicdslev
supporting networking capabilities.

4.1 Energy Costs - a Paradigm Shift

The first networking challenge emerging from the design ef th
ultra-low-power transceivers is thttte energy to receive a bit is
much higher than the energy to transmit a. fihis is significantly
different from traditional WLANS, where the energy to trars
is higher than the energy to receive, and 802.15.4, wheyedte
on the same order. This requires novel networking algostfion
EnHANTS, since many legacy algorithms are developed urder t
assumption of transmission being more expensive than tiecep

2Energy consumption is measured at a particular pulse rate s
per-bit parameters differ at different bit rates. Note thatower
bit rates, the energy per bit can increase due to the impditeaf,
pulse independent, circuitry.



In conventional systems in which narrow-band modulated-sin
soids are transmitted, the transmitter has to be activehioentire
duration of the signal transmission. As mentioned abovelWB
very short pulses convey information, so the transmittet e
ceiver can wake up for very short time intervals to generat a
receive pulses, and can sleep between subsequent pulsese-Th
ceiver’s energy is mostly spent on running low-noise angatfon
and data-detection circuits that are consuming enetggnever the
device listens to the mediumHence, there is no difference (in
terms of energy) between receiving information and listgrio
the medium.

The new energy tradeoffs call for the design of new algorithm
approaches. For example, in order to take the burden offeavesc
a transmitter would have to enable a receiver to listen totbéium
for short time intervals (e.g., repeat its pulses many timesich a
way that a receiver listening to a short window of pulses waét
all the information transmitted). In Section 5 we discussniore
detail the effect of this phenomenon on the design of higager
protocols.

4.2 Inaccurate Clocks
Accurate on-chip references or clocks cannot be powereah dow

and consume a lot of energy; they have to be avoided to achieve

ultra-low-power operation. One viable solution is to usergpti-
cally cheap clocks (e.qg., clocks available from ultra-lpawer ring
oscillators). However, the frequency of such clocks willyvaig-
nificantly from tag to tag and its stability over time is alsmop
A UWB receiver has to wake up at certain times in order to re-

ceive pulses. Determining these times with inaccuratekslam-
poses major challenges and hence while inaccurate clocksesa
ergy, they increase the energy spent on reception. Moreteer
ditional low-power sleep-wake protocols (see [14, 16])Milgaely
on the use of accurate time slots. Hence, eliminating thitedoitity
of accurate clocks in a tag requires redesigning protobalswere
originally designed specifically for energy efficient netking.

4.3 A High Power Mode

In some cases it may be beneficial to spend more energy than

what is typically spent by a tag (e.g., when the battery i$yful
chargedE = C and the tag is harvesting energy). In such cases
a tag can operate in lgh-power mode EnHANT circuitry can

be designed to contain optional power-hungry hardware tesdu
that would allow, for example, for a more accurate/fastecklto

be turned on. Other components that could be consideredae m
sensitive receiver stages, more selective filters, and elab®orate
pulse detection methods. The inclusion of such componeiits w
increase the probability of successful communicationsabiyier-
formance enhancements will require additional power.

The challenge is to realize the benefits of these high poweesio
at the higher layers. An example of a clear benefit is a tag arith
accurate clock that helps other tags to synchronize. Anetkeam-
ple is running the receiver or transmitter more often to rothger
nodes to detect each other and to establish communicativen G
a set of high power physical layer capabilities, numerowestians
arise: what is the right harvesting status to use/stop usaof of
these capabilities? How will using these capabilities in tag af-
fect other tags? Is it enough to have these capabilities ihset of
the tags and what is the right size of the subset?

5. COMMUNICATIONS & NETWORKING

We now outline EnHANTSs-related communications and network
ing challenges. Recall that given the power constraintsiAMTs
will be communicating within ranges of 1 to 10 meters. We iden

tify three states of pairwise EnHANT communications, anteno
that the rate of energy consumptiercan be adjusted within each
state, and also by moving between states. We also outlinghtie
lenges related to routing, information dissemination, aativork
security. Some of the concepts discussed in this sectiowelle
known in sensor networking. Hence, we highlight the new chal
lenges, such agresence of transmit-only devicasd making use
of the always-open harvesting channel

5.1 Pairwise EnHANT Communications

In pairwise EnHANT communications, three states can be-iden
tified: independentpaired andcommunicating To control its en-
ergy spending, a tag can move between states with respeatiio e
of its neighbors. In each particular state, a tag can congliffies-
ent amounts of energy depending on its own energy parameters
(C,E,r), and, when relevant, on the energy parameters of other En-
HANTS involved in communications.

In theindependenstate a tag does not maintain contact with the
other tag. In this state the tag needs to decide how mucheiterg
wants to spend on listening to the medium and transmittingesu
(to enable others to find it). The amount of energy consumed ca
be controlled by changing the spacing between transmitiskp
and listening periods, as well as by changing the overajl dytle.

If a tag is very low on energy, it could transmit pulses but not
listen to the medium. This “transmit-only” mode is feasilled
logical for EnHANTS, since, as described in Section 4, itrisre
getically cheaper for a tag to transmit than to listen. Acown
dating the presence of suttansmit-only devicess an interesting
networking challenge.

To start communicating, EnHANTs need to synchronize with
each other. Two EnHANTSs will be able to start pairing when a
pulse burst sent by one tag overlaps with a listening intexfvthe
other tag, or when one tag overhears another tag’s comntigmsa
with third parties. Since EnHANTS’ activity intervals ananictions
of their energy levels, the time-to-pair is also a functidthe tags’
energy levels.

Oncepaired EnHANTs need to remain synchronized, by pe-
riodically exchanging short bitstreams. Thaired state is simi-
lar to low power modes of IEEE 802.11 and Bluetooth. However,
it should be noted that the “keep-alive” messages EnHANTs ex
change are short pulse bursts, rather than beacons thadéntens
of bytes. The minimum frequency of burst exchanges is lidnite
the devices’ clock drifts. Ihigh-power nodegdiscussed in Section
4, are present, it would help with both improving the timeptar
and keeping devices synchronized.

CommunicatingEnHANTs need to coordinate their transmis-
sions in order to ensure that they do not run out of energy. To
make joint decisions on communication rates, the EnHANTEsine
to exchange information about their energy states. EnHAAIEs
SO energy-constrained that exchanges of their energy jeéeasn
(C,E,r,e) may be too costly. It is a challenge to determine how
much information EnHANTSs should exchange (e.g., exchahejie t
currentC, E, r,e values or curren€, E,r, e values along with a set
of predictions of future values) and how frequently the infation
exchange should be conducted.

In the communicating state, a tag’'s energy consumpéas
closely related to its data rate: lower data rates allow emss-
mission and listening. EnHANTs need to communicate at -ultra
low data rates, which necessitates making provisions fetAMTs
taking pauses between transmissions of bits. @klay tolerance
on the bit levels a challenge for networking protocols that often
consider a packet as an atomic unit.



5.2 Communications of Multiple EnHANTSs

A benefit of the harvesting system is that EnHANTS in close
proximity will be subject to common stimuthrough their energy
harvesting channel€Examples include lights turning on/off or run-
ning with modulated intensity (e.g., the 60Hz variation umofles-
cent lighting), or vibrations felt by more than one tag. Fatance,
when a light is turned on, a tag can assume that the energgpara
eters of all its neighbors change, and behave accordingfpr-I
mation about the relative similarities or differences begw En-
HANTSs stimuli can provide information about proximity andrc
be used forsynchronization via a channel which is effectively al-
ways open

In communication with each of its neighbors, a tag decides on
both a state of communication and, in the chosen state, f&te-o
ergy consumptiore. When many devices are involved in commu-
nication, the decisions are far from trividnHANTS’ joint energy
decisions on states and rates are a large-scale optimiagiiob-
lem, and a suitable solution for the problem needs to be cakuilat
by low-power EnHANTSs without extensive exchange of conimel
formation. Developing the algorithms that will make thispible
and will take into account the realistic considerationsaésed in
Sections 3 and 4 is one of the major challenges for EnHANTS.

5.3 Higher-layer Challenges

EnHANTS’ capabilities also influence the design of higregrelr
protocols, such as protocols for routing and informatiossemi-
nation. A variety of energy-efficient routing schemes psgzbfor
ad-hoc and sensor networks can serve as starting pointsnfor E
HANTSs routing. Both informatiomulling (extracting data through
a query) and informatiopushing(EnHANTS proactively exchang-
ing information to assist in a pull) should be used. Decidbmgy
the right levels of push and pull is an interesting probleat tras
strong relation to work in caching and peer-to-peer netaork

Security and privacy are very important issues for the psedo
EnHANTSs applications. Lightweight techniques that haverbee-
signed for sensor networks and for RFIDs can serve as gartin
points in EnHANTS security research. Moreover, congestiom
trol and interference resolution techniques for EnHANTsIdde
a future research direction. Currently, short communicatanges
and low transmission rates ensure that congestion anddreece
are not primary concerns.

6. ENHANTSAS AN INVENTORY SYSTEM

In section 5 we outlined Enhants communications and network
ing challenges, and noted that EnHANTS' joint decisionsergy
management are a large-scale optimization problem. Irséugon
we introduce inventory control theory as a tool that can ipiiady
be used to approach this problem.

Much like the harvest of a farmer, the “harvest” of a tag needs
be carefully managed. In spending their harvest, the faeméithe
tag both make sure they neither waste harvest due to stopage s
limitations, nor run out of harvest when it is needed. Thjsetyf
problem is not well studied in wireless networking, Howevenas
been examined in depth in the mature fieldrfentory manage-
ment[32, 33]. In this section we show how concepts developed in
the inventory management field apply to EnHANTS.

An energy-harvesting tag can be viewed asanufacturing sys-
tem composed ofa factory and a warehouseConsider the ab-
straction of the energy harvesting system shown in Figuvehgh
identifies system paramete€sr, e, andE. A real-world factory-
warehouse has a finite capacity, a rate at which products ane-m
factured (supply rate), a rate at which products are pusthéde-
mand rate), and a level of inventory — all of which directlyr-co

" Energy source

r(t)

Battery level

E®

Energy spending

e(t)

0 2(;00 4(;00 6[;00 8[;00 10600
Figure 4: Application of the Economic Production Quantity
(EPQ) model to the EnHANTs domain with a periodic on/off
energy source: (i) the energy charge rate(t), (ii) the energy

level E(t), and (iii) the energy consumption ratee(t).

respond to the listed harvesting system parameters. A waseh
inventory management system strives to ensure that therdkina
met and that there are no shortages. Similarly, the tag'sggne
management system should ensure that it utilizes its ressup
communicate efficiently and does not run out of energy. Below
we explore the similarities between the EnHANTSs domain dued t
inventory management domain. We give two examples of direct
applications of inventory management models to the EnHANbFs
main, and demonstrate that due to the distributed operatidrthe
dependencies between ENHANTS parameters (see Sectioned), a
work composed of EnHANTSs is more complicated than a manufac-
turing system. This calls for the extension of the well-blshed
inventory theory models to the EnHANTSs domain.

6.1 Deterministic Model

Our first example considers a tag which harvests energy from
an on/off periodic energy source shown on the the upper gréph
Figure 4. Such an on/off source can be found, for examplenin a
office environment where an indoor lighting system is turoed
in the morning and off at night. The source is on during the pe-
riod Tp, in which the tag charges at a constant magnd it is off
during T4. Throughout both periods the tag consumes energy at a
constant ratec. In the inventory management domain this scenario
directly matches the classitconomic Production Quantity (EPQ)
model [32,33]. It can be easily shown that in this model thyhbst
consumption rate that can be maintaineeds= Tp-r/(Tq + Tp).

For the EnHANTs domain, the consumption rate can be directly
translated to bit rate, duty cycle, or level of communicasio

Consider a scenario where a tag with a 18uolar cell of 1%
efficiency is located on a dimly lit shelf in an enclosed offizbere
the irradiance is 50W/cnm? when the office light is on and 0 when
itis off. If the light in this office is turned on for 10 hours ipeay,
the tag can spend energy at a constant rate efl6° - 10-0.01-
10/24 = 2.08uW. Assuming that reception of one bit requires 1nJ
(similar to section 3.1), this tag will be able to maintaire ttiata
rate of 2.08Kb/s throughout the entire diurnal office cycle.

Figure 4 shows an example of all the parameters of this system
which directly correspond to the EPQ model’s dynamics oftig
ply, the demand, and the inventory in a warehouse as well as in
tag. The EPQ model is very simple, yet it demonstrates an en-
couraging resemblance of a tag’s energy harvesting systeha a
large-scale factory-warehouse system.

6.2 Stochastic Model

For environments where energy sources are not deternginisti
other models are needed. An example of an inventory model tha
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Figure 5: Application of the order-point, order quantity (s, Q) in-
ventory model to the EnHANTSs domain: (i) energy charge rate
r(t), (i) the energy levelE(t), and (iii) the energy consumption
rate e(t).

applies directly to the EnHANTSs domain is tbeler-point, order-
quantity (s,Q) model [32, 33], which takes the stochastic nature
of demand for inventory into account. To avoid shortageshis
model the level of inventory is tracked, and when it fallsdvela
predetermined leved, additionalQ items are ordered. This results
in the inventory level curve similar to the middle graph igéie 5.
The following EnHANT energy spending policy, similar to the
“battery-state-based” strategy described in [22], resnlthe same
inventory level (battery level) dynamics. A tag spends gpeat a
constant rate, but if the tag’s battery level drops below a prede-
termined values, the tag switches to a “safety” mode in which it
spends energy at a rate not exceeding a minimalkrate The val-
ues fors andenin should be selected such that a tag in the “safety’
mode is able to function at some level, for exammdér with a few
of its neighbors. The tag stays in the minimum-spending mode
til its battery level reache®. Then, it returns to spending energy
at its normale; rate. An example of applying thes, Q) policy to a
tag with a stochastic source is shown in Figure 5.

”

6.3 Novel Energy-Inventory Models

which the behavior of one significantly affects the behawiothe
others. While some inventory theory models consider meltip
warehouses (multi-echelon models), they will need to bereded

to capture the complexity of EnHANTSs. Further, while in a man
facturing system the central controller has complete kadge, in

a network of tags, distributed low complexity algorithmégspar-
tial knowledge will have to be employeBixtending inventory man-
agement models to handle the unpredictability of EnHANTS an
EnHANTSs dependencies, and creating realistic and impléziéan
EnHANTSs energy spending algorithms is an exciting chaeng

7. TESTBED DESIGN

Experimentation with the various device designs and algms
in real-world settings is crucial in order to better undanstthe de-
sign considerations. However, wireless mote designs dmaized
for wireless sensor applications and typically use IEEE.B82
RF transceivers [14, 16]. These transceivers do not leaovm ro
for experimentation with physical layer communicationstpcols.
Hence, we are in the process of building EnHANTS prototypes.

In the first phase, these prototypes will be based on comaierci
off-the-shelf (COTS) components. Currently, they are pialy
much larger and consume more power than the targeted EnHANT.
They do not include a UWB transceiver, flexible solar celld an
a custom battery but will serve as a platform for preliminary
periments. One prototype is based on a MICA2 mote attached
to a TAOS TSL230rd light-to-frequency converter for ligheaa
surements and to an Si solar cell for energy harvesting. Hearot
prototype is based on a LabJack and a TAOS TSL230rd light-to-
frequency converter. Using these prototypes, we have been p
forming energy harvesting measurements in various erviets.
These measurements will enable us to develop real-worlcygne
supply models that will support the development of the atgors
described in Sections 5 and 6. In addition, we have been tiseng
MICA2-based prototype to emulate harvesting-aware conicatin
tions protocols.

In the next phase, we will replace the COTS components with
custom designed hardware (flexible harvester similar totieein

While, as shown above, certain inventory management models Figure 2 and a UWB transceiver). This platform will allow as t

directly map to the EnHANTs domain, EnHANTSs and, particu-
larly, networks of EnHANTsall for extensions of existing inven-
tory management models. Compared to the inventory manageme
domain, in the EnHANTs domain the environment is more random
with fewer parameters known with certainty and fewer patanse
under control. For example, while warehouse capacity igllysu
known and constant, a tag’s storage capaCityay not be accu-
rately known and may change over time. Also, an EnHANT cannot
manufacture more inventory (energy) when needed, and dates n
control the cycles of production. Moreover, in inventorymage-
ment, the demand is usually stochastic but the supply islyndst
terministic. In the EnHANTSs domain, both the supply (enengy-
vested) and the demand (communications) are likely to Ehat
tic.3 Existing inventory models need to be extended to take into
account this uncertainty and randomness.

A particular challenge in EnHANTS is tidependencef energy
spending of different communicating tags. A tag should dpem
ergy on transmissions only if the tag it communicates witteady
to spend energy on reception. Hence, one tag’s energy spenet
cessitates another tag’s energy spending. Moreover, dnsition
of different tags between states are somewhat correlatetce
the resulting system can be viewed asietwork of factoriesn

SHowever, as can be seen in Figure 5, the tag can somewhablcontr
its inventory level by adjusting its energy spending rate.

demonstrate initial feasibility for the transceiver anadvester and
to test networking protocols with the actual energy buddgessther
testbed information and results will be available at [1].

8. CONCLUSIONS

We believe that ultra-low-power Energy Harvesting ActivetN
worked Tags (EnHANTS) are enablers for a new type of a wiseles
network which lies in the domain between sensor networks and
RFIDs. While RFIDs make it possible tdentify an object which
is in proximity to a reader, EnHANTSs make it possiblestarch
for an object on a network of devices and continuously menito
objects’ locations and proximity to each other. EnHANTsl#aa
novel tracking applications such as recovery of lost itelosat-
ing items with particular characteristics, continuous itaing of
merchandize, and assistance in locating survivors of &iisa

EnHANTS necessitate rethinking of communication and netwo
ing principles, and require careful examination of theipatarities
of ultra-low-power and energy harvesting technologies. Rafkee
shown that the nature of EnHANTS requires a cross-layerogubr
to enable effective communications and networking betwaen
vices with severe power and harvesting constraints. Inraiae
discuss the design challenges, we outlined several imuortear-
acteristics of EnHANTS, pointed out a number of open prolslem
and possible research directions, and introduced invemtntrol



theory as a tool that might be used to address open probléatsde

to the tags’ energy management.
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