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ABSTRACT
Technologyscaling,characterizedby decreasingfeaturesize,thin-
ninggateoxide,andnon-idealvoltagescaling,will becomeamajor
hindranceto microprocessorreliability in futuretechnologygener-
ations. Physicalanalysisof device failuremechanismshasshown
thatmostwearoutmechanismsprojectedto plaguefuturetechnol-
ogy generationsareprogressive, meaningthat thecircuit-level ef-
fectsof wearoutdevelop andintensify with ageover the lifetime
of the chip. This work leveragesthe progressionof wearoutover
time in orderto presenta low-costhardwarestructurethat identi-
�es increasingpropagationdelay, which is symptomaticof many
formsof wearout,to accuratelyforecastthe failureof microarchi-
tecturalstructures.To motivatetheuseof thispredictive technique,
anHSPICEanalysisof theeffectsof oneparticularfailuremecha-
nism,gateoxidebreakdown, on gatesfrom a standardcell library
characterizedfor a90nmprocessispresented.Thisgate-levelanal-
ysisis thenusedto demonstratetheaggregatechangein outputde-
lay of high-level structureswithin a synthesizedVerilog modelof
anembeddedmicroprocessorcore.Leveragingthisanalysis,aself-
calibratinghardwarestructurefor conductingstatisticalanalysisof
outputdelayis presentedandits ef�cacy in predictingthefailureof
a varietyof structureswithin themicroprocessorcoreis evaluated.

1. INTRODUCTION
Traditionally, microprocessorshave beendesignedwith worst

caseoperatingconditionsin mind. To thisend,manufacturershave
employed burn in, guardbands,andspeedbinning to ensurethat
processorswill meeta prede�nedlifetime quali�cation, or mean
time to failure (MTTF). However, projectionsof currenttechnol-
ogy trendsindicatethatthesetechniquesareunlikely to satisfyre-
liability requirementsin future technologygenerations[14]. As
CMOS featuresizesscaleto smallerdimensions,the inability of
operatingvoltageto scaleaccordinglyresultsin dramaticincreases
in powerandcurrentdensity. Areasof highpower densityincrease
local temperaturesleadingto hotspotsonthechip[29]. Sincemost
wearoutmechanisms,suchasgateoxide breakdown (OBD), neg-
ative bias temperatureinstability (NBTI), electromigration(EM),
andhot carrierinjection (HCI), arehighly dependenton tempera-
ture,power, andcurrentdensity, theoccurrenceof wearout-induced
failures will becomeincreasinglycommonin future technology
generations[2].

Thoughthe reliability of individual devices is projectedto de-
crease,consumerexpectationsregardingsystemreliability areonly
likely to increase.For example,somebusinesscustomershave re-
porteddowntimecostsof morethan$1 million perhour [6]. Fur-
ther, arecentpoll conductedbyGartnerResearchdemonstratedthat
morethan84%of organizationsrely on systemsthatareover � ve
yearsold, andmorethan50%usemachinesthatareover tenyears

old [1]. Given the requisitelong life expectanciesof systemsin
the �eld andthehigh costsof in-�eld replacement,any technique
for mitigating the amountof downtime experienceddueto failed
systemswill prove invaluableto businesses.

In orderto maintainavailability in thepresenceof potentiallyun-
reliablecomponents,architectsandcircuit designershave histori-
cally employed eithererror detectionor failure predictionmech-
anisms. Error detectionis usedto identify failed or failing com-
ponentsby locating(potentiallytransient)piecesof incorrectstate
within thesystem.Onceanerror is detected,theproblemis diag-
nosedandcorrective actionsmaybetaken. Thesecondapproach,
failureprediction,suppliesthesystemwith afailureforecastallow-
ing it to take preventative measuresto avoid, or at leastminimize,
theimpactof expecteddevice failures.

Historically, high-endserver systemshave reliedon errordetec-
tion to provideahighdegreeof systemreliability. Errordetectionis
typically implementedthroughcoarsegrainreplication.This repli-
cationcanbe conductedeither in spacethroughthe useof repli-
catedhardware[32, 12], or in time by way of redundantcomputa-
tion [27,24,22,37,30,18,25,23]. Theuseof redundanthardware
is costlyin termsof bothpower andareaanddoesnotsigni�cantly
increasethelifetime of theprocessorwithoutadditionalcold-spare
devices. Detectionthroughredundancy in time is potentially less
expensivebut is generallylimited to transienterrordetectionunless
redundanthardwareis readilyavailable.

Failurepredictiontechniquesaretypically lesscostly to imple-
ment,but they alsofacea numberof challenges.Onetraditional
approachto failurepredictionis theuseof canarycircuits [4], de-
signedto fail in advanceof thecircuits they arechargedwith pro-
tecting,providing anearlyindicationthatimportantprocessorstruc-
turesarenearingtheir endof life. Canarycircuitsarean ef�cient
andgenericmeansto predictfailure. However, therearea number
of sensitive issuesthat must be addressedto deploy them effec-
tively. For instance,the placementof thesecircuits is extremely
importantfor accurateprediction,becausethecanarymustbesub-
jectedto thesameoperatingconditionsasthecircuit it is designed
to monitor.

Anothertechniquefor failurepredictionis theuseof timing sen-
sorsthatdetectwhencircuit latency is increasingover time or has
surpassedsomeprede�nedthreshold[17, 13, 5]. The work pre-
sentedhereextendsupon[13] which presentedthe ideaof failure
predictionusingtiming analysisandidentifying degradingperfor-
manceasa symptomof wearoutin semiconductordevices.

Recentwork by Srinivasan[34] proposesa predictive technique
that monitorsthe dynamicactivity and temperatureof structures
within a microprocessorin orderto calculatetheir predictedtime
to failurebasedonanalyticalmodels.Thissystemcanthenbeused
to swap in cold-sparestructuresbasedon thesepredictions.This



work pioneeredthe idea of dynamicallytrading performancefor
reliability in orderto meeta prede�nedlifetime quali�cation. Al-
thoughthis techniquemay be usedto identify structuresthat are
likely to fail in the nearfuture, it relieson accurateanalyticalde-
vice wearoutmodelsanda narrow probabilitydensityfunctionfor
effective predictions.

Researchinto the physical effects of wearouton circuits has
shown thatmany wearoutmechanismsfor silicon devicesarepro-
gressive over time. Further, many of thesewearoutmechanisms,
suchas EM, OBD, HCI, and NBTI, have beenshown to have a
negative impacton device performance[7, 20, 41, 16]. For exam-
ple, a device subjectto hot carrierinjection(HCI) will experience
drive currentdegradation,which leadsto a decreasein switching
frequency [7]. Therecognitionof progressive performancedegra-
dationasa precursorto wearout-inducedfailurescreatesa unique
opportunityfor predictive measures,whichcanforecastfailuresby
dynamicallyanalyzingthetiming of logic in situ.

The work presentedhereproposesan online techniquethatde-
tectstheperformancedegradationcausedby wearoutover time in
orderto anticipatefailures.Ratherthanaggressively deploying du-
plicate fault-checkingstructuresor relying on analyticalwearout
models,an early warning systemis presentedthat identi�es the
performancedegradationsymptomaticof wearout.As acasestudy,
andtoderiveanaccurateperformancedegradationmodelfor subse-
quentsimulations,detailedHSPICEsimulationswereperformedto
determinetheimpactof oneparticularwearoutmechanism,OBD,
onlogic gateswithin amicroprocessorcore.Researchof otherpro-
gressive wearoutmechanismssuchasHCI andEM, indicatesthat
similar effectsare likely to be observed asa result of thesephe-
nomenon.

The resultsof this analysisare usedto motivate the designof
anonlinelatency samplingunit, dubbedthewearoutdetectionunit
(WDU). The WDU is capableof measuringthe signal propaga-
tion latenciesfor signalswithin microprocessorlogic. This infor-
mationis thensampledand�ltered by a statisticalanalysismech-
anismthat accountsfor anomaliesin the samplestream(caused
by phenomenonsuchas clock jitter, and power and temperature
�uctuations). In this way, theWDU is ableto identify signi�cant
changesin the latency pro�le for a given structureandpredict a
device failure. Online statisticalanalysisallows the WDU to be
self-calibrating,adaptingto eachstructurethatit monitors,making
it genericenoughto be reusedfor a variety of microarchitectural
components.

Traditionalstudiesof wearoutmechanismshavefocusedprimar-
ily ontheireffectsontransistorandcircuit level performance,with-
out analyzingthemicroarchitecturalimpact.To thebestof theau-
thors' knowledge,the experimentspresentedin this work are the
�rst suchattemptin this direction. Thecontributionsof this paper
include:

� An HSPICE-basedcharacterizationof OBD-inducedwearout
� A microarchitecturalanalysisof the performanceimpactof

OBD onmicroprocessorlogic
� A detailedsimulationinfrastructurefor modelingtheimpact

of wearouton anembeddedprocessorcore
� A self-calibratingWDU capableof monitoringpathlatencies
� A demonstrationof how theWDU canbedeployedto extend

processorlifetime

2. DEVICE­LEVEL WEAROUT ANALYSIS
Thoughmany wearoutmechanismshavebeenshown to progres-

sively degradeperformanceastransistorsage[7, 41,16], asa case

study, thiswork focusesontheeffectsof oneparticularmechanism,
gateoxide breakdown (OBD), to demonstratehow performance
degradationat thedevice level canaffect processorperformanceat
themicroarchitecturallevel. Dueto the lack of microarchitectural
modelsfor the progressive effectsof wearout,it wasnecessaryto
�rst modeltheeffectsat thecircuit level in orderto abstractthem
up to the microarchitecture.The resultsof the modelingandab-
stractionare presentedwithin this section. While this sectionis
usefulin understandingthenatureof progressive wearout,readers
unfamiliar with device physicsmaywant to simply notethehigh-
level abstractionof OBD effectspresentedin Figure1 andmoveon
to section3.

The remainderof this sectiondescribesthe transistordegrada-
tion modelfor OBD, basedon empiricaldatafrom researchersat
IBM. ThissectionalsopresentsanHSPICEcharacterizationof the
effectsof OBD on gatesin a 90 nm standardcell library from a
majortechnologyvendor.

2.1 GateOxide Breakdown
OBD,alsoknown astimedependentdielectricbreakdown (TDDB),

is causedby the formationof a conductive path throughthe gate
oxide of a CMOS transistor. The progressionof OBD causesan
increasingleakagecurrentthroughthe gateoxide of devices that
eventually leadsto oxide failure, renderingthe device unrespon-
siveto inputstimuli [36,21,20]. SuneandWu showedthatthereis
a signi�cant amountof time requiredfor theOBD leakagecurrent
to reacha level capableof affectingcircuit performance[36]. This
suggeststhat thereis a window of opportunityto detectthe onset
of OBD beforeoxide leakagelevels compromisethe operationof
devicesandcausetiming failures.

Themodelingof OBD conductedin this work is baseduponthe
experimentalresultsof Rodriguezet al. [26]. The changein gate
oxide current resultingfrom OBD is modeledby the power-law
expressionin Equation1:

� Igate = K(Vgd )p (1)

The changein gate-to-drain(gate-to-source)current is repre-
sentedasa functionof a linearscalingfactorK, thegate-to-drain
(gate-to-source)voltageVgd (Vgs ), anda power-law exponent,p.
Both �tting parametersK andp vary dependingon theamountof
degradationexperiencedby thetransistorin question.However, for
muchof theempiricaldatacollectedin [26], selectinga p = 5.0,
while still allowing K to track thedegreeof degradation,resulted
in a consistent�t. This is themodelfor device degradationusedin
this work.

2.2 HSPICE Analysis
To facilitatemodelingtheeffectsof OBD-induceddegradationin

HSPICE,theBSIM4 gateleakagemodel[11] for gate-to-drainand
gate-to-sourceoxideleakageis modi�ed to accommodatethescal-
ing factorfrom Equation1. Usingthis leakagemodel,anHSPICE
testbenchwascreatedto simulatetheeffectsof OBD on propaga-
tion delaywithin logic circuits. The testbenchconsistsof anideal
voltagesourcedriving an undegradedcopy of thegateundertest,
which drivesthegateundertest,which drivesanotherundegraded
copy of thegateundertest. This testbenchallows thesimulations
to captureboth the loadingeffectsa degradeddevice presentsto
nodeson the upstreampath,aswell asthe ability of downstream
nodesto regenerateadegradedsignal.

For eachtypeof logic gatewithin thecell library, onetransistor
ata time is selectedfrom thegateandits leakagemodelis replaced
with themodi�ed BSIM4 model. For eachtransistorthat is being
degraded,all input to outputtransistionsaresimulatedso that for



-20

 0

 20

 40

 60

 80

 100

 120

 140

 0  0.0001  0.0002  0.0003  0.0004  0.0005  0.0006

D
el

ta
 P

ro
pa

ga
tio

n 
D

el
ay

 (
%

)

Oxide Leakage (A)

PMOS (rise)
PMOS (fall)
NMOS (rise)
NMOS (fall)

(a) Inverterdelaypro�le.

-100

 0

 100

 200

 300

 400

 500

 1e-11  1e-10  1e-09  1e-08  1e-07  1e-06  1e-05  1e-04  0.001

D
el

ta
 P

ro
pa

ga
tio

n 
D

el
ay

 (
%

)

Oxide Leakage (A)
(b) Net effect (rise+fall transitions)on propagationdelayfor 90
nmstandardcells.

Figure1: Impactof OBD-inducedoxide leakagecurrenton stan-
dardcell propagationdelays.

every gatecharacterized,propagationdelayscorrespondingto all
possiblecombinationsof degradedtransistor, input to outputpath,
andinitial input statesarecaptured.For eachsimulationrun, the
amountof degradationexperiencedby the degradedtransistor(as
modeledby the oxide leakage)is slowly increaseduntil the gate
ceasesto function(outputsno longerswitch).

Theresultsof thetiming characterizationareshown in Figure1.
Figure1a shows the changesin propagationdelayfor an average
sizeinverter. Theplot highlightsthedifferenteffectsthatOBD has
on propagationdelaydependingon thetransitiondirectionandlo-
cation/typeof thedegradedtransistor. Notethat for thecasewhen
thePMOS(theanalogousstoryis truefor theNMOS) is degraded,
rising transitionsexpressedincreasesin delaywhile falling transi-
tionsshoweddecreasesin delay. A detaileddiscussionof this phe-
nomenonfollows in the next paragraph.Although therearecom-
plex dependencerelationshipsaffectingtheperformanceimpacton
rise andfall propagationdelays,asa simplifying assumption,the
net effect is usedin this work. Figure1b presentsthe net effect
(rising transition+ falling transition)of OBD on gateswithin the
cell library. For a given gatea separatecurve is shown for each
of its transistors.Note that the “net” changein propagationdelay
is categorically increasingneartheendof life for gateswithin this
cell library, irrespective of which internaltransistoris degraded.

An examinationof Figure1a revealsthat in the casewherethe
PMOSexperiencesOBD, therising transitionexpressesmorethan
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(b) Outputof invertercell (tcell ).
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(c) Restored“circuit” output(tcir cuit ).

Figure 2: HSPICE simulation tracesfor inverter with degraded
PMOS(slowdown).

adoublingof itsnominaldelaybeforetheinverterfailsto transition.
Theprimarysourceof this increasein delayis theinteractionwith
the previous stage,a non-degradedinverter, which is subjectedto
driving theleaky PMOSoxide. Figures2 and3 show thevoltages
at thenodesof interestduring the rising andfalling transitionsof
thedegradedinverter. Thebold tracesshow thevoltagetransitions
undernominalconditionswhile thelighter curvesaretheresultof
increasingamountsof wearout.

When the input to the inverter under test begins to fall (Fig-
ure2a), thegate-to-sourceoxide leakage,Igs , throughthePMOS
device provides additionalcurrent to the input node,prolonging
thedischargetime of thegatethroughtheNMOS of thepreceding
stage.Thegate-to-drainoxideleakage,Igd , initially aidstherising
transition,helpingto chargeuptheinverteroutput.However, asthe
transitioncontinuesandtheoutputbegins to rise, this Igd leakage
alsoprovidesanadditionalcurrentto thegatenode.As with theIgs

current,this too increasesthetime requiredto draintheremaining
chargeon thegate.Notealsothatwith largeamountsof degrada-
tion the input voltagerangecompressesdueto Igs andIgd oxide
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Figure 3: HSPICE simulation tracesfor inverter with degraded
PMOS(speedup).

leakage. Unableto switch from rail-to-rail, the on-currentssus-
tainableby thePMOSandNMOS aresigni�cantly reduced,which
ultimatelycontributesto the increasein overall propagationdelay
(Figure2c).

Perhapsmoresurprisingis thebehavior of thepropagationdelay
during a falling transitionof the inverteroutput (Figure3). With
increasingoxidedegradation,thedelayof theinverteractuallyde-
creasesuntil justprior to functionalfailure.Thisbehavior is caused
by theIgs andIgd leakagecurrentsthathelpin charging their own
gatenode,resultingin anearlierrising transitionon the input. As
a result, despitethe degradedon currentsdue to the compressed
gatevoltageswing, becausethe inverteractually “sees”the input
transitioningsooner, theneteffect is adecreasein theoverall prop-
agationdelayof theinverteritself (tcell ) andultimately thecircuit
(tcir cuit ).

In summary, at moderatevaluesof oxide degradation,the in-
put voltageon the gatenodeswingsroughly rail-to-rail, allowing
normaloperationof the inverter. However, during the �nal stages
of oxideOBD, the input voltagerangecompressesdueto Igs and

Igd leakage(Figures3aand2a),andthecurrentconductedby the
PMOSandNMOS devicesin theinverteraresigni�cantly altered.
The signi�cantly reducedoutputrangeeventuallyresultsin func-
tional failurewhenthedevice is no longercapableof driving sub-
sequentstages.Notehowever, thatprior to circuit failure,thestage
immediatelyfollowing theinverterundertestis ableto completely
restorethesignalto a full rail swing(Figures2c and3c), irrespec-
tive of theswitchingdirection.

3. MICR OARCHITECTURE­LEVEL
WEAROUT ANALYSIS

This sectiondescribeshow the transistor-level modelsfrom the
previoussectionareusedto simulatetheeffectsof OBD over time
on an embeddedmicroprocessorcore. The sectionbegins by de-
scribingtheprocessorcorestudiedin thiswork alongwith thesyn-
thesis�o w usedin its implementationandthermalanalysis.This
is followedby adiscussionof MTTF calculationsandadescription
of theapproachusedto conductMonteCarlosimulationsof theef-
fectsof OBD. A discussionof OBD's impactonpropagationdelay
at themicroarchitecturallevel concludesthesection.

3.1 Micr oprocessorImplementation
The testbedusedto conductwearoutexperimentswas a Ver-

ilog modelof the OpenRISC1200(OR1200)CPU core[3]. The
OR1200is an open-source,embedded-style,32-bit, Harvard ar-
chitecturethat implementsthe ORBIS32instructionset. The mi-
croprocessorcontainsa single-issue,5-stagepipeline,with direct
mapped8KB instructionanddatacaches,andvirtual memorysup-
port. This microprocessorcorehasbeenusedin a numberof com-
mercialproductsandis capableof runningtheµClinux operating
system.

TheOR1200corewassynthesizedusingSynopsysDesignCom-
piler, with a cell library characterizedfor a 90 nm processanda
clock periodof 2.5 ns (400 MHz). CadenceFirst Encounterwas
usedto conduct�oorplanning,cell placement,clock treesynthesis,
androuting. This design�o w provided accuratetiming informa-
tion (cell andinterconnectdelays)andcircuit parasitics(resistance
andcapacitancevalues)for theentireOR1200core.The�oorplan
alongwith detailsof theimplementationis shown in Figure4. Note
thatalthoughtheOR1200microprocessorcoreshown in Figure4
is a relatively small design,it' s areaandpower requirementsare
comparableto thatof anARM9 microprocessor. The�nal synthe-
sisof theOR1200appropriatesatiming guardbandof 250ps(10%
of theclockcycletime)to mimic acommodityprocessorandto en-
surethat thewearoutsimulationsdo not prematurelycausetiming
violations.

3.2 Power, Temperature,and MTTF Calcula­
tions

TheMTTF dueto OBD is dependenton many factors,themost
signi�cant beingoxide thickness,operatingvoltage,andtempera-
ture.To quantifytheMTTF of devicesundergoingOBD, thiswork
usestheempiricalmodeldescribedin [33], which is basedon ex-
perimentaldatacollectedat IBM [39]. This modelis presentedin
Equation2.

MTTFO B D / (
1
V

) ( a � bT ) e
( X + Y

T + Z T )

k T (2)

where,

� V = operatingvoltage
� T = temperature



OR1200Core
Area 1.0mm2

Power 123.9mW
ClockFrequency 400MHz
DataCacheSize 8 KB
InstructionCacheSize 8 KB
Logic Cells 24,000
TechnologyNode 90 nm
OperatingVoltage 1.0V

(a) Implementation details for the
OR1200microprocessor.

(b) Overlayof theOR1200�oorplan on top of the
placedandroutedimplementationof theCPUcore.

Figure4: OpenRisc1200embeddedmicroprocessor.

� k = Boltzmann's constant
� a, b, X, Y, andZ areall �tting parametersbasedon [33]

In orderto calculatethe MTTF for deviceswithin the OR1200
core,gate-level activity datawasgeneratedby simulatingthe ex-
ecutionof a setof benchmarks1 running on a synthesizednetlist
using SynopsysVCS. This activity information, along with the
parasiticdatageneratedduring placementand routing, was then
usedby SynopsysPrimePower to generatea per-benchmarkpower
trace. The power traceand �oorplan were in turn processedby
HotSpot[29], a block level temperatureanalysistool, to producea
dynamictemperaturetraceanda steadystatetemperaturefor each
structurewithin thedesign.

Oncetheactivity andtemperaturedatawerederived,theMTTF
for eachlogic gatein the designwascalculatedusingEquation2
with thetemperatureandactivity datafor eachbenchmark.A per-
moduleMTTF is calculatedby identifying the minimum MTTF
acrossall logic gateswithin eachtop-level moduleof theOR1200
core.Theseper-moduleMTTF valuesarelaterusedto parametrize
the statisticaldistribution of failuresusedin MonteCarlo simula-
tions of OBD effects. Figure5 presentsthesteadystatetempera-
turesandMTTF valuesof differentstructureswithin theCPUcore
1Five benchmarkswerestudiedto representa rangeof computa-
tionalbehavior for embeddedsystems:dhrystone- asyntheticinte-
gerbenchmark;g721encodeandrawcaudiofrom theMediaBench
suite; rc4 - an encryptionalgorithm; and sobel- an imageedge
detectionalgorithm.
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Figure 5: Derived workload-dependentsteadystatetemperature
and MTTF for the OR1200CPU core. An ambienttemperature
of 333K wasusedfor Hotspot.

for the� ve benchmarks.
Figure5 highlightsthe correlationbetweenMTTF andtemper-

ature.Structureswith thehighesttemperaturestendedto have the
smallestMTTFs, meaningthat they weremost likely to wearout
�rst. For example,thedecodeunit, with a maximumtemperature
about3� K higherthanany otherstructureonthechip,would likely
bethe�rst structureto fail. Somewhatsurprisingly, theALU hada
relatively low temperature,resultingin a longMTTF. Uponfurther
investigation,it wasfoundthatacrossmostbenchmarkexecutions,
lessthan50%of dynamicinstructionsexercisedtheALU, andfur-
thermore,about20% of the instructionsthatactuallyrequiredthe
ALU weresimplelogic operationsandnot computationallyinten-
sive additionsor subtractions.Thesecircumstancesled to a rela-
tively low utilization andultimately lower temperatures.It is im-
portantto notethatalthoughthiswork focusesonasimpli�ed CPU
model,theproposedwearoutdetectiontechniqueis not coupledto
aparticularmicroprocessordesignor implementation,but ratherre-
lies uponthegeneralcircuit-level trendssuggestedby theHSPICE
simulations.In fact, a moreaggressive, high performancemicro-
processoris likely to have moredramatichotspots,which would
only serve to exaggeratethetrendsthatmotivatetheWDU design
presentedin this work.

3.3 Wearout Simulation
As demonstratedin Section2, progressive wearoutphenomena
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(OBD in particular)have a signi�cant impacton circuit-level tim-
ing. Work doneby Linder andStathis[20] hasshown thatOBD-
inducedgateleakageobeys anexponentialgrowth ratewith age:

� IO B D (t) = IO B D 0 � et=
 (3)

where,

� IO B D (t): theamountof leakagecurrentat time t

� IO B D 0 : theinitial amountof leakagecurrentat time 0

� γ: variedto modela “f ast” or “slow” exponentialgrowth

MonteCarlosimulationsof theOBD effectsona distribution of
microprocessorsin the�eld areconductedby couplingtheleakage
model,shown in Equation3, with themodelfor MTTF from Equa-
tion 2. For every logic gatewithin eachmicroprocessorsimulated,
the time whenthe�rst initial breakdown pathis formedin theox-
ide,τB D , is calculatedusinga Weibull distributionwith α equalto
the gate's MTTF andβ = 1.0, consistentwith [20]. The growth
rateγ is thentaken from a uniform distribution of + / � 10% of
τB D , consistentwith aslow growth rate,asin [20].

By integratingthemodelfor OBD failuretimesandthis leakage
growth model,astatisticallyaccuratepictureof theeffectsof OBD-
inducedleakagefor every gatewithin the OR1200core(acrossa
populationof chips) is derived. This new model is then usedto
generateage-dependentperformancedatafor eachgatewithin the
populationof processorsin theMonteCarlosimulations.Theper-
formanceinformationis thenannotatedontothesynthesizednetlist
and customsignal monitoring handlersare usedto measurethe
signal propagationdelaysat theoutputof variousmoduleswithin
the design. The processof annotationandmonitoringis repeated
for every processorin thepopulationat regular time intervalsover
thesimulatedlifetime of eachprocessor.

To demonstratehow OBD canaffect the timing of microarchi-
tecturalstructures,Figure6 shows theresultsof onesampleof an
OR1200corefrom theMonteCarlosimulations.This �gure shows
the amountof performancedegradationobserved at the outputof
theALU for a subsetof signalsfrom theresultbus. This �gure il-
lustratesthegeneraltrendof slowdown acrossoutputsignalsfrom
microarchitecturalstructures.Thefollowing sectiondiscusseshow
thistrendis leveragedto conductwearoutdetectionandfailurepre-
diction.

4. WEAROUT DETECTION
In this section,thedelaytrendsfor microarchitecturalstructures

observed in Section3 areleveragedto proposea novel technique
for predictingwearout-inducedfailures.Thetechniqueconsistsof
two logical steps:online delaymonitoringandstatisticalanalysis
of delaydata. In the following subsection,a circuit for conduct-
ing online delaysamplingis presented.Next, the algorithmused
for statisticalanalysis,TRIX, is presented,andits applicability to
wearoutdetectionis discussed.Finally, two potentialimplementa-
tionsfor thestatisticalanalysisof delaypro�les areproposed,one
in hardwareandtheotherin software.

4.1 Online DelayPro�ling
In thissection,aself-calibratingcircuit for onlinedelaypro�ling

is presented.A schematicdiagramof theonlinedelaypro�ling unit
(DPU) is shown in Figure7. TheDPU is usedto measurethetime
that elapsesafter a circuit's outputsignalstabilizesuntil the next
positive clock edge(slacktime). It is importantto notethat even
for critical pathswithin thedesign,someslacktime existsbecause
of guardbandsprovisionedinto thedesignfor worst-caseenviron-
mentalvariationandsignaldegradationdueto wearout.TheDPU
designconsistsof threedistinctstages.The�rst stageof theDPUis
anarbiterthatdetermineswhichoneof the(potentiallymany) input
signalsto theDPU will bepro�led. Thesecondstageof theDPU
generatesan approximationof the availableslacktime. The �nal
stageof the DPU is an accumulatorthat totalsa sampleof 4096
signaltransitionlatency measurements,andusesthismeasurement
asa point estimatefor theamountof availableslackin thecircuit
for thegiveninputsignal.

The�rst stageful�lls thesimplepurposeof enablingtheDPUto
monitordelayinformationfor multipleoutputsignalsfrom a given
structure.This stageis a simplearbiterthatdetermineswhich sig-
nal will be monitored. The areaof this structurescaleslinearly
(thoughveryslowly) with thenumberof outputsignalsbeingmon-
itored.Theeffectsof scalingon areaandpower arediscussedlater
in Section5.

Thepurposeof thesecondstageof theDPUis to obtainacoarse-
grainedpro�le of the amountof slackat the endof a given clock
period. Thesignalbeingmonitoredby theDPU is connectedto a
seriesof delaybuffers.Eachdelaybuffer in thisseriesfeedsonebit
in avectorof registers(labeled'A' in Figure7) suchthatthesignal
arrival timeat eachregisterin this vectoris monotonicallyincreas-
ing. At thepositive edgeof theclock, someof theseregisterswill
capturethe correctvalueof the moduleoutput,while otherswill
storean incorrectvalue(theprevioussignalvalue). This situation
arisesbecausethe propagationdelayimposedby the sequenceof
delaybuffers causesthe output signal to arrive after the latching
window for a subsetof theseregisters. The valuestoredat each
of the registersis thencomparedwith a copy of the correctout-
put value,which is storedin theregisterlabeled'B'. TheXOR of
eachdelayedregistervalue with the correctvalueproducesa bit
vector that representsthe propagationdelayof the pathexercised
for thatparticularcycle. In addition,theoutputsignalvaluefrom
thepreviouscycle is storedin theregisterlabeled'C', andis used
to identify cyclesduringwhich themoduleoutputactuallyexperi-
encesa transition.Thisensuresthatcyclesduringwhich theoutput
is idle do not biasthelatency sample.As a module's performance
degradesdueto wearout,the signal latency seenat its outputsin-
creases,fewer comparisonswill succeed,andthevaluereportedat
theoutputof thevectorof XOR gateswill increase.

In thethird stageof theDPU,apointestimateof themeanprop-
agationlatency for a givenoutputsignalis calculatedby accumu-
lating 4096signalarrival times. Theaccumulationof 4096arrival
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times is usedto smoothout the variation in path delaysthat are
causedby variationin themoduleinput, andthesamplesize4096
is usedbecauseit is apowerof two andallowsfor ef�cient division
by shifting.

Therearemultiplewaysin whichthissampledmeanpropagation
latency may be utilized by a systemfor failure prediction. In the
next subsection,analgorithmis presentedfor thispurposethatmay
beimplementedeitherin specializedhardwareor software.

4.2 Failur ePrediction Algorithm
In orderto capitalizeonthetrendof divergencebetweenthesig-

nal propagationlatency observed during the early stagesof the
microprocessor's lifetime and thoseobserved at the end of life,
TRIX (triple-smoothedexponentialmoving average)[35] analysis
is used.TRIX, is a trendanalysistechniqueusedto measuremo-
mentumin �nancial marketsandrelieson thecompositionof three
calculationsof an exponentialmoving average(EMA) [10]. The
EMA is calculatedby combiningthe currentsamplevaluewith a
fractionof thepreviousEMA, causingtheweightof oldersample
valuesto decayexponentiallyover time. Thecalculationof EMA
is givenas:

EMA = α � sample + (1 � α)EMApr ev (4)

Theuseof TRIX, ratherthantheEMA, providestwo signi�cant
bene�ts. First, TRIX provides an excellent �lter of noisewithin
the datastreambecausethe composedapplicationsof the EMA
smoothout aberrantdatapoints that may be causedby dynamic
variation,suchastemperatureor power �uctuations (discussedin
Section5.2). Second,the TRIX value tendsto provide a better
leadingindicatorof sampletrends. The equationsfor computing
theTRIX valueare:

EMA1 = α(sample � EMA1pr ev ) + EMA1 pr ev

EMA2 = α(EMA1 � EMA2pr ev ) + EMA2pr ev

TRIX = α(EMA2 � TRIXpr ev ) + TRIXpr ev (5)

TRIX calculationis recursive andparametrizedby the weight,
α, which dictatestheamountof emphasisplacedon oldersample
values. Figure 8a demonstratesthe impact of different α values
on the amountof weight given to historicalsamples.This �gure

demonstratesthatsmallα valuestendto favor oldersamples,while
larger α valuesre�ect local trends. The wearoutdetectionalgo-
rithm presentedin this work relieson thecalculationof two TRIX
valuesusingdifferentα's to identify whenthe local trendsin the
observedsignallatency begin to divergefrom thehistoricaltrends
(biasedtowardearly-lifetiming). Figure8bshows theeffectof dif-
ferentα valuesontheTRIX analysisof ALU resultbit 0. Figure8b
presentsthe TRIX calculationsfor six differentα valuesaswell
asthelong-termrunningaverageandlocal point averageof signal
overthelifetime of themicroprocessor. Thisdatademonstratesthat
TRIX calculationusingα = 1/210 providesanaccurateestimate
of therunningaverage(of latenciesfor asignal)overthelifetime of
thechip, anddoesso without theoverheadof maintaininga large
history. Further, this �gure shows that a TRIX calculationwith
α = 0.8 providesa goodindicatorof thelocal samplelatency at a
givenpoint in themicroprocessor's lifetime.

Thenext subsectiondescribestwopotentialimplementationsthat
bring togethertheDPUandthisstatisticalanalysistechniquein or-
derto predictthefailureof structureswithin a processorcore.

4.3 Implementation Details
In orderto accuratelydetecttheprogressionof wearoutandpre-

dict whenstructuresarelikely to fail, thiswork proposestheuseof
theDPU in conjunctionwith TRIX analysis.In thefollowing sub-
sections,two techniquesfor building systemswith wearoutpredic-
tion mechanismsareproposed.The �rst techniqueis a hardware-
only approach,wherebothonlinedelaypro�ling andTRIX analy-
sisareconductedtogetherin a specializedhardwareunit calledthe
wearoutdetectionunit (WDU). The secondtechniqueis a hybrid
approachrequiring fewer resourceswheredelaypro�ling is con-
ductedin hardware, but TRIX analysisis conductedin software,
either in the operatingsystemor in �rmw are. In Section5, we
discussthehardwarecostsin termsof areaandpower for eachof
theseimplementations,aswell how theWDU scalesasit is usedto
monitoranincreasingnumberof signals.

4.3.1 Hardware­onlyImplementation
The designof the WDU is presentedin Figure 9 andconsists

of threedistinct stages. The �rst stageis comprisedof the de-
lay pro�ling unit describedin Section4.1, while thesecondstage
is responsiblefor conductingtheTRIX analysisdiscussedin Sec-
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Figure9: Designandorganizationof thewearoutdetectionunit.

tion 4.2,andthethird stageconductsthresholdanalysisto identify
signi�cant divergencesin latency trends.Theshadedstructuresin
this diagramrepresentthosecomponentsthatwould scalewith the
numberof signalsbeingmonitored.Theremainderof this section
discussestheimplementationdetailsof stagetwo andthreeof this
design,andtherequiredresourcesfor their implementation.

In stagetwo of the WDU, two TRIX valuesare computed:a
locally-biasedvalue,TRIXl , andahistorically-biasedvalue,TRIXg .
Thesearecalculatedusingα valuesof 0.8 and1/210 , respectively.
It is important to note that the value of α is dependenton the
samplerateandsampleperiod. In this work, we assumea sam-
ple rateof threeto � ve samplesper dayover anexpected10 year
lifetime. Also, the long incubationperiodsfor many of the com-
mon wearoutmechanismsrequirethe computedTRIX valuesto
routinelybesavedinto a smallareaof nonvolatile storage,suchas
�ash memory.

Since the TRIX consistsof three identical EMA calculations,
the impactof Stage2 on both areaandpower canbe minimized
by spanningthe calculationof the TRIX valuesover multiple cy-
clesandonly synthesizingasingleinstanceof theEMA calculation
hardware.Section5 describestheareaandpower overheadfor the
WDU in moredetail.

The third stageof theWDU receivesTRIXl andTRIXg val-
ues from the previous stageand is responsiblefor predicting a
failure if thedifferencebetweenthesetwo valuesexceedsa given
threshold.The simulationsconductedin this work indicatethat a
5% differencebetweenTRIXl andTRIXg is almostuniversally
indicative of a structurenearingfailure. It is envisionedthat this
predictionwould be usedto enablea cold sparedevice, or notify
a higher-level con�gurationmanagerof a potentiallyfailing struc-
turewithin thecore. An analysisof theaccuracy of this threshold
predictionis presentedin Section5.

4.3.2 Hardware/SoftwareHybrid Implementation
In orderto alleviatesomeof thescalingproblemsandresource

requirementsof a hardware only technique,a hardware/software
hybrid techniquecanbeused.In this system,theDPU is still im-
plementedin hardware,while the TRIX analysisis performedin

softwareby theoperatingsystemor system�rmw are. In this con-
�guration, a setof dedicatedregistersfor maintainingthe latency
samplesfor differentmoduleswithin the designareused. These
dedicatedregistersaresimilar to theperformancecountersusedin
modernday processors.Thesystemsoftwarethenregularly sam-
plesthesecountersandcanstorethecalculatedTRIX valuesto disk
or othernon-volatile storage.

Thishardware/softwarehybriddesignhasmultiplebene�tsover
the hardware-onlyapproach.In the hardware-onlyapproach,the
TRIX calculation,aswell astheα parametrizationvaluesarehard-
wired into the design,meaningthat acrossdifferent technology
generationswith differentwearoutprogressionrates,differentWDU
implementationswill be necessary. However, in the hybrid ap-
proach,the TRIX parametrizationis easilymodi�ed for usein a
variety of systems.Anotherbene�t is that the hybrid implemen-
tation consumeslesspower andhasa smallerareafootprint with
betterscalingpropertiesthanthehardware-onlydesign.

5. EXPERIMENT AL ANALYSIS
This sectionprovidesa detailedanalysisof theproposedWDU

for both the hardware-onlyandhybrid implementations,the area
andpoweroverheadfor implementation,andits ef�cacy in predict-
ing failure.

5.1 Overheadand Accuracy
Figure10 demonstratesthe areaandpower requirementsfor a

WDU anda DPU (for the hybrid approach)implementedin Ver-
ilog andsynthesizedusinga 90 nm standardcell library, designed
to monitormultiple outputsignalsfor a structure.Thex-axis rep-
resentsthenumberof signalsbeingmonitoredandthey-axis rep-
resentstheoverheadin termsof areaor power. Figure10ademon-
stratesthattheWDU scalespoorly in termsof area,andFigure10b
showsanalagousresultsfor power. Thisbehavior is largelybecause
theamountof storagewithin theWDU increaseslinearly with the
numberof signalsbeingmonitored. In contrast,the DPU scales
well in bothareaandpower with an increasingnumberof signals
beingmonitoredbecauseonly the logic for thearbiterscaleswith
an increasingnumberof signals,and this increasein logic is for
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the most part negligible. This implies that the hybrid prediction
techniquecanbeimplementedat amuchlower designcost.

In orderto evaluatetheef�cacy of TRIX analysisin predicting
failure,a largenumberof Monte Carlo wearoutsimulationswere
conductedusing the Weibull distribution and failure model pre-
sentedin Section3.2. Figure11ademonstratesthe relative time
at which failurewaspredictedfor a varietyof structureswithin the
processorcorefor the populationof microprocessorsusedin this
MonteCarlosimulation.Theerrorbarsin this �gure representthe
standarddeviation of thesevalues.Acrossall simulations,failure
waspredictedwithin 20%of thetimeof failurefor thedevice. This
typically amountedto slightly lessthantwo yearsof remaininglife
beforethe device ultimately failed. Two extremecaseswere the
Next PC moduleand the LSU, wherethe failure predictionwas
often almosttoo optimistic, with many of the failure predictions
beingmadewith only about1% or about4 daysof thestructure's
life remaining.On theoppositeendof thespectrum,failureof the
register �le wasoften predictedwith more than 15% of the life-
time remaining,meaningthatsomeusablelife would bewastedin
a cold-sparingsituation.

Figure11b demonstratesthe percentageof signalsthat caused
predictionsto beraisedfor eachmodulebeforethemodulefailed.
In general,thepercentageof outputs�agged at the time of failure
variedwidely. This canbeattributedto a numberof factors.First,
theWeibull distribution usedto modelthetime of �rst breakdown
for eachgatewithin thedesignhasamoderateamountof variance,
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asdoesthe uniform distribution usedto modelthe growth rateof
leakagefrom thetimeof �rst breakdown. Also,becausesomegates
experiencespeedupin the early stagesof wearoutbeforethey ul-
timatelybegin to slow down, therearecompetingeffectsbetween
gatesat differentstagesof wearoutearlyin thebreakdown period.

5.2 Dynamic Variations
Dynamicenvironmentalvariations,suchastemperaturespikes,

power surges,andclock jitter, caneachhave animpacton circuit-
level timing, potentiallyaffectingtheoperationof theWDU. Here,
we brie�y discusssomeof the sourcesof dynamicvariation and
their impacton theWDU'sef�cacy.

Temperatureis a well known factorin calculatingdevice delay,
wherehighertemperaturestypically increasetheresponsetime for
logic cells. Figure12 demonstratesthe increasein responsetime
for a selectionof logic gates2 over a wide rangeof temperatures.
This �gure shows that over an interval of 50oC, the increasein
responsetime amountsto approximately3.4%.

Anothersourceof variationis clock jitter. In general,thereare
threetypesof jitter: absolutejitter, periodjitter, andcycle-to-cycle
jitter. Of these,cycle-to-cycle jitter is the only form of jitter that
maypotentiallyaffect theWDU. Cycle-to-cycle jitter is de�ned as
thedifferencein lengthbetweenany two adjacentclockperiodsand
maybebothpositive(cycle2 longerthancycle1) or negative(cycle
2 shorterthancycle 1). Statistically, jitter measurementsexhibit a
randomdistributionwith a meanvalueapproachingzero[40].

2Thegatemodelsweretakenfrom the90nmlibrary andsimulated
usingHSPICE.
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In general,thesamplingtechniquesemployedfor failurepredic-
tion aresuf�cient to smoothout the effectsof dynamicvariation
described.For example,a conservative, linearscalingof tempera-
tureeffectsonthesingleinverterdelaytoa3.4%increasein module
outputdelaydoesnot presenta suf�cient magnitudeof varianceto
overcomethe 5% thresholdrequiredfor the WDU to predictfail-
ure. Also, becausethe expectedvariationdueto both clock jitter
andtemperaturewill exhibit ameanvalueof zero(i.e.,temperature
is expectedto �uctuate bothabove andbelow themeanvalue),sta-
tistical samplingof latency valuesshouldminimize the impactof
thesevariations.To further this point, sincetheTRIX calculation
actsasa three-phaselow-pass�lter , the worst casedynamicvari-
ationswould needto causelatency samplesto exceedthe stored
TRIXg value by greaterthan 5% over the courseof more than
12 successive sampleperiods,correspondingto over four daysof
operation.

6. RELATED WORK
Issuesin technologyscalingandprocessvariation have raised

concernsfor reliability in future microprocessorgenerations.Re-
centresearchwork hasattemptedto diagnoseand,in somecases,
recon�guretheprocessingcoreto increaseoperationallifetime. In
this section,we brie�y discussthis relatedwork and how it has
in�uencedthedirectionof this paper.

As mentionedin Section1, muchof theresearchinto failurede-
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tectionreliesuponredundancy, eitherin time or space.Onesuch
exampleof hardwareredundancy is DIVA [8], which targetssoft
error detectionandonline correction. It strives to provide a low
costalternative to thefull scalereplicationemployedby traditional
techniqueslike triple-modularredundancy. The systemutilizes a
simplein-ordercoreto monitortheexecutionfrom alargehighper-
formancesuperscalarprocessor. Thesmallerchecker corerecom-
putesinstructionsbeforethey commitandinitiatesa pipeline�ush
within themainprocessorwhenever it detectsanincorrectcompu-
tation. Although this techniqueprovesuseful in certaincontexts,
the secondmicroprocessorrequiressigni�cant design/veri�cation
effort to build andincursadditionalareaoverhead.

Boweretal. [15] extendstheDIVA work by presentingamethod
for detectinganddiagnosinghardfailuresusinga DIVA checker.
The proposedtechniquerelieson maintainingcountersfor major
architecturalstructuresin themainmicroprocessorandassociating
every instanceof incorrectexecutiondetectedby theDIVA checker
to a particularstructure.Whenthenumberof faultsattributedto a
particularunit exceedsa prede�nedthreshold,it is deemedfaulty
anddecommissioned.Thesystemis thenrecon�gured,andin the
presenceof coldspares,canextendtheusefullife of theprocessor.
Relatedwork by Shivakumaret al. [28] arguesthat even without
additionalsparesthe existing redundancy within modernproces-
sorscanbeexploitedto toleratedefectsandincreaseyield through
recon�guration.

Researchby Vijaykumar [18, 37] andFalsa� [22, 30] attempt
to exploit theredundant,andoften idle, resourcesof a superscalar
processorto enhancereliability by utilizing theseextraunitsto ver-
ify computationsduring periodsof low resourcedemand. This
techniquerepresentsan exampleof the time redundantcomputa-
tion alludedto in Section1. It leverageswork by the Slipstream
group[27, 23] on simultaneousredundantmultithreadingaswell
asearlierwork on instructionreuse[31]. ReStore[38] is another
variationonthis themewhichcouplestimeredundancy with symp-
tomdetectionto managetheadverseeffectsof redundantcomputa-
tion by triggeringreplicationonly whentheprobabilityof anerror
is high.

Srinivasanetal. havealsobeenveryactivein promotingtheneed
for robustdesignsthatcanwithstandthewidevarietyof reliability
challengeson thehorizon[34]. Their work attemptsto accurately
modelthe MTTF of a device over its operatinglifetime, facilitat-
ing the intelligent applicationof techniqueslike dynamicvoltage
and/orfrequency scalingto meetreliability goals.Althoughsome
physicalmodelsaresharedin common,the focusof our paperis



not to guaranteethat designscan achieve any particularreliabil-
ity goal, but ratherto enablea designto recognizebehavior that
is symptomaticof wearoutinducedbreakdown allowing it to react
accordingly.

Analyzing circuit timing in order to self-tuneprocessorclock
frequenciesand voltagesis also a well studiedarea. Kehl [19]
discussesa techniquefor re-timing circuits basedon the amount
of cycle-to-cycle slackexisting on worst-caselatency paths. The
techniquepresentedrequiresof�ine testinginvolving asetof stored
testvectorsin orderto tunetheclock frequency. Althoughthepro-
posedcircuit designis similar in natureto theWDU, it only exam-
ines the small periodof time precedinga clock edgeand is only
concernedwith worst casetiming estimation,whereasthe WDU
employs samplingover a larger time spanin orderto conductav-
eragecasetiming analysis.Similarly, Razor[9] is a techniquefor
detectingtiming violations using time-delayedredundantlatches
to determineif operatingvoltagescanbe safely lowered. Again,
thiswork studiesonly worst-caselatenciesfor signalsarriving very
closeto theclock edge.

7. CONCLUSION
In thispaper, thedevice-level effectsof oxidebreakdown (OBD)

on circuit performancearecharacterized.It is demonstratedthat
progressiveOBD hasanon-uniformimpactoncircuit performance.
Theresultsof thecircuit-level modelingarethenappliedto a syn-
thesizedimplementationof theOR-1200microprocessorto analyze
theeffectsof OBD at themicroarchitecturallevel. Circuit timing is
identi�ed asa commonphenomenonthatcanbetrackedto predict
theprogressionof OBD.A self-calibratingcircuit for analyzingcir-
cuit pathdelayalongwith analgorithmfor predictingfailureusing
thisdatais proposed.Resultsshow thatour failurepredictionalgo-
rithm is successfulin identifyingwearoutand�agging outputsthat
suffer a trendof increasingdelayover time.
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