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Goals	

•  Resiliency 
o  Detect problem and return to safe state. 
o  Develop and deploy recovery plan. 
o  Complete mission (possibly with modified functionality). 

•  Trustworthiness 
o  Continuous assessment throughout mission. 
o  Deeper offline analysis after mission (future work). 



Demo  Scenario	

•  Intelligence, 
surveillance and 
reconnaissance 
mission. 

•  Observe targets 
then return to base. 1	

2	

3	



Surveillance  Missions	
•  Dozens of 

companies 
provide 
UAV-based 
monitoring. 
o  Agriculture 
o  Environment 
o  Infrastructure 
o  Security 
o  … 

8/8/2016 drone infrastructure monitoring - Google Search

https://www.google.com/?ion=1&espv=2#q=drone+infrastructure+monitoring 1/2

About 438,000 results (0.40 seconds) 

Report imagesImages for drone infrastructure monitoring

Infrastructure Monitoring  DatadogHQ.com 
Ad www.datadoghq.com/Free_Trial 

Monitor Your Cloud Infrastructure. At Any Scale w/ Datadog. Try Now!
Free 14day Trial · Integrates w/ Your Tools · Track Apps, Tools, & More

Product Features Datadog Pricing
100+ TurnKey Integrations Try Datadog for 14 Days

Infrastructure Monitoring  One Dashboard, 100% Visibility 
Ad www.whatsupgold.com/Infrastructure_Mgmt 
Try The Award Winning WhatsUp® Gold
Stay Ahead of Problems · Meet or Exceed SLAs · Customized Dashboards
WhatsUp® Gold Free Trial · Configuration Management · Server Monitoring

Infrastructure Montioring Tool  Get Free Demo; Cloud or... 
Ad www.galileosuite.com/Prevent/Slowdowns 

Extensive Dashboards; Get Faster, Smarter Infrastructure Management Enterprise.
RampUp Quickly · MaintenanceFree · Custom Dashboards
Get a Demo · Key features · Server Solutions · Storage Solutions

Infrastructure Monitoring  zenoss.com 
Ad www.zenoss.com/UnifiedITMonitoring 
Unified Monitoring for Your Entire Infrastructure. Get a Free Demo!

Infrastructure & Industrial Inspections  Micro Aerial Projects L…
www.microaerialprojects.com/.../infrastructureinspectionsassetmanage...
We use small uavs for your infrastructure & industrial inspections, giving you immediate
high ... Critical and preventative monitoring of infrastructure stress can be carried out
on a regular .... Small Drone Cadastral Surveys for Establishment [...] ...

Infrastructure Monitoring and Inspection  Elimco
www.elimco.com/.../l_InfrastructureMonitoringandInspection_46.htm...
Lines of Business > Unmanned Aircraft Vehicles (UAV) > Infrastructure Monitoring and
Inspection. Fotolia_7407181_S_editada ...

Aerial Surveillance & Monitoring, observation with UAV / drone
https://www.microdrones.com/en/applications/areasof.../monitoring/
microdrones offers UAV / dronebased and riskfree aerial surveillance and ... Antiterror
operations; Monitoring of critical infrastructure; Surveillance of hostile ...

UAV / UAS / Drones for Inspection, Documentation & Monitori…
www.asctec.de › ... › AscTec Professional Line › AscTec Falcon 8

Jun 3, 2016  UAV for Inspection & Monitoring ... baumainfrastructureconstruction4
0uasuavdrone. “Digital Construction 4.0 – the next generation in ...

UAV Civil Engineering /// Structural Health Monitoring : Ascend…
www.asctec.de › Home › UAV Applications

UAV / Dronebased structural health monitoring and precision survey in civil
engineering. ... UAV / Dronebased surveying and monitoring of infrastructure.

Inspection and monitoring  DroneXperts
www.dronexperts.com/en/specializedservices/inspectionmonitoring/
Drone technology, combined with our expertise in engineering and inspection, ...
Building inspections; Infrastructure inspections (bridges and viaducts); Dam ...
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ADT® Business Security  Act Now  adtbusiness.com 
Ad www.adtbusiness.com/BusinessSecurity  (888) 4001337
Install 1 Camera, Get 1 Free. Plus Save 50% on Installation
Cloud Storage Solutions · Security Camera Install · Free Security Quote
Types: Intrusion Detection, Video Surveillance, Access Control

Cloud Storage Solutions Food & Beverage Security
View a Demo of ADT Pulse Less Than $2/Day

SimpliSafe® Home Security  SimpliSafe.com 
Ad www.simplisafe.com/HomeSecurity 
4.8   rating for simplisafe.com
Over 1M People Count On SimpliSafe AwardWinning 24 Hour Protection
No Annual Contract · Free Shipping · 24/7 Monitoring · $14.99/month
Starter Security Package · See Alarm Packages · Read the Reviews

UAV for civil security: police drones, traffic control, monitoring,…
https://www.microdrones.com/en/applications/areasof.../security/
microdrones offers UAV /drone based solutions for a fast and costeffective ... of crimes,
such as air monitoring, police drones, traffic control, civil security etc.

Aerial Surveillance & Monitoring, observation with UAV / drone
https://www.microdrones.com/en/applications/areasof.../monitoring/
microdrones offers UAV / dronebased and riskfree aerial surveillance and ... With large
gatherings and protests, or even when monitoring individuals, it is often ...

Aerial Surveillance & Security Drones  airbornedrones
www.airbornedrones.co/pages/securitydrones
Aerial Security and Aerial Surveillance allows the user to monitor traffic, gain multi
angle information, detect poachers and assist with all security related.

Why the Future of Security & Monitoring Includes Drone Insur…
www.pomsassoc.com/futuresecuritymonitoringincludesdroneinsuran...
May 30, 2016  Like the other types of drone usage, using drones for security has
forced insurance companies to address the need for drone insurance ...

spider drone security
spiderdronesecurity.com/
Spider Drone Security is bringing the future of “Drone Security Monitoring applications”
to City, State, Regional Governments, National Governments and ...

Drone Security is Taking Off | Taino Consulting Group
www.tainoconsultinggroup.com/2016/01/.../dronesecurityistakingoff/
Jan 29, 2016  A single drone can constantly monitor any property automatically. ... day
and night vision cameras, drones can act as a 24/7 security guard.

Drone Use For Security and Monitoring Special Events
eyeintheskyrentals.com/unportfolio/securityandmonitoring/
Apr 14, 2015  Eye In The Sky Rental recommends renting a drone for monitoring
events and providing security. Reserve A Drone Rental Today.

SmartHawk Home Drone Hovers Overhead for Complete Surv…
www.cepro.com/.../smarthawk_home_drone_hovers_overhead_for_com...
Apr 1, 2013  CastleOS Software debuts SmartHawk home drone to monitor and ... for
CE Pro in the areas of home automation, security, networked A/V and ...

Drones and Corporate Security → The Future is Now   AS S…
https://www.assolution.com/.../dronesandcorporatesecuritythefuturei...
Jul 28, 2014  Check out our blog on drones and corporate security. .... In Abu Dhabi,

Shop on Google

ClearView
Panther‑16HP ...
$799.99
Crutchfield

Chatterbox Drone
Security System
$67.99
Competition Acce...

Parrot Skycontroller
...
$299.99
Crutchfield

Sponsored
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Scholarly articles for drone agriculture monitoring
Sensorbased M2M agriculture monitoring systems for …   Karim  Cited by 15
… and monitoring needs for a more ecological agriculture   Zaks  Cited by 22
… airground wireless sensor network for crop monitoring   Valente  Cited by 60

Agricultural Drones  MIT Technology Review
https://www.technologyreview.com/.../agricultu...
Breakthrough Easytouse agricultural drones equipped with cameras, for less than ...
Why It Matters Close monitoring of crops could improve water use and pest ...

MIT Technology Review

Buying an Agriculture Drone? Read This First!  Best Drone fo…
bestdroneforthejob.com/dronebuying.../agriculturedronebuyersguide/
Jun 30, 2016  Perhaps it's because agriculture drones offer clear advantages over
other crop monitoring methods including satellite imaging, manned ...

Drones for use in agriculture  scouting and aerial images for ...
www.precisiondrone.com/dronesforagriculture.html
Drones For Agricultural Crop Surveillance. Using drones for crop surveillance can
drastically increase farm crop yields while minimizing the cost of walking the fields or
airplane flyover filming. Using our Precision Vision™ Crop Health Imaging system, you
can view composite ...

Drones for Agriculture: senseFly SA
https://www.sensefly.com/applications/agriculture.html
Explore the benefits that precision agriculture drones (A.K.A. UAVs or UASs) can ...
revolution of recent years, monitoring crops from the sky will drive the next.

Precision Agriculture, Commercial UAV and Farm Drones For …
www.precisionhawk.com/

PrecisionHawk provides exceptional remote sensing applications and data processing
services in diverse markets such as agriculture and information that will ...

Growing use of drones poised to transform agriculture  USA T…
www.usatoday.com/story/.../dronesagriculture.../6665561/
Mar 23, 2014  WASHINGTON Drones are quickly moving from the battlefield to the ...
Farmers "are going to be able to see things and monitor their crops in ...

USA Today

Precision Agriculture, farming, crop management UAV Drone …
www.riseabove.com.au/agriculturedrones/
19 Products  The use of UAV Drones for Precision Agriculture, farming, and crop
management is ... Phantom 2 Recon/Monitoring Drone  'The Mini Scout'.

UAV Precision Agriculture /// The Smart Farming Drone : Asce…
www.asctec.de › Home › UAV Applications

UAV Precision Agriculture & Land Development: UAS / drones for smart agriculture,
cultivation, farming, forestry, crop health, soil & irrigation monitoring.

Precision farming with microdrones: UAVapplications for soil s…
https://www.microdrones.com/en/.../growth.../microdronesinagriculture...
UAVs in agriculture: dronebased precision farming for soil study, crop ... examples of
the use of UAVs for examination, monitoring and cartography of cropland.

Drones for Agriculture  Dronelife
dronelife.com/agriculturedrones/
Agriculture is predicted to be one of the major industries to incorporate drones in the
short term future.
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Scholarly articles for drone environment monitoring
… monitoring of honeybee drone congregation areas by …   Loper  Cited by 44

Monitoring system for power lines and rightofway …   Fernandes  Cited by 55

… bees in a social environment reveals social influences …   Meshi  Cited by 21

Images for drone environment monitoring

More images for drone environment monitoring

Drones for Environmental Protection & Conservation: senseFl…
https://www.sensefly.com/applications/environmentalprotection.html
There are many reasons why professionals such as environmental engineers ... This
makes drones suited to timesensitive projects and for monitoring locations ...

Conservation Drones
https://conservationdrones.org/
Apr 27, 2016  Forest monitoring in Suriname with Conservation International ... UAV
and Environmental Research Conference at LJMU in Liverpool.

[PDF]A new eye in the sky: Ecodrones  UNEP
www.unep.org/.../UNEPGEAS...
as a mapping tool for environmental monitoring, but there are ... image capture, eco
drones can function as a realtime monitoring mechanism for disaster events.

United Nations Environment Programme

UAVs in Agricultural & Environmental monitoring
www.microaerialprojects.com/.../agriculturalenvironmentalmonitoring/
UAV Agricultural & Environmental Monitoring anywhere in the world with Micro ...
Micro Aerial Projects using small uavs on a project to monitor agricultural field ...

Drone Environmental Monitoring  YouTube
https://www.youtube.com/watch?v=IP2bQySyjcs
Mar 13, 2014  Uploaded by ReefRescue

The environmental group, Palm Beach County Reef Rescue,
employs an unmanned aerial vehicle (UAV), a ...► 2:57

UAV survey, environmental monitoring,drone, flood survey ...
www.remoteaerialsurveys.co.uk/environmentalmonitoring
Remote Aerial Surveys–UAV specialists in environmental monitoring, flood surveys,
industrial inspections, elevation models, mapping, river & topographic ...

Aerial thermal environmental monitoring with drone  DIY Dron…
diydrones.com/.../aerialthermalenvironmentalmonitoringwithdrone
Mar 31, 2015  With all the emphases today on energy conservation and the impact of

human activities on the environment, we need efficient tools for ...

Environmental Monitoring  Pix4D
https://pix4d.com/industry/environmentalmonitoring/
View and monitor key resources, species, geology, habitats and more for
environmental and ... pix4denvironmentaldrone3dmappingstructuralgeology02.

Shop on Google

Hoodman Drone Aviator
Hood Kit for Select 7"

FPV Monitors, Solid

State/HDD Recorders, ...

$99.99  B&H Photo
VideoAudio

Free shipping, no tax

Sponsored
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Hardware  and  Software	
•  Commodity HW 

o  3DR Iris+ PixHawk 
o  Radios & controllers 

•  Real-time OS 
o NuttX (UNIX-like OS) 

•  Open-source 
autopilot 
o ArduPilot 



Control  Systems	



Control  Systems	



Control  Systems	



Control  Systems	



Control  Systems	



A?ack  Scenario	

Assumptions: 

•  Stealthy attack. 
o  Skip target, but don’t crash. 
o  “Wind blew it off course.” 
o  Relax assumption in later 

work. 

•  Limited geographic 
scope. 
o  Affects one target, not all. 

1	
2	

3	





Resilience  and  Trust	

1. Recognize attack. 
2.  Leave “zone of 

influence”. 
3. Generate new 

flight plan avoiding 
attack. 

4. Complete mission. 1	

3	



Demo  Components	

Repair  Controller	

Trust  Assessment	
Ground  Control	A?acker	



Ground  Control	
•  Radio communication with UAV. 

TA	

RC	



Trust  Assessment	

•  Compares telemetry to mission 
parameters. 

•  Detects attack. 

•  Validates new mission. 

RC	

GC	



Repair  Controller	
•  Sends out initial mission. 
•  Develops new mission in response 

to attack. 
•  Orchestrates mission deployment. 

GC	 TA	



Flight  Path  Construction	

Genetic algorithm 

1.  Avoid attack zone. 
2.  Prefer fewer extra 

waypoints. 
3.  Retain order of targets. 
4.  Get close to targets. 
5.  Prefer shorter paths. 



Sequence  of  Events	
Ground  Control	 Repair  Controller	 Trust  Assessment	

Telemetry Data 

Initial Mission 
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Evaluation  of  Success	
•  Resiliency 

o  Detect problem, recover, and return to safe state. 
o  Develop and deploy recovery plan. 

•  Minimal modification to mission while avoiding attack. 
•  Under 60 seconds from detection to deployment. 
•  No need to land! 

o  Complete mission (possibly with modified functionality). 
•  View target from outside attack zone if necessary. 

•  Trustworthiness 
o  Continuous assessment throughout mission. 
o  Emphasis on unchanged mission components. 



Future  Scenarios	

•  Repairing flight software. 
o  Detect software-based failure. 
o  Enter safe mode. 
o  Generate and deploy patch. 

•  May be more expensive: leverage parallel repair. 
o  Resume mission. 

•  Post-mission trust assessment. 
o  Evaluate mission logs and repair offline. 
o  More thorough evaluation of trustworthiness. 


