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Abstract

The ubiquitouscomputingcommunityhas focused
considerable attention on enabling resource-poor
mobile computers such as cell-phonesand hand-
helds to executedemandingapplicationssuch as
speech recognition and virtual desktops.Onepro-
posedsolution,cyberforaging, usesremotecomput-
ers locatedat wirelesshotspotsto executeapplica-
tion serviceson behalfof mobilecomputers. In this
paper, weexplorehowportablestoragecanimprove
theperformanceof a cyberforaging infrastructure.
Our approach usesportablestorage to store snap-
shotsof servicestatealongwith logs that are used
for deterministicreplay. Weshowthatthisapproach
reducesthetimeto instantiatenew servicesat wire-
lesshotspotsbyupto 85%whenusedwith theSling-
shotcyberforaging infrastructure.

1 Intr oduction

Creatingapplicationsthatexecuteon small,mobile
computersis a challengingtask. On onehand,the
size andweight constraintsof handheldand simi-
lar computerslimit their processingpower, battery
capacity, and memory size. On the other hand,
users'appetitesaredriven by the applicationsthat
run on their desktops;theseoften requiremorere-
sourcesthana handheldcanprovide. A solutionto
thisdilemmais remoteexecutionusingwirelessnet-
worksto accesscomputeservers;this combinesthe
mobility of handheldswith theprocessingpower of
desktops.However, a mobile userthat accessesa
distant,well-known computeserver from awireless
hotspotoften �nds that the latency andbandwidth
limitationsof thebackhaulconnectionbetweenthe
hotspotand the Internetsubstantiallydegradethe
performanceof interactive applications.

Theubiquitouscomputingresearchcommunityhas
addressedthis limitation throughthe development
of cyberforaging infrastructurethat allows mobile
clientsto leveragethird-partysurrogatecomputers
locatedat wirelesshotspots[2, 5, 6, 7, 12]. Since
thesesurrogatesareaccessiblevia high-bandwidth
(54Mb/s for 802.11g), low-latency wireless net-
works,interactive responsetime is muchimproved.

Unfortunately, in our experiencewith theSlingshot
cyber foraginginfrastructure(describedin thenext
section),wehave foundthatthesamebackhaullim-
itations that motivate the needfor cyber foraging
canalsosubstantiallydelaytheinstantiationof new
serviceson surrogatecomputers.While the wire-
lessbandwidthat the hotspotis plentiful, the state
neededto instantiatea surrogatemust be shipped
over a backhaulconnectionsharedamongmany
users.In this paper, we examinehow portablestor-
agedevicescansubstantiallyreducethat delayby
shippingthisstatelocally over thewirelessnetwork
instead.

Speci�cally, weaddressthefollowing questions:

� Whatdatashouldbestoredonportablestor-
ageto bestsupportcyberforaging?

� How can statefulservicessuchas remote
desktopsbehandledef�ciently?

� How muchcanportablestoragereducethe
time to instantiatenew services?

� Whatarethestoragerequirementsfor some
typicalmobileservices?

We begin in the next sectionwith an overview of
Slingshot.Section3 laysout thedesignandimple-
mentationof ourportablestoragesupport,andSec-
tion 4 evaluatesits effectiveness.Weconcludewith
adiscussionof relatedandfuturework.
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Figure 1. Slingshot architecture

2 SlingshotOverview

Figure1 shows anoverview of theSlingshotcyber
foraginginfrastructure[10]. EachSlingshotappli-
cation is partitionedinto two components:a local
componentthat runson themobile client anda re-
moteservicethat is replicatedon the homeserver
andsurrogates.Ideally, we partitiontheapplication
so that resource-intensive functionalityexecutesas
part of the remoteservice—thelocal component
typicallycontainsonly theuserinterface.Thisparti-
tioningenablesdemandingapplicationsto berunon
mobile computersthat arehighly portablebut also
extremelyresource-impoverished.

A �rst-classreplicaof eachremoteserviceexecutes
on the homeserver andsecond-classreplicasexe-
cute on nearbysurrogates.The homeserver is a
known, well-maintainedserver underthe adminis-
trative control of the user. For instance,the home
servermightbetheuser'sdesktopor asharedserver
maintainedby an IT department.In contrast,sur-
rogatesareco-locatedwith wirelessaccesspoints.
They areadministeredby third partiesandarenot
assumedto bereliable.

Slingshot broadcastsapplication requeststo all
replicasand returnsthe �rst responseit receives
to the local applicationcomponent. Second-class
replicas at wireless hotspotsimprove interactive
performancebecausetheir responsesare received
fasterthanthosefrom thedistanthomeserver. The
�rst-classreplicasprovideawell-maintainedrepos-
itory for applicationstatethatpersistsevenif all sur-
rogatesfail.

Eachreplicaexecuteswithin its own VMware[13]
virtual machine.Replicastateconsistsof two com-
ponents:the persistentstate, or disk imageof the
virtual machine,andthevolatilestate, includingthe
memoryimageandregistersof thevirtual machine.
To handlethe persistentstate,we usethe Fauxide
andVulpesmodulesdevelopedby Intel Research's
InternetSuspend/Resumeproject[7]. Thesemod-
ules interceptVMware disk I/O requests.On the
homeserver, we redirecttheserequeststo a service
databasethatstoresthediskblocksof every remote
service.On a surrogate,VMwarereadsare�rst di-
rectedto aservicecache— if theblockis not found
in thecache,it is fetchedfrom theservicedatabase
on thehomeserver.

Whenamobilecomputerconnectsto anew hotspot
andSlingshotdetectsa nearbysurrogate,it will in-
stantiatea new second-classreplicaon that surro-
gate. Slingshotcheckpointsthe �rst-class replica
onthehomeserverandsendsthevolatilestateasso-
ciatedwith the checkpointto the surrogate. This
is a lengthy process,during which the user may
continueto executethe applicationusing existing
replicas(albeitwith potentiallypoorresponsetime).
Slingshotlogsall operationactivity thatoccursdur-
ing this time period. Once it has retrieved the
volatile stateandstarteda second-classreplicaon
the nearbysurrogate,it replaystheseloggedoper-
ationsto bring the stateof the replica up-to-date.
Slingshot applicationsprovide wrappersthat en-
force determinismat the applicationlevel (similar
to Rodrigues'BASE [8]), guaranteeingthat repli-
casremainconsistent.As the replicaexecutesfur-
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theroperations,blocksassociatedwith its persistent
statearefetchedon demandandcached.

3 Designand implementation

3.1 Overview

For a typical service,thevolatile stateis 145MB in
sizeandthepersistentstateis 4GB.Usingcompres-
sion andWaldspurger's ballooningtechnique[14],
thevolatile statecanbereducedto 30–40MB. This
takesapproximately30minutesto transferfrom the
homeserver to the surrogateif the homeserver is
connectedto theInternetby a256Kb/s DSL link.

In this section,we describehow we can substan-
tially reducethe time to instantiatea serviceon a
nearbysurrogateby storing its stateon a portable
storagedevice suchasa mobile disk drive or �ash
card.Speci�cally, for eachservice,westorethefol-
lowing typesof state:

� Volatile state. After ballooningandcom-
pressionare applied, the entire remaining
volatile stateis neededto instantiatea new
replica. Typically, thevolatile stateof two
differentvirtual machinesarealmostcom-
pletely different from oneanother. There-
fore,we storethevolatile stateof eachser-
viceasa �le ontheportablestoragedevice.

� Persistentstate. In contrastto thevolatile
state,only a relatively small portionof the
persistentdisk imagemayactuallybe read
by areplicawhile it executesonasurrogate.
Further, two different servicesmay share
many disk blocksin common,especiallyif
they werecreatedfrom the samebaseop-
eratingsystem. Given theseobservations,
we usecontent-addressable storage,asde-
scribedin Section3.2to storethepersistent
state.

� Operation log. This storesall remoteop-
erationsperformedby anapplication.For a
statefulapplicationsuchasa remotedesk-
top, the operationlog can be usedby the
mobile client to bring a new replicaup-to-
datewith theexisting state.

When a userreturnsto her homeserver, shecre-
atesnew checkpointsfor herexisting Slingshotap-

plications. Eachcheckpointconsistsof a snapshot
of thevolatileandpersistentstateof theremoteser-
vice runningon thehomeserver. Becausetheuser
is co-locatedwith thehomeserver at this point, the
snapshotscanbequickly andef�ciently uploadedto
theportablestoragedevice.

Whentheusercreatesa new snapshotof a service,
theoperationlog is empty. Whensheusestheappli-
cationon theroad,Slingshotappendseachapplica-
tion operationto the log. This enablesSlingshotto
instantiateanew replicaof astatefulserviceby �rst
restoringthecheckpointrepresentedby thevolatile
state,and then deterministicallyreplayingthe op-
erationlog. As an optimization,servicesmay be
speci�edasbeingstateless—inthis case,Slingshot
neitherrecordsnor replaystheoperationlog.

3.2 The persistentstate

Previous researchin virtual machinemigrationby
Sapuntzakis[9] and Tolia [11] has shown that
content-addressable storageis highly effective in
reducingthe storageand transfercostsof persis-
tentstate.We adopttheir approachby dividing the
virtual disk into 4KB chunksand indexing each
chunkby its SHA-1 hashvalue. As shown in Fig-
ure 2, the portablestoragestoresa chunktablefor
eachserviceand a chunk databasethat contains
the 4KB disk blocks. The chunk tablemapslog-
ical block numbersto the SHA-1 hashof the data
storedateachlocation.A hashtablemapstheSHA-
1 value to the location of the data in the chunk
database.SinceSHA-1 hasbeenshown to be ex-
tremely collision-resistant, the probability of any
two blockswith differentdatahashingto thesame
valueis in�nitesimal.

Whena new replicais instantiatedon a nearbysur-
rogate,themobilecomputertriesto �nd theservice
statefor that replicaon any availableportablestor-
agedevice. If the stateis found, the volatile state,
chunk table, and hashtable are transmittedto the
surrogateoverthehotspot'swirelessnetwork. Since
thelocalnetwork typicallyoffersmuchhigherband-
width thanthe backhaulconnection,retrieving the
datafrom a local portablestoragedevice is much
quicker thanretrieving it from thehomeserver. One
reasonthatwetransmitthechunktableandthehash
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Figure 2. Reading persistent state

tableto thesurrogateis that thesurrogatecanusu-
ally maintainthis informationin memory, whereas
aresource-constrainedmobilecomputercannot.By
placingthis informationon thesurrogate,Slingshot
improvesthelatency of accessingpersistentstate.

3.3 The operation log

The operationlog is neededonly for statefulser-
vices. The resultof a remoteoperationfor a state-
ful servicedependsuponthe operationsthat it has
previously executed. Slingshotensuresthat appli-
cationsaredeterministic;i.e. given two replicasin
thesameinitial state,anidenticalsequenceof oper-
ationssentto eachreplicaproducesidenticalresults.

Whenastatefulserviceis instantiatedfrom portable
storage,its volatile statewill not matchthe stored
stateafterit executesany remoteoperation.Further,
theexecutionof anoperationwill oftenchangethe
persistentstatecausingdirty blocksto bewritten to
the servicecacheon the surrogate.Thus,if a user
wereto leave a hotspotat which shehadexecuted
someoperations,andtheninstantiatea new replica
fromthestateonportablestorageatanotherhotspot,
thenew replicawould not containany of themodi-
�cations shehadmadeat theprevioushotspot.This
is clearlyunacceptable.

Onesolutionto this problemwould beto download
thevolatile stateandmodi�cationsto thepersistent
statefrom asurrogatebeforeleaving ahotspot.Un-
fortunately, this requiresexplicit noti�cation that a
mobile computerwill be leaving its presentloca-
tion. Further, evenif suchnoti�cation is given,suf-
�cient notice must be given so that the statecan
be downloadedbeforethe movementoccurs. This
would typically requireseveralminutesof advance
notice.Whensuchnoticeis unavailable,themobile
computerwouldberequiredto retrieve themodi�ed

stateover a limited Internetbackhaulconnection,
leaving ahalf-houror moreuntil anotherreplicacan
be instantiated.Given theseconsiderations,we re-
jectedthisalternative asinfeasible.

Our approachto supportingstatefulservicesis to
storea log of all remoteoperationson theportable
storagedevice. SinceSlingshotensuresdetermin-
ism,areplicacanbebroughtup-to-dateby restoring
thecheckpointrepresentedby thevolatile andper-
sistentstateand then replayingall operationsthat
haveoccurredsincethatcheckpointwastakenatthe
homeserver. Whenaremoteoperationis performed
while the useris on the road,that operationis ap-
pendedto the log. Thus, the sizeof the operation
log continuesto increaseuntil theuserreturnshome
anda new checkpointcanbestoredon theportable
storagedevice. At thispoint, thepreviousoperation
log canbe deleted. As operationsaccumulate,so
doesthetimeto bringanew second-classreplicaup
to date. This meansthat thereexists a break-even
pointwhereit takeslesstimeto simplycreateanew
checkpointfrom the �rst-class replicaon thehome
serveranddownloadit overtheInternetthanit takes
to instantiatea replicafrom portablestorage.

4 Evaluation

In this section,we quantify thebene�ts of portable
storage. We comparethe time to instantiatea
second-classreplica on a new surrogatewith and
withoutportablestorage.Wealsoexaminethestor-
agerequirementsof sometypical services.

4.1 Methodology

The client platform in our evaluation is an iPAQ
3970handheldrunningtheLinux 2.4.19-rmk3ker-
nel. The handheldhas an XScale-PXA250pro-
cessor, 64MB of DRAM. It usesa 11Mb/s Cisco
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This �gure shows the topology for the experiment. The handheld user moves from the hotspot in the middle to the one on the left. We
refer to the surrogate at the middle hotspot as the distant surrogate and the other as the nearby surrogate.

Figure 3. The logical topology for the experiment

350 802.11bcard for network communicationand
a 4GB Hitachi microdrive asportablestorage.The
homeserver is aDell Precision350with a3.06GHz
Pentium 4 processorrunning Red Hat 8 Linux.
The nearbysurrogateis a Dell Optiplex 370 with
a 2.8GHz Pentium4 processorrunning Red Hat
9 Linux. The distant surrogateis an IBM X31
Thinkpadwith a1.6GHz PentiumM processor.

Thenetwork topologybetweenthehomeserver, the
distantsurrogate,andthenearbysurrogateis shown
in Figure3. We emulatethis topologyby routing
packets througha computerrunning the NISTnet
network emulator[3]. Weassumesurrogatesarelo-
catedin wirelesshotspotswith upstreamanddown-
streambandwidthof 1.5Mb/s. Thehomeserver is
connectedthrougha DSL link with upstreamband-
width of 256Kb/s.

We show resultsfor two services:speechrecogni-
tion usingIBM ViaVoiceandtheVNC remotedesk-
top. The�rst is statelessandthesecondis stateful.
We rana repeating,�x ed workloadfor eachappli-
cation. For speech,we recognizeda pre-recorded
phraseandthenpaused5 secondsbeforethenext it-
eration.For VNC, aprogramemulatedauseropen-
ing a Word document,insertingtext at the begin-
ning, saving, andclosingthedocument.The think
timebetweeneachiterationwas10 seconds.

Both applications ran inside a VMware virtual
machinecon�gured with 4GB of hard disk and

128MB of memory. We installedbothapplications
from a vanillaWindows XP image.

In ourexperiments,weexaminedhow portablestor-
ageimprovestheinstantiationof new replicas.The
Hitachi 4GB hard drive is insertedinto the iPAQ
throughouttheseexperiments.As eachexperiment
begins, the handheldusermoves from the middle
hotspotto the one locatedon the left in Figure 3.
Thus,theuserhasa�rst-classreplicarunningonthe
homeserver anda second-classreplicarunningon
the distantsurrogateat the startof the experiment.
After sometime, Slingshotdetectstheexistenceof
thenearbysurrogateat thenew hotspotandinstan-
tiatesa replicaon it.

4.2 Statelessservice: speechrecognition

Figure4 showsapplicationresponsetimeduringthe
instantiationof anew replicaof thestatelessspeech
servicewith andwithoutportablestorage.Notethat
the instantiationof a replicaat the nearbywireless
hotspotreducesapplicationresponsetime by 48%
in bothcases.In eachcase,Slingshotstartsinstan-
tiating the replica after iteration 80. The time to
instantiatea second-classreplica without portable
storageis 26:30minutes. Portablestoragereduces
this time to 3:07 minutes,an 85% improvement.
This meansthat theuserenjoys improvedresponse
time for herapplicationmuchsooner.

In Figure4, betweeniterations81 and130 on the
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This graph shows how response time varies during the instanti-
ate of a speech recognition service

Figure 4. Speech recognition service

solid portablestorageline, there is a spike in re-
sponsetime. During this period,thenew surrogate
is fetchingthe volatile statefrom portablestorage.
This createssubstantialnetwork traf�c that delays
thetransmissionof remoterequeststo existingrepli-
cas,as well as the receiptof their replies. In the
future,we planto eliminatethis behavior by priori-
tizing foregroundapplicationactivity; however, this
mayslightly delaytheinstantiationof new replicas.

Figure4 alsoshowsasubtlebene�t of portablestor-
age.Without portablestorage,applicationresponse
timeshowsaspikebeforeiteration400.During this
period,thenewly instantiatedreplicaon thenearby
surrogateofferspoorresponsetime becauseit must
fetch a considerableamountof its persistentstate
from thedistanthomeserver. Only afterthisstateis
fetchedcanit offer improved responsetime. How-
ever, if thenew replicais ableto fetchits persistent
statefrom portablestorage,thenthisdatacanbere-
trievedquicker, leadingto betterresponsetime.

4.3 Stateful application: remotedesktop

We next ran the sameexperimentfor the stateful
VNC remotedesktopservice.Theresultsareshown
in Figure 5, which comparesapplicationresponse
time with and without portablestorage. In both
cases,we begin instantiatinga new replica after
30 iterations. For this application,instantiatinga
replicaat thenearbyhotspotreducesresponsetime
by35%.Withoutportablestorage,thenew replicais
readyafter30:40minutesat iteration125. This in-
cludes23:08minutesto transferstateand7:24min-
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This graph shows how response time varies during the instanti-
ate of a VNC remote desktop service

Figure 5. VNC remote desktop

utesto replaythelog. Portablestoragedecreasesthe
instantiationtime to 7:20 minutes,which is com-
prised of 2:50 minutesof transfertime and 4:30
minutesof replay time. Overall, portablestorage
reducesthe time to instantiatethe new replica by
75%,despitehaving to replaythe�rst 30 iterations
of loggedactivity. In otherwords,thetimeto replay
loggedeventsis muchlessthantheextra time that
is neededto fetchanup-to-datecheckpointfrom the
homeserver. Weestimatedthebreak-evenpoint for
this applicationto beroughly210 iterations,or ap-
proximately70minutesof applicationactivity. This
indicatesthatthelog sizecangrow to bequitelarge
beforeit makessenseto fetchanew checkpointover
awide-areaconnection.

4.4 Storagerequirements

For thespeechrecognitionservice,thecompressed
volatile stateis 36MB and the persistentstateis
2GB.For theVNC service,thecompressedvolatile
stateis 30MB and the persistentstateis 1.5GB.
However, during the executionof our experiments
thespeechreplicaonly fetched6MB of datachunks
from the persistentstorage,while theVNC replica
fetched8MB. This representslessthan0.5%of the
persistentstateof eachservice.Theseresultsindi-
catethat we could signi�cantly reducethe storage
requirementsfor Slingshotservicesif we couldac-
curatelypredictwhichchunkswill beneeded.

Wealsoexaminedtheoverlapin persistentstatebe-
tweenthe two services. In total, 1.17GB of data
is commonto the two services—primarilybecause
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they bothrun on a commonWindows XP platform.
Thismeansthatcontent-addressablestoragecanre-
ducethecombinedstoragerequirementsof thetwo
servicesby 33%from 3.5GB to 2.33GB.

5 RelatedWork

To thebestof our knowledge,Slingshotis the �rst
systemto dynamicallyinstantiatereplicasof state-
ful applicationsin orderto improvetheperformance
of small, resource-poormobile computers.Sling-
shotis aninstanceof cyberforaging[1], theoppor-
tunistic useof surrogatesto augmentthe capabili-
ties of mobile computers.Previous work in Spec-
tra[4] examinedhow acyberforagingsystemcould
locatethebestserverandapplicationpartitioningto
usegivendynamicresourceconstraints.In contrast,
Slingshottakes this selectionas a given and pro-
videsamechanismfor utilizing surrogateresources.
More recently, Balan [2] and Goyal [6] have also
proposedcyber foraginginfrastructure.Compared
to thesesystems,the major capability addedby
Slingshotis the ability to executestatefulservices
on surrogatecomputers.

Tolia et al. [11] uselookasidecachingto integrate
portablestorageinto a distributed �le systemand
supportInternetSuspend/Resume,which allows a
user to migrate their computingenvironment be-
tweentwo desktopcomputers.In contrast,ourwork
targets mobile computerssuch as handheldsand
usesportablestorageto supportcyberforaging.

6 Conclusionand Futur eWork

Theresultsin this papershow thatportablestorage
candecreasethetimeto instantiateanew replicaby
up to 85% in a cyber foraginginfrastructure.Fur-
ther, we show how statefulapplicationscanbene-
�t from portablestorageby logging anddetermin-
istically replayingremoteoperations. Finally, we
quantifythestoragerequirementsfor two services.

Our futurework will focuson prioritizing wireless
network traf�c so that the backgroundtraf�c asso-
ciatedwith replicainstantiationdoesnot adversely
impacttheforegroundtraf�c associatedwith appli-
cationactivity. We alsoplanto investigatemethods
for predictingwhichchunksof aservice'spersistent

statearemostlikely to be accessedby a surrogate.
Thesepredictionscan be usedto prioritize which
chunksarecachedon portablestorage.
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