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Abstract

The ubiquitouscomputingcommunityhas focused
consideable attention on enabling resouce-poor
mobile computes sud as cell-phonesand hand-
heldsto executedemandingapplicationssudt as
speeb recanition and virtual desktops.One pro-
posedsolution,cyberforaging, usesemotecomput-
ers locatedat wirelesshotspotso executeapplica-
tion serviceson behalfof mobilecomputes. In this
paperweexplore howportablestorage canimprove
the performanceof a cyberforaging infrastructue.
Our appoad usesportable storage to store shap-
shotsof servicestatealong with logs that are used
for deterministiaeplay We showthatthis approad
reduceghetimeto instantiatenew servicesat wire-
lesshotspotsyupto 85%whenusedwith the Sling-
shotcyberforaging infrastructue.

1 Intr oduction

Creatingapplicationghatexecuteon small, mobile
computerds a challengingtask. On onehand,the
size and weight constraintsof handheldand simi-
lar computerdimit their processingpower, battery
capacity and memory size. On the other hand,
users'appetitesare driven by the applicationsthat
run on their desktopstheseoften requiremorere-
sourceghana handheldcanprovide. A solutionto
thisdilemmais remoteexecutionusingwirelessnet-
worksto accessomputeseners;this combineghe
mobility of handheldsvith the processingower of
desktops. However, a mobile userthat accessesa
distant,well-knovn computesener from awireless
hotspotoften nds thatthe lateny and bandwidth
limitations of the backhaulconnectiorbetweernthe
hotspotand the Internetsubstantiallydegradethe
performancef interactve applications.

The ubiquitouscomputingresearcltommunityhas
addressedhis limitation throughthe development
of cyberforaging infrastructurethat allows mobile
clientsto leveragethird-party surrogate computers
locatedat wirelesshotspotd2, 5, 6, 7, 12]. Since
thesesurrogatesare accessiblevia high-bandwidth
(54Mb/s for 802.119), low-lateny wireless net-
works,interactive responsdime is muchimproved.

Unfortunately in our experiencewith the Slingshot
cyberforaginginfrastructure(describedn the next
section) we have foundthatthesamebackhaulim-
itations that motivate the needfor cyber foraging
canalsosubstantiallydelaytheinstantiationof new
serviceson surrogatecomputers. While the wire-
lessbandwidthat the hotspotis plentiful, the state
neededto instantiatea surrogatemust be shipped
over a backhaulconnectionsharedamong mary
users.In this paper we examinehow portablestor
agedevices can substantiallyreducethat delay by
shippingthis statelocally over thewirelessnetwork
instead.

Speci cally, we addresshefollowing questions:

Whatdatashouldbestoredonportablestor
ageto bestsupportcyberforaging?

How can stateful servicessuchas remote
desktopdehandledef ciently?

How muchcanportablestoragereducethe
time to instantiatenew services?
Whatarethestoragaequirement$or some
typical mobile services?

We begin in the next sectionwith an overvien of
Slingshot.Section3 lays out the designandimple-
mentationof our portablestoragesupport,andSec-
tion 4 evaluatedts effectivenessWe concludewith
adiscussiorof relatedandfuture work.
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Figure 1. Slingshot architecture

2 SlingshotOverview

Figure 1 shawvs anoverview of the Slingshotcyber
foraginginfrastructure[10]. EachSlingshotappli-
cationis partitionedinto two components:a local
componenthatrunson the mobile clientanda re-
moteservicethat is replicatedon the homesener
andsurrogatesldeally, we partitiontheapplication
sothatresource-intenge functionality executesas
part of the remote service—thelocal component
typically containsonly theuserinterface. Thisparti-
tioningenablesiemandin@pplicationgo berunon
mobile computerghat are highly portablebut also
extremelyresource-impeerished.

A rst-classreplicaof eachremoteserviceexecutes
on the homesener and second-classeplicasexe-
cute on nearbysurrogates. The homesener is a
known, well-maintainedsener underthe adminis-
trative control of the user For instance the home
senermightbetheusers desktopor asharedsener
maintainedby an IT department.In contrast,sur
rogatesare co-locatedwith wirelessaccesgoints.
They areadministeredoy third partiesand are not
assumedo bereliable.

Slingshot broadcastsapplication requeststo all
replicasand returnsthe rst responset receves
to the local applicationcomponent. Second-class
replicas at wireless hotspotsimprove interactve
performancebecauseheir responsesre receved
fasterthanthosefrom the distanthomesener. The
rst-classreplicasprovide awell-maintainedepos-
itory for applicationstatethatpersistevenif all sur
rogatedail.

High Latency

CEEE——

Home Server

Service Database

Remote Service

Eachreplicaexecuteswithin its own VMware[13]
virtual machine.Replicastateconsistsof two com-
ponents:the persistentstate or disk imageof the
virtual machineandthevolatile state includingthe
memoryimageandregistersof thevirtual machine.
To handlethe persistenttate,we usethe Fauxide
andVulpesmodulesdevelopedby Intel Researcls
InternetSuspendResumeproject[7]. Thesemod-
ulesinterceptVMware disk 1/0O requests.On the
homesener, we redirecttheserequestso a service
databasehatstoreghedisk blocksof everyremote
service.On asurrogateVMwarereadsare rst di-
rectedto aservicecache— if theblockis notfound
in thecacheit is fetchedfrom the servicedatabase
onthehomesener.

Whenamobile computerconnectgo a nen hotspot
andSlingshotdetectsa nearbysurrogateijt will in-
stantiatea nenv second-classeplicaon that surro-
gate. Slingshotcheckpointsthe rst-class replica
onthehomesenerandsendghevolatile stateasso-
ciatedwith the checkpointto the surrogate. This
is a lengthy process,during which the user may
continueto executethe applicationusing existing
replicag(albeitwith potentiallypoorresponsg¢ime).
Slingshotiogsall operatiomactvity thatoccursdur
ing this time period. Once it has retrieved the
volatile stateand starteda second-classeplicaon
the nearbysurrogatejt replaystheseloggedoper
ationsto bring the stateof the replica up-to-date.
Slingshot applicationsprovide wrappersthat en-
force determinismat the applicationlevel (similar
to Rodrigues'BASE [8]), guaranteeindhat repli-
casremainconsistent.As the replicaexecutesfur-



theroperationsblocksassociateavith its persistent
statearefetchedon demandandcached.

3 Designand implementation

3.1 Overview

For atypical service thevolatile stateis 145MB in
sizeandthepersistenstateis 4 GB. Usingcompres-
sion and Waldspuger's ballooningtechnique[14],
thevolatile statecanbereducedo 30—40MB. This
takesapproximatel\80 minutesto transferfrom the
homesener to the surrogatef the homesener is
connectedo the Internetby a 256Kb/s DSL link.

In this section,we describehow we can substan-
tially reducethe time to instantiatea serviceon a
nearbysurrogateby storingits stateon a portable
storagedevice suchasa mobile disk drive or ash
card.Speci cally, for eachservice we storethefol-
lowing typesof state:

Volatile state. After ballooningandcom-
pressionare applied, the entire remaining
volatile stateis neededo instantiatea new
replica. Typically, the volatile stateof two
differentvirtual machinesarealmostcom-
pletely differentfrom one another There-
fore, we storethe volatile stateof eachser
viceasa le ontheportablestoragedevice.

Persistentstate. In contrastto the volatile
state,only a relatively small portion of the
persistentisk imagemay actuallybe read
by areplicawhile it executesonasurrogate.
Further two different servicesmay share
mary disk blocksin common,especiallyif
they were createdfrom the samebaseop-
eratingsystem. Given theseobsenrations,
we usecontent-addresshbstorageasde-
scribedin Section3.2to storethe persistent
state.

Operation log. This storesall remoteop-
erationgperformedby anapplication.For a
statefulapplicationsuchas a remotedesk-
top, the operationlog can be usedby the
mobile client to bring a new replicaup-to-
datewith the existing state.

When a userreturnsto her home sener, shecre-
atesnaw checkpointdor herexisting Slingshotap-

plications. Eachcheckpointconsistsof a snapshot
of thevolatile andpersistenstateof theremoteser
vice runningon the homesener. Becausehe user
is co-locatedwith the homesener at this point, the
snapshotsanbequickly andef ciently uploadedo
the portablestoragedevice.

Whenthe usercreatesa nev snapshobf a service,
theoperationog is empty Whensheusegheappli-
cationontheroad,Slingshotappendachapplica-
tion operationto thelog. This enablesSlingshotto
instantiateanew replicaof a statefulserviceby rst
restoringthe checkpointrepresentedy the volatile
state,and then deterministicallyreplayingthe op-
erationlog. As an optimization, servicesmay be
speci ed asbeingstateless—irthis case Slingshot
neitherrecordsnor replaysthe operationog.

3.2 The persistentstate

Previous researchn virtual machinemigration by
Sapuntzakis[9] and Tolia [11] has shavn that
content-addressablstorageis highly effective in

reducingthe storageand transfercostsof persis-
tent state. We adopttheir approachoy dividing the
virtual disk into 4KB chunksand indexing each
chunkby its SHA-1 hashvalue. As shawn in Fig-

ure 2, the portablestoragestoresa chunktable for

eachserviceand a chunk databasehat contains
the 4KB disk blocks. The chunktable mapslog-

ical block numbersto the SHA-1 hashof the data
storedateachlocation.A hashtablemapsthe SHA-

1 value to the location of the datain the chunk
database.Since SHA-1 hasbeenshavn to be ex-

tremely collision-resistant the probability of any

two blockswith differentdatahashingto the same
valueis in nitesimal.

Whenanew replicais instantiatecbn a nearbysur
rogate themobilecomputettriesto nd theservice
statefor thatreplicaon ary available portablestor
agedevice. If the stateis found, the volatile state,
chunktable, and hashtable are transmittedto the
surrogateverthehotspots wirelessnetwork. Since
thelocalnetwork typically offersmuchhigherband-
width thanthe backhaulconnection retrieving the
datafrom a local portablestoragedevice is much
guickerthanretrieving it fromthehomesener. One
reasorthatwe transmitthechunktableandthehash
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Figure 2. Reading persistent state

tableto the surrogatds thatthe surrogatecan usu-
ally maintainthis informationin memory whereas
aresource-constrasa mobilecomputercannot.By
placingthis informationonthe surrogateSlingshot
improvesthelateny of accessingersistenstate.

3.3 The operation log

The operationlog is neededonly for statefulser
vices. The resultof a remoteoperationfor a state-
ful servicedependsiponthe operationghatit has
previously executed. Slingshotensureghat appli-
cationsaredeterministic;i.e. giventwo replicasin
thesamenitial state anidenticalsequencef oper
ationssentto eachreplicaproducesdenticalresults.

Whena statefulserviceis instantiatedrom portable
storage,its volatile statewill not matchthe stored
stateafterit executesary remoteoperationFurther

the executionof an operationwill oftenchangethe
persistenstatecausingdirty blocksto bewrittento

the servicecacheon the surrogate.Thus, if a user
wereto leave a hotspotat which shehad executed
someoperationsandtheninstantiatea new replica
from thestateon portablestorageatanothetotspot,
the new replicawould not containary of the modi-

cations shehadmadeatthe previoushotspot.This

is clearlyunacceptable.

Onesolutionto this problemwould beto download
thevolatile stateandmodi cationsto the persistent
statefrom a surrogateeforeleaving a hotspot.Un-
fortunately this requiresexplicit noti cation thata
mobile computerwill be leaving its presentloca-
tion. Further evenif suchnoti cation is given, suf-
cient notice must be given so that the statecan
be downloadedbeforethe movementoccurs. This
would typically requireseseral minutesof adwance
notice.Whensuchnoticeis unavailable,themobile
computemwould berequirecto retrieve themodi ed

stateover a limited Internetbackhaulconnection,
leaving a half-houror moreuntil anotherreplicacan

be instantiated.Giventheseconsiderationswe re-

jectedthis alternatve asinfeasible.

Our approachto supportingstateful servicesis to

storea log of all remoteoperationson the portable
storagedevice. SinceSlingshotensuresdetermin-
ism,areplicacanbebroughtup-to-dateby restoring
the checkpointrepresentedby the volatile andper

sistentstateand thenreplayingall operationsthat
have occurredsincethatcheckpointvastakenatthe
homesener. Whenaremoteoperations performed
while the useris on the road, that operationis ap-
pendedto the log. Thus,the size of the operation
log continuego increasauntil theuserreturnshome
anda new checkpointcanbe storedon the portable
storagedevice. At this point, thepreviousoperation
log canbe deleted. As operationsaccumulateso
doesthetimeto bringanew second-clasgeplicaup

to date. This meansthat thereexists a break-gen

pointwhereit takeslesstimeto simply createa new

checkpointfrom the rst-class replicaon the home
seneranddownloadit overthelnternetthanit takes
to instantiateareplicafrom portablestorage.

4 Evaluation

In this section,we quantifythe bene ts of portable
storage. We comparethe time to instantiatea
second-classeplicaon a nev surrogatewith and
without portablestorage We alsoexaminethe stor

agerequirement®f sometypical services.

4.1 Methodology

The client platform in our evaluationis an iPAQ
3970handheldrunningthe Linux 2.4.19-rmk3ker
nel. The handheldhas an XScale-PXA250pro-
cessor64MB of DRAM. It usesa 11Mb/s Cisco
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This gure shows the topology for the experiment. The handheld user moves from the hotspot in the middle to the one on the left. We
refer to the surrogate at the middle hotspot as the distant surrogate and the other as the nearby surrogate.

Figure 3. The logical topology for the experiment

350802.11bcardfor network communicationand
a4 GB Hitachi microdrive asportablestorage.The
homeseneris aDell Precisior850with a3.06GHz
Pentium 4 processorrunning Red Hat 8 Linux.
The nearbysurrogateis a Dell Optiplex 370 with
a 2.8GHz Pentium4 processorunning Red Hat
9 Linux. The distant surrogateis an IBM X31
Thinkpadwith a 1.6GHz PentiumM processor

Thenetwork topologybetweerthehomesener, the
distantsurrogateandthe nearbysurrogatas shavn
in Figure 3. We emulatethis topology by routing
paclets through a computerrunning the NISTnet
network emulatof3]. We assumesurrogatesrelo-
catedin wirelesshotspotswith upstreamanddown-
streambandwidthof 1.5Mb/s. The homesener is
connectedhrougha DSL link with upstreanband-
width of 256Kb/s.

We shaw resultsfor two services:speectrecogni-
tionusingIBM ViaVoiceandtheVNC remotedesk-
top. The rst is statelessandthe seconds stateful.
We ran a repeating, x ed workloadfor eachappli-
cation. For speechwe recognizeda pre-recorded
phraseandthenpaused seconddeforethenext it-
eration.For VNC, aprogramemulatech useropen-
ing a Word document,insertingtext at the begin-
ning, saving, and closingthe document.The think
time betweereachiterationwas10 seconds.

Both applicationsran inside a VMware virtual
machinecon gured with 4GB of hard disk and

128MB of memory We installedboth applications
from a vanillaWindows XP image.

In ourexperimentsye examinedhow portablestor

ageimprovestheinstantiationof new replicas.The
Hitachi 4GB harddrive is insertedinto the iPAQ

throughouttheseexperiments.As eachexperiment
begins, the handhelduser moves from the middle
hotspotto the one locatedon the left in Figure 3.

Thus,theuserhasa rst-classreplicarunningonthe
homesener anda second-classeplicarunningon

the distantsurrogateat the startof the experiment.
After sometime, Slingshotdetectshe existenceof

the nearbysurrogateat the new hotspotandinstan-
tiatesareplicaonit.

4.2 Statelesssewice: speechrecognition

Figure4 shavs applicationresponséime duringthe
instantiatiorof a new replicaof the statelesspeech
servicewith andwithoutportablestorage Notethat
the instantiationof a replicaat the nearbywireless
hotspotreducesapplicationresponsdime by 48%
in bothcases.In eachcase,Slingshotstartsinstan-
tiating the replica after iteration 80. The time to
instantiatea second-classeplica without portable
storageis 26:30minutes. Portablestoragereduces
this time to 3:07 minutes, an 85% improvement.
This meanghatthe userenjoys improved response
time for herapplicationmuchsooner

In Figure 4, betweeniterations81 and 130 on the
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This graph shows how response time varies during the instanti-
ate of a speech recognition service

Figure 4. Speech recognition service

solid portablestorageline, thereis a spike in re-
sponsdime. During this period,the new surrogate
is fetchingthe volatile statefrom portablestorage.
This createssubstantiahetwork trafc that delays
thetransmissiomf remoterequests$o existingrepli-
cas,aswell asthe receiptof their replies. In the
future,we planto eliminatethis behaior by priori-
tizing foregroundapplicationactiity; however, this
may slightly delaytheinstantiationof new replicas.

Figure4 alsoshavs asubtlebene t of portablestor
age.Without portablestorageapplicationresponse
time shavs a spike beforeiteration400. During this
period,the newly instantiatedeplicaon the nearby
surrogateofferspoorresponsdime becausét must
fetch a considerableamountof its persistentstate
from thedistanthomesener. Only afterthis stateis
fetchedcanit offer improved responsdime. How-
ever, if thenew replicais ableto fetchits persistent
statefrom portablestoragethenthis datacanbere-
trieved quicker, leadingto betterresponséime.

4.3 Stateful application: remotedesktop

We next ran the sameexperimentfor the stateful
VNC remotedesktopservice.Theresultsareshavn
in Figure 5, which comparesapplicationresponse
time with and without portable storage. In both
cases,we bgyin instantiatinga new replica after
30 iterations. For this application,instantiatinga
replicaat the nearbyhotspotreducegesponsédime
by 35%. Withoutportablestoragethenew replicais
readyafter 30:40minutesat iteration125. Thisin-
cludes23:08minutesto transferstateand7:24min-
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This graph shows how response time varies during the instanti-
ate of a VNC remote desktop service

Figure 5. VNC remote desktop

utesto replaythelog. Portablestoragadecreasethe

instantiationtime to 7:20 minutes,which is com-

prised of 2:50 minutesof transfertime and 4:30
minutesof replay time. Overall, portablestorage
reducesthe time to instantiatethe new replicaby

75%, despitehaving to replaythe rst 30 iterations
of loggedactiity. In otherwords,thetimeto replay
loggedeventsis muchlessthanthe extra time that
is neededo fetchanup-to-datecheckpoinfrom the
homesener. We estimatedhebreak-&en pointfor

this applicationto be roughly 210iterations,or ap-
proximately70 minutesof applicationactvity. This

indicateghatthelog sizecangrow to bequitelarge
beforeit makessensdo fetchanew checkpoinbver

awide-areaconnection.

4.4 Storagerequirements

For the speectrecognitionservice the compressed
volatile stateis 36 MB and the persistentstateis
2 GB. FortheVNC servicethecompresseduolatile
stateis 30MB and the persistentstateis 1.5GB.
However, during the executionof our experiments
thespeecheplicaonly fetched6 MB of datachunks
from the persistenstorage while the VNC replica
fetched8 MB. Thisrepresenttessthan0.5%of the
persistenstateof eachservice. Theseresultsindi-
catethatwe could signi cantly reducethe storage
requirementgor Slingshotservicesf we couldac-
curatelypredictwhich chunkswill beneeded.

We alsoexaminedthe overlapin persistenstatebe-
tweenthe two services. In total, 1.17GB of data
is commonto the two services—primariljbecause



they bothrun onacommonWindows XP platform.
This meanghatcontent-addressabdtoragecanre-
ducethe combinedstoragerequirementsf thetwo
servicedy 33%from 3.5GB to 2.33GB.

5 RelatedWork

To the bestof our knowledge, Slingshotis the rst
systemto dynamicallyinstantiatereplicasof state-
ful applicationsn orderto improve theperformance
of small, resource-poomobile computers. Sling-
shotis aninstanceof cyberforaging[1], theoppor
tunistic useof surrogateto augmentthe capabili-
ties of mobile computers.Previous work in Spec-
tra[4] examinedhow acyberforagingsystencould
locatethe bestsener andapplicationpartitioningto
usegivendynamicresourceconstraintsin contrast,
Slingshottakes this selectionas a given and pro-
videsamechanisnfor utilizing surrogateesources.
More recently Balan[2] and Goyal [6] have also
proposedcyber foraginginfrastructure. Compared
to thesesystems,the major capability added by
Slingshotis the ability to executestatefulservices
onsurrogateeomputers.

Tolia et al. [11] uselookasidecachingto integrate
portablestorageinto a distributed le systemand
supportinternet Suspend/Resumeayhich allows a
user to migrate their computing ervironment be-
tweentwo desktopcomputersin contrastpurwork
targets mobile computerssuch as handheldsand
usesportablestorageo supportcyberforaging.

6 Conclusionand Futur e Work

Theresultsin this papershav thatportablestorage
candecreas¢hetimeto instantiateanew replicaby
up to 85%in a cyber foraginginfrastructure. Fur
ther, we shaw how statefulapplicationscan bene-
t from portablestorageby logging and determin-
istically replayingremoteoperations. Finally, we
quantifythe storagerequirementgor two services.

Our future work will focuson prioritizing wireless
network trafc sothatthe backgroundrafc asso-
ciatedwith replicainstantiationdoesnot adwersely
impactthe foregroundtraf c associatedvith appli-

cationactvity. We alsoplanto investigatemethods
for predictingwhich chunksof aservices persistent

statearemostlikely to be accessetby a surrogate.
Thesepredictionscan be usedto prioritize which
chunksarecachedn portablestorage.
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