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ABSTRACT

Accuratelyidentifying spamcampaigngaunchedby a large num-
ber of botsin a botnetallows for accuratespamcampaignsigna-
turegeneratiorandhences critical to defeatingspammingdootnets.
Thestraight-forvardapproactof clusteringall spamcontainingthe
samelabelsuchasan URL into a campaigrcanbe easilydefeated
by techniquessuchas simple obfuscationsof URLSs. In this pa-
per, we performa comprehense study of content-agnostichar
acteristicsof spamcampaignsg.g., durationand source-netark
distribution of spammersjn orderto ascertainvhetherand how
they canassisthe simplelabel-basedlusteringmethodsn identi-
fying campaign&ndgeneratingampaigrsignaturesin particular
froma ve-monthtracecollectedby arelaysinkhole,we manually
identi ed andthenanalyzedseven URL-basedbotnetspamcam-
paignsconsistingof 52 million spammessagesentover 2.09mil-
lion SMTP connectionsoriginatedfrom over 150,000non-proxy
spamminghostsanddestinedo about200,000enddomains.Our
analysisshavs thatthespamcampaignswhenobseredfrom large
destinatiordomains exhibit durationsfar longerthanthe ve-day
periodasreportedin arecentstudy We analyzethe implications
of this nding on spamcampaigrsignaturegenerationWe further
study other characteristicof theselong-lastingcampaigns. Our
analysisrevealsseveralnew ndings regardingworkloaddistribu-
tion, sendingpatternsandcoordinationamongthe spammingma-
chines.

Categoriesand SubjectDescriptors: C.2.3ComputerCommuni-
cationNetworks: Network Operations—netark management;.2.0
ComputerCommunicationNetworks: General-securitynd pro-
tection

General Terms: MeasurementSecurity

Keywords: Spamcampaign,botnet, burstiness distributedness,
openrelay

1. INTRODUCTION

Ever sincespam rst becamea major problem,spammingech-
nigueshave escalatedn compleity in responseo the increasing
sophisticatiorof spamltering techniquesDueto thefundamental
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weaknes®f content-basedpam Itering techniquesi.e., thereare
simply too mary waysto obfuscatethe content,researcherbave
developedIP-address-basddchniques Suchtechniquesnaintain
ablacklistof IP addressethatareknown to have originatedspam
in thepast,andoffer asimpleinterfacesuchasDNS for corvenient
andefcient lookupsby mail senersin the future. In reactionto
DNS blacklisting, spammergesortedto emplg/ing botnets each
of which consistsof a large numberof compromisedmachines,
typically operatedindera centralCommand-and-ContrdCnC)to
originatespam.Thelow volumeof spamoriginatedfrom eachindi-
vidual botsigni cantly addsto thedif culty of accurateandtimely
blacklisting of thesebot machines. Becauseof the sheersize of
botnets spamdueto botsamountto amajorpercentagef thetotal
spamworldwide[24, 20].

Thedif culty with identifyingindividualbotsdueto theirstealthy
spammingoehaior suggestshataneffective approacho identify-
ing anddefeatingbotnetshasto resortto identifying the collective
behavior i.e., the spamcampaignthatthe botsin a botnetlaunch
collectively for pushingthe samespam(includingall of its obfus-
catedforms)to millions of mailboxes. Undersuchanapproachthe
new challengen thebattleagainsbotnetspamis shiftedto theabil-
ity to accuratelyclusterspambelongingto the samecampaigrand
generatesignaturescharacterizingg campaignimmediatelyupon
its onset.Suchspamcampaigrsignaturesanthenbeusedto iden-
tify and Iter futurespambelongingto the samecampaign.

A key obsenation aboutspamcampaignss that spambelong-
ing to the samecampaigntypically sharethe samespam/label,
suchasa URL or a phonenumbey which is neededo carry out
the spammingpurpose for example,to tell the recipientshow to
buy the medicationad\ertisedin the spam. However, clustering
spaminto campaignssolely basedon the labelsembeddedn the
messagesuchas URLs is insufcient asit is easily defeatedby
techniqguesuchassimpleobfuscation®f URLS, usingHTTP fea-
turessuchasURL redirection,andincluding additionallegitimate
URLs in the mail body A naturalquestionthenis whetherthe
label-basedpamcampaignclusteringapproachcan bene t from
exploiting somede ning content-agnosticharacteristicsnherent
in acampaign?

In this paperwe performatrace-drienanalysighatsearchefor
suchde niti ve characteristicef spamcampaignsin particular we
focuson characterizinghe burstinessi.e., how long a spamcam-
paignlasts,anddistributednessi.e., how widespreadhe sources
of a spamcampaignare. To facilitate our investigation,we lever
agethetechniquepreviously developedfor peekinginto spammers’
behaior from relay sinkholeg[15] which providesthe uniqueand
broadview of numerouspossiblyconcurrentspamcampaigndit-
ting mary diverseenddomains(including spamto majordomains
suchasHotmail, Yahoo! mail, Gmail). In particular froma ve-



monthtracecollectedby a relay sinkhole,we manuallyidenti ed
seven URL-basedotnetspamcampaignsvhich consistof 52 mil-
lion spammessagesentover 2.09million SMTPconnection®rig-
inatedfrom over 150,000non-relay non-proxy|P addresseand
destinedo about200,000enddomains.

We obsenre thatnearlyall spamcampaignswhenobseredfrom
large destinationdomains exhibit a burst durationfar longerthan
the ve-dayperiod usedas the campaignburstinessthresholdin
arecentstudy[22]. Oneimmediateimplication of this nding is
that one cannot simply clusterall the spamfrom a large number
of spammingsourcesthat containsimilar URLs andthe delivery
of whichis nished within a shortperiodof time asa singlespam
campaignasburstinesss not a de niti ve characteristidor mary
spamcampaignsin otherwords,while burstineslusdistributed-
nesanaybeasufcient conditionfor identifyingaspamcampaign,
it is not a necessargondition. Hence,usingit asthe de nitive
characteristicanresultin a high falsenegative ratio. Our analysis
shavsthatthecompleteURL signaturegeneratedisinga ve-day
burstinesscutoff anda 20-AS distributednessutoff on our seven
spamcampaigrtraceresultin afalsenegative ratioof 98.21%(con-
sideringonly the spamthat satisfythe 20-AS distributednesgut-
off). In contrast,the studyin [22] never reportedfalse negative
resultswhile evaluatingtheir spamcampaignsignaturegeneration
technique.

A secondmportantcontrikution of the paperis anin-depthanal-
ysisof thesdong-duratiorbotnetspamcampaignsdenti ed in our
trace. Unlike previous analysisof spamcampaigng22, 23], the
uniquevantagepoint of our relay sinkholeallows usto studythe
spammingpatternsof individual spammergo multiple destination
domainsaswell asthecoordinatiorof thesendingpatternof indi-
vidual spammer®n behalfof differentspamcampaigns Overall,
themajor ndings of our studyinclude:

Many spamcampaigng&renot burstyin nature whetherob-
senedfrom therelay's pointof view or from anenddomains
point of view; they continueon for months.

Thougha spamcampaignas a whole may not be bursty in

nature,the bots carrying out the work canin fact be bursty
andstealthywithin the campaign.In mary caseshotscom-
plete their entire workload for a particularspamcampaign
within the rst onehourof theirarrival into the campaignas
obseredby therelay.

There exist mary commonspamminglPs acrossmultiple
spamcampaigns.

The botsthat appearin multiple spamcampaigngypically

spamfor differentcampaignsn close-bytimeinstancesFur-

ther, they appeato spamnearlythe sameworkload(number
of spamemails)but to distinctrecipientsacrosshe multiple
campaigns.

An individual spamminghostsinvolvementin acampaigris
relatedto its uploadlink bandwidth. The higherthe upload
bandwidththe morespanwasobseredto originatefromiit.

Therestof thispapefis organizedasfollows. Section2 discusses
relatedwork. Section3 brie y reviewsthemethodologyandadvan-
tagesof usingrelaysinkholeso collectspam.In Sectiord, we dis-
cussthechallengesvith spamcampaigridenti cation andhow we
identi ed sevenURL-basedspamcampaignsnanually We charac-
terizethe burstinessaanddistributednes®f botnetspamcampaigns
in Section5, andperformanin-depthanalysisof individual spam-
merbehaior andthe coordinationamongspammersn Sections
and7. Finally, we concludein Section8.

2. RELATED WORK

The major shift of spammerdrom using high-wolume spam-
ming hoststo low-volumebut coordinatedotshassigni cantly in-
creasedhedif culty in identifying individual spammingsources.
In reaction,a numberof recentstudies[2, 23, 10, 22, 11] have
focusedon learningandidentifying bots' collective behaior, i.e.,
the spamcampaigrthey launchedwith the goal of deriving spam
campaigrsignaturesvhich canthenbeusedto Iter futurespam.

Oneapproachs to performstring extractionon the entire mail
contentin orderto identify common“shingles”thatcharacterize
campaign. For example,Zhuanget al. [23] appliedthe shingling
algorithm[4] to spammail bodiesto separatelifferentspamcam-
paignsin spamtracescollectedfrom Hotmail.

A lessresource-intenge approachthan string extraction from
the email body is to look for labelsthat characterizehe intention
behindthe messagee.g., the adwertisedURLs. For instance An-
dersonet al. [2] usedspamtracescollectedfrom a top-level four-
letter domainto studythe spaminfrastructure.They usedthe sim-
ple notion of a spamcampaigrto consistof all emailsthatcontain
thesameURL (afterall redirections) However, asexhibitedby our
trace,it is possiblefor two URLSs thatdo not renderthe samepage
to belongto thesamecampaign Oneway to work aroundthisiis to
comparethe pagedisplayedfor differentURLs asimages[2] and
clusterthembasedn similarity of therenderegagesusingimage-
shingling. However, this methodcanbe quiteresource-intenge.

In contrast,in this paperwe take a differentapproachby rst
manuallyidentifying spamcampaignsandthenanalyzingcontent-
agnosticcharacteristicof a campaignthat can assistwith cam-
paignidenti cation. In this regard,similar to our approachKonte
et al. [11] also rst manuallyidenti ed campaighsand classi ed
spamin their trace containingURLs belongingto 3,360domain
namesnto 21 distinctcampaigns However, their goalsarediffer-
entthanoursin thatthey focuson how fast- ux servicenetworks
areusedto hostthe onlinescamsadertisedby the spammessages.

Mostrecently Xie etal. [22] proposedo useburstinessaanddis-
tributednesastwo de niti ve characteristice®f botnetspamcam-
paignsto assistin identifying URL-basedotnetspamcampaigns.
In particular in extractingclustersof same-URL-containingpam
from anemailtracesampledat 1:25,000from a large mail service
provider, the authorsexerciseda burstinesslter of active period
lessthan ve days,anda distributednesslter of spammersrig-
inating from over 20 ASes. The URLs containedn suchclusters
arethenusedin a regularexpression-basedutomateccampaign
signaturegeneratiorprocesgor URL-basedspamcampaigns.

Relatedo spamcampaigranalysisKanichetal. [10] studiecthe
corversionrate of spam-— the probability that an unsolicitedmail
will ultimately elicit a sale— by in Itrating CnC channelf “The
Storm” botnetandinjecting threespamcampaignghat spammed
500million recipients.

Finally, several studieshave focusedon analyzingthe network-
level propertiesof spammersAs an example,Ramachandraand
Feamstef17] analyzedthe network-level behaior of spamorig-
inating from botnetsand discovereda new spammingtechnique,
called BGP spectrumagility, that useshijacked pre xesto send
spam. Ramachandraet al. [18] focuseson analyzingthe simi-
larity in the sendingpatternsof individual spammersuchasthe
temporaland spatiallocality (e.g., in destinationdomains)in the
spamthey generatedThey usedemailtracesfrom 115domainsto
develop a behavioal bladlist basedon the sendingbehaior (the
setof tamgetdomainghata particularlP addressendsspamto) of
spammersatherthana x edidentity suchasanIP address.Such
anapproactrequiressharingof spamcollectedfrom acrossmulti-
ple enddomains.



3. METHODOLOGY

In our study we usedthemethodologydescribedn [15] for col-
lectingalarge spanmtracefrom theuniquevantagepoint of anopen
relay sinkhole. Sucha uniquevantagepoint provides a snapshot
view of mary spamcampaignsnvolving a large numberof coor
dinatedhostsandmary destinatiordomains.In the following, we
brie y review the methodologyanddiscussts advantagesandlim-
itations,andsummarizehetracewe collected.

3.1 SpamCollection usingan Open Relay

Open relay sinkhole. An openrelay is an MTA (Mail Transfer
Agent) thatforwardsemailsfrom ary clientto ary destination.In
general,spammingthroughan openrelay is lucrative for a spam-
mer sincethey cango undetectedasthe nal mail recever sees
only the mail relay asthe spammingsource. While the botsin a
botnetgenerallysendspamin low volumeandhencearelesslik ely
to be detectedusinga relay wheneer possibleremainslucrative
aslong astherelayis not blacklisted.

Spammerause relay testing software [19] to scanthe Internet
for openrelaysthatcould be exploited by themfor spamming.To
detectopenrelays,they rst scanthe hoststhat have mail seners
runningon port 25 (SMTP). The hoststhat aredetectedo accept
port 25 connectionsarethenchecled if they alsorelay A spam-
mertriesto relay a testemail to its own emailaddresshroughthe
detectechost. Typically, the subjector the body of suchanemail
containghelP addres®f thehostbeingtested Oncethetestemail
is successfullyeceved,thelP addres®f thehostis extractedfrom
thebodyandthe hostis con rmed to relayemails.

Onceanopenrelayis detectedthe spamminghostsstartexploit-
ing the hostto relay spam. The relay testersperiodically (about
oncea weekasobsered by the relay) checkwhetherthe hostis
still relaying the email using the techniqueabove. We obsenred
thatif the hoststopsrespondingo relaytestersatary time, spam-
ming throughtherelayis stoppedwithin afew days.

To sustainspamcollection throughthe relay without actually
compromisingt, i.e., therelay beingblacklistedby DNSBLs, the
openrelay is carefully con gured to forward only the emailsthat
areinvolvedin relaytesting.In thisway, therelaytestersaregiven
continuousfalseassurance¢hat the relay continuesto forward all
emailswhereasn reality only thetestingemailsarerelayedandall
othersarestored(andnot forwarded).An importantstephereis to
identify which emailsarefor testingthe relays. Most of therelay
testerscould be trivially identi ed asthey containthe IP address
(in plain text/hex) of therelay sener in eitherthe mail body or in
the subjectlines. Someof themalso containwordslike “relay”,
“test”, “successful’,etc Soary emailthat containseitherthere-
lay's IP addresor thesekeywords arelet through. An important
point to note hereis that relay testingis alsodoneby DNSBL(s)
for purposef blacklistingandthesetestemailsalsocontainthe
IP addressf the relay in the mail body Hence,ary email that
containswordslike “dnsbl”, “ordb”, “sorbs”, etc, aredeniedfrom
passingthroughto prevent our relay from being blacklisted. We
notethatthis relay testingbehaior is basedon obserationsfrom
our relay andhencethe mechanisnfor detectingrelay testeramay
notnecessarilpegeneral.

Advantagesand Limitations of a Relay Sinkhole Trace. Upon
beingrecruitedby spammerso relay spamanopenrelay provides
a uniguevantagepoint for observinginternetspamtrafc. Since
spammergypically spammailboxes in mary organizationaldo-
mains,a corventionalsinkholewhich pretendgo bea normalmail
sener atanorganizationonly obseresthe spamtrafc to thatsin-
gle organizationalomain.Suchasinkholethereforeonly obseres
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Figure1: Number of emailssupposedo berelayed, number of incom-
ing connectionsand number of unique spammer|Ps per day.

a portion of the spamoriginatedfrom the spammers.n contrast,
a spamsinkholethat masqueradeas a normal openrelay on one
sideseesa plethoraof origin spammershatattemptto relay spam
throughit, andon the otherside seesall the nal destinationsof
thespam.Suchabroaderview point of thespamtrafc potentially
revealsthe global behaior of spammers.In particular it poten-
tially capturesnapshotef mary spamcampaignseachof which
targetingmary destinatiordomains.

In principle, tracecollection at a single domaincan potentially
cover 100% of all the spamdestinedto that domain. In practice,
however, dueto the sheervolume of spamat suchdomains,stud-
ies using them typically use samplingtechniques. For example,
in [22], the traceusedby the authorsare sampledat the ratio of
1:25,000. The spamtracecollectedat the relay sinkholecanalso
beviewedasaform of sampling,.e., of thespamcampaigngoing
to eachdestinationdomain. Sincethe uniformity of this sampling
of our relay traceis amguable,i.e., the trace may not seeall the
spammerghat are part of a campaignjn this paper we will only
extract propertiesof spamcampaignghat are lower-boundedby
whatis seenin the trace. For example,if the durationof a spam
campaigrseenin thetraceis X days,thenwe know the actualdu-
ration canonly belonger but not shorter In otherwords,we will
analyzethetracein away thatavoidsits limitation.

3.2 Trace Statistics

Using an openrelay, we collecteda spamtracefor a period of
ve monthsfrom SeptembeB0, 2007to February28, 2008. Fig-
ure 1 plotsthe numberof emailsthat our relay wasasledto relay
perdayandthe numberof uniquelPsthatgeneratedheserequests
perday We obsere thatthe spamthroughthe relay wasinitially
low in volume but rampedup to one million perdayin the sec-
ond month until mid-January From mid-Januarywe obsere an
even highervolume of about10 million spamperday Exceptfor
the rst month, the spameachday originatedfrom about10,000
spamminghosts.We obsere that spamthroughthe relay dropsto
zeroin two time periods(in early Octoberand early November).
Thesetwo dropswere not a resultof datacollectionissues,thus
we surmisethatthey werelikely dueto a modi ed decisionatthe

spammingsourcewith respecto ourrelay.

Table1l summarizeshe statisticsof the collectedspam.In total,
on the sourceside, over half a million uniquelP addressesrigi-
natedabout11 million SMTP connectiondo therelay TheselP
addressesre spreadacross2,243ASesand 168 countriesas de-
terminedby consultingtheroutingtabledatabas@ublishedby the
Route\iews project[1]}. On the destinationside, our relay was

!Routeviews publishegoutingtableupdatesvery 15 minutes.An
IP is resoledto the AS thatannouncedhelongestpre x covering
thelP.



Table 1: Statisticsof the wholetrace, collectedat arelay sinkholefrom
Sep.30,2007to Feb. 28,2008.

Sourcesidestatistics

#incomingSMTP conn.: 11,269,081
# uniquelP addresses: 543,828
Avg. # recipientsperconn.: 25.32
# network pre xes: 9,222
# ASes: 2,243
# spamoriginatingcountries: 168
Destination side statistics
# mailsto bedelivered: 285,422,502
# uniquerecipients: 53,950,777
# destinatiordomains: 628,092
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Figure 2: Emails receved per destination domain.

asledto relayabout285million messagem the ve monthperiod
to about54 million unique mailboxes distributed across628,092
enddomains.We foundthat about75% of the hostswerealready
blacklistedin at leastone of the ve DNSBLs [5, 21, 9, 8, 3]
which werequeriedby therelay at the time of receving the spam.
Figure 2 shavs the numberof emailsthat were destinedto each
domain,wherethe domainsare sortedby the numberof emails.
We obsere that a few providers, e.g., Yahoo!, Gmail, Hotmail
and Hinet, are the target of a lot of spam(89.39%of 285 mil-
lion spam),indicating that the stales are higher for themin the
armsraceagainstspam.Thesearge enddomainscould alsosene
asa good spaminformation sourcefor potentially helping others
via a coordinatedspamsharingmechanism(in a similar manner
asGoogles safebrowsing API). We alsoobsenre in our tracethat
spamsourceshatgeneratéigh volumes spamalmostall domains,
andcorversely domainsthatreceize the mostspam,receve from
nearlyall the spamminghosts.

In the restthe paper we focus on the numberof SMTP con-
nectionsas opposedo the total numberof spammessageso be
receved by all the destinationmailboxes, for the following two
reasons.First, in a single SMTP connectiona spammingsource
typically deliversthe samespammessageo multiple destination
mailboxes in the samedestinationdomain. This is achiezed by
transferringpnespammessag®odyandmultiple destinatiormail-
boxes to the receving mail sener. Hencethe numberof SMTP
connectiongs a morerelevant metric for measuringhe workload
executed(asopposedo assignedpy a spammercomparedo the
total numberof spammessagesally delivered(e.g., by the re-
ceiving mail seners)to all the destinationmailboxes. Secondan
SMTPconnectiorcarrieshespammingsourcenformationandthe
time whenthe spamwas deliveredfrom the source,and henceis
more speci ¢ thanthe multiple mailboxesbeing spammedn that
connectionwhen we analyzethe durationand distributednesof
spamcampaigns.

Table 2: Breakdown of the 11 million connectionsby spamlabel type.
[ SCLabelType | % of Spam] #of distinctspamlabels |

URLs 58.6F 2,501
(6.50million)

PhoneNumber 15.02 10

SkypelD 9.45 2

Mail ID 143 1

No Subject/Body 5.31 1

Others 9.90 -

*We remaoved 0.26% of the connectionswhich contain
invalid URLs or URLs of the form www.dom.tld/
location- O0OOQ@vhereOOOO denotesgperconnectionob-
fuscatedstringaseachsuchURL appearsn spamsentin only
oneconnection.

4. SPAM CAMPAIGN IDENTIFICA TION

In this section,we formally de ne spamcampaigngSCs),and
discusschallengeswith identifying URL-basedSCsand hon we
manuallyidenti ed seven URL-basedSCsaccountingfor 52 mil-
lion spammessageandover 2 million connectionsn ourtrace.

4.1 De nitions

We formally de ne aspamcampaigrto bethesetof emailspam
thataremeanto achieze thesamespammingurposefor example,
in trying to sell a certainmedication.To evadetheincreasinglyso-
phisticatedcontent-basedpam Iters, the contentof a spamcam-
paignis typically obfuscatedin moreandmoresophisticateagnan-
ners). However, no matterhowv much the contentis obfuscated,
spambelongingto the samecampaignhave to containthe same
underlying“contactinformation” to executethe purpose.e.g., to
“sell the medicatiori. Such“contactinformation” comesin vari-
ousforms. The rst andstill mostwidely usedformatis a URL
that pointsto the web pagethatin turn containsdetailedinforma-
tion for executingthe spammingpurpose. More recent“contact
information” typesincludephonenumbersandSkype|Ds.

We denotesuch“contactinformation” asthe spamlabel, asin
principle eachof themuniquelyidenti es the spamthatbelongto
acampaign.In practice realizingthatthe static“contactinforma-
tion” containedin the messagefor a campaigncanbe usedby a
content-basedpam Iter to detectspam,the spammersry to ob-
fuscatethe“contactinformation” to the extentthey can.For exam-
ple,thisis easyto dofor URLs by usingstandardeaturesof HTTP
protocolssuchasredirection(usingsimpleHTTP or javascript).

We denotedifferenttypesof “contactinformation” asdifferent
spamlabel types Table 2 gives a breakdavn of the 11 million
connectionsn our spamtraceaccordingto differentlabel types.
We obsere that 58.63%o0f the connectionsarefor spamcontain-
ing URLs (6.50 million connections)15% contain phonenum-
bers, 9.45% contain Skype IDs, 1.43% contain Mail IDs (email
addressem spammessagefor recipientso contacthespamorig-
inators)asthe “contactinformation”. We denotethe above label
typesassimplelabeltypes Interestingly 5.31%o0f theconnections
have completelyempty subject eld andmail body The purpose
of suchspamremainsunclearand we suspecthey could be due
to bugsin the spamtemplateof the spammers.Finally, 9.9% of
the connectionglo not belongto ary of theabaove simplesignature
types. They do not containURLSs or speci ¢ contactinformation.
Thesespamemailsseekto in uence the behaior of the recipient
without listing a meansfor contactingthe spamoriginator Pump
andDump stockspamshave thesecharacteristicthoughthereare
severalotherkindsin ourtrace.



Table 3: Example URLs belongingto the samespamcampaign.

URL SpamCampaign
http://dhnaXXXX/hljtemaha SC-Softvarel
http://dhnaXXXX/paephaead SC-Softvarel
hitp://dhnaXX X X/654j604]] SC-Adult2
http://dhnaXXXX/gfjxn98503 SC-Adult2
http://dhnaXXXX/tgg3w3rq432%345 SC-Adult2
http://mww988.idvXXX SC-Book
http://wwwohinet.net/XXX/magic SC-Book
http://mwwwmyweb-gmail.com/XX/compos@n_ghrasé SC-Book

4.2 Challenges

Sincedifferentlabeltypesaresimply alternatevaysof providing
the“contactinformation”, thereis little incentive to provide redun-
dant“contactinformation”, ascon rmed by examiningour spam
trace. For spamcontaininglabel typesof phonenumbers Skype
IDs, or Mail IDs, we obsenre that eachof them containsonly a
single occurrenceof a single label type, i.e., it containseithera
single phonenumber a singlemail ID, or a single SkypelD. Fur-
ther, labelsof thesetypesarenever obfuscatedThe situationwith
clusteringspamcontainingURLs asthe spamlabelsis muchmore
complicated asURLSs canbe easilyobfuscated Hence ,we focus
on URL-basedspamin the restof the paper The mostcommon
typeof URL obfuscationve obseredwasHTTP redirectionusing
standardedirectorssuchasthoseprovided by Yahoo! and AOL.
It is straight-forvard to extract nal URLs from theseredirectors
(almostall spam Iters extractthe nal URL beforegeneratinga
spamscore).

Automaticallyidentifying spamcampaignspurely basedon ex-
amining the URLs containedin the messageosesseveral chal-
lenges. First, spamcontainingURLs that sharethe samedomain
namecanbelongto differentspamcampaignsAn exampleof this
is givenby the rst andsecondyroupsof spamin Table3. Second,
corversely spamcontainingURLSs that differ in the domainname
canbelongto thesamespamcampaign An exampleof thisis given
by thethird groupof spamin Table3. Third, spammerganinsert
legitimate URLs along with the spamURLSs into the messagdo
confuseURL-baseddenti cation schemes.

4.3 Manual Identi cation of URL-basedSpam
Campaigns

In light of the aborve challengesn automateddenti cation of
spamcampaignsto enableour characterizatiostudyof spamcam-
paigns,we manuallyclassifythe 6.50million connectiong52 mil-
lion spam)into seven major botnetinitiated campaignssfollows.
First, we groupedall spamthat have in commonthe sameURL
into a separateluster Note thata spamemail containingmulti-
ple URLs will appeaiin multiple clusters.Thereare2,501distinct
URLs in total, and we end up with 2,501 clusters. Second,we
randomly pick one spamfrom eachcluster and gave the result-
ing spamto a humanwho manuallyclustered?,0420f these2,501
URLSs into seven distinct spamcampaignsgcorrespondingo 4.21
million connections.Finally, we removed connectionsrom open
proxiesand openrelays. Spammersuseseveral indirect sources
suchasopenrelaysandopenproxiesto relay their spamemailsin
orderto hide theinfectedmachines.In fact, spamemailsthatare
to be forwardedthroughour relay make one suchexample. Since
our goalis to study spamoriginatedfrom individual bots,ideally
we would lik e to replacesuchopenproxiesandopenrelaysin our
tracewith the botsbehindthem. However, it is actuallynon-trivial
to determinethe actualsourcebehinda proxy that originatedthe
spam. Instead we simply drop all spamsourceghatarelisted as
openproxiesor openrelaysin the Spamhaugpolicy blacklist[16]

which wasrecentlyintegratedwith NJABL [14]. We notethatthis
is effectively asamplingof ourtrace.This samplingdoesnotaffect
ouranalysishowever, aslongaswe only extractpropertieof spam
campaignshatarelower-boundedoy whatis seenin the (sampled)
trace. After remaving spamdue to about40,000differentopen
proxiesandrelays,we obtainedthe samenumberof URLS, 2,042
while the numberof connectionsvasreducedin half, from 4.21
million to 2.09million. In therestof thepaperwe studythese2.09
million connectiongontaining2,042URLs belongingto theseren
manuallyidenti ed spamcampaigns.

We notethatin sharpcontrastto pastreportsthat the amount
of spamoriginatingfrom openproxies/relaysiasreducedsubstan-
tially, we found evidenceto the contrary- abouthalf of the 4.21
million connectiondor the seven manuallyclassi ed URL-based
spamcampaignsare for suchemails. This is indicative of open
proxiesandopenrelaysbeingusedasthe“front line” by spammers
to hidetheir bots.

Table 4 summarizeghe natureand statisticsof the seven ma-
jor SCsidenti ed. Eachof the seven campaignds identi ed by
a setof URLs that were containedin the spamin that campaign.
For example,SC-Bookcorrespondso a setof 1,567URLSs, all of
which arerelatedto sellingbooksandultimately pointedto anon-
line bookstore Notethateachcampaigrexhibits diversityin terms
of multiple distinct URLs andin ve out of the seven campaigns,
even the URL domainnamesare different. This underscoreshe
dif culty in obtainingspamcampaignsignaturesn an automated
fashion.In therestof the paper we studyvariouscontent-agnostic
characteristicef campaignso explorewhetherthey canassistvith
automateatampaigridenti cation.

5. SPAM CAMPAIGN CHARACTERISTICS

In this section,we characterizeéhe durationanddistributedness
of thesevenmajorURL-basedspamcampaignsdenti ed from our
relaytrace. We further studythe implicationsof thesecharacteri-
zationson theautomatedampaigrsignaturegeneratiortechnique
proposedn [22].

5.1 CampaignDuration and Distrib utedness

We rst analyzethedurationof the spamcampaignsn ourrelay
trace. Table 4 shavs that the seven URL-basedspamcampaigns
identi ed in our tracehave durationbetweenl to 99 days,andthe
spamsourceriginatefrom 8 to 1,173ASes.

We further analyzethe durationof thesespamcampaignsvhen
obsered from top four destinationdomainsin our trace, Yahoo!,
Gmail, Hotmail, andHinet. Thedurationof thesecampaignggain
lastbetweenl to 99 days. As discussedn Section3.2, sinceour
relay tracemay not captureall the spambelongingto theseseven
campaign$ieadedo thoseindividual destinatiordomains the ac-
tual durationand distributednesof the spamcampaignamay be
evenlongerandwider.

5.2 Per-URL Duration and Distrib utedness

Sincethe spamcampaignsignaturegenerationschemein [22]
startsby identifying clustersof spamcontainingthe sameURL
that satisfy the burstinessand distributednes<riteria, we alsoan-
alyze the durationand distributednes®of suchindividual clusters
in our trace. As explainedbefore, the seven manuallyidenti ed
campaigngontain2,042uniqueURLSs. Sinceour ve-monthtrace
collectioncould potentiallystartfrom andendin the middle of the
campaigncontaininga particularURL, we removed all the spam
containingan URL thatendsin the rst monthor startsin the last
monthof the ve-monthperiod. Theresultingtracecontainsl,774
URLsand1.3million connectionsThis Itering alsoremovedSC-



Table 4: Summary of the seven manually identi ed major URL-basedspamcampaigns.

SCName | Ad Type | Distinct | Distinct # of # of # of # of Duration | Start
URLs URL SourcelPs | Source SMTP Destination| of SC Date
Domains ASes | Connections| Domains (Days)

Book Book Store 1,567 31 8,555 8 287,705 94,466 71 | Dec19
Adultl Adult Drug 38 12 92,441 | 1,173 720,076 80,034 92 | Nov 28
Adult2 Adult Site 306 12 62,117 | 1,055 419,750 54,622 99 | Nov 19
Adult3 Adult Tool 24 1 228 80 4,611 143 1 Jan28

Shopping | Shopping 5 1 20,375 592 107,934 26,917 36 | Nov 28
Softwarel | Software 54 4 28,502 702 265,476 45,308 12 | Febl2
Software2 | Software 48 3 36,178 856 279,799 44,472 63 | Dec22

Table 5: Distribution of URLs and SMTP connectionsin the six cam-
paigns over varying burstinessand distrib utednessranges— all spam
(1,774URLs and 1.3million connections).

Table 6: Distribution of URLs and connectionsin the six campaigns
over varying burstiness and distrib utednessranges- only spam des-
tined to the Yahoo! domain (1,774URLs and 0.9 million connections).

Distributednesg# of ASes) Distributednesg# of ASes)
Duration 1-10 10-20 | 20-100 [ 100-500 500 Total Duration 1-10 10-20 | 20-100 [ 100-500 500 Total
(days) (days)
0-5 3.66 0.96 0.00 0.45 0.00 5.07 0-5 3.72 0.90 0.06 0.45 0.00 5.13
(6.32) | (0.02) | (0.00) | (0.96) | (0.00) | (7.30) (7.53) | (0.03)| (0.04) | (1.00) | (0.00) | (8.6)
6-10 1.58 0.00 0.00 1.52 0.00 3.1 6-10 1.80 0.00 0.00 152 0.00 3.32
(6.04) | (0.00) [ (0.00) | (1.26) (0.00) | (7.30) (5.93) | (0.00) [ (0.00) | (1.24) (0.00) | (7.17)
11-20 1.52 0.00 0.00 5.13 0.00 6.65 11-20 1.30 0.00 0.00 5.13 0.00 6.43
(10.74) | (0.00) | (0.00) | (19.40) | (0.00) | (30.14) (8.52) | (0.00) [ (0.00) | (21.27) | (0.00) | (29.79)
21-40 2.76 0.00 0.00 1.80 0.00 4.56 21-40 2.82 0.00 0.00 1.80 0.00 4.62
(17.89) | (0.00) | (0.00) | (17.70) | (0.00) | (35.59) (16.14) | (0.00) | (0.00) | (17.96) | (0.00) | (34.1)
> 40 79.71 0.00 0.28 0.00 0.06 80.05 > 40 79.59 0.23 0.00 0.00 0.06 79.88
(40.03) | (0.00) | (0.07) | (0.00) | (10.67)| (50.77) (37.94) | (0.03)| (0.00) | (0.00) | (10.80) | (48.77)
Total 89.23 | 0.96 0.28 8.90 0.06 Total 89.23 | 1.13 0.06 8.90 0.06
(81.02) | (0.02) | (0.07) | (39.32) | (10.67) (76.06) | (0.06) | (0.04) | (41.47) | (10.80)

Softwarel,all URLsfor which startedn thelastmonthof the ve-

monthperiod. A breakdevn analysisof distributednessndbursti-

nessof the 1,774URLs for the remainingsix campaignss given

in Tables5, 6 and7. Eachcell in thetablesprovidestwo numbers,
the percentagef URLs andthe percentag®f connectionsghatare
characterizedby a certainrangeof distributedness&ndburstiness.
Notethatthepercenwaluesfor URLsacrossarow or columnin the
tablesaddup to 100%but this may not be true for percentvalues
for connectionsThisis becausa spammessagenay containmul-

tiple URLs whereeachURL maybe characterizediifferently, i.e.,

in differentcellsin thetable.HenceanSMTP connectiorthatsent
suchamessagevould getcountedmultiple times,oncefor eachof

the URLs thatit correspondso.

Table 5 shaws the distribution of thesel,774 URLs (1.3 mil-
lion connections)n the six campaign®ver varying burstinessand
distributednessanges. We obsere thatonly 0.45%of the URLs
(0.96%o0f SMTP connectionshave durationof vedaysor shorter
andaredistributedover morethan20 ASes.If we ignoredistribut-
ednesstrelatively few connectiong7.30%)andURLs (5.07%)oc-
cur over shortduration( ve or fewer days)whereasa majority of
theconnection$50.77%)andURLSs (80.05%)adwertiseURLs that
lasteda long duration (more than 40 days). If we ignore dura-
tion, amajority of connectiong81.02%)andURLs (89.23%)orig-
inatefrom a smallnumberof ASes(10 or fewer) while arelatively
smallernumber(49.99%connectionsand 8.96% URLS) originate
from alargernumberof ASes(1000r more).

We further analyzewhetherthe above distribution will change
signi cantly whena campaigns viewed from anindividual desti-
nationdomain. Suchan analysisis usefulasspam ltering tech-
niguesareoftendeplo/edatindividualdomains Table6 shavs the
distribution of the 1,774 URLSs correspondingo over 0.9 million
connectiongn thesix campaignshatweredestinedo Yahoo!only.
We choseYahoo!asthedestinatiordomainin thisanalysisasabout
70% of the spamin the six campaignaveredestinedo it. We ob-
sene the distributions are very similar to thosein Table5; a sig-

Table 7: Distribution of URLs and connectionsin the six campaigns
over varying burstinessand distrib utednessranges— only spam from
non-blacklisted IPs and destinedto the Yahoo! domain (1,748URLs
and 200,000connections).

Distributedness
Duration 1-10 10-20 | 20-100 | 100-500 500 | Total
(days)
0-5 6.01 0.06 0.46 0.00 0.00 6.53
(27.17) | (0.05) | (0.93) (0.00) | (0.00) | (28.15)
6-10 3.38 0.00 1.54 0.00 0.00 4.92
(7.59) | (0.00)| (0.98) (0.00) | (0.00) | (8.57)
11-20 4.29 0.00 2.80 2.57 0.00 9.66
(9.43) | (0.00) | (11.94)| (20.80) | (0.00) | (42.17)
21-40 21.11 | 0.00 0.00 1.66 0.00 22.77
(22.85) | (0.00) | (0.00) | (14.49) | (0.00) | (37.34)
> 40 53.83 | 0.00 0.00 0.06 0.00 53.89
(19.01) [ (0.00) | (0.00) | (10.91) | (0.00) | (29.92)
Total 88.62 0.06 4.8 4.29 0.00
(86.05) [ (0.05) | (13.85)| (46.2) | (0.00)

ni cant percentagef spammedJRLs exhibit persistencandare
adwertisedvia asmallnumberof ASes.

Finally, we analyzewhetherthe above distribution will change
whenthe spamtraceis examinedafter Itering outthe spamorigi-
natedfrom blacklistedsourcelPs. We performthis analysisasthe
tracein [22] wasprocessethisway andhencet helpsusto isolate
factorsthatpotentiallycontritute to the differentobserations. Af-
terremoving the spamoriginatedfrom blacklistedsourcelPs(over
75%spamsourcesvereblacklistedin atleastoneof the ve black-
listsqueried) therearel,748URLs andabout200,000connections
in the six spamcampaignghatweredestinedo Yahoo! only. Ta-
ble 7 shavs thedistribution of theseURLs andconnectionsCom-
paredto the distribution beforeremoving spamdueto blacklisted
IPs, thereis a signi cant reductionin distributednesshut only a
relatively smallreductionin duration.In particular the URLSs that
have durationof ve daysor shorteranddistributedover morethan



20 ASesremainat 0.46% (andthe connectionsat 0.93%). If we
ignore distributedness6.53% of the URLs have durationof ve
daysor shorter but the URLs with durationover 40 daysremains
substantialat53.89%.If we ignoreduration,88.62%of the URLs
orignatefrom 10 or fewer ASes,while 4.29% of URLSs originate
from 1000r moreASes.

The abore nding on the durationof perURL spamclusters
from our traceis in sharpcontrastto the previous studyin [22]
wherethe authorsobsered thatthe vastmajority of URLs areac-
tively adwertisedfor ashortburstof lessthan vedays.This nding
hassigni cantimplicationsonthedesignof signaturesxtractional-
gorithmsfor detectingspam,aswe shav next.

5.3 Implications on Signature Generation

To estimatgheimpactof this nding ontheef cacy of campaign
sighaturegenerationwe re-implementedhe spamsignaturegen-
erationtechniqueproposedn [22]. Speci cally, we analyzedthe
six manuallyidenti ed campaignsasobsened by Yahoo!after |-
tering out spamfrom blacklistedsourcelPs. The URL/connection
distributionsof this tracearein Table7. We rst usedthe sameat-
least-20-ASesutoff for the“distributednesspropertyasin [22] to

Iter outthespamcontainingURLsthatarenotdistributedenough.
For the remainingspam,we then usedthe burstinessduration of
vedaysasin [22], andgeneratedCompleteURL (CU) signatures.
We focusedon the CUs asthe authorsof [22] reporteda majority
(70.3-79.6%)f the spamcampaignsdenti ed belongedo theCU
categyory. Using the signaturegyeneratedye calculatedthe num-
berof connectionghatwould be blocked by thosesignaturesasa
percentagef all thespammailscontainingall the URLs originated
from 20 or more ASes. This givesusthe “falsenegative ratio” in
usingthe CU signaturego lter thespam.Thefalsenegative ratio
is calculatedo be 98.21%.We repeatedhe schemaisinga 20-day
burstinessutof, andthefalsenegative ratiois reducedo 79.21%.

To summarizewhile theauthorsin [22] consideredburstinessas
anecessaryriteriain narraving dowvn the candidatepool of URLs
onwhich they apply signatureextraction,we argueotherwise.Us-
ing a shortdurationof ve daysasthe burstines<riteriacanlead
to very highfalsenegative ratios. Our empiricalobseration high-
lightsthechallengesn accuratelyextractingspamsignaturessince
to reducefalsenegatives, it would be necessaryo apply keyword
extraction and signaturegeneratioralgorithmacrossa very large
setof spamthat encompasslurationas large as several months.
This suggestghatrelying on burstinessasa criteria for signature
extractionmay prove countereffective asit maybetoo lateto react
andblock thespam.

6. INDIVIDU AL SPAMMER BEHAVIOR

In this andthe next section,we analyzebotnetspamcampaigns
in detailto gaininsightsinto the workloaddistribution andcoordi-
nationamongsthe memberf abotnetthatoriginatea spamcam-
paign. Sincewe no longeranalyzethe spamfor individual URLSs,
we malke useof the entirespamtracefor all sesenmanuallyidenti-

ed campaign®f 2.09million connectionsand2,042URLs. Due
to spacerestrictions,in this sectionwe focuson threespamcam-
paignsidenti ed in our trace,basedon their distinctive features:
SC-Bookhasa large numberof distinct URLs, SC-Adultl hasa
large numberof sourcelPs,andSC-Softvarelis relatively shortin

durationbut is highly distributedin termsof the numberof ASes
correspondingo thespamsourcesAs explainedin Section3.2,we
usethenumberof SMTPconnectiongo characterizéheworkload.

Figure3 shawvs the numberof SMTP connectionsnadeperday
to our spamrelay andnumberof uniquelP addresseperdaythat
contactour relay for the threeselectedspamcampaigns.We ob-

senesimilarly asin Figurel, thatall threecampaignfiave afairly
steadytotal workloadperday over the 2.5-monthperiod. But does
this stability in aggrejatebehaior for a spamcampaigrimply uni-
formity in termsof workload per spammeraswell? In particular
we seekto answetthefollowing two questiongelatedto thework-
loaddistribution amongsthe spammer®f onecampaign:

Are thespammerdelongingto the samecampaigrassigned
anequalamountof workload,i.e., connectiongnade?f not,
whatcauseshe unevenworkload?

How doeseachspammerccomplistits workloadovertime?

6.1 Workload Distrib ution

Figure4 shavs theworkloaddistribution perspammetP for the
three spamcampaigns. Note that despitethe relative stability in
termsof the total numberof connectiongper spamcampaignover
time, the workload of eachspammeifor a given campaigrvaries
widely from 1to 1,000SMTPconnectionperspammetP address.

A naturalquestionthat arisesis whetherthis uneven workload
distribution is correlatedwith, and henceexplainedby, the arrival
time of spammergoining a spamcampaign. In otherwords, do
spammershatjoin a campaigrearlierthanotherssendmorespam
for a given campaign potentiallydueto their con rmed ability to
deliver spam?

While it is possiblethata spammeijoined a campaigriong be-
foreit initiatedits rst SMTP sessiorto ourrelay, thereis no easy
way to establishthe groundtruth aboutthis. Therefore,we use
thetime aspammeinitiatedits rst SMTPsessiorfor a particular
campaigrio our relayasits arrival time for thatcampaign.

Figure 5 plots the spammingactivities of spammerssortedin
increasingorderof theirarrival time, for thethreespamcampaigns.
We seea fairly even spreadin arrival timesfor spammersanda
majority of spammergontinuespammingor a campaigrfor long
periodsof time. In particular for SC-Adultl,afew spammersvere
seento be actively spammingor almost2.5months.

Next, Figure6 plotsthe numberof spamconnectionger IP ad-
dressfor the threecampaignssortedin increasingorder of their
arrival time, asin Figure5. From Figure6, it is hardto obsere a
trendfor SC-Book,SC-Adultl,andSC-Softwarel.Hencewe also
plot a SimpleMoving Average(SMA) curwe for thesecampaigns.
For every IP addresn the y-axis, we averagethe valuesfor the
250 IP addressesabove it and250 below it, andjoin thesepoints
per IP througha curve which we call SMA. Now a trendcanbe
obsered for SC-Book,with the latter arrivals sendinglessspam
thanthe earlierarrivals. Interestingly no suchtrendsare present
for SC-Softvareland SC-Adultl,with eachlP addresgnakinga
similar 7-10 connectiongluringits lifetime of the campaign.

6.2 Workload SpreadOver Time

Next, we study how an individual spammelin a campaignac-
complishests workloadover time.

Short-duration spammers.Figure7 depictsapercentage-percentage

plot, wherethey-axisis the percentagef spamsourcesandthe x-
axisis thepercentagef spamsentby them,duringthe rst 1,8 and
24 hoursof their arrival into the threecampaignsBook, Adult1,
andSoftwarel,asseenby therelay A point(x, y) onthecurve for
t hoursfor a particularcampaigrmeansy% of spamsourcesspam
atleastx% of theirworkloadin the rst t hoursof theirarrival.

For SC-Book,Figure 7(a) shavs that 20% of sourcescomplete
their entireworkload (100%on the x-axis) within the rst hourof
their arrival. However, only 60% of the sourcessend10% or more
of their total workloadwithin the rst hourof spamming.Further
more, notethatthe percentag®f spamsentby a spammerduring
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Figure 3: Number of mails and number of source IPs per day for SC-Book,SC-Adult1, and SC-Softwarel.

Figure 4: CDF of workload per sourcelP for threespamcampaigns.

Figure5: Correlation betweenspammerIP and its spammingactivities, sorted in increasingorder of arri val time, for the thr eespamcampaigns.

the rst 1, 8 and 24 hoursof its arrival in the campaignremains
nearlythe same.Thesefactsimply thatsomespammer20%) n-
ishtheirworkloadassoonasthey rst arrivein thecampaignwhile
othersmake multiple visits acrossseveral daysbeforethey deliver
100%of their workload.

For SC-AdultlandSC-Softwarel we seeacompletelydifferent
trend when comparedto SC-Book. We seethat thesetwo cam-
paignsobsenre differentworkloadbehaior duringthe rst 1, 8,24
hours.More than90% of the spamsourcesompleteall theirwork
within 8 hoursaftertheirarrival, andabout75%completetheir en-
tire workloadduringthe rst hour

Bursty spammingbehavior. Theabove analysioof SC-Adultland
SC-Softvarelindicatesthe“spamandmove on” behaior by indi-
vidual spamsources We emphasizehatthis is not to be confused
with the “burstiness”of spamcampaignsasde ned in Section5.
SC-Book,on the otherhand,shavs reuseof a spammefor spam-
ming sincea spammeioesnot completeits workloadon the rst
day (Figure7(a)) of its appearanceéWe next focuson SC-Bookto
investigatehow often spamsourcegevisit our relay andthe char
acteristicsof their spammingactiities suchasthe numberof con-
nectionsandthe durationof spammingat eachvisit.

We de ne a“burst” eventby a spamsourceasthetime duration
thatstartswhenwe obsere the rst spamfrom anlP andendsata
pointafterwhichthereis no spammingactiity fromit for atleasta
pre-chosemperiodof time which we denoteasthe “numb” period.
Within a burst, the time gap betweenary two consecutie spam
emailswould belessthanthe“numb” period.Usingthis de nition,
the spamhistory of an|P follows the patternof oscillatingperiods
of burstandnumb, i.e., burst- numb - burst- numb, andso on.

We selecta“numb” periodof onehoursinceFigure7(a)shaws for
SC-Bookthe spamworkload distribution for the rst hour nearly
equalsheworkloaddistributionfor the rst 8 and24 hours.

We now study the burst characteristicdor SC-Book. Figure 8
plots the CDF of the numberof burstsper IP. We seethat 20%
of IP addressegparticipatein the campaignwith only one burst.
The fact that spammergevisit the relay to continueSC-Bookis
vindicatedby observinghataboutl8%of spamsourcegarticipate
in the campaignfor morethan 10 bursts. Figure9 plotsthe CDF
of the averagetime durationof a burstperIP addressWe seethat
morethan80% of IPs have averageburstlengthslongerthan100
secondsand nearlyall of them nish in lessthan 1,000seconds.
Thisindicateshe stealthybehaior of spammersvherethey nish
theirworkloadperburstwithin 100-1,000secondsFigure10 plots
the CDF of the averageworkload per burst per IP address.90%
of thelPsfor this campaigrhave anaverageworkloadperburstof
fewerthan10 connectionsWe alsoplot the CDF of the spamming
workloadper IP addresgor the rst hour We obsenre thatthe rst
burstby anlP typically deliversfewer spamemailscomparedo the
averageworkloadperburst. In summarySC-Bookshavs astealthy
behaior, wherespammerwisit therelay multiple times,with each
visit of “bursty” shortdurationon the orderof 100-1,000seconds,
andcomprisingof alow volumeof 10 or fewer connections.

6.3 Workload and Accesdslink Capacity

We now turn backto the questionraisedin Section6.1 regard-
ing the causefor the uneven workload distribution amongspam-
mersand examinepossiblecorrelationbetweenthe workload and
thenetwork accesdink capacityof differentspammers.
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Measuringthe accessink capacityof a link remotelyis a dif -
cult problem[7]. We usedthetool proposedn [7] to measureghe
accesdink capacityof a remotespamminghostasfollows. For
each ve-hourduration,we collectedall the new IP addressethat
spammedurrelay At theendof it, if thereweremorethan8001Ps
collected,we randomlysampledB00 of them(otherwisewe chose
all of themf andfedthemto four machineseachof which usedthe
tool describedn [7] to measurghelink capacityof 200hosts.The
capof 800wassothatthe measuremerntould nish in ve hours
usingthe four machinesWe repeatedhis procedurdor aboutone
monthand measuredhe link capacityfor a total of 92,000spam
sources.Unfortunately only 2,231 hostsrespondedo the paclet
trainssentby the prober

Sincewe hadthe capacityinformationfor only 2,231hosts,in-
steadbf performinga perspamcampaigranalysigor them,we per
formedanaggregatestudyfor thesesourceslin particular for each
of these2,231IP sourceswefoundouttheaverageburstworkload,
averageburstlength,andnumberof burstsacrossall thecampaigns
combinedwith the “numb” periodbeingonehour Figuresli(a)-
(c) shaw the scatterplots betweenthesemetricsfor eachof these
IPs, versusits uploadcapacity We also plot the Simple Moving
Average(SMA) for all threescattemplots by taking an averageof
50 pointsabove and50 belav a particularpoint.

Figurell(a)shavsthatthe higherthe spammeuploadcapacity
the larger the workload per burst to the relay from that spammer
(notethatthex-axisis in log scale). The SMA of theaverageburst
workloadin fact shavs an exponentialincreaseasthe uploadca-
pacity increases Figure 11(b) suggestghat the higherthe upload
link capacity(of a spamminghost),the longerthe burst duration.
The SMA of the averagebursttime increasesrom about30 min-
utesfor low link capacityspammergo aboutthreehoursfor high
link capacityspammersFigure 11(c)shavs a similar trendin the
numberof burstsfrom an IP addressvhencomparedwith its up-
load capacity

We concludefrom above that the highera spammess capacity
to spam,the heavier workload it tendsto deliver. This suggests
thatthecontrollersexploit the uploadcapacitief their spamming

2\We notethatan IP addresseenby our relay couldbe a NAT. We
do not male a distinctionamongspamsourcesn thisregard.

bots. The simplestway to achiee this appeardo be onewherea
controllerdividesthe workloadinto equally sizedchunks,and as
a bot nishes a piece, it retrievesanother This would enablethe
controllerto exploit thedifferentcapacitiesof bots,aswell asdeal
reasonablyvell with botsthatgetturnedoff unexpectedly

7. COORDINATION AMONGST SPAMMERS

In Section6, we madethe obseration thatspamcampaignsare
fairly stableover time in termsof the numberof SMTP connec-
tions and the numberof sourcelPs per campaign(seeFigure 3).
We alsosaw thatindividual spammergouldbe bursty, with spam-
mersfor an examplecampaign(SC-Book)sendingmultiple short
bursts, eachlasting 100-1,000seconds. Finally, we saw thatin-
dividual spammersre assignedh diverseworkload per campaign
rangingfrom 1 to 1,000SMTP connectionpercampaigr(seeFig-
ure4). Thatstill leavesthefollowing questiorunanswereddespite
thedisparityin workloadacrosspammersywhy doestheaggregate
behaior of a campaigrstill appearrelatively stableover time? In
this sectionwe provide a breakdevn of a spamcampaigrin terms
of the geographicatlistribution of spammersn an attemptto an-
swerthis question Further we alsostudythecoordinatioramongst
the spammershatparticipatein the samecampaigrandthosethat
participateacrosdifferentcampaignsin Sections7.1and7.2,we
useSC-Adultlwhichinvolvesover 90,000spammer$rom all over
theworld.

7.1 SteadyAggregateBehavior of a Campaign

To betterunderstandhe disparitybetweerthe steadyaggregate
behaior of acampaigrandthediverseindividualbehaior of spam-
mers,we breakdown the spammerselongingto a campaignby
the domainstargetedand by the geographicregions from which
thespammersriginate.We obtainthe geographigegion for anIP
usingMaxmind[13].

We studyoneweekof spamactiity in SC-Adultlfrom Febru-
ary10" to 17" . We startby looking atall thespammingactivities
destinedto all the domainsas seenat the relay In this oneweek
period, our relay obsered a total of about0.15 million connec-
tions containingspammessagedestinedo 90,000domains.Fig-
ure 12(a)shavs the numberof SMTP connectionger hour made
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Figure 11: Scatter plots of the upload capacity of an IP vs. its burst characteristics (acrossall campaignsspammedby the IP), (a) average burst
workload, (b) averageburst duration, and (c) number of bursts, for 2,231spammingIPs. Also shovn are the SMA (simple moving average)across

100neighboring IPs.

to our relay over the oneweektime period. Similar to whatwas
seenfrom Figure3, the aggregjatebehaior in termsof the number
of connectiongs stableovertime.

Per-day activities to differ ent domains. We next separatespam
for SC-Adultlby the differentdomainstargeted. We identify that
this campaigrtargetsusersn four majordomains:Yahoo!,Gmail,
Hotmail,andHinet. Interestinglythenumberof connectionsnade
to our relay for this campaignthatis headingto any of thesedo-
mainsis still stableovertime (. gures notshawn).

Per-day activities fr om differ ent regions.We next separatespam
for SC-Adultlaccordingto wherethe spammeiis geographically
located: India, Argentina, Brazil, and China, as shavn in Fig-
ure 12(b)-(e). Note that the time on the x-axis for all gures is
in EST. Interestingly the numberof connectiongnadefrom each
geographiaegion follows a diurnal variation, peakingduring the
local timezones mid-day For instance,for sourcesoriginating
from India, the leftmost point on the x-axis correspondgo 1:30
pm IST, whichis whenthe peakactivity occurs. Similar behaior
is seenfor ArgentinaandBrazil. The numberof connectiongrom
China doesnot exhibit as pronounceddiurnal variationsand we
suspecthis couldbedueto thecountrystraddlingmary longitudes
which could contritute to a statisticallymultiplexed behaior. The
fact that bots from eachcountry seemto generatehe maximum
spamduringtheirlocal mid-daycouldbe explainedby previousre-
portsaboutthe working of spambotnets.For instancethe authors
in [12] reportedthat StormBots typically nish majority of their
spamworkloadwithin four hoursof the machinebeingbootedup.
Interestinglythegeographicallyistributednatureof botnetscom-

binedwith the differenttimezonesexplainsthe reasorwhy cam-
paignssuchas SC-Adultl (and all other campaignsobsered by
our relay) exhibit a stablebehaior overtime.

Per-hour activities per regionto a domain. Finally, we studythe
numberof connectionsnadeby spammer$rom differentcountries
to asingledestinatiordomain,Yahoo! mail. Theresultinggraphs,
not shavn dueto spacelimitation, appearvery similar to those
in Figure 12(b)-(e). This is becauseabout60% of the recipients

for SC-Adultlarein the Yahoo! domain. Plotsfor otherdomains
suchasHotmail, Gmail andHinet alsoshav similar behaior. The
main obsenation we derive from theseresultsis that thereis no
destination-speci schedulingpf spamby spammersyith eachof
the large domainsexhibiting similar perorigin-countrypatternas
theaggregatespamcampaign.

7.2 Intra-Campaign Coordination

Next, we explore the coordinationamongstspammershat par
ticipatein the samecampaign.This coordinationis re ected in a
very interestingway in the mailboxes being spammed.First, we
obsere thateachSMTP connectiordeliversspammails to alpha-
betically closerecipients(an obseration similar to [6, 15]). To
furtherinvestigatethe workloadbalancingstratgy usedacrosshe
spammingsourceswe analyzethe correlationbetweenthe spam
sourcelPsandthe correspondingnailboxes. In Figure13, we plot
ascattemplot of spamsourcdPsversugherecipientso whomthey
spamin SC-Adultl,whereall therecipientsin the campaign,.e.,
theemailaddressesresortedalphabeticallyandthe spamsource
IPs aresortedin increasingorderof their arrival time in the cam-
paign. For clarity, we only shawv a portionof thewhole campaign
10,000contiguousspamsourcedabeledfrom 10,000to 20,000.

We obsenre afew “slanted”linesin Figure13. Basedon thiswe
conjecturethateitherthe Botnetcontrolleror a“job dispatcher’is
maintainingthelist of recipientdn analphabeticallysortedmanner
Two IPsthat contactthe controlleroneafter anotheraregiven out
recipientsfrom the sortedlist in a rst-in rst-out order andhence
aslantedine joinstwo IPsclosein timewith recipientliststhatare
alsoclosein thealphabeticabrder

Interestingly thereare several suchslantedlines in the gure.
Onepossibleexplanationfor this could be dueto the existenceof
multiple “job dispatchers{which couldbelocatedon a singlema-
chineor onseveralmachinesn anoverlayasobseredin theStorm
Botnet[12]), whereeachdispatchehasa sortedrecipientlist of its
own. Thus,IPsin a botnetcontacttheir respectie job dispatch-
ers,andthe parallelslantedines correspondo jobs obtainedrom
differentdispatchers.
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Figure12: Connectioncount per IP per hour for SC-Adult1 according
to all sources,sourcesfrom India, Argentina, Brazil and China.

7.3 Cross-Campaigninteractions

Next, we study cross-campaigiinteractionsfrom the point of
view of spamsourcesSpeci cally, we analyzetheoverlapbetween
spammergcrosdifferentspamcampaigns.

Do spam sourcesparticipate in differ ent campaigns? We rst
nd outwhetherthereis anoverlapamongsspammetPsthatpar
ticipatein differentcampaignsFor this purposewe de ne a met-
ric, sourceoverlap, to quantifytheoverlapin termsof spamsources
acrosstwo campaigns.If setA andsetB containlP addresses
spammingcampaignsA andB respectiely, thenwe de ne source
overlapOa.s  betweerthesetwo setsas
kA\ Bk
One = i (KAKKBK) 100 @)

Figure 14 plots the sourceoverlap metric for eachpair of the
eight spamcampaignghat wereidenti ed in Table4. From the
gure we seethatSC-Bookdoesnot have muchoverlapwith other
SCs,but thereis a considerabl@verlapamongsthe otherSCs.

We obsere that SC-Adultland SC-Softwarelhave about48%
sourceoverlap. Earlierwe had obsered that nearlyall the spam
sourcedor thesetwo campaignsnish their spamworkloadin the
rst onehourof spammingFigure7). We next explorewhatthese
spamsourcesdo oncethey are donewith sendingspamfor one
campaign. In particular do they immediatelystart sendingspam
for theothercampaign?

In the following analysis we carefully constructa setof IP ad-
dressegdescribedext) andstudytheir propertiesacrosghesewo
campaignsAdultl andSoftwarel.SinceSC-Softwarelis obsered

Figure 13: Scatter plot demonstrating the breakdown of workload in
terms of spamrecipientsacross|Ps for SC-Adultl. Each point in the
plot depictsa particular IP ony-axis spamminga recipienton x-axis.
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Figure14: Pairwise “SourcelP Overlap” amongthe seven campaigns.

for aboutl2days startingmid-Februarywe rst pruneall thespam
mailsin SC-Adultlthatlie outsidethe12-dayperiod(Februaryl2 -
25)of SC-Softvarel.Thislearesuswith 22,56 7total spamsources
and228,000otal SMTPconnectiongor SC-Adultl. Secondsince
we areinterestedn spamsourceghatspammostof theirworkload
in the rst onehour, we further prunesourceshatspammorethan
oneburstfrom bothcampaignsThird, we extractthe spamsources
left aftersteptwo thatwereobseredspammingn bothcampaigns.
We call this setthe “common-set”.We now studythe propertiesof
the 6,550spamsourcedelongingto this common-set.

How closein time do the sourcesspamfor differ entcampaigns?
For the spamsourcesin the common-setwe calculatedthe time
differencewhen they startedspammingfor SC-Adultl and SC-
Softwarel.Figurel5 plotsthe CDF of theabsoluteime difference
betweerthe startingtime of the burstsby the commonlPs across
thetwo campaignsWe obsene thatabout70%of thespamsources
spamthetwo campaignsvithin aperiodof onehour About85%of
sourcespamthetwo campaignsvithin aperiodof two hours.This
clearly suggestshat spamsourcesswitch to the next campaigras
soonasthey aredonewith theirworkloadin onecampaign.

Do the sourcesspamthe sameamount of workload acrosscam-
paigns? For the spamsourcesn the common-setye calculated
the numberof SMTP connectiongworkload) they spammedor
eachof the campaigns. Speci cally, we are interestedin nd-
ing whetherthey spammeddifferentamountof workloadin the
two campaigns. Figure 16 plots the CDF of the absolutediffer-
enceof perIP workloadin the two campaignsfor every IP in the
common-setFromthe gure we seethat40% of IPsbelongingto
the common-sehada workloaddifferenceof at mostoneconnec-
tion. About 80% of IPshada workloaddifferenceof lessthanfour
connectionsThis suggestshatthespammingvorkloadof asource
is a propertydependentn the characteristicef the spamhostand
notmuchdependenon the campaigrthatit spamdor.



100

80

60 /
40 /
20

0 1 2 3 4 5
Time difference (hrs)

CDF
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Figure 16: CDF of absolutedifferencebetweenworkload for all the
IPs in the common-setfor SC-Adultl and SC-Softwarel.

Do spam sourcesspamthe samer ecipientsacrosscampaigns?
We next analyzevhetheithespamsourceselongingo thecommon-
setspamthe samesetof recipients.The 6,5501Psbelongingto the
common-semadeabout87,294and96,387connectiongo our re-
lay to deliver spamto SC-Adultland SC-Softwarel,respectiely.
They attemptedo relay spamto 207,538and 209,566recipients,
respectiely. Outof 6,5501Ps,only threehadatleastonecommon
recipientacrosghetwo campaignsThis suggestshoughthe com-
mon IP addressespamin closetime intervals acrosscampaigns
andwith thesameworkload,they donotspamthesamemailboxes.

8. CONCLUSIONS

In this paperwe presentea trace-drvenanalysighatcharacter
izesthe burstinessand distributednes®f botnetspamcampaigns.
To enableour study we manuallyidenti ed seven major URL-
basedbotnetspamcampaignontaining2,042distinct URLs and
2.09 million SMTP connectiondrom a ve-monthtracecaptured
by a spamrelay Our studyshavs thatURL-basedcampaigngan
be prolonged sometimedastingfor periodsof 99 days,suggesting
thatburstinescannotbe usedasa necessargriteriato assistlus-
teringURL-basedspamcampaignsindeed we shavedburstiness-
basedcampaigngeneratiorwith a cutof of ve daysled to a high
false negative ratio (98.21%). Our nding suggestghat despite
recentadwancesthe problemof campaignidenti cation with rea-
sonablefalsenggativesis harderthanpreviously thought.

We furtherstudiedthe characteristicef threebotnetcampaigns.
Though campaignsare found to be long lasting, individual bots
canexhibit a bursty behaior, with botsfor onecampaign(Book)
contactingtherelayin multiple bursts(18% of botsarrive in 10 or
more bursts)with eachburstlastinga shortdurationof 100-1,000
seconds.We also studiedthe coordinationacrossspammersn a
campaignand for one campaign(Adultl), we identi ed a pattern
wherethe spammerghat arrived at the relay in contiguoustime
werefoundspammingecipientsthatwerein alphabeticallysorted
order suggestind-IFO job dispatchingby the spamcoordinators.
Finally, we studiedthe interactionsamongthe bots that spamon

behalf of multiple campaignsand found that suchcommonbots
generatespamfor eachcampaignin close-bytime, with the same
workloadpercampaignbutto distinctrecipientsacroscampaigns.

In future work, we planto studythe interactionsbetweernspam
campaigridenti cation scheme&ndIP blacklisting.Ononehand,
botsidenti ed in botnetspamcampaignsanhelpto enhancehe
freshnesof IP blacklists. On the other hand,the IPs alreadyin
the IP blacklistscanpotentially help to speedup the detectionof
new or evolving campaignsFinally, we planto developautomated
schemeghat exploit the spamcontentin additionto spamlabels
for accurateandtimely campaigridenti cation andsignaturegen-
eration.
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