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Abstract— Internet routers today can be overwhelmed by a
largenumber of BGP updatestriggered by events suchas session
resets,link failur es,and policy changes.Such excessie updates
can delay routing cornvergence, which, in turn, degrades the
performanceof delay-and jitter -sensitive applications. This paper
proposesa simple and novel idea of differentiated processing
of BGP updates to reduce routers' load and improve routing
cornvergencewithout changing the protocol semantics.Basedon
a setof criteria, BGP updatesare groupedinto differ ent priority
classes.Higher-priority updates are processedand propagated
sooner while lower-priority ones,not affecting routing decisions,
can be delayed to both reducerouters' load and impr ove routing
corvergence.We rst presenta general methodologyfor update
classi cation, update processingand priority-state inference.By
analyzing real BGP data obtained from Route Views, we show
that our update classi cation is feasibleand bene cial. We further
proposetwo differ entiated update processing(DUP) algorithms
and evaluate them using the SSFNetBGP simulator on several
realistic network topologies. The algorithms are showvn to be
very effective for large networks, yielding 30% fewer updates
and reducing corvergencetime by 80%. Our schemeis simple
and light-weight with little added processingoverhead. It can
be deployed incrementally, since BGP messagesre not modi ed
and every BGP router makesrouting decisionsindependently

I. INTRODUCTION

Real-time,multimediaapplicationssuchasIPTV, VolP and
Internetgamingarebecomingpopular Thesedelay-andjitter-
sensitve applicationsimposemore stringentrequirementon
the underlyingInternetrouting system.In light of this trend,
BGP (Border Gatevay Protocol)routing issueshave attracted
signi cant attentionfrom both the researcrand operatorcom-
munities.A key problemassociatedvith BGPis the excessie
numberof BGP updategossiblytriggeredby routingchanges,
suchas sessionresets link failures,and policy changesFor
example, a recent study of a large tier-1 ISP shows that
within just oneminute,a “rich peering”routercanexperience
hundredsof routing updatesall at once partly due to the
interactionbetweenintra- andinterdomainrouting [1].

Thereare several well-knowvn schemesleployed to address
this problem,including Minimum Route Advertisementnter
val (MRAI), ap damping[2], SenderSide Loop Detection
(SSLD), andWithdraval RateLimiting (WRATE) [3]. MRAI
is a rate-limiting mechanism,enforcing a minimum inter
updateinterval betweentwo neighbors(and for a specic
destinationpre x), in the hope that such a delay may help
consolidatemultiple relatedupdatesinto fewer updatesFlap
dampingtargetslongerterm unstableroutes,blocking routes
changingtoo frequently over a relatively longer time period.
Using a path-\ector routing approach,BGP routers detect
routing loops by checkingif its own AS number appears

in the AS path upon receving a newv route. SSLD, on the
other hand, detectsrouting loops before sendingthe route
to a neighborBGP router A rate-limiting mechanismsuch
as MRAI, is usually applied only to announcementsbut
not to withdravals. However, someroutervendorsimplement
WRATE by applying MRAI to withdravals as well, even
thoughthis is not recommended3].

A relatedissueis thelong corvergencetime causedy BGP
path exploration. The authorsof [4]-[6] have showvn that the
BGP convergencetime is surprisingly long and dependson
the length of the longestbackuppath. The corvergencetime
is also shavn to be proportionalto the numberof alternatve
routesto a given destination[7]. The prevalence of multi-
homingin AS relationshipge.g.,a customerAS peeringwith
multiple providers ASes) [8]-[10] increasesthe number of
backup routesin the Internet signi cantly, which, in turn,
prolongsBGP cornvergence.Our recentstudy shows that the
corvergencetime for one BGP Beacon[11] pre x is still
surprisinglylong—morethan 30 minutes.

All the existing mechanisms,ncluding MRAI and ap
damping,are intendedfor all updatesgxceptthatin general,
withdrawals are not subjectto the in uence of MRAI. In this
paper we introducethe conceptof differentiatedBGP update
processing which classi es BGP updatesand treats them
accordingto their importance,which determinesthe update
sendingorder and delay We obsenre that BGP updatescan
be divided into two classesthe rst classaffectsthe routing
decisionsof the receving routers, possibly triggering more
updates,while the secondclassdoesnot affect the routing
decisionsof the receving nodes,i.e., the bestroutesusedare
not changedWe regardthe rst classmoreimportant;but it is
non-trivial to determinewhich updatesbelongto which class,
since the routing decisionand local policy of the receving
nodesare not directly available.We rst de ne a methodfor
classifyingBGP updatesUpdatedn differentclassewill then
be processedvith different priorities. We also explore ways
to processupdatedifferently and proposetwo Differentiated
Update Processing(DUP) algorithms.

In summary we proposedifferentiationof updatesdepend-
ing onwhetherthey areusedin theforwardingtablesof routers
for related destinationpre xes. If they are, they will more
likely be processedvith higher priority. The key ideasof our
DUP algorithmsare: (i) Locally inferred routing prefelence
when sendingupdatesto a neighboy a BGP router checksif
the neighborhas sentupdatesfor the samepre xesto itself.
If so, it sendsthe updateswith low priority. (ii) Difference-
basedrouteselection whenfailure occursandthe bestrouteto



a destinationis withdrawvn, insteadof selectingthe next best
available route, a BGP router rst selectsan interim route
that shareghe shortestommonsub-routewith the withdravn
route. The intuition behindthe rst ideais thatif the neighbor
also adwertisesa route, it must have an alternateroute. The
justi cation behind the secondidea is that usually routes
dissimilarto the withdrawvn routearemorelikely valid during
corvergence.

The proposedschemereducesthe numberof low-priority
updatesandtherouting corvergencetime, thusreducingrouter
(messageprocessing bandwidth) overhead,especiallyat an
overloadedrouter in the core with rich peering.It reduces
convergencetime not only after a failure, but also during a
new route propagtion. At the sametime, the schemedoes
not requireary changeto BGP protocol semanticgincluding
theformatof BGP messageandthe nal bestrouteselection),
thusfacilitatingincrementateployment.Moreover, it doesnot
compromisereachability

The authorsof [12] proposeda Routing Control Platform
(RCP),which usesa centralizedrouting control senerto make
route selectionon behalf of eachBGP router within a single
AS, anddistributesthe routing decisionto it. This RCPis to
replacelBGP (InternalBGP)andsolve mary problemscaused
by its inef ciency. Theauthorsshavedthata prototypeof such
a systemcanbe effectively implementecdon a softwarerouter
Our schemsds simple andlight-weight, and canbe integrated
into the RCP platform. Also, it canbe easilyimplementecbn
software routersrunning XORP [13] or Zebra[14].

The rest of the paperis organizedas follows. Sectionl|
discussegelatedwork on BGP routing. Sectionlll presents
the generalideaof DUP andupdate<lassi cation. SectionlV
presentspotential bene ts of DUP using the Route Views
data.Basedon the generalframevork, SectionV introduces
the basic DUP algorithm.In SectionVI the basicalgorithm
is combinedwith a new route selectionalgorithm to further
reduce the corvergence time and the number of updates.
Section VIl evaluatesthe DUP algorithms using simulation
andcomparesheir performancevith the currentBGP protocol
and other BGP improvementschemesFinally, SectionVIlI
concludes.

Il. RELATED WORK

It is reportedin [1], [15] thatthe currentBGP may generate
an excessve numberof updatesgspeciallywhenthe network
is overloaded andthe convergenceof BGP may take too long
to meetthe requirementof real-timeapplications.

A. BGP ProcessingOverhead

Theauthorsof [9] analyzedherapidgrowth of BGProuting
tables,as a result of several factors,suchas load-balancing,
the prevalenceof multi-homingof smallnetworks,andaddress
fragmentation.The authorsof [8] pointed out that not only
is the Internetgrowing fastin size, it also becomesdensely
meshedat the interAS level. All thesechangesncreasethe
BGP routing table size, thus increasingrouters' processing
overhead.

Studieshave alsoshavn thatundercertain(abnormal)con-
ditions, therecould be an excessie numberof BGP updates.

For instance,the authorsof [16] studiedthe BGP behaior
under the Slammerworm outbreak,and shaved that during
the attack, the number of BGP updatesincreasedten-fold,
comparedo that undernormal condition. For somepre xes,
the increasewas by about 100 times. The authorsof [15]
studied the BGP behaior under heary load and obsenred
several weaknessesf the currentBGP: its sensitvity to data
congestion,global propagtion of small local changes,and
slow corvergence.The authorsof [17] obsered that in the
time scaleof minutes,BGP updategio not affect router's CPU
load signi cantly, but in a shortertime scaleof secondsBGP
canconsumeup to 100% of CPU cycles. The authorsof [18]
also shaved that high updateratesfrom multiple peersare
harmful, prolongingthe transittimes of paclets.

In addition to MRAI and ap damping, BGP Graceful
Restart[19] is anothermechanismdeplo/ed today that can
reduceupdatesput haslimited applicability asit works only
for short-lved sessiorresets.

B. BGP CorvemgenceTime

Using simulation, the authors of [20] demonstratecthe
effectivenesof MRAI in reducingthe corvergencetime. They
alsoobseredthatfor a giventopology thereexistsanoptimal
MRAI timer value which minimizes the corvergencetime.
However, the optimal value dependsn the topology sothere
is no universaloptimal settingfor the MRAI timer applicable
for all routersandall typesof routing changes.

In practice Ciscoroutersuse30 and5 secondssthe default
MRAI timersfor EBGPandIBGP sessions,espectiely, while
JuniperroutersdisableMRAI timer by default [21]. The study
above shaved that disabling MRAI timer may lead to large
numberof updatesandlong corvergencetime.

To reduceBGP updatetrafc andthe associatedverhead,
andto decreas@etwork convergencetime, the authorsof [22]
proposedto add some consistencyassertionchecksto BGP
update processing.From this checking, mary updatesare
obsered to contradictone anothey and not all of them are
valid. A setof assertiorrulesarede ned to checkthe validity
of updates,and block propagtion of information on those
routes that violate theserules, to other BGP peers. They
have shavn that by employing theserules, the number of
BGP updatescan be signi cantly reduced,and the route
convergencetime can be improved drastically

The authorsof [23], [24] extendedthe idea in [22] by
embeddingthe root causeof a failure in updates,so a
receving node knows which candidateroutesin its routing
table areinvalidatedby the root cause dramaticallyreducing
the numberof invalid routesand hencethe corvergencetime.
However, this schemerequiresmodi cation of BGP updates
to embedthe root causeinformation and slows deployment.

The authorsof [25] proposeda different algorithm called
“GhostFlushing’ Theroutesinvalidatedby afailurearecalled
“Ghosts: For speedyremoval of suchinvalid routesfrom the
network, when a route is replacedby a less preferableone,
if the route cannotbe propagted becausethe MRAI timer
hasnot expired, a withdrawal is sentimmediately By sending
extra withdrawals, it is showvn thatinvalid routesareremoved
much soonerand the cornvergencetime is greatly reduced,



TABLE |
COMPARISONS OF BGP-ENHANCEMENT SCHEMES

| Consistencyassertion | Root-causebasedschemes | Ghost ushing | Our scheme

changeformat of BGP messages yes

yes no no

introduceextra messages no

no yes no

reducecorvergencetime of updatesfor new pre xes no

no no yes

(a) Network topology
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Fig. 1.

(c) Forwarding-pathtreefor AS E
Forwarding-pathtree of an AS

especiallywhenthe original routeis the only way to reachthe
destination—novalid alternatve routesexist after the failure.

Table | comparesour schemewith three existing schemes
mentionedabove. Our schemedoesnot require ary modi -
cationto the BGP protocol semanticssuchas BGP message
format, nor doesit sendextra messagesMoreover, unlike the
above schemeavhich mainly focus on reducingcorvergence
time after a failure, our schemecan also reducecorvergence
time during a new route propagtion.

The authorof [26] discussewvariousschemegat different
layers of network hierarcly) to achiere sub-secondconver-
genceand maintain high routesavailability. The mechanisms
capturethe samedifferentiatedprocessingidea as ours, but
work mainly atthe intra-domainlevel. In contrastour scheme
focuseson the inter-domainlevel.

I1l. GENERAL METHODOLOGY

A. Assumptiongnd Notations

Beforedelvinginto thedetailsof our proposedpproachwe
introducethe following widely-usedassumptionsViolation of
theseassumptionsanbeaccommodatedspeciallyin asingle
network wherethe policy informationis known.

Al. In apeerpeerAS relationship,if ASesA andB are
peersA only sendsB updategertainingto itself and
its customers;so doesB. Routing updateslearned
from one peerwill not be forwardedto otherpeers.

A2. In a custometprovider AS relationship,if A is a

customeiof B, A sendsB only theupdategertaining
to itself and its customers;B sendsA the updates
learnedfrom all neighboringASes.

A3. A BGP routerprefersrouteslearnedfrom customer
to those learnedfrom peers;it also prefersroutes
learnedfrom peersto thoselearnedfrom providers.

For simplicity, in addition to A3, we also assumethat
routingdecisionsarebasecdnthe AS pathlengthby preferring
shorterpaths.

The following notationis usedthroughoutthe paper For a
given BGP update,the sendingrouter is called sender and
the receving router receiver If a router has multiple routes
to reacha given destinationAS, the one currently usedis
calledprimary route otheralternatve routesarecalledbadkup
routes To avoid confusion,the term pees is usedto indicate
the two ASes with a peerpeer relationship betweenthem,
while neighboringBGP routers/ASesre called neighbos.

B. Per-pre x Forwarding-Rath Tree

Before discussingBGP updateclassi cation, we introduce
the conceptof perpre x forwarding-pathtree'. Whenall the
BGP routersin a network reach steady state, for a given
destinationpre x, at router level thereis a forwarding-path
treeinsidethe network. The destinatioritself is theroot of the
tree, and its immediateneighborsare the rst-level children,
andso on. Directionallinks betweendifferentlevels of nodes
aretrunksof thetree.Datapacletsheadingfor this destination
pre x ow from the leavesto theroot, alongthe trunks;while
routing updateso w in the oppositedirection, from the root
to theleaves (Fig. 1). If updatesarereceved throughexisting
tree trunks, then we call them “on-tree” updates;otherwise,
they arecalled“off-tree” updatesFor eachtree node,thereis
only onetrunk reachingit from its parentnode.Note that the
tree structureis dictatedby the routing in the network; when
routing changesthe tree structurechangesaccordingly

The key obsenation is that a BGP router can have mary
neighbors thus receving mary updatesregarding alternatve
routesto a given destination.However, for eachdestination
pre x, thereis only one on-treeupdate(regardingits primary
route)from its parentnode.Otherupdatesare off-tree updates
(regarding backuproutes).For example,seven ASesare con-
nectedas shawvn in Fig. 1(a), eachnoderepresentingan AS
andalsoa BGP router The forwarding-pathtreesfor ASesA
andE areillustratedin Figs.1(b) and(c), respectiely. In both
treesthe D-G link is an off-tree link.

In the currentBGR children nodeson the forwarding-path
tree always know their parents,while parentnodeshave no
informationabouttheir childrennodes(or no suchinformation
is usedeven if it is known at all). Our schemeattemptsto
gathersuchinformationanduseit for BGP updateprocessing.

1Herewe assumehatarouteralwayssendtraf ¢ for onepre x to thesame
neighbor If this doesnot hold, the resultedstructurewould be a forwarding-
pathDAG (Directional Acyclic Graph).But this doesnot affect the following
analysis.
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Fig. 2. BGP updateclassi cation

C. UpdateClassi cation

The BGP updateclassi cation methodis shavn in Fig. 2.
The updatesare classi ed from the recever's point of view.
If the updatesare aboutnew destinationswhich the recever
did not know before, they belongto a high-priority class.
Otherwise,the updatesare classi ed dependingon whether
they are on-treein the forwarding-pathtree of the associated
destinationpre x. We consideron-tree updatesto be more
importantasthey affect routing decisions.

As shavn in Fig. 2, whenanupdateis a withdrawal, thenif
it is on-tree,meaningthat it withdraws a primary route of the
recever, thenthe updatehashigh priority; otherwisejt haslow
priority sinceit withdranvs a backuproute which is not used
by the recevver. Whenan updateis an on-treeannouncement,
it implicitly replaceghe primaryroutewith a new route.Thus
theupdatehashigh priority. If theupdateis off-tree, it hashigh
priority only whenit containsa betterroute thanthe primary
route; otherwise the updatehaslow priority—sincethe route
is not betterthanthe primary route andwill not be chosen.

D. UpdateProcessing

Once updatesare classi ed, the next questionis how to
differentiatetheir processingyasedon their priority class.

1) Receiverside—priority queues: Since the updateclas-
si cation is done from a recever's perspectie, the natural
way is to processBGP updatesusing a priority queueon the
recever side. The advantageis that the recever knows which
classan updatebelongsto, by simply checkingits forwarding
table. However, to classify the updatesinto different priority
gueuesa BGP routerhasto checkthe contentof the updates
and do somepre-screeningThis checkingand pre-screening
in alarge partis repeatinghe default BGP updateprocessing,
thus incurring additional overhead.Also, this receverside
methodalonedoesnot directly reducethe numberof updates,
as all updatesare still transmittedto the recever. Because
of this, we focus on the senderside schemein the following
discussion.

2) Senderside—diferent delays: An alternative way is to
differentiateupdatesat the senderusingdifferentdelaytimers
(such as MRAI) for different classesof updates.There are
two basic methodswith different bene ts. The rst method
is to processhigh-priority updateswith default timers, while
processingthe low-priority ones with longer timers. This
method can potentially reduce the humber of low-priority

updatedransmittedthe secondmethodis to processhe low-
priority updateswith default timers,while processinghe high
priority oneswith shortertimers. This methodcan potentially
reducethe corvergencetime, since the high-priority updates
experiencea shorterdelay at eachhop.

However, since updateclassi cation is done from the re-
ceiver's perspectie, the senderhas no direct way to tell
whetheran outgoingupdatewill affect the receving router’s
forwarding table (or whetherthe updateis an on-treeupdate
for the recever). Thus, the senderhasto infer the class of
updatesThis classinferencemay incur someoverheadon the
senderside.

E. UpdateClassinference

As mentionedabore, when the senderside is involved in
differentiatedupdateprocessingjt hasto infer the class of
each updatefor the recever. Discussedbelov are possible
waysto achiese correctinference.

First, a router can infer the information externally: it can
obtain the information from the datait receves from other
routers, either implicitly (e.g., monitoring the data trafc
passingthroughto determineif a neighboris sendingdata
paclets to the related destinationthrough it) or explicitly
(e.g., letting the recevers of its updatessendsomefeedback
messagesayingif the updatesarebeingusedastheir primary
routes). Note that inside a single AS, and hencefor IBGP
sessionsthis information can be trivially obtainedsince the
routing policy is consistentnside an AS.

A router can also infer the information internally, e.g., by
checkingits con guration and/orrouting table. For example,
when a router R has an updatefor a destinationpre x, it
can examine if thereis a route entry for the same pre x
received from a neighborin the routingtable.If thereis, then
the neighboris using a different route; otherwise,it is using
the route learnedfrom R. However, if routers Iter out some
outgoingupdatesaseddn local policies,thenthis methodwill
overestimatehe numberof high priority updatesOn the other
hand,this schemedoesnot causeary reachabilityproblem.

Sincethe externalinferencemethodsin generalincur more
overheadandrequireextra memoryto storethe inferred data,
in the following discussion,we focus on internal (or local)
inference.

IV. EMPIRICAL DATA ANALYSIS

To examine empirically the amountof BGP updatesthat
can be classied as low priority, we analyze the routing
datacollectedby the Route Views project [27]. Each Route
Views router peerswith BGP routersin mary ASesto collect
BGP routing data. The dataare collectedin two forms: RIB
les and update les. The RIB les contain the contents
of the forwarding tablesof all the BGP neighbors,and are
collectedevery two hours;theupdateles containnew updates
from the BGP neighborsevery 15 minutes.By analyzingthe
Routeviews data, we found that (i) excluding duplicates,a
large proportion of announcementgabout50% on average)
canbeclassi edaslow priority, andthusprocesse@eparately
This con rms the value of our DUP schemef{ii) a signi cant
portion of withdravals arelow priority aswell, meaningthat



TABLE I
PseubocoDE oF DUP ALGORITHM: DUP_SEND()

AS P ®:  AS pathof the previous route for D sentto AS 5;
AS P®" : AS pathof the nenly-chosenroute for D;
AS P5: AS pathof the routefor D receved from AS ;;

len ():
01:
02:
03:
04:
05:
06:
07:
08:
09:
10:
11:
12:
13:
14:
15:

length of an AS path;
/I AS ; sendsan updatefor D to AS ,:
If AS P, = Null, Then
sendsthe updatewith shorterMRAI timer;
Else
If AS; is apeeror provider of AS 7, Then
sendsthe updatewith longer MRAI timer;
Else// AS 1 is a customerof AS ,
If ASP/"® =NULL, Then
sendsthe updatewith shorterMRAI timer;
Else
If len(ASP/" ®) 6 len(AS P ) And
len (AS P ) + 2 < len (AS P;), Then
sendsthe updatewith shorterMRAI timer;
Else
sendsthe updatewith longer MRAI timer;

they are withdraving backup,not primary routes.Due to the
spaceconstraint,the details of the data analysisis omitted.
Seean extendedversion[28] for details.

V. DUP: DIFFERENTIATED UPDATE PROCESSING

Basedon the generaldiscussionin Sectionlll, we designa

Differentiated Update Processing(DUP) algorithm basedon
the sendesside scheme.To reduceoverhead,a senderinfers
the priority of an updatebasedon its local information. Also,
sincethis inferenceis not alwaysaccurateall the withdravals
are still treatedthe same,without ary differentiation? The
algorithmtakesthe following two steps.
Step 1: it checksthe AS relationshipbetweeralocal AS; and
a neighboringAS,, and infers whetherAS, is using AS;'s
route to forward trafc. For example,if AS; and AS, have
a peerpeerrelationship,thenif AS; hasno route from AS,
(meaningthat AS, hasno route at all or hasa route via its
provider/peerAS), the route hashigh priority; else,the route
has low priority. (AS2's current route must be via its own
customerAS, which is favoredover AS;'s routesinceAS; is
a peerAS of AS,.)

If the AS relationshipalone can not decidethe priority of

AS;'s new route,it goesto Step2 to comparethe lengthsof
the two routes.
Step2: thelengthsof AS;'s new routeandtheroutefrom AS,
are comparedlIf from AS,'s point of view, the new routeis
shorterthanAS;'s currentroute,thenit hashigh priority; else,
it haslow priority.

The details of the algorithm are listed in Table II. Note
that (i) in the algorithm we assumedknown AS relationship
information betweena BGP router and its neighbor which
can be easily storedin a router as a con guration parameter
or directly inferredfrom the con gurations;(ii) the AS paths'
lengthcomparisoris madefrom AS,'s pointof view: if atAS;
thetwo pathshave lengthlen (ASP{*") andlen (ASP5), then
atAS, thelengthsbecomeden (ASP" )+1 andlen (ASP,)-
1; (iii) two MRAI timersareusedin the DUP algorithm (one

2|n practice withdravals generallyare not subjectto the control of MRAI
timer aryway.

TABLE 1lI
PseuDocoDE oF SIMPLER DUP: DUP_SEND()

AS P5: AS pathof the routefor D receved from AS 3;
01: /I AS; sendsan updatefor D to AS ,:

02: If ASP, = Null, Then

03: sendsthe updatewith shorterMRAI timer;

04: Else

05: sendsthe updatewith longer MRAI timer;

more thanthe currentBGP protocolfor eachBGP neighbor),
one for high-priority updates(M RAl gyor ) and the other
for low-priority updates(M RAl jong). If timer M RAI |ong

expires,therouterwill sendlow-priority updatesandresetthe
timer; if timer M RAI ghor ¢ €Xpires,the routerwill sendhigh-
priority updatesandresetthetimer. Dependingon the purpose
of the algorithm, two options can be implemented.The rst

optionis to usethedefault MRAI valuefor M RAI gnor ¢, anda
larger valuefor M RAI jong . The goalis to reducethe number
of BGP updatesexchangedbetweenBGP routers,by holding
low-priority updateslonger The secondoption is to usethe
default MRAI value for M RAl |ong, and a smallervalue for

M RAl ¢hor - The goalis to shortenthe corvergencetime of

BGP in the network, by speedingup the propagtion of high-
priority updatesin this paperwe focuson this secondoption.

A. SimplerDUP

The DUP algorithmabore takesadvantageof the knowledge
of AS relationshipbetweena BGP router and its neighbor
when classifyingthe priority of an update.The classi cation
processappearsomplex and may not be always accurateas
ASesdo not always chooseroutesbasedon the guideline of
AS relationships.

To overcomethis issue,we introducea simpler version of
DUP without relying on the knowledge of AS relationships.
It considersone thing only: whethera neighborhas already
propagted route for the samepre x to the local AS. If the
neighborhasnot alreadydoneso, the updatehashigh priority;
otherwise,it haslow priority. The detailsof the algorithmare
listed in Tablelll.

B. Priority misclassi cation

Since senderside schemeis used, neither the DUP al-
gorithm nor its simpler version matchesexactly the update
classi cation methodin Fig 2. If a sendingnode has not
receved a route from its neighbor it means(i) the route is
for a new pre x; or (ii) the neighboris already using the
local AS's route; or (iii) the neighboris using anotherroute
without notifying thelocal AS. While in the rst two caseghe
outgoingupdateis on-tree,in the third caseit is clearly off-
tree. Thus our algorithmsmay setan update$ priority higher
and sendit earlier than necessaryOn the other hand,if the
sendingnode hasalreadyreceved a route from the neighbor
then the outgoing update must be off-tree. The questionis
whetherit is better than the neighbors current route from
the neighbors perspectie. The simpler version simply set
the updateas low priority, thus may delay the updatelonger
than the default BGR The DUP algorithm is more accurate,
classifyingthe priority basedon the AS relationshipbetween
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Fig. 3. lllustration of DUP algorithm

the two neighborsandthe AS path lengthsof the new route
and the route from the neighbor However, if someASesdo
not follow the guidelinesof AS relationshipsdiscussedin
Sectionlll, it may misclassifythe priority also.On the other
hand, sincein this casethe neighboralreadyhasa route, it
doesnot affect the neighbors connectvity. The only dravback
is that the neighbormay use a less preferredroute slightly
longer In addition, since we focus on speedingup the high
priority updatewhile sendingthe low priority onesusingthe
default MRAI value, this is not an issueat all: low priority
updatesare not delayedlongerthanthe default MRAL.

This simplerversiondoesnot considerAS relationshipsnor
doesit compareAS pathlengths.Thusit incurslessoverhead.
From simulationstudies,it works quite well. Therefore,in the
following discussionwe usethe simplerversionto represent
the DUP algorithm.

The following example illustrates the adwantagesof our
DUP algorithm.

Examplel: As showvn in Fig. 3, both AS, and AS3 are
connectedto AS;. Pre x A is locatedin ASs; prex B is
locatedin ASg. Supposeto reachdestinationA, AS, uses
AS;'s path,while AS3 doesnot; to reachdestinationB, AS3
usesAS;'s path,while AS, doesnot. Now supposeAS; rst
changesdts pathto A at time T, then changesits pathto B
at T+5, and changests pathto A again at T+10. Underthe
currentBGP, AS; usesone MRAI timer for eachneighbor
It sendsupdatefor the rst change(Upd;) to both AS, and
AS3 at T, andsendsupdatedor the secondandthird changes
(Upd, and Upds) to both AS, and AS3 at T+30 (after the
MRAI timers expire). Underthe DUP algorithm,in contrast,
AS; usestwo MRAI timersfor eachneighborsit sendsUpd;
to only AS, at T: since AS3 is not using AS;'s route, the
updateto AS3 haslow priority andthusis delayed;thenfor
the samereasonat T+5 (not T+30: sinceAS; doesnot send
Upd; to AS3 at T, the MRAI timer for high-priority update
is not resetthen)it sendsUpd, to AS3 only. At T+10, Upd;
replaced)pd;, soUpd; is sentto AS, at T+15afterthe MRAI

o - Timer expires
The interim route is withdrawn

or replaced by a less preferred
route; Timer restarts

Transient State; Stable State;
Diff Algorithm Default BGP

The primary route is withdrawn or replaced
by a less preferred route; Timer starts

Fig. 4. TransitiondiagrambetweenStableand Transientstates

timer for high-priority updateexpires.Upds is sentto AS, at
T+30 after the MRAI timer for low-priority updateexpires,
and Upd, is sentto AS; at T+35 after the MRAI timer for
low-priority updateexpires. Therefore the DUP algorithmnot
only senddmportantupdategUpd, to AS3; andUpd; to AS,)
soonerit alsoreduceghe numberof updatesunderDUR, only

ve updatesare sent.SinceUpd, (Upd,) is not usedby AS,
(AS3), its delay doesnot affect routing decision.

VI. DUP+: ENHANCED DUP

Note that in the above discussion,we assumedthat all
the updatescontainvalid routes.While this assumptiorholds
during the propagtion of new routes,it doesnot hold in
caseof a network componentfailure which may invalidate
someexisting candidateroutes,and theseinvalid routesmay
propagtethroughthe network duringthetransientperiodafter
the failure. This propagtion of invalid routescausecby BGP
path exploration is the main culprit for the extraordinarily
long cornvergencetime after a failure, unnecessarilyriggering
excessve routing changesat the sametime.

Also, sinceinvalid routesare propagted, the actual best
routeafterafailuremaynotbeshortethansomeinvalid routes
being sent/recaied earlier; picking shorterroutesonly asthe
high-priority ones(asin the Step2 of the DUP algorithm)is
suboptimal. The updateclassi cation needsto be improved.
Ideally we can distinguishvalid routesfrom invalid ones,so
thatvalid routescanreceve higherpriority thaninvalid routes,
thus speedingup the corvergence.

A. Difference-BasedRouteSelection

To reducethe corvergencetime andthe numberof updates
exchangedafter a network failure, we proposea new route-
selection algorithm that selectsa new route basedon the
differencebetweenrthe candidateoutesandthe original (with-
drawn) route:whenthe original routeis withdravn or replaced
by a lesspreferredroute (e.g.,due to a network failure), the
selectedouteis the shortesbnewith the maximumdifference
from the original route, which is not necessarilythe best of
the remainingroutes.

As showvn in Fig. 4, we de ne transientand stable states
for a pre x. After an original routeis withdravn or replaced
by a less preferredroute (usually resulting from a network
failure), the router entersthe transientstate.In this state,the
routing decisionprocesdor the pre x doesnot selectthe best
remainingroute; instead,it selectsan interim route with the



TABLE IV
PSEUDOCODE OF DIFF ALGORITHM

ASP: AS pathof routeR;

P: destinationpre x of routeR;

AS Py susceptibleAS path segment;

Ics (asp1, asp2): longestcommonsubsequencef two AS paths;
01: // RouteR is withdrawn or replacedby a lesspreferred route :
02: If P isin default stablestate, Then

03: ASPis =ASP;
04: startthe timer t,;
05: Else

06:
07:
08:

AS Piis =Ilcs(AS Pis , ASP);
restartthe timer tp,;
selectthe shortestroute sharingthe minimum LCS with AS P¢s .

minimum similarity to the original route—theone that shares
the shortestcommonAS path segmentwith the original one.

Then,the AS pathof the original routeis storedassusceptible
ASpathsegment sincethefailure occurredto this path.At the

sametime, a timer is startedto indicate how long the router

hasstayedin the transientstate.Whenthe timer expires, the

router switchesfrom the transientstateto the stablestate,and

the bestroute is recomputedusing the default BGP route-

selectionalgorithm. However, if the existing interim route is

withdrawvn or replacedagain during the transientstate,(i) the

timer is restartedand (i) the existing interim routeis usedto

updatethe susceptibleAS path segment. This new algorithm

usedduring the transientstateis called Diff.

The details of the Diff algorithm are given in Table IV.
Currently the lengthof thetimer (t, in the code)is setto 1.5
timesthe MRAI timer value.Theideais to setit long enough
to catch consecutie updatesfrom a single BGP neighbor
Also, during the sametransientstate,if the interim route is
withdravn or replacedby a less preferredroute, the LCS
(longestcommonsubsequencedf the interim route and the
susceptibleAS path segmentis computed(recursvely) to get
the new susceptiblepath sggment, which has the effect of
narraving down thelocationof thefailure. A variableASP s
is usedto storethe susceptibleAS path segment.

The intuition behind Diff is that during the transientstate,
the routesare not stableand mary invalid routesare propa-
gated. Theseinvalid routesare closerand more similar to the
original routes;potentialvalid routesare more differentfrom
the original routes.Thus, during the transientstate,we select
an interim route which is more likely to be valid. Although
this route is not necessarilythe bestremainingroute, aslong
asit is valid, it guaranteeshe reachabilityof the destination.
The propagtion of this valid route also helps other routers
to corverge to a valid route faster After the transientstate
is exited, most (if not all) of the invalid routesare removed
from the routing table,and a new bestroute canbe selected.
Therefore the Diff algorithmskipsinvalid backuproutesand
selectsthe shortestone with the largest differencefrom the
original route, which is more likely to be a valid route.
This signi cantly shortensthe path exploration processand
generategewer routing updates.

Supposethe original route is fAS;:::ASk ASk+1
ASn, 0, anda failure occursbetweenAS, and ASk.; . Then,
all theinvalid routesafterthe failure containthe pathsegment

%‘Pref ix 11 ‘Pref ix 12 ‘Pref ix 13 ‘Pref ix 14 ‘

— Null

%‘Pref ix 31 ‘Pref ix 32 ‘Pref ix 33 ‘Pref ix 34 ‘

T imer [ —Prefix g Prefix o Prefix gPrefix | """
Fig. 5. The global timer structure
fASK ASk.+1 :::ASnhg. By using difference-basedoute se-

lection, the new algorithm potentially choosesa valid route
faster favoring routesthat do not containthat path segment.
On the otherhand,a route containingsegmentf ASy ASk+1
... ASny g is notnecessarilyaninvalid route,sincetherecould
be multiple peeringsessiondetweenASy and ASk-+; .

Note that the Diff algorithm usestwo criteriato selectan
interim route: maximum difference (which is equialent to
shortestLCS) and shortestAS path length: it choosesthe
routethat shareghe shortest.CS with the original route rst.
If multiple routessharethe sameshortestLCS, thenthe one
with the shortestAS pathwill be chosenln addition,the LCS
algorithmhereis differentfrom the classicLCS algorithmin
that the resulting common subsequencenust start from the
origin of the AS pathsandmustcontaincontiguousASes.For
example,given two routes,f AS; AS3 AS, AS;g andfAS;3
AS, AS, AS,g, bothoriginatingfrom AS;, accordingto our
algorithm,their LCS is fAS, AS;g, notf AS3 AS, ASig or
fAS, AS, AS;g. Our algorithm compareshe AS numbers
at the correspondindocationsonly, startingfrom the original
AS.2 Thusthe computationcompleity is linear with respect
to the lengthsof the AS paths.

Since Diff only changeshow a route is selected,all the
other mechanism®f the default BGP still remain,including
loop detection.Therefore the routerswill corverge underDiff
if they do underthe default BGP.

1) Global timer scheme: In the discussionabove, we as-
sumethateachpre x hasaseparatéimer. We call it individual
timer scheme Although eachtimer is createdon demand—
only whena pre x is affectedby changesn the network, and
it is deletedwheneer the routesfor the pre x corveme, the
schememay still incur signi cant overheadin practicewhen
a failure affects a large numberof pre xes.

To reducethe overheadincurredby the timers,we designa
new globaltimer schemethatdeplo/s a x ednumberof global
timers for all the pre xes. As shavn in Fig. 5, the scheme
works as follows: when a BGP router starts,it automatically
startsK timers. The expiration time of the timers are setas
12035 (K 1), and T, respectiely, where T is
the full length of an expiration period. The gap betweentwo
neighboringtimers' expiration time is II— Thereis a pointer
locating the currenttimer, which is always the one with the
longestexpiration time. For eachtimer, thereis alsoa queue

3If prependings usedby the two routes,redundantAS numbersmustbe
removed from their AS pathsbeforethe comparison.



TABLE V
PsSEuDOCODE OF DUP+ ALGORITHM: SENDER SIDE

AS PV AS path of the newly-chosenroute for pre x D;
AS Py: AS path of the routefor D receved from AS ,;
AS Py : susceptibleAS path sggment;

Ics (asp1, asp2): longestcommonsubsequencef two AS paths;
01: // AS 1 hasan updatesendingto AS ; for D:

02: If thepre x is in stablestate, Then

03: call DUP_Send()

04: Else

05: If ASP, = Null, Then

06: sendsthe updatewith shorterMRAI timer;

07: Else

08: If les(AS P , ASPis ) < Ics (AS P2, AS Pies ), Then
09: sendsthe updatewith shorterMRAI timer;

10: Else

11: sendsthe updatewith longer MRAI timer;

associateavith it. Wheneerapre x is affectedby achangen
the network, it is putin the queueassociatedvith the current
timer until the timer expires.

When a timer expires, (i) if its queueis not empty all
pre xes in the queue go through the route recomputation
procesdo selectthe bestroutes,afterwhich they areremoved
from the queue;(ii) the timer is resetwith lengthT; (iii) the
currenttimer pointer pointsto this newly resettimer.

Sincethe currenttimer is updatedvheneer atimer expires,
its expiration time is always aboutT time away (more accu-
rately thetime valueis betweenw andT). Also, apre x
is alwaysput in the queueof the currenttimer. Therefore for
eachpre x, its timerwill expirein t, wherew t T.

Insteadof a timer for eachpre x, only a small number
(K) of timers are maintainedhere, which are sharedby all
the pre xes. The larger K is, the more closely the scheme
simulatesthe individual timer scheme.Since T equals1.5
times of the MRAI timer value (as discussedhbore), we set
K as 9. Thus lI— is one sixth of the MRAI timer value.
From simulation tests, the two timer schemeswork almost
identically.

B. DUP+

CombiningDiff with DUPR, we can sendpotentiallyinvalid
routesusing a longer MRAI timer while sendingvalid route
using a shorter MRAI timer. This new algorithm is called
DUP+, which is an extension of DUP. Under DUP+, the
algorithmdeterminesvhethera pre x is in stableor transient
state: if it is in stable state, the DUP algorithm will be
executed;f it is in transientstate,it will comparel CS values
insteadto determinethe priority of an update.The details of
the senderside DUP+ algorithm are given in TablesV. Note
that DUP+ is a supersetof DUP In line 3 of Table V, the
correspondingodefor DUP is called.

1) overhead: DUP+ introducessome extra overheadin
termsof statemaintenancend processindoad. In Diff algo-
rithm, oncea pre x is in transientstate,it needsto maintain
its susceptibleAS path segment. This consumeLL bytesof
memoryfor eachpath segment,wherelL is the length of the
AS pathsegmentandis generallya singledigit. On the other
hand,thesestatesare requiredonly for the pre xesthat are
affected by failures, not for every pre x. By studyingRoute

TABLE VI

PARAMETERS AND THEIR DEFAULT VALUES
Parameters | Values
Link delay 0.01-0.1(sec)
M RAI ong (for low priority) 30 (sec)
M RAI shor ¢ (for high priority) 15 (sec)
MIN_PROC_TIME 0.01 (sec)
MAX _PROC_TIME 0.5,0.1 (sec)
Numberof adertisers 3
Lengthof timer t,, (usedby Diff algorithm) 1.5* M RAIl |ong
Numberof global timers 9

Views data, we found that typically an AS makes routing
changedor lessthan1000pre x esduringa 15-minuteperiod.
Thusthetotal requiredmemoryspaces lessthan200Q bytes.
By usingthe globaltimer schemeDiff alsoneedso maintain
an array of global timers and their associategre x queues;
but the numberof timers and their queuesis a small x ed
number In addition, DUP+ maintainsan extra MRAI timer
for eachneighbor

DUP+ also incurs extra processingoverhead.The LCS
computationin Diff only occursduring failures,andits com-
plexity is O(n), wheren is the length of the longestcommon
subsequencef the two AS paths.All the otherfunctionsare
just simple modi cation of existing BGP, which containonly
a few dozenlines of code.Thusthe extra overheadis small.

VII. EVALUATION

To demonstratehe bene ts of the DUP+ algorithm? we
evaluateit using SSFNets BGP simulator[29], a Java-based
simulator widely usedfor studying BGP performance(e.g.,
[20], [22], [24]).

A. SimulationDesign

We studiedtwo scenariosnew route propagtion and link
failure. The performancemetrics used are valid network
convergencetime, averagevalid convergencetime, and the
numberof updatesexchanged.

First, we de ne valid cornvergencetime, basedon which the
othertwo de nitions follow:

De nition 1 (Valid corvergencetime): The valid corver
gencetime of a routeris the length of the time intenal (te,
tc], wheret, is the time whenthe origin router sendsout the
rst updatemessagesndt. is thetime instantafterwhich the
router always hasvalid routes(throughwhich the destination
is reachable).

Note thata routermay switch from onevalid routeto another
afterits valid corvergencetime being reached.

De nition 2 (Valid networkcorvergencetime): The valid
network corvergencetime is the length of the time interval
(te, thc], Wheretg is the time the origin router sendsout the
rst updatemessagesandt, is the time instantafter which
all the routersin the network always have valid routes.

The valid network corvergencetime is in factthe worst valid
convergencetime amongall the nodes.

4SinceDUP+ is a supersebf DUP, we usedonly DUP+ in the evaluation.
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De nition 3 (Average valid corvergencetime): The aver
age valid corvemgencetime is the average over the valid
convergencetimes of all the nodesin the network.

Comparedo the commonly-usedile nition for corvergence
time [20], the valid (network) convergencetime more accu-
rately captureghe reachabilityof a node(the network) to the
destinationand the impact of routing changeson application
trafc. Similar de nitions have also beenproposed such as
next-hop corvemencetime [25] and data-planecorvergence
time [30]. Comparedto them, the valid corvergencetime is
easierto measure.

Table VI describesthe simulation parametersand their
defaultvalues.Thelink delaywasrandomlysetbetweerD.01s
andO0.1s.In the SSFNetsimulator the CPU processingdelay
for eachpaclet is simulatedto be a randomvalue between
two thresholds—MINPROC_TIME and MAX _PROC_TIME.
They were set to 0.01s and 0.5s, respectiely. (We also
used0.1sfor MAX _PROC_TIME and found that the relative
performanceof DUP+ is very similar). For simplicity, we
always setM RAl ghor ¢ t0 be half of M RAI jong .

To testsomerealisticnetwork topologieswe usedthe multi-
AS topology generatingpackagefrom SSFNet[31], which
containsseven differenttopologiesbasedon the InternetBGP
routingtable. The numberof nodescontainedn thetopologies
rangesfrom 29 to 830. For eachtopology we choseN nodes
as ad\ertisers,which announcetheir own IP pre xesto the
network. Amongall thenodesin eachtopology we only chose
thosewith a small numberof neighboringnodes(lessthanor
equalto four) in the simulation, meaningthat they are more
likely to be at the edgeof the network. The default value of
N is 3. For eachsimulationscenariowe randomlypicked six
instancesof adwertisers;for eachof them, we conductedsix
independentunswith differentrandomseedsThereforethere
are 36 runsfor eachscenario.The resultsare summarizedas
the averagevalue of the 36 runs,andarepresentedising95%
con denceintenal.

B. Results

1) New routepropagation: We rst testedthe casethatnewv
routesare propagted,and comparedDUP+ with the default
BGP To study the interactionsamongrouting changesthe
three adwertisersstartedat different times with a delay of a
few secondshetweenthem.We focusedon the performance

of the last adwertiser; the other two were consideredas the
generatorf crosstrafc.

As shawn in Fig. 6, the DUP+ algorithmyields very short
valid network convergencetime andaveragevalid cornvergence
time—only 40% or less of those for default BGP At the
sametime, the number of updatesis also smaller saving
about 30% of updates.This clearly shavs the bene ts of
DUP+. For comparisonwe alsoran default BGP with MRAI
timer of 15 seconds(called “default BGP15"), and DUP+
with MRAI timer of 30 (60) seconddor high (low) priority
updateqcalled“DUP+60"). As theresultsshav, DUP+60still
outperformsdefault BGR, and its averagecorvergencetime
is even shorterthan “default BGP15”. The clearly shaws the
bene ts of differentiatedprocessing.

2) Link failure: We also evaluatedthe DUP+ algorithm
under the link failure scenario,and comparedit with the
default BGR, GhostFlushing,and Root-Causeéhasedscheme.
In additionto the default MRAI value of 30 secondswe also
used the value of 15 secondsfor the default BGP (called
“default BGP15") and Root Cause(called “Root Causel5”)
to seehow well they performwith a shorterMRAI. For each
topology we randomly picked a node with a small number
of peersas a test node. The test node rst adwertisedsome
network pre xesto all its neighbors.For a given pre x, it
adertiseddifferent AS pathlengthsto differentneighborsby
prepending After the network initially corverged, we broke
the link betweenthe test node and one of its neighbors,and
obsenred how the algorithmsperform. As in the new route
propagtioncasewo additionalnodesstartedadwertisingtheir
pre x es shortly beforethe failure, injecting crosstraf c.

As shavnin Fig. 7, DUP+hasshortervalid network/average
convergence time than not only both Ghost Flushing and
default BGP (as much as 80%), but also Root Cause,which
is a little surprising.The reasonis that althoughRoot Cause
selectsonly valid routeafter failure by removing invalid route
very fast, it propagtesvalid route the sameway the default
BGP does;in contrast,DUP+ propagtesvalid route with a
shortertimer, which overcomesthat fact that it is slower in
selectingvalid route. By using a shorterMRAI value of 15
secondswe canseethat “Root Causel5'indeedperformsthe
best,but DUP+ is very closeto it.

Under DUP+ the numberof updatess very small aswell.
Again the numberis very close to that for Root Cause.
Although Ghost Flushing has shortercorvergencetime than
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the default BGR, the numberof updatesunderit is surprisingly
large. By checkingthe simulationdata,we found that mostof
the updatesarethe extra withdrawalstriggeredby mechanisms
of the GhostFlushingalgorithm.

In additionto the above threeperformanceanetrics,we also
examinedthe numberof routing changesindereachalgorithm
and found the DUP+ algorithm to incur 50% fewer routing
changesthan the default BGP and Ghost Flushing, leading
to more stableroutes.In contrast,it is not as good as Root
Causesinceit is not asefcient in selectingvalid routes;but
the differenceis rathersmall.

In summary not only doesDUP+ outperformthe default
BGP and GhostFlushing,its performancesxceedsor comes
closeto that of the Root-Causebasedschemeas well. This
shaws that the performanceof the currentBGP can be sig-
ni cantly improved usingour schemewithout changingBGP
messagdormat requiredby Root-Causébasedapproaches.

VIIl. CONCLUDING REMARKS

In this paper we presenteda simple and novel way of
differentiatingBGP updateshasedon their impacton inferred
routing decisionsof the recever. It is shavn to make sig-
ni cant improvementsin both reducingthe routers' overhead
of processingan excessve nhumberof BGP updates,as well
as reducingrouting corvergencetime. The proposedscheme
is simple to implement, requires no modi cation of BGP
protocol semanticsand can be deplo/ed incrementally

So far, we have mainly focusedon EBGP (ExternalBGP)
sessions(for BGP neighborsbelonging to different ASes).
Inside a large AS, thereare also mary IBGP (Internal BGP)
sessionsHowever, the default MRAI timer for IBGP is only
5 seconds,much shorter than that for EBGR In addition,
all the IBGP routersin the same AS are either directly
peeringwith eachother or peeringthroughroute-re ectors.
Thereforeyouting delayinsidean AS is generallyshorterthan
that betweenASes. Thus, our schemedoes not modify the
processingf updatesbetweenlBGP nodes.
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