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Abstract— Inter net routers today can be overwhelmed by a
largenumber of BGP updatestriggered by eventssuchassession
resets,link failur es, and policy changes.Such excessive updates
can delay routing convergence, which, in tur n, degrades the
performanceof delay-and jitter -sensitiveapplications.This paper
proposesa simple and novel idea of differentiated processing
of BGP updates to reduce routers' load and impr ove routing
convergencewithout changing the protocol semantics.Basedon
a set of criteria, BGP updatesare grouped into differ ent priority
classes.Higher-priority updates are processedand propagated
sooner, while lower-priority ones,not affecting routing decisions,
can be delayed to both reducerouters' load and impr ove routing
convergence.We �rst presenta general methodology for update
classi�cation, update processing,and priority-state inference.By
analyzing real BGP data obtained fr om Route Views, we show
that our updateclassi�cation is feasibleand bene�cial. Wefurther
proposetwo differ entiated update processing(DUP) algorithms
and evaluate them using the SSFNetBGP simulator on several
realistic network topologies. The algorithms are shown to be
very effective for large networks, yielding 30% fewer updates
and reducing convergencetime by 80%. Our schemeis simple
and light-weight with little added processingoverhead. It can
be deployed incrementally, sinceBGP messagesare not modi�ed
and every BGP router makes routing decisionsindependently.

I . INTRODUCTION

Real-time,multimediaapplicationssuchasIPTV, VoIP and
Internetgamingarebecomingpopular. Thesedelay-andjitter-
sensitive applicationsimposemore stringentrequirementson
the underlyingInternetrouting system.In light of this trend,
BGP (BorderGateway Protocol)routing issueshave attracted
signi�cant attentionfrom both the researchandoperatorcom-
munities.A key problemassociatedwith BGPis theexcessive
numberof BGPupdatespossiblytriggeredby routingchanges,
suchas sessionresets,link failures,and policy changes.For
example, a recent study of a large tier-1 ISP shows that
within just oneminute,a “rich peering”routercanexperience
hundredsof routing updatesall at once partly due to the
interactionbetweenintra- and inter-domainrouting [1].

Thereareseveral well-known schemesdeployed to address
this problem,including Minimum RouteAdvertisementInter-
val (MRAI), �ap damping[2], SenderSide Loop Detection
(SSLD),andWithdrawal RateLimiting (WRATE) [3]. MRAI
is a rate-limiting mechanism,enforcing a minimum inter-
update interval betweentwo neighbors(and for a speci�c
destinationpre�x), in the hope that such a delay may help
consolidatemultiple relatedupdatesinto fewer updates.Flap
dampingtargets longer-term unstableroutes,blocking routes
changingtoo frequentlyover a relatively longer time period.
Using a path-vector routing approach,BGP routers detect
routing loops by checking if its own AS number appears

in the AS path upon receiving a new route. SSLD, on the
other hand, detectsrouting loops before sending the route
to a neighborBGP router. A rate-limiting mechanism,such
as MRAI, is usually applied only to announcements,but
not to withdrawals.However, someroutervendorsimplement
WRATE by applying MRAI to withdrawals as well, even
thoughthis is not recommended[3].

A relatedissueis thelong convergencetime causedby BGP
path exploration.The authorsof [4]–[6] have shown that the
BGP convergencetime is surprisingly long and dependson
the length of the longestbackuppath.The convergencetime
is alsoshown to be proportionalto the numberof alternative
routes to a given destination[7]. The prevalenceof multi-
homingin AS relationships(e.g.,a customerAS peeringwith
multiple providers ASes) [8]–[10] increasesthe number of
backup routes in the Internet signi�cantly, which, in turn,
prolongsBGP convergence.Our recentstudy shows that the
convergence time for one BGP Beacon [11] pre�x is still
surprisinglylong—morethan30 minutes.

All the existing mechanisms,including MRAI and �ap
damping,are intendedfor all updates,except that in general,
withdrawals arenot subjectto the in�uence of MRAI. In this
paper, we introducethe conceptof differentiatedBGP update
processing, which classi�es BGP updatesand treats them
accordingto their importance,which determinesthe update
sendingorder and delay. We observe that BGP updatescan
be divided into two classes:the �rst classaffects the routing
decisionsof the receiving routers,possibly triggering more
updates,while the secondclassdoesnot affect the routing
decisionsof the receiving nodes,i.e., the bestroutesusedare
not changed.We regardthe�rst classmoreimportant;but it is
non-trivial to determinewhich updatesbelongto which class,
since the routing decisionand local policy of the receiving
nodesarenot directly available.We �rst de�ne a methodfor
classifyingBGPupdates.Updatesin differentclasseswill then
be processedwith different priorities. We also explore ways
to processupdatesdifferently andproposetwo Differentiated
UpdateProcessing(DUP) algorithms.

In summary, we proposedifferentiationof updatesdepend-
ing onwhetherthey areusedin theforwardingtablesof routers
for related destinationpre�xes. If they are, they will more
likely be processedwith higherpriority. The key ideasof our
DUP algorithmsare: (i) Locally inferred routing preference:
when sendingupdatesto a neighbor, a BGP router checksif
the neighborhassentupdatesfor the samepre�xes to itself.
If so, it sendsthe updateswith low priority. (ii) Difference-
basedrouteselection: whenfailureoccursandthebestrouteto



a destinationis withdrawn, insteadof selectingthe next best
available route, a BGP router �rst selectsan interim route
thatsharestheshortestcommonsub-routewith thewithdrawn
route.The intuition behindthe �rst ideais that if theneighbor
also advertisesa route, it must have an alternateroute. The
justi�cation behind the second idea is that usually routes
dissimilarto the withdrawn routearemorelikely valid during
convergence.

The proposedschemereducesthe numberof low-priority
updatesandtheroutingconvergencetime, thusreducingrouter
(messageprocessing,bandwidth)overhead,especiallyat an
overloadedrouter in the core with rich peering. It reduces
convergencetime not only after a failure, but also during a
new route propagation. At the sametime, the schemedoes
not requireany changeto BGP protocolsemantics(including
theformatof BGPmessagesandthe�nal bestrouteselection),
thusfacilitatingincrementaldeployment.Moreover, it doesnot
compromisereachability.

The authorsof [12] proposeda Routing Control Platform
(RCP),which usesa centralizedroutingcontrolserver to make
route selectionon behalf of eachBGP router within a single
AS, anddistributesthe routing decisionto it. This RCP is to
replaceIBGP (InternalBGP)andsolve many problemscaused
by its inef�ciency. Theauthorsshowedthataprototypeof such
a systemcanbeeffectively implementedon a softwarerouter.
Our schemeis simpleandlight-weight,andcanbe integrated
into the RCPplatform.Also, it canbe easily implementedon
softwareroutersrunningXORP [13] or Zebra[14].

The rest of the paper is organizedas follows. Section II
discussesrelatedwork on BGP routing. SectionIII presents
thegeneralideaof DUP andupdatesclassi�cation.SectionIV
presentspotential bene�ts of DUP using the Route Views
data.Basedon the generalframework, SectionV introduces
the basicDUP algorithm. In SectionVI the basicalgorithm
is combinedwith a new route selectionalgorithm to further
reduce the convergence time and the number of updates.
SectionVII evaluatesthe DUP algorithmsusing simulation
andcomparestheirperformancewith thecurrentBGPprotocol
and other BGP improvementschemes.Finally, SectionVIII
concludes.

I I . RELATED WORK

It is reportedin [1], [15] that thecurrentBGPmaygenerate
an excessive numberof updates,especiallywhenthe network
is overloaded,andtheconvergenceof BGPmay take too long
to meetthe requirementsof real-timeapplications.

A. BGP ProcessingOverhead

Theauthorsof [9] analyzedtherapidgrowth of BGProuting
tables,as a result of several factors,suchas load-balancing,
theprevalenceof multi-homingof smallnetworks,andaddress
fragmentation.The authorsof [8] pointed out that not only
is the Internetgrowing fast in size, it also becomesdensely
meshedat the inter-AS level. All thesechangesincreasethe
BGP routing table size, thus increasingrouters' processing
overhead.

Studieshave alsoshown that undercertain(abnormal)con-
ditions, therecould be an excessive numberof BGP updates.

For instance,the authorsof [16] studiedthe BGP behavior
under the Slammerworm outbreak,and showed that during
the attack, the number of BGP updatesincreasedten-fold,
comparedto that undernormal condition.For somepre�xes,
the increasewas by about 100 times. The authorsof [15]
studied the BGP behavior under heavy load and observed
several weaknessesof the currentBGP: its sensitivity to data
congestion,global propagation of small local changes,and
slow convergence.The authorsof [17] observed that in the
time scaleof minutes,BGPupdatesdo not affect router's CPU
load signi�cantly, but in a shortertime scaleof seconds,BGP
canconsumeup to 100%of CPU cycles.The authorsof [18]
also showed that high updaterates from multiple peersare
harmful, prolongingthe transit timesof packets.

In addition to MRAI and �ap damping, BGP Graceful
Restart[19] is anothermechanismdeployed today that can
reduceupdates,but haslimited applicability as it works only
for short-lived sessionresets.

B. BGP ConvergenceTime

Using simulation, the authors of [20] demonstratedthe
effectivenessof MRAI in reducingtheconvergencetime.They
alsoobservedthatfor a giventopology, thereexistsanoptimal
MRAI timer value which minimizes the convergencetime.
However, the optimal valuedependson the topology, so there
is no universaloptimal settingfor the MRAI timer applicable
for all routersandall typesof routing changes.

In practice,Ciscoroutersuse30and5 secondsasthedefault
MRAI timersfor EBGPandIBGPsessions,respectively, while
JuniperroutersdisableMRAI timer by default [21]. Thestudy
above showed that disablingMRAI timer may lead to large
numberof updatesand long convergencetime.

To reduceBGP updatetraf�c and the associatedoverhead,
andto decreasenetwork convergencetime, theauthorsof [22]
proposedto add someconsistencyassertionchecksto BGP
update processing.From this checking, many updatesare
observed to contradictone another, and not all of them are
valid. A setof assertionrulesarede�ned to checkthevalidity
of updates,and block propagation of information on those
routes that violate these rules, to other BGP peers. They
have shown that by employing theserules, the number of
BGP updatescan be signi�cantly reduced,and the route
convergencetime canbe improved drastically.

The authors of [23], [24] extended the idea in [22] by
embedding the root cause of a failure in updates,so a
receiving node knows which candidateroutes in its routing
tableare invalidatedby the root cause,dramaticallyreducing
the numberof invalid routesandhencethe convergencetime.
However, this schemerequiresmodi�cation of BGP updates
to embedthe root causeinformationandslows deployment.

The authorsof [25] proposeda different algorithm called
“GhostFlushing.” Theroutesinvalidatedby a failurearecalled
“Ghosts.” For speedyremoval of suchinvalid routesfrom the
network, when a route is replacedby a less preferableone,
if the route cannotbe propagated becausethe MRAI timer
hasnot expired,a withdrawal is sentimmediately. By sending
extra withdrawals, it is shown that invalid routesareremoved
much soonerand the convergencetime is greatly reduced,



TABLE I
COMPARISONS OF BGP-ENHANCEMENT SCHEMES

Consistencyassertion Root-causebasedschemes Ghost �ushing Our scheme

changeformat of BGP messages yes yes no no
introduceextra messages no no yes no
reduceconvergencetime of updatesfor new pre�xes no no no yes
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Fig. 1. Forwarding-pathtreeof an AS

especiallywhentheoriginal routeis theonly way to reachthe
destination—novalid alternative routesexist after the failure.

Table I comparesour schemewith threeexisting schemes
mentionedabove. Our schemedoesnot require any modi�-
cation to the BGP protocol semanticssuchas BGP message
format,nor doesit sendextra messages.Moreover, unlike the
above schemeswhich mainly focus on reducingconvergence
time after a failure, our schemecan also reduceconvergence
time during a new routepropagation.

The authorof [26] discussesvariousschemes(at different
layers of network hierarchy) to achieve sub-secondconver-
genceand maintainhigh routesavailability. The mechanisms
capturethe samedifferentiatedprocessingidea as ours, but
work mainly at the intra-domainlevel. In contrast,our scheme
focuseson the inter-domainlevel.

I I I . GENERAL METHODOLOGY

A. Assumptionsand Notations

Beforedelvinginto thedetailsof ourproposedapproach,we
introducethefollowing widely-usedassumptions.Violation of
theseassumptionscanbeaccommodated,especiallyin asingle
network wherethe policy information is known.

A1. In a peer-peerAS relationship,if ASesA andB are
peers,A only sendsB updatespertainingto itself and
its customers;so doesB. Routing updateslearned
from onepeerwill not be forwardedto otherpeers.

A2. In a customer-provider AS relationship,if A is a
customerof B, A sendsB only theupdatespertaining
to itself and its customers;B sendsA the updates
learnedfrom all neighboringASes.

A3. A BGP routerprefersrouteslearnedfrom customer
to those learnedfrom peers;it also prefers routes
learnedfrom peersto thoselearnedfrom providers.

For simplicity, in addition to A3, we also assumethat
routingdecisionsarebasedontheAS pathlengthby preferring
shorterpaths.

The following notationis usedthroughoutthe paper. For a
given BGP update,the sendingrouter is called sender, and
the receiving router receiver. If a router has multiple routes
to reach a given destinationAS, the one currently used is
calledprimary route; otheralternative routesarecalledbackup
routes. To avoid confusion,the term peers is usedto indicate
the two ASes with a peer-peer relationshipbetweenthem,
while neighboringBGP routers/ASesarecalledneighbors.

B. Per-pre�x Forwarding-Path Tree
Before discussingBGP updateclassi�cation, we introduce

the conceptof per-pre�x forwarding-pathtree1. Whenall the
BGP routers in a network reach steady state, for a given
destinationpre�x, at router level there is a forwarding-path
treeinsidethenetwork. Thedestinationitself is theroot of the
tree,and its immediateneighborsare the �rst-level children,
andso on. Directional links betweendifferent levels of nodes
aretrunksof thetree.Datapacketsheadingfor this destination
pre�x �o w from the leavesto theroot, alongthetrunks;while
routing updates�o w in the oppositedirection, from the root
to the leaves(Fig. 1). If updatesarereceived throughexisting
tree trunks, then we call them “on-tree” updates;otherwise,
they arecalled“off-tree” updates.For eachtreenode,thereis
only onetrunk reachingit from its parentnode.Note that the
treestructureis dictatedby the routing in the network; when
routing changes,the treestructurechangesaccordingly.

The key observation is that a BGP router can have many
neighbors,thus receiving many updatesregarding alternative
routesto a given destination.However, for eachdestination
pre�x, thereis only oneon-treeupdate(regardingits primary
route)from its parentnode.Otherupdatesareoff-treeupdates
(regardingbackuproutes).For example,seven ASesarecon-
nectedas shown in Fig. 1(a), eachnoderepresentingan AS
andalsoa BGP router. The forwarding-pathtreesfor ASesA
andE areillustratedin Figs.1(b) and(c), respectively. In both
treesthe D-G link is an off-tree link.

In the currentBGP, childrennodeson the forwarding-path
tree always know their parents,while parentnodeshave no
informationabouttheir childrennodes(or no suchinformation
is usedeven if it is known at all). Our schemeattemptsto
gathersuchinformationanduseit for BGPupdateprocessing.

1Herewe assumethata routeralwayssendtraf�c for onepre�x to thesame
neighbor. If this doesnot hold, the resultedstructurewould be a forwarding-
pathDAG (DirectionalAcyclic Graph).But this doesnot affect the following
analysis.
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C. UpdateClassi�cation

The BGP updateclassi�cation methodis shown in Fig. 2.
The updatesare classi�ed from the receiver's point of view.
If the updatesare aboutnew destinations,which the receiver
did not know before, they belong to a high-priority class.
Otherwise,the updatesare classi�ed dependingon whether
they are on-treein the forwarding-pathtree of the associated
destinationpre�x. We consideron-tree updatesto be more
importantas they affect routing decisions.

As shown in Fig. 2, whenanupdateis a withdrawal, thenif
it is on-tree,meaningthat it withdraws a primary routeof the
receiver, thentheupdatehashighpriority; otherwise,it haslow
priority sinceit withdraws a backuproute which is not used
by the receiver. Whenan updateis an on-treeannouncement,
it implicitly replacestheprimaryroutewith a new route.Thus
theupdatehashighpriority. If theupdateis off-tree,it hashigh
priority only when it containsa betterroute than the primary
route;otherwise,the updatehaslow priority—sincethe route
is not betterthan the primary routeandwill not be chosen.

D. UpdateProcessing

Once updatesare classi�ed, the next questionis how to
differentiatetheir processingbasedon their priority class.

1) Receiverside—priorityqueues:Since the updateclas-
si�cation is done from a receiver's perspective, the natural
way is to processBGP updatesusinga priority queueon the
receiver side.The advantageis that the receiver knows which
classan updatebelongsto, by simply checkingits forwarding
table.However, to classify the updatesinto different priority
queues,a BGP routerhasto checkthe contentof the updates
and do somepre-screening.This checkingand pre-screening
in a largepart is repeatingthedefault BGPupdateprocessing,
thus incurring additional overhead.Also, this receiver-side
methodalonedoesnot directly reducethe numberof updates,
as all updatesare still transmittedto the receiver. Because
of this, we focus on the sender-side schemein the following
discussion.

2) Senderside—different delays: An alternative way is to
differentiateupdatesat thesender, usingdifferentdelaytimers
(such as MRAI) for different classesof updates.There are
two basic methodswith different bene�ts. The �rst method
is to processhigh-priority updateswith default timers,while
processingthe low-priority ones with longer timers. This
method can potentially reduce the number of low-priority

updatestransmitted;the secondmethodis to processthe low-
priority updateswith default timers,while processingthehigh
priority oneswith shortertimers.This methodcanpotentially
reducethe convergencetime, since the high-priority updates
experiencea shorterdelayat eachhop.

However, since updateclassi�cation is done from the re-
ceiver's perspective, the senderhas no direct way to tell
whetheran outgoingupdatewill affect the receiving router's
forwarding table (or whetherthe updateis an on-treeupdate
for the receiver). Thus, the senderhas to infer the classof
updates.This classinferencemay incur someoverheadon the
senderside.

E. UpdateClassInference

As mentionedabove, when the senderside is involved in
differentiatedupdateprocessing,it has to infer the classof
each updatefor the receiver. Discussedbelow are possible
ways to achieve correctinference.

First, a router can infer the information externally: it can
obtain the information from the data it receives from other
routers, either implicitly (e.g., monitoring the data traf�c
passingthrough to determineif a neighbor is sendingdata
packets to the related destinationthrough it) or explicitly
(e.g., letting the receivers of its updatessendsomefeedback
messagessayingif theupdatesarebeingusedastheir primary
routes).Note that inside a single AS, and hencefor IBGP
sessions,this information can be trivially obtainedsince the
routing policy is consistentinsidean AS.

A router can also infer the information internally, e.g., by
checkingits con�guration and/orrouting table.For example,
when a router R has an updatefor a destinationpre�x, it
can examine if there is a route entry for the samepre�x
received from a neighborin the routing table.If thereis, then
the neighboris using a different route; otherwise,it is using
the route learnedfrom R. However, if routers�lter out some
outgoingupdatesbasedon local policies,thenthis methodwill
overestimatethenumberof high priority updates.On theother
hand,this schemedoesnot causeany reachabilityproblem.

Sincethe external inferencemethodsin generalincur more
overheadandrequireextra memoryto storethe inferreddata,
in the following discussion,we focus on internal (or local)
inference.

IV. EMPIRICAL DATA ANALYSIS

To examine empirically the amountof BGP updatesthat
can be classi�ed as low priority, we analyze the routing
datacollectedby the RouteViews project [27]. EachRoute
Views routerpeerswith BGP routersin many ASesto collect
BGP routing data.The dataare collectedin two forms: RIB
�les and update �les. The RIB �les contain the contents
of the forwarding tablesof all the BGP neighbors,and are
collectedevery two hours;theupdate�les containnew updates
from the BGP neighborsevery 15 minutes.By analyzingthe
Routeviews data, we found that (i) excluding duplicates,a
large proportion of announcements(about 50% on average)
canbeclassi�edaslow priority, andthusprocessedseparately.
This con�rms the valueof our DUP scheme;(ii) a signi�cant
portion of withdrawals are low priority aswell, meaningthat



TABLE II
PSEUDOCODE OF DUP ALGORITHM : DUP SEND()

AS P pr e
1 : AS pathof the previous route for D sentto AS 2 ;

AS P new
1 : AS pathof the newly-chosenroute for D;

AS P2 : AS pathof the route for D received from AS 2 ;
len (): lengthof an AS path;
01: // AS 1 sendsan updatefor D to AS 2 :
02: If AS P2 = Null, Then
03: sendsthe updatewith shorterMRAI timer;
04: Else
05: If AS 1 is a peeror provider of AS 2 , Then
06: sendsthe updatewith longerMRAI timer;
07: Else // AS 1 is a customerof AS 2

08: If AS P pr e
1 = NULL, Then

09: sendsthe updatewith shorterMRAI timer;
10: Else
11: If len (AS P pr e

1 ) 6= len (AS P new
1 ) And

12: len (AS P new
1 ) + 2 < len (AS P2 ), Then

13: sendsthe updatewith shorterMRAI timer;
14: Else
15: sendsthe updatewith longerMRAI timer;

they are withdrawing backup,not primary routes.Due to the
spaceconstraint,the details of the data analysisis omitted.
Seean extendedversion[28] for details.

V. DUP: DIFFERENTIATED UPDATE PROCESSING

Basedon the generaldiscussionin SectionIII, we designa
DifferentiatedUpdateProcessing(DUP) algorithm basedon
the sender-side scheme.To reduceoverhead,a senderinfers
the priority of an updatebasedon its local information.Also,
sincethis inferenceis not alwaysaccurate,all thewithdrawals
are still treatedthe same,without any differentiation.2 The
algorithmtakes the following two steps.
Step1: it checkstheAS relationshipbetweena local AS1 and
a neighboringAS2, and infers whetherAS2 is using AS1 's
route to forward traf�c. For example, if AS1 and AS2 have
a peer-peerrelationship,then if AS1 hasno route from AS2
(meaningthat AS2 hasno route at all or hasa route via its
provider/peerAS), the routehashigh priority; else,the route
has low priority. (AS2 's current route must be via its own
customerAS, which is favoredover AS1 's routesinceAS1 is
a peerAS of AS2.)

If the AS relationshipalonecan not decidethe priority of
AS1 's new route, it goesto Step2 to comparethe lengthsof
the two routes.
Step2: thelengthsof AS1 'snew routeandtheroutefrom AS2
are compared.If from AS2 's point of view, the new route is
shorterthanAS2 's currentroute,thenit hashigh priority; else,
it haslow priority.

The details of the algorithm are listed in Table II. Note
that (i) in the algorithm we assumedknown AS relationship
information betweena BGP router and its neighbor, which
can be easily storedin a router as a con�guration parameter
or directly inferredfrom the con�gurations;(ii) the AS paths'
lengthcomparisonis madefrom AS2 'spointof view: if atAS1
thetwo pathshave lengthlen (ASP new

1 ) andlen (ASP2), then
at AS2 the lengthsbecomelen (ASP new

1 )+1 andlen (ASP2)-
1; (iii) two MRAI timersareusedin the DUP algorithm(one

2In practice,withdrawals generallyarenot subjectto the control of MRAI
timer anyway.

TABLE III
PSEUDOCODE OF SIMPLER DUP: DUP SEND()

AS P2 : AS pathof the route for D received from AS 2 ;
01: // AS 1 sendsan updatefor D to AS 2 :
02: If AS P2 = Null, Then
03: sendsthe updatewith shorterMRAI timer;
04: Else
05: sendsthe updatewith longerMRAI timer;

morethanthe currentBGP protocol for eachBGP neighbor),
one for high-priority updates(M RAI shor t ) and the other
for low-priority updates(M RAI l ong ). If timer M RAI l ong
expires,the routerwill sendlow-priority updatesandresetthe
timer; if timer M RAI shor t expires,the routerwill sendhigh-
priority updatesandresetthetimer. Dependingon thepurpose
of the algorithm, two optionscan be implemented.The �rst
optionis to usethedefault MRAI valuefor M RAI shor t , anda
largervaluefor M RAI l ong . Thegoal is to reducethenumber
of BGP updatesexchangedbetweenBGP routers,by holding
low-priority updateslonger. The secondoption is to use the
default MRAI value for M RAI l ong , and a smallervalue for
M RAI shor t . The goal is to shortenthe convergencetime of
BGP in the network, by speedingup the propagation of high-
priority updates.In this paperwe focuson this secondoption.

A. SimplerDUP

TheDUPalgorithmabove takesadvantageof theknowledge
of AS relationshipbetweena BGP router and its neighbor
when classifyingthe priority of an update.The classi�cation
processappearscomplex andmay not be alwaysaccurate,as
ASesdo not always chooseroutesbasedon the guidelineof
AS relationships.

To overcomethis issue,we introducea simpler versionof
DUP without relying on the knowledgeof AS relationships.
It considersone thing only: whethera neighborhasalready
propagated route for the samepre�x to the local AS. If the
neighborhasnot alreadydoneso,theupdatehashigh priority;
otherwise,it haslow priority. The detailsof the algorithmare
listed in Table III.

B. Priority misclassi�cation

Since sender-side schemeis used, neither the DUP al-
gorithm nor its simpler version matchesexactly the update
classi�cation method in Fig 2. If a sending node has not
received a route from its neighbor, it means(i) the route is
for a new pre�x; or (ii) the neighbor is already using the
local AS's route; or (iii) the neighboris using anotherroute
without notifying thelocal AS. While in the�rst two casesthe
outgoingupdateis on-tree,in the third caseit is clearly off-
tree.Thusour algorithmsmay setan update's priority higher
and sendit earlier than necessary. On the other hand, if the
sendingnodehasalreadyreceived a route from the neighbor,
then the outgoing updatemust be off-tree. The questionis
whether it is better than the neighbor's current route from
the neighbor's perspective. The simpler version simply set
the updateas low priority, thus may delay the updatelonger
than the default BGP. The DUP algorithm is more accurate,
classifyingthe priority basedon the AS relationshipbetween
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the two neighborsand the AS path lengthsof the new route
and the route from the neighbor. However, if someASesdo
not follow the guidelinesof AS relationshipsdiscussedin
SectionIII, it may misclassifythe priority also.On the other
hand,since in this casethe neighboralreadyhas a route, it
doesnot affect theneighbor's connectivity. Theonly drawback
is that the neighbormay use a less preferredroute slightly
longer. In addition, sincewe focus on speedingup the high
priority updatewhile sendingthe low priority onesusing the
default MRAI value, this is not an issueat all: low priority
updatesarenot delayedlonger than the default MRAI.

This simplerversiondoesnot considerAS relationships,nor
doesit compareAS pathlengths.Thusit incurslessoverhead.
Fromsimulationstudies,it worksquitewell. Therefore,in the
following discussion,we usethe simplerversionto represent
the DUP algorithm.

The following example illustrates the advantagesof our
DUP algorithm.

Example1: As shown in Fig. 3, both AS2 and AS3 are
connectedto AS1. Pre�x A is located in AS5; pre�x B is
located in AS6. Supposeto reachdestinationA, AS2 uses
AS1 's path,while AS3 doesnot; to reachdestinationB, AS3
usesAS1 's path,while AS2 doesnot. Now supposeAS1 �rst
changesits path to A at time T, then changesits path to B
at T+5, and changesits path to A again at T+10. Under the
current BGP, AS1 usesone MRAI timer for eachneighbor.
It sendsupdatefor the �rst change(Upd1) to both AS2 and
AS3 at T, andsendsupdatesfor the secondandthird changes
(Upd2 and Upd3) to both AS2 and AS3 at T+30 (after the
MRAI timers expire). Under the DUP algorithm, in contrast,
AS1 usestwo MRAI timersfor eachneighbors.It sendsUpd1
to only AS2 at T: since AS3 is not using AS1 's route, the
updateto AS3 haslow priority and thus is delayed;then for
the samereason,at T+5 (not T+30: sinceAS1 doesnot send
Upd1 to AS3 at T, the MRAI timer for high-priority update
is not resetthen) it sendsUpd2 to AS3 only. At T+10, Upd3
replacesUpd1, soUpd3 is sentto AS2 atT+15aftertheMRAI

The primary route is withdrawn or replaced
by a less preferred route; Timer starts

The interim route is withdrawn
or replaced by a less preferred
route; Timer restarts

Timer expires

Default BGP

Transient State;

Diff Algorithm

Stable State;

Fig. 4. TransitiondiagrambetweenStableandTransientstates

timer for high-priority updateexpires.Upd3 is sentto AS2 at
T+30 after the MRAI timer for low-priority updateexpires,
and Upd2 is sent to AS3 at T+35 after the MRAI timer for
low-priority updateexpires.Therefore,theDUP algorithmnot
only sendsimportantupdates(Upd2 to AS3 andUpd3 to AS2)
sooner, it alsoreducesthenumberof updates:underDUP, only
� ve updatesaresent.SinceUpd2 (Upd1) is not usedby AS2
(AS3), its delaydoesnot affect routing decision.

VI . DUP+: ENHANCED DUP

Note that in the above discussion,we assumedthat all
the updatescontainvalid routes.While this assumptionholds
during the propagation of new routes, it does not hold in
caseof a network componentfailure which may invalidate
someexisting candidateroutes,and theseinvalid routesmay
propagatethroughthenetwork duringthetransientperiodafter
the failure.This propagation of invalid routescausedby BGP
path exploration is the main culprit for the extraordinarily
long convergencetime aftera failure,unnecessarilytriggering
excessive routing changesat the sametime.

Also, since invalid routesare propagated, the actual best
routeaftera failuremaynotbeshorterthansomeinvalid routes
beingsent/received earlier;picking shorterroutesonly as the
high-priority ones(as in the Step2 of the DUP algorithm) is
suboptimal.The updateclassi�cation needsto be improved.
Ideally we can distinguishvalid routesfrom invalid ones,so
thatvalid routescanreceive higherpriority thaninvalid routes,
thusspeedingup the convergence.

A. Difference-BasedRouteSelection

To reducethe convergencetime andthe numberof updates
exchangedafter a network failure, we proposea new route-
selection algorithm that selectsa new route basedon the
differencebetweenthecandidateroutesandtheoriginal (with-
drawn) route:whentheoriginal routeis withdrawn or replaced
by a lesspreferredroute (e.g.,due to a network failure), the
selectedrouteis theshortestonewith themaximumdifference
from the original route, which is not necessarilythe bestof
the remainingroutes.

As shown in Fig. 4, we de�ne transientand stablestates
for a pre�x. After an original route is withdrawn or replaced
by a less preferredroute (usually resulting from a network
failure), the router entersthe transientstate.In this state,the
routingdecisionprocessfor thepre�x doesnot selectthebest
remainingroute; instead,it selectsan interim route with the



TABLE IV
PSEUDOCODE OF DIFF ALGORITHM

AS P : AS pathof routeR ;
P : destinationpre�x of routeR ;
AS P lcs : susceptibleAS pathsegment;
lcs (asp 1 , asp 2 ): longestcommonsubsequenceof two AS paths;
01: // RouteR is withdrawn or replacedby a lesspreferred route :
02: If P is in default stablestate,Then
03: AS P lcs = AS P ;
04: start the timer t p ;
05: Else
06: AS P lcs = lcs (AS P lcs , AS P );
07: restartthe timer t p ;
08: selectthe shortestroutesharingthe minimum LCS with AS P lcs .

minimum similarity to the original route—theonethat shares
the shortestcommonAS pathsegmentwith the original one.
Then,theAS pathof theoriginal routeis storedassusceptible
ASpathsegment, sincethefailureoccurredto this path.At the
sametime, a timer is startedto indicatehow long the router
hasstayedin the transientstate.When the timer expires, the
routerswitchesfrom the transientstateto thestablestate,and
the best route is recomputedusing the default BGP route-
selectionalgorithm.However, if the existing interim route is
withdrawn or replacedagain during the transientstate,(i) the
timer is restarted,and(ii) the existing interim routeis usedto
updatethe susceptibleAS path segment.This new algorithm
usedduring the transientstateis calledDiff .

The details of the Diff algorithm are given in Table IV.
Currently, the lengthof the timer (tp in the code)is setto 1.5
timestheMRAI timer value.The ideais to setit long enough
to catch consecutive updatesfrom a single BGP neighbor.
Also, during the sametransientstate,if the interim route is
withdrawn or replacedby a less preferred route, the LCS
(longestcommonsubsequence)of the interim route and the
susceptibleAS pathsegmentis computed(recursively) to get
the new susceptiblepath segment, which has the effect of
narrowing down the locationof thefailure.A variableASPl cs
is usedto storethe susceptibleAS pathsegment.

The intuition behindDiff is that during the transientstate,
the routesare not stableand many invalid routesare propa-
gated.Theseinvalid routesarecloserandmoresimilar to the
original routes;potentialvalid routesaremoredifferent from
the original routes.Thus,during the transientstate,we select
an interim route which is more likely to be valid. Although
this route is not necessarilythe bestremainingroute,as long
as it is valid, it guaranteesthe reachabilityof the destination.
The propagation of this valid route also helps other routers
to converge to a valid route faster. After the transientstate
is exited, most (if not all) of the invalid routesare removed
from the routing table,anda new bestroutecanbe selected.
Therefore,the Diff algorithmskips invalid backuproutesand
selectsthe shortestone with the largest differencefrom the
original route, which is more likely to be a valid route.
This signi�cantly shortensthe path exploration processand
generatesfewer routing updates.

Supposethe original route is f AS1 : : : ASk ASk+1 : : :
ASm g, anda failure occursbetweenASk andASk+1 . Then,
all the invalid routesafter the failurecontainthepathsegment
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Fig. 5. The global timer structure

f ASk ASk+1 : : : ASm g. By using difference-basedroute se-
lection, the new algorithm potentially choosesa valid route
faster, favoring routesthat do not containthat path segment.
On the otherhand,a routecontainingsegmentf ASk ASk+1
: : : ASm g is not necessarilyaninvalid route,sincetherecould
be multiple peeringsessionsbetweenASk andASk+1 .

Note that the Diff algorithm usestwo criteria to selectan
interim route: maximum difference(which is equivalent to
shortestLCS) and shortestAS path length: it choosesthe
routethatsharestheshortestLCS with theoriginal route�rst.
If multiple routessharethe sameshortestLCS, then the one
with theshortestAS pathwill bechosen.In addition,theLCS
algorithmhereis different from the classicLCS algorithmin
that the resulting commonsubsequencemust start from the
origin of theAS pathsandmustcontaincontiguousASes.For
example,given two routes,f AS4 AS3 AS2 AS1g and f AS3
AS4 AS2 AS1g, both originatingfrom AS1, accordingto our
algorithm,their LCS is f AS2 AS1g, not f AS3 AS2 AS1g or
f AS4 AS2 AS1g. Our algorithm comparesthe AS numbers
at the correspondinglocationsonly, startingfrom the original
AS.3 Thus the computationcomplexity is linear with respect
to the lengthsof the AS paths.

Since Diff only changeshow a route is selected,all the
other mechanismsof the default BGP still remain,including
loop detection.Therefore,therouterswill convergeunderDiff
if they do underthe default BGP.

1) Global timer scheme: In the discussionabove, we as-
sumethateachpre�x hasaseparatetimer. Wecall it individual
timer scheme. Although eachtimer is createdon demand—
only whena pre�x is affectedby changesin the network, and
it is deletedwhenever the routesfor the pre�x converge, the
schememay still incur signi�cant overheadin practicewhen
a failure affectsa large numberof pre�xes.

To reducethe overheadincurredby the timers,we designa
new global timer schemethatdeploys a �x ednumberof global
timers for all the pre�xes. As shown in Fig. 5, the scheme
works as follows: when a BGP router starts,it automatically
startsK timers. The expiration time of the timers are set as
T
K ; 2 T

K ; 3 T
K ; :::; (K � 1) T

K , and T, respectively, where T is
the full lengthof an expiration period.The gap betweentwo
neighboringtimers' expiration time is T

K . There is a pointer
locating the current timer, which is always the one with the
longestexpiration time. For eachtimer, thereis alsoa queue

3If prependingis usedby the two routes,redundantAS numbersmust be
removed from their AS pathsbeforethe comparison.



TABLE V
PSEUDOCODE OF DUP+ ALGORITHM : SENDER SIDE

AS P new
1 : AS pathof the newly-chosenroute for pre�x D;

AS P2 : AS pathof the route for D received from AS 2 ;
AS P lcs : susceptibleAS pathsegment;
lcs (asp 1 , asp 2 ): longestcommonsubsequenceof two AS paths;
01: // AS 1 hasan updatesendingto AS 2 for D:
02: If the pre�x is in stablestate,Then
03: call DUP Send();
04: Else
05: If AS P2 = Null, Then
06: sendsthe updatewith shorterMRAI timer;
07: Else
08: If lcs (AS P new

1 , AS P lcs ) < lcs (AS P2 , AS P lcs ), Then
09: sendsthe updatewith shorterMRAI timer;
10: Else
11: sendsthe updatewith longerMRAI timer;

associatedwith it. Whenever apre�x is affectedby achangein
the network, it is put in the queueassociatedwith the current
timer until the timer expires.

When a timer expires, (i) if its queue is not empty, all
pre�xes in the queue go through the route recomputation
processto selectthebestroutes,afterwhich they areremoved
from the queue;(ii) the timer is resetwith lengthT; (iii) the
currenttimer pointerpoints to this newly resettimer.

Sincethecurrenttimer is updatedwhenever a timer expires,
its expiration time is always aboutT time away (more accu-
rately, thetimevalueis between(K � 1)T

K andT). Also, apre�x
is alwaysput in the queueof the currenttimer. Therefore,for
eachpre�x, its timer will expire in t, where (K � 1)T

K � t � T .
Insteadof a timer for each pre�x, only a small number

(K ) of timers are maintainedhere,which are sharedby all
the pre�xes. The larger K is, the more closely the scheme
simulatesthe individual timer scheme.Since T equals1.5
times of the MRAI timer value (as discussedabove), we set
K as 9. Thus T

K is one sixth of the MRAI timer value.
From simulation tests, the two timer schemeswork almost
identically.

B. DUP+

CombiningDiff with DUP, we cansendpotentially invalid
routesusing a longer MRAI timer while sendingvalid route
using a shorter MRAI timer. This new algorithm is called
DUP+, which is an extension of DUP. Under DUP+, the
algorithmdetermineswhethera pre�x is in stableor transient
state: if it is in stable state, the DUP algorithm will be
executed;if it is in transientstate,it will compareLCS values
insteadto determinethe priority of an update.The detailsof
the sender-side DUP+ algorithm are given in TablesV. Note
that DUP+ is a supersetof DUP. In line 3 of Table V, the
correspondingcodefor DUP is called.

1) overhead: DUP+ introducessome extra overhead in
termsof statemaintenanceandprocessingload. In Diff algo-
rithm, oncea pre�x is in transientstate,it needsto maintain
its susceptibleAS path segment.This consumes2L bytesof
memoryfor eachpathsegment,whereL is the lengthof the
AS pathsegmentandis generallya singledigit. On the other
hand,thesestatesare requiredonly for the pre�xes that are
affectedby failures,not for every pre�x. By studyingRoute

TABLE VI
PARAMETERS AND THEIR DEFAULT VALUES

Parameters Values

Link delay 0.01-0.1(sec)
M R AI long (for low priority) 30 (sec)
M R AI shor t (for high priority) 15 (sec)
MIN PROC TIME 0.01 (sec)
MAX PROC TIME 0.5, 0.1 (sec)
Numberof advertisers 3
Lengthof timer t p (usedby Diff algorithm) 1.5 * M R AI long

Numberof global timers 9

Views data, we found that typically an AS makes routing
changesfor lessthan1000pre�xesduringa 15-minuteperiod.
Thusthetotal requiredmemoryspaceis lessthan2000L bytes.
By usingtheglobal timer scheme,Diff alsoneedsto maintain
an array of global timers and their associatedpre�x queues;
but the numberof timers and their queuesis a small �x ed
number. In addition, DUP+ maintainsan extra MRAI timer
for eachneighbor.

DUP+ also incurs extra processingoverhead.The LCS
computationin Diff only occursduring failures,and its com-
plexity is O(n), wheren is the lengthof the longestcommon
subsequenceof the two AS paths.All the other functionsare
just simplemodi�cation of existing BGP, which containonly
a few dozenlines of code.Thusthe extra overheadis small.

VI I . EVALUATION

To demonstratethe bene�ts of the DUP+ algorithm,4 we
evaluateit using SSFNet's BGP simulator[29], a Java-based
simulator widely used for studying BGP performance(e.g.,
[20], [22], [24]).

A. SimulationDesign

We studiedtwo scenarios:new route propagation and link
failure. The performancemetrics used are valid network
convergencetime, averagevalid convergencetime, and the
numberof updatesexchanged.

First, we de�ne valid convergencetime, basedon which the
other two de�nitions follow:

De�nition 1 (Valid convergencetime): The valid conver-
gencetime of a router is the length of the time interval (te,
tc], wherete is the time whenthe origin routersendsout the
�rst updatemessages,andtc is thetime instantafterwhich the
routeralwayshasvalid routes(throughwhich the destination
is reachable).
Note that a routermay switch from onevalid routeto another
after its valid convergencetime beingreached.

De�nition 2 (Valid networkconvergencetime): The valid
network convergencetime is the length of the time interval
(te, tnc ], wherete is the time the origin router sendsout the
�rst updatemessages,and tnc is the time instantafter which
all the routersin the network alwayshave valid routes.
The valid network convergencetime is in fact the worst valid
convergencetime amongall the nodes.

4SinceDUP+ is a supersetof DUP, we usedonly DUP+ in the evaluation.
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Fig. 6. Performancecomparisonbetweendefault BGP andDUP+: new routepropagation

De�nition 3 (Average valid convergencetime): The aver-
age valid convergence time is the average over the valid
convergencetimesof all the nodesin the network.

Comparedto thecommonly-usedde�nition for convergence
time [20], the valid (network) convergencetime more accu-
rately capturesthe reachabilityof a node(the network) to the
destinationand the impact of routing changeson application
traf�c. Similar de�nitions have also beenproposed,such as
next-hop convergencetime [25] and data-planeconvergence
time [30]. Comparedto them, the valid convergencetime is
easierto measure.

Table VI describesthe simulation parametersand their
default values.Thelink delaywasrandomlysetbetween0.01s
and0.1s.In the SSFNetsimulator, the CPU processingdelay
for eachpacket is simulatedto be a randomvalue between
two thresholds—MINPROC TIME and MAX PROC TIME.
They were set to 0.01s and 0.5s, respectively. (We also
used0.1s for MAX PROC TIME and found that the relative
performanceof DUP+ is very similar). For simplicity, we
alwayssetM RAI shor t to be half of M RAI l ong .

To testsomerealisticnetwork topologies,weusedthemulti-
AS topology generatingpackagefrom SSFNet[31], which
containsseven differenttopologiesbasedon the InternetBGP
routingtable.Thenumberof nodescontainedin thetopologies
rangesfrom 29 to 830.For eachtopology, we choseN nodes
as advertisers,which announcetheir own IP pre�xes to the
network. Amongall thenodesin eachtopology, we only chose
thosewith a small numberof neighboringnodes(lessthanor
equal to four) in the simulation,meaningthat they are more
likely to be at the edgeof the network. The default value of
N is 3. For eachsimulationscenario,we randomlypickedsix
instancesof advertisers;for eachof them, we conductedsix
independentrunswith differentrandomseeds.Therefore,there
are36 runs for eachscenario.The resultsaresummarizedas
theaveragevalueof the36 runs,andarepresentedusing95%
con�denceinterval.

B. Results

1) New routepropagation: We �rst testedthecasethatnew
routesare propagated,and comparedDUP+ with the default
BGP. To study the interactionsamongrouting changes,the
three advertisersstartedat different times with a delay of a
few secondsbetweenthem. We focusedon the performance

of the last advertiser; the other two were consideredas the
generatorsof crosstraf�c.

As shown in Fig. 6, the DUP+ algorithmyields very short
valid network convergencetimeandaveragevalid convergence
time—only 40% or less of those for default BGP. At the
same time, the number of updatesis also smaller, saving
about 30% of updates.This clearly shows the bene�ts of
DUP+. For comparison,we alsoran default BGP with MRAI
timer of 15 seconds(called “default BGP15”), and DUP+
with MRAI timer of 30 (60) secondsfor high (low) priority
updates(called“DUP+60”). As theresultsshow, DUP+60still
outperformsdefault BGP, and its averageconvergencetime
is even shorterthan “default BGP15”. The clearly shows the
bene�ts of differentiatedprocessing.

2) Link failure: We also evaluatedthe DUP+ algorithm
under the link failure scenario,and comparedit with the
default BGP, GhostFlushing,andRoot-Causebasedscheme.
In additionto the default MRAI valueof 30 seconds,we also
used the value of 15 secondsfor the default BGP (called
“default BGP15”) and Root Cause(called “Root Cause15”)
to seehow well they performwith a shorterMRAI. For each
topology, we randomly picked a node with a small number
of peersas a test node.The test node �rst advertisedsome
network pre�xes to all its neighbors.For a given pre�x, it
advertiseddifferentAS pathlengthsto differentneighborsby
prepending.After the network initially converged, we broke
the link betweenthe test nodeand one of its neighbors,and
observed how the algorithmsperform. As in the new route
propagationcase,two additionalnodesstartedadvertisingtheir
pre�xesshortly beforethe failure, injecting crosstraf�c.

As shown in Fig. 7, DUP+hasshortervalid network/average
convergence time than not only both Ghost Flushing and
default BGP (as much as 80%), but also Root Cause,which
is a little surprising.The reasonis that althoughRoot Cause
selectsonly valid routeafter failureby removing invalid route
very fast, it propagatesvalid route the sameway the default
BGP does;in contrast,DUP+ propagatesvalid route with a
shortertimer, which overcomesthat fact that it is slower in
selectingvalid route. By using a shorterMRAI value of 15
seconds,we canseethat “Root Cause15”indeedperformsthe
best,but DUP+ is very closeto it.

UnderDUP+ the numberof updatesis very small aswell.
Again the number is very close to that for Root Cause.
Although GhostFlushinghas shorterconvergencetime than
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thedefault BGP, thenumberof updatesunderit is surprisingly
large.By checkingthesimulationdata,we found thatmostof
theupdatesaretheextra withdrawalstriggeredby mechanisms
of the GhostFlushingalgorithm.

In additionto theabove threeperformancemetrics,we also
examinedthenumberof routingchangesundereachalgorithm
and found the DUP+ algorithm to incur 50% fewer routing
changesthan the default BGP and Ghost Flushing, leading
to more stableroutes.In contrast,it is not as good as Root
Causesinceit is not asef�cient in selectingvalid routes;but
the differenceis rathersmall.

In summary, not only doesDUP+ outperformthe default
BGP and GhostFlushing,its performanceexceedsor comes
close to that of the Root-Causebasedschemeas well. This
shows that the performanceof the current BGP can be sig-
ni�cantly improved usingour schemewithout changingBGP
messageformat requiredby Root-Causebasedapproaches.

VI I I . CONCLUDING REMARKS

In this paper, we presenteda simple and novel way of
differentiatingBGP updatesbasedon their impacton inferred
routing decisionsof the receiver. It is shown to make sig-
ni�cant improvementsin both reducingthe routers' overhead
of processingan excessive numberof BGP updates,as well
as reducingrouting convergencetime. The proposedscheme
is simple to implement, requires no modi�cation of BGP
protocolsemantics,andcanbe deployed incrementally.

So far, we have mainly focusedon EBGP (ExternalBGP)
sessions(for BGP neighborsbelonging to different ASes).
Inside a large AS, thereare also many IBGP (Internal BGP)
sessions.However, the default MRAI timer for IBGP is only
5 seconds,much shorter than that for EBGP. In addition,
all the IBGP routers in the same AS are either directly
peeringwith eachother, or peeringthrough route-re�ectors.
Therefore,routingdelayinsideanAS is generallyshorterthan
that betweenASes. Thus, our schemedoesnot modify the
processingof updatesbetweenIBGP nodes.
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