MIDAS: An Impact Scalefor DDoS attacks

RangarajarVasudean Z. Morley Mao
University of Michigan University of Michigan
ranga@umib.edu zmao@umil.edu

Abstract—We usually have well-de ned classi cation scales
to estimate the intensity and impact of natural disasters.
Prominent examplesare the Richter and the Fujita scalesfor
measuring earthquakes and tornadoesrespectvely. In this pa-
per, we apply similar ideasto estimatethe impact of distrib uted
denial of sewice (DDoS)attacks fr om the perspective of network
operators. Devising such a classi cation scale improves our
understanding of DDoS attacks by assessinghe actual damage
incurred from an ISP's perspective, and allows comparison
of various mitigation strategies. We have designed MIDAS, a
DDoS impact scale,basedon the economicimpact of a DDoS
attack, calculated using economicand network data. We then
presentan approximation of the MID AS scalethat reliesonly on
network measurementsfor easeof computation. To demonstrate
the usefulnessof the scale, we perform sensitivity analysis to
qualitati vely validate the magnitude of the scalevalue for diverse
attacks.

|. INTRODUCTION

Distributeddenialof service(DDoS) attacksarebecoming
increasinglycommon[1]. Even though DDoS attackstar
get end hosts, networks have to deal with increasedtraf-
¢ demandsduring attacks.In this work, we addressthe
economicimpact of DDoS attacksand provide a network
centric Measue of Impact of DDoS AttaksS (MIDAS) scale
similar to systemsausedto classifythe impactof earthquaks
and tornadoes.Our motivation is that such a classi cation
schemecan be usedby any network operator to assesghe
severity of a DDoS attack,andallow comparisonsCurrently
a commonway of characterizingDDoS attacksis in terms
of measuressuch as paclets per second(pps) or bits per
second(bps). Such simple measuresare misleadingas, for
instancea 100Mbpsattackagainsta well-provisionedsener
in a datacenteris negligible in impactcomparedo the same
attackagainstanend-hostonnectedhrougha cablemodem.
Making the classi cation concretein terms of the actual
economicimpactincreasesncentivesto proactvely mitigate
DDoS attacksfrom an operators perspectie. Furthermore,
a classi cation schemewill leadto improved understanding
of the propertiesof DDoS attacksthat have directimpacton
the networks. Ultimately, sucha schemeprovides valuable
insightsinto evaluatingand designingmitigation schemes.

Two realworld exampleghatinspireour approachnamely
the Richter scale for earthquaks and the Fujita scale for
tornadoessene to illustrate two differentapproachesmea-
suring attributes of the event directly, versus, measuring
the impact of the event. The Richter scale measuresthe
magnitudeof anearthquak by estimatinghe enegy released
from the motion of tectonicplates.That is, it measureghe
size of an earthquak, regardlessof whetherit causedary
damageor not. The Fujita scale,on the otherhand,estimates
the actual damagecausedby a tornado basedon suneys
conductedafterward. It thereforeestimatesthe impact of a
tornadoratherthanthe size.So for example,a large tornado
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that causesninimal damageto man-madestructureswill not
have a signi cant magnitudeon the Fuijita scale.

We argue that an approachsimilar to the Fujita scaleis
appropriatefor a DDoS attack impact scale. Intuitively, a
large DDoS attackthat impactsa single end-useris of less
interestthana very smallattack(e.g., a single paclet exploit)
that causesa routerto crashthusimpactingmary end-users.
Our speci ¢ interestis to develop a DDoS attack impact
scale,the MIDAS scale,from a network service provider's
perspectie. We would like to gaugethe actual impact of
DDoSattackgo ranktherelative importanceof attackswhich
could then be used,for instance,to determinepriority for
mitigation stratgies. Our approachis to estimatethe actual
or potentialeconomicimpact of DDoS attacksto drive our
MIDAS metric estimation.Ratherthan absolutevalues,we
believe that a relative metric providesan intuitive indication
of the severity of impactregardlessof provider size. Thus,
the sameMIDAS metric shouldrepresenthe samerelative
economic impact acrossdifferent providers. Our scale is
applicableto ISPsof all sizesanddiversetiers.

We presentmodelsto calculatethe MIDAS scaleusing
comprehensie economicandnetwork data.However, obtain-
ing the necessargatato calculatethempreciselyis in general
infeasible.Therefore we alsoindicatehow the MID AS scale
canbe estimatedn practice.

Il. WHY AN IMPACT METRIC?

While typically aimed at specic end-systems,DDoS
attackscan alsoimpactnetworks that carry the attacktraf c
andtherefore canindirectly impactothernetwork usersThis
collateraldamageimplies that a holistic network-wide view
of DDoS attacksis necessaryto fully assesgheir impact.
Ideally, this assessmerghould spanall impactednetworks
(e.g., crossingAS boundaries)While appropriaténformation
sharingwould helprealizesuchaneventuality ourimmediate
focus is at the more pragmatic single provider case.We
motivate our decisionto develop a DDoS scalebasedon the
impactof an attack.Speci cally we attemptto illustrate that
while thereis a costinvolved in carrying all DDoS trafc,
only someDDoS attacksimpactthe network andits users.



IP networks are typically provisionedbasedon somepre-
determinedengineeringrules involving the obsened aggre-
gateandpeaklink utilization [2]. Notethatthe obsenedtraf-
¢ loadincludesbothregularandDDoS traf c. IP networks
have to be over-provisionedbecauseof the unpredictability
and changingnature of the offered trafc load. The per
byte-carried cost of a particular network increasesas the
amount of over-provisioning in a network increases.This
is illustrated graphicallyin Figure 1. For brute force DDoS
ooding attacksit is possible(at leastin theory)to increase
the over-provisioningin a network to the point whereDDoS
attackshave no impact on the network or its users,except
for the actualtarget of the attack.Intuitively, (and showvn in
Figure 1), asthe amountof over-provisioningin a network
decreaseghe impactof DDoS attacksincreases.

At any momentin time a network operatesat somepoint
along the X-axis. The exact operatingpoint is determined
by both the available capacity(amountof over-provisioning)
and the offered load. For example, if the offered load
stays the same, an increasein capacity would move the
operating point to the right, thus increasingthe perbyte-
carriedcostanddecreasingheimpactof DDoS attacks.This
discussionillustrates the trade-of network operatorsface
betweernreducingthe operationalkcostsof runninga network
and increasingthe robustnessof the network againstbDoS
attacks.Furthermore while we framedthe argumentin the
contet of increasedtapacity it would apply equallywell to
cost involved in using other DD0S mitigation mechanisms
(e.g., dedicatedDDoS ltering devices).

Interestingly in a best-efort network like the Internetthe
network operatortypically doesnot directly pay ary of the
costsinvolved in carrying DDoS trafc. As outlined above,
the costsfor the operatorare operationalin nature(due to
increasingthe capacityof the network). For at-rate billing
models, this increasedcost would effectively reduce the
operators income.However, for usage-basedilling models,
the operators income typically increaseswith increasein
trafc, be it goodor bad. This implies that the main driver
for a large provider to addressthe DDoS issueis not the
billing model but the potential loss of revenue becauseof
customers'dissatisactiondue to DDoS attacks.

This situationis slightly differentfor smallnetwork opera-
torswhich typically pay a usagebasedeefor their uplinksto
highertier network operatorqfor exampletier-2 ISPspaying
tier-1 ISPs). This uplink fee increasesas the DDoS trafc
on the uplinks increase.However, even the small network
operatorgypically receive more usagebasedfeesfrom their
customersthen they pay the higher tier network operators
for uplink services.Therefore,aslong asthe DDoS trafc
eitheroriginatesor targetscustomerof the network operator
the increasedcostof DDoS trafc carriedover the uplink is
covereddirectly by increasedevenuesfrom customersFor
thesereasonsve ignorethis componentn the MID AS scale.

I1l. IMPACT OF DDOS ATTACKS

As outlined in the previous section, the MIDAS scale
of DDoS attacksfocuseson capturingthe cost of a DDoS
attackin the context of a particularnetwork. Similar to the
Fujita scale,we exclude long-term costs, such as network

upgrade®r deploymentof DDoS mitigationequipmentfrom
the attackcosts.In our approachwe focus on the potential
economicimpact of DDoS attackson the network provider
given a speci ¢ network. Speci cally, we considerthe cost
of SLA violations and the cost of losing customes as the
potential economicimpactsto be capturedin the MIDAS
scale.

In this section,we discussothanaccuratebut impractical
model of computingthesecostsand our MIDAS scale,as
well asa simpler practicalmodel which approximateghese
values. The practical model computeswhat we call the
MIDAS2007 scale.We anticipatethat the assumptionsve
male in translatingthe MIDAS scaleinto the MIDAS2007
scalemight not hold inde nitely. Therefore,we expectthat
similar to the SPECCPU benchmarksnenv MIDASXXXX
scaleswill appearover time, even though the underlying
principlespresentedn the MIDAS scaleitself arepresered.
Finally, in sectionlV, we derive estimatesfor the MIDAS
scalewhich dependsonly on direct network measurements.
Becauseit can be calculatedfrom network measurements,
this MID AS2007NETscaleoffers a pragmaticway of calcu-
lating the impactof DDoS attackswhile still beingbasedon
the underlyingeconomicimpact of suchattacks.

A. SLAviolation cost

Network operatorscan provide arbitrary SLAs to their
customersand thesecould be violated in arbitrary ways by
a DDoS attack.So, judging the costimpactof DDoS attacks
basedon SLA violationsis a very network speci ¢ task.An
exact calculationof this SLA cost,Cs, 4 , of a given DDoS
attack requiresknowledge of all SLAs a network provider
offersto all customer@andcalculatingthe sumof all penalties
of the violated SLAs. We de ne Penalty(SLA;c) to be
the penalty of violating SLA; for a particular customerc.
ThereforpCSLA canbe computedasfollows:

Csia = i Penalty(SLAj;c) 8i, if SLA; is violated.

One could argue that sucha network speci ¢ costshould
not be capturedin a DDoS attack impact scale. However,
we reasonin its supportsincethis costis indicative of how
well a network operatorcan deliver on its promisedSLAs
underadwerseconditions.Intuitively network operatorsvho
provide SLAs carelesslywill experiencehigherratedDDoS
attacks,indicating to potential customersthat they have a
higher DDoS relatedrisk.

As pointed out, in general,SLA violation costscan be
rather arbitrary So, in the context of MIDAS it would be
useful if we could approximatetypical SLA violation costs
without having to assesall SLAs a network operatormight
have provided. We investigatedusingresource®n the Web,
the SLAs thataretypically offeredby today's tier-1 network
operators.We found most SLAs to be framed basedon
one or more of the following properties:(i) Network-wide
performance:in terms of network availability or network
downtime, lateng, lossrate, andjitter in the form of trafc
matrix acrossmajor cities with a thresholdvalue for each
basedon monthly averages(ii) Reliability: site to site reli-
ability, backbonereliability. (iii) Packet delivery guarantee:
betweenthe hub routerswithin the backbonenetwork, the



paclet delivery rateis above a certainthreshold.(iv) Outage
reporting guarantee:customeris noti ed within a certain
amountof time of his equipmentbecomingunavailable. (v)

Pawver availability: power to customer$ seners should be
adequatdor at leasta certaindurationof time.

Analyzing the natureof thesemetricswe notice that most
of them are network-wide properties.The exceptionis the
power availability. Fortunately violations of this SLA are
most likely not relatedto DDoS attacks.Also, SLAs help
translatemeasurementsf thesenetwork-level propertiesnto
economiccosts.

Fromanalysisof industrialpracticeswe nd thatpenalties
paid to a customerfor an SLA violation often rangefrom
one day to one month of the revenuesgeneratedy the cus-
tomer Therefore we canapproximateCs s, by computing
C2007s.4 ,, the costof violating SLA; as follows (where
Rev(c; T) is the currentrevenuewithin a recenttime period
T of customerc having an SLQ i):

C2007s.a P = Rev(c;T)

C
In accordancewith our obsenations,the time period T is
chosenbetweenone day and one month.

Using this formula, we can approximateDDoS-related
SLA violation costssimply by determiningif a DDoS attack
violated a network-wide SLA and computing the sum of
revenuesof customersassociatedwith this SLA for time
period T. For the MIDAS2007 scale we chooseT to be
one day which is the most commoncasefor violations of
network-wide SLAs. Then,assuminghata network provider
has multiple SLA ;, we computeC2007s.» asthe sum of
all C2007s.a, for which SLA; was violated becauseof a
DDoS attack.

B. Riskcost

The risk cost capturesthe risk of a DDoS attack causing
suchdisruptionto a customethatheleavesthe network. This
directly affects the future revenuesof the network operator
Thesecostscanbe estimatedy thefollowing formula(where
Risk (c) is the probability that customerc would leave a
network due to DDoS attacks,ReV; yur ¢(C) is the future
revenuefor the provider from a customerc, C;is (C) is the
costto a provider of customerc leaving, while C;isx is the
costacrossall customers):

§<isk (¢) = Rew uwr e(c) @Risk(c)

Crisk = Crisk (€) 8cif cis impacted:

C
Unfortunately it is impractical to exactly measureeither
value. We attemptto approximatetheir valuesasfollows:

1) CustomerRevenueat Risk: The Rev; yur e(C) depends
on customerc's future choiceof network operatorsaaswell as
futuretrafc volumesgeneratedy the customerThis partly
dependn externalfactors.For example,the customemight
decideto switch network operatorswithin the next month
becausef a cheaperservicefrom anothemetwork operator
Hence,losing this customemow becauseof a DDoS attack
has a small impact. On the other hand, a customermight

have stayedwith the network operatorfor yearsto comeand,
therefore,losing this customerhasa high impact on future
revenues.

To approximatethis cost, we assumethat the current
revenuesfrom a customerholds for a x ed time intenal
in the future and then calculateRev yur ¢(C). Since most
contractshave a one year minimum term, we X the time
interval asoneyearinto the future. We now have a formula
for estimatingrevenuefrom a customeras:

Rev200% ywr (C) = Rev(c;1month) a 12

2) Risk of CustomerLeaving: The risk of a customer
leaving is in generalhard to calculate.A customermight
leave becausehis trafc is impacted by a DDoS attack
targetedat anothercustomer(collateraldamage)or, because
he is the target of an attack and anothernetwork operator
providessuperiorDDoS mitigationtechniquesltn eithercase,
the customeleavesin the questfor betterservicein the face
of DDoS attacks.On the other hand,a customemight also
leave becausethe economicalimpact of a DDoS attack is
so large that it is no longer economicallyviable for him to
continuewith the samenetwork provider. For example,an e-
tailer who is continuouslyDDoSedduring Christmasseason
might not have enoughcashto survive.

In short, the risk of a customerleaving is a function of,
(i) attackscope:how muchcustometrtrafc is impacted (ii)
attack duration: for how long customertrafc is impacted,
and (iii) attack frequeng: how frequently a customeris
impactedby DDoS attacks.

If ary of thesevaluesincreasesthe likelihood of the
customerleaving also increasesUnfortunatelyit is hard to
accuratelymodel customerbehaior. For instance,if cus-
tomerswere to be asled what level of DDoS they would
be willing to tolerate they arelikely to suggeshumbershat
aremuchlower thanwhat would be the casein practice.On
the otherhand,thereis not enoughempiricaldataavailableto
modelwhat customerswill actually do. This leaves us with
modelingcustomeibehaior basedon domainknowledgeand
whatwe believe arereasonabl@assumptionsSpeci cally, we
male the following assumptiongo estimatethe risk of a
customereaving:

= \We considera customerto be impactedif at least1%
of its trafc is impacted.By “impacted”, we meanthat
applicationspeci ¢ performancerequirementssuch as
maximum loss rate and jitter are not satis ed. This
choice of 1% is motivated by the fact that most cus-
tomerswould not noticeif lessthan1% of theirtrafc is
impacted(consideringhaton the Internetsometraf c is
always adwerselyimpacteddueto, for example,routing
changesor congestion).

= Unlike the Richter or Fujita scales,history is impor-
tant for computing MIDAS. Intuitively we expect a
customers dissatisaction with DDoS relatedimpactto
grow as a non-linear function of the duration of the
attack.To modelthis, we bin the durationof the attack
in 10 minute bins. This is reasonablesince routing
eventson today’s Internettypically areon the orderof a
few minutes.So DDoS attacksof shorterdurationsare



typically not distinguishablefrom routing eventsfrom
thecustomers perspectie,andall Internetuserstolerate
theseeventstoday An exponentialincreasen risk based
on attackdurationscapturesthe fact that the longeran
attackimpact persiststhe morelik ely the customerwill
be dissatis edenoughto leave.

= We model the impact of attack frequeng also as an
exponentialincreaseWe considerthe last 12 monthsto
countthe numberof attackswhich impacteda particular
customer We consider12 monthsto be a reasonable
compromisebetweentaking recenteventsinto account
and aging out eventsthat happenedn the more distant
past.For example,ane-tailerwho experiencecnimpact
over the previous Christmasseasoris likely to remem-
ber it in the current season,but without ary further
incidentsit might belessconcernedhe next seasonWe
againchoosean exponentialincreasebecausave expect
customersto becomeincreasinglyannged if outages
arerepeatedrequently

Since both frequeny of attacksas well as duration of
an attack instancedictate a customers experiencewith a
provider, we add these factors togetherin the exponent
term. Using theseassumptionsve can estimatethe risk of a
customerleaving as follows (where BaseRiskis the risk of
a customeneaving given a baseattackscenario).

/I for a DDoS attacka, with durationd:
/I Attack Cnt(c; T) = Numberof attacksimpacting
/I >= 1% of c's trafc in recentT time period.
If (a impacts< 1% of customerc's traf c)
Risk2007(c) = 0
else
BinC nt = bd=10min ¢
Histor yCnt = Attack Cnt(c;12months)
Risk 2007(c)

1i ((1i BaseRisk)(BinC nt + H istor ndt))

For the MIDAS2007 scale, we de ne the base attack
scenarioas the casewhere more than 1% of a customers
traf c is impactedfor lessthan 10 minutesoccurring only
once within the last 12 months.We estimatethis value by
consenatively assumingthat a customerwould leave with
99.999%probability if in the last 12 monthshis serviceis
interruptedevery day for at leastone hour This translates
into a BaseRiskof 0:031

C. The MIDAS scale

Using the cost models derived in the previous sections
we can now calculatethe cost of a DDoS attack within a
particular network as the sum of SLA violation cost and
risk cost:Cppos = Csia + Crisk + Cupink , Which canbe
approximatedn practiceusing the assumptiormadeearlier
as:

C200hpos = C20075.a +
[Risk 2007() @ Rev2007 ytur (C)]

C

which can be computedby a network operator To calcu-
late the MIDAS scalevalue that is globally applicable,we
normalizethe cost of an attack by the overall revenuesof

a network provider. The revenuesof the network operator
have to be calculatedover a certain amount of time. In

the context of the desiredpropertiesof the MIDAS scale,
this durationcan be arbitrarily chosensinceit only linearly
increases/decreasése MIDAS scalevalue. To avoid short
time revenueeventsandto matchour risk costestimationwe
choosethe revenueof the network operatorin the prior 12

monthsas the normalizationfactor Thus the MIDAS scale
factor (SF) is de ned as:

Cbpos
N etworkT otalRevenug(12months)

Sincethetrue MIDAS SFis expectedto be hardto compute,
we expect network operatorsto calculateand comparethe
approximateMIDAS valuesinstead.Our approximationis
de ned as:

MIDAS_SF =

C2007% pos
N etworkT otal Revenue(12months)
In the next sectionwe introducea MIDAS value calculation

where the estimationis basedpurely on network obsenra-
tions.

M I DAS2007.SF =

IV. MIDAS2007NET

Even thoughthe MID AS2007impact factor discussedn
the previous sectioncan be realistically computedon most
networks, it typically requiresseveraldatasourcesnaintained
by multiple organizationsFor example,traf ¢ impactneeds
to bemeasurean the network, whereagpastrevenueshave to
be collectedfrom the accountingorganizationln mary large
organizationsgstablishinghis level of accurateandreliable
collaborationis cumbersomeThereforewe proposea variant
of the MID AS2007factorcalledthe MID AS2007NETwhich
canbe computedbasedon network dataalone.Eventhough
this factoris not directly comparablewith the MID AS2007
factor it preseresthe samedesirableproperties.

The basic intuition behind the MIDAS2007NET factor
is that provisioned bandwidth is roughly proportional to
actualtraf c volumesseenon the network which areroughly
proportionalto the revenuesassociateavith them.Sowe do
the following:

= The total revenuesof a network provider is replaced
by the sum of the link capacitiesat the perimeterof
the network, total capacity, i.e., the link capacitiesof
all customer/peefacingaccessouterinterfaceslnstead
of usingtrafc volumeinformation, link capacitiesare
usedasthey are closely associatedvith trafc volume
andrevenues.

= Thetotal revenuesrom a customerc is replacedby the
total link capacityof all accessinterfacesc connects
to (customercapacity(c)). Sincemostnetworks have a
provisioning databasevhich associategustomerswith
accesdnterfaces,this numbercan be easily computed.

> We assumethat all customersare subscribedto all
network-wide SLAs of the provider, as those are the
basicSLAs for network services.

= \We assumea customeris impactedif morethan 1% of
thecustomers peaktrafc volumein thelast10 minutes
would have to traverseary core or accesdink which



is experiencinga lossrate of 5% or more. (It hasbeen
shavn thata 5% lossratebecomegproblematicfor TCP

connectiong3].) Links with largerthan5% lossratecan

be determineckasilyby the network operatotby SNMP-

polling the appropriaterouter interface MIBs. Then a

customettraf ¢ matrix computedbasedon Net ow data
or by network tomographytools can be usedto detect
the fraction of eachcustomers trafc impactedby ary

such link. Therefore,the only information which is

dif cult to gatherandis requiredto determinecustomer
impactis to decideif the high link lossrate wascaused
by a DDoS attackor anothernetwork event. We usea

consenrative estimateand assumeall suchlink events,
which cannotbe explainedby non-DDoSrelatedcauses,
to be DDoS related.

Theseapproximationgesultin the following formulas(as
a modi cation of the MIDAS2007 formulas in the earlier
section):

C2007nets o, = total capacity
Rev2007.net; yur o(C) = customercapacity(c;)

C2007netppos = C2007netg a +
[Risk2007(c;) @ Rev2007nnet; ywr o(Ci)]

C2007netppos
total capacity

Notice thatthe C2007netsa , is equalto total capacity
due to the fact that we assumedthat all customersare
subscribedo all network wide SLAs. So, if ary suchSLA
is violatedthe network produceso revenuesBecausét can
be calculateddirectly from network measurementsye use
the MIDAS2007NET scalefor our evaluation presentedn
SectionV.

V. EVALUATION OF THE MIDAS SCALE

In this sectionwe describeour experiencesn using the
MIDAS scalein realistic network topologiesand show the
sensitvity of the scale.Using simulations[4], we demon-
strate the usefulnessand validity of the MIDAS scale by
shaving that it qualitatvely conformsto our expectationof
attackimpact.

To recap from Section IV, the MIDAS2007NET
was calculated using custometapacity(c) as the
Rev2007net; yur e(ci) and totalcapacity as the term
C2007nets.a,. We now describehow we calculate the
valuesof thesetwo terms.In our experiments,we evaluate
the impact of an attack on a customerby considering
impact on the customertrafc ows (as de ned in our
earlier work [4]). A trafc ow from a customeris said
to be impactedor affectedif at leastone link it traverses
is overloadedby the attack,i.e., with more than 5% loss
rate. If a customer ow is affected, then the capacity of
the accesslink used by that particular ow to enter into
the network is added to the custometapacity(c) term.
The customerapacity(c)is now the sum of capacitiesof
all accesslinks (counteduniquely) that carry at least one
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Fig. 2. Behavior of variousattackinstancesn a hypotheticalsetting

affectedcustomer o w. As before,the term totalcapacityis
the sum of capacitiesof all accesdinks of the network.

Since we are more interestedin the relative differences
in MIDAS scalevalues,we do not considerthe contribution
of SLA violation coststo the MIDAS2007NETvalue. This
is becausethis contribution is constantfor all attacksand
can thus be safely ignored for computing relative values.
Thus, MIDAS2007NETis dependentipon the total number
of affected o ws in the network. The higherthe numberof
impacted o ws, the morelikely it is thatthe term customer
capacityis larger, increasingthe MIDAS2007NETvalue.

We adoptthe following categorization of attacksfor our
evaluation:

= A strong and concentrated attack denotesan attack
that originatesfrom a few sources,and targets a few
destinationswith a large volume (without ary attack
scaling) thus overloadinga small numberof network
links(denotedby s&c).

> Likewise,aweak and concentratedattackhasa much
lower attackvolume comparedo its strongcounterpart
while sharingthe sameconcentrategroperty (denoted
aswé&c).

= A strong and distrib uted attackoriginatesfrom mul-
tiple sources,usually spreadacrossthe network, and
targets several destinationsthat are typically spread
acrossvariousregionsin the network thus overloading
a large fraction of network links (denotedas s&d).

= The combinationof weak and distrib uted propertiesof
an attackis denotedaswé&d .

Thus, for example,an s&d attack overloadsmore links
impactingmore customersandis thereforeexpectedto have
a high MIDAS value.

A. Results

We use a hypotheticaltopology modeledto re ect pop-
ulation density on the US sub-continenfor our evaluation.
Figure 3 shows a sampleof the hypotheticaltopologywhere
each vertex on the rectangle abstractsthe PoP and the
numberson the verticesre ect the sizesof the PoPs.In
this depiction, only the PoP labeledas 1 is expandedinto
its constituenthub andaccesgsouters.A similar hierarchical



Core Link

Fig. 3. A depictionof the hypotheticaltopology

topology holds for other PoPsas well with the numberof
routers and the link capacitiesdeterminedby the size of
the PoP So, for example,the vertex numberedl pertainsto
the PoPin the hypotheticaltopology with the lowesttraf c-
carrying capacityre ecting a low populationdensity

In this setting,attackswere designedor speci ¢ purposes
to betterillustrate the behaior of MIDAS scaleunder ex-
pectedconditions. A strong attack (when not scaled)was
designedo occupy nearly 12 timesas muchbandwidthasa
weak attack. On the other attack dimension,a distributed
attack originated from at least 5 sourcespicked from at
least 2 PoPsand attacled at least5 targetsin at least 2
PoPs.While, a concentratedttack originatedfrom at most
2 sourceshoth of which are within the samePoR targeting
at most 2 targets again co-locatedin the samePoP These
numberswere chosenmainly to provide a clear picture of
the behaior of the MIDAS scale.

Figure 2 comparesvarious cateyories of attacksin this
hypotheticalsetting. Here the distinction betweena strong
and a weak attack is only that at a scaling factor of 1.0,
a strong attack utilized a larger percentageof accesslink
capacity as opposedto a weak attack. In other words,
both attacksinvolve the samesetsof sourcesand tamgets.
Due to the above similarity, attacksbelongingto the same
concentratear distributedcategory have the samemaximum
impact.However, the strengthof the attackdictateshow early
themaximumimpactplateaus reachedThus,thes&d attack
overloadsa setof accesdinks aswell asafew corelinks and
thus its impact curve rises sharply as opposedto the w&d
attack that impactsusually a smaller numberof links at a
time resultingin a moregradualincreasewith moresteps.A
similar behaior is obsened in the domain of concentrated
attacksbut, of course thesehave a muchsmallermaximum
impactplateauvalue.

Usingtheabove experimentswe have mappedheintuitive
behaior of the MIDAS scale. The above discussionsalso
seneto indicatethatsmallaccesdinks, thoughproviding low
capacitiesfor legitimate customersalso sere a restricting
role for bandwidth intensve attacks. The MIDAS scale
captureghis restrictionin the plateausof the curves.

VI. RELATED WORK

The eld of service pricing to addresscongestionand
resourceallocation issuesin networks is popular among
researcherdlowever, to the bestof our knowledge therehas
beenno known previoustechnicalwork targetedat measuring
the economiccostof the impactof DDoS attacks.The only
otherwork that comescloseto our focusin this paperis [5],
wherethe authorsprovide a purely technicalframework for

modeling attacks and their impacts on networks (using a
probabilistic state transition matrix to model the response
of the systemto a network attack). Relatedto our effort,
from the perspectie of evaluatingthe quality of servicein IP
networks,Diot etal. [6] de ned anew metricde ning service
availability in the presenceof link failures.Recentresearch
hasfocusedon building bettermodelsto understanddDoS
attackslike in the caseof [7] wherethe authorsconsiderthe
network ow model. Though not directly relatedto DDoS
impactcostmeasuremenfg8] providesan economicanalysis
of DDoS defensemechanismsOn the completelyeconomic
front, the Incident Cost Analysis and Modeling Projects
(I-CAMP) | and Il [9] dealt with calculating user costs
due to disruptive incidents.[10] presentsa purely nancial
framawork for measuringthe costincurreddueto an attack

in termsof lossandrecovery effort.
VIl. CONCLUSION

We have describedan abstractframewnork to computea
network operatorcentricimpactscalefor DDoS attacks,the
MIDAS scale.We derived estimationsof the cost functions
to computethis scale value basedon both economicand
network data (MIDAS2007),as well as network dataalone
(MIDAS2007NET).We validatedthe MIDAS2007NETmet-
ric usingrealandhypotheticalhetwork topologiesandDDoS
data. Suchpractical estimationsare designedo bene t ser
vice providershby allowing network operatorsgo rank DDoS
attacksin terms of impact using MIDAS and prioritizing
the useof resourcesand personneland, comparemitigation
stratgyiesfor DDoS attacksto understandheir effectiveness
basedon MIDAS scalevalues.We believe that MIDAS is
the rst importantsteptowardsa DDoS attackimpactscale
of global relevance, and as researchersobtain additional
insights,new incarnationsof the MIDAS scaleare expected
to arisewhile adheringto the model outlinedin this paper

REFERENCES

R. Richmond, “Firms Join Forces Against Haclers, Wall Street
Journal, March 28, 2005.

J.Boyle, V. Gill, A. HannanD. Coopey D. Awduche B. Christian,and
W. Lai, “Applicability Statemenfor Trafc Engineeringwith MPLS?”
RFC3346,August2002.

J. Padhye, V. Firoiu, D. Towsley, and J. Kurose, “Modeling TCP
Throughput:A Simple Model and its Empirical Validation; in Pro-
ceedingsof SIGCOMM'98 1998.

R. Vasudean, Z. Morley Mao, O. Spatschecland J. van der Merwe,
“Reval: A tool for real-timeevaluationof ddosmitigation stratgies;
in USENIXAnnual Technical Confeence 2006.

S. D. Moitra and S. L. Konda,“A Simulation Model for Managing
Survivability of Networked Information Systems, in CMU Technical
ReportCMU/SEI-2000-TR-02@000.

C. Diot, G. lannacconeA. Markopoulou,C.-N. Chuah,and S. Bhat-
tacharyya,'Serviceavailability in IP networks.! SprintATL Research
ReportRR0O3-ATL-071888,Sprint ATL, July 2003.

J. Kong, M. Mirza, J. Shu, C. Yoedhana,M. Gerla, and S. Lu,
“RandomFlow Network Modeling and Simulationsfor DDoS Attack
Mitigation;’ in Proc. ICC, 2003.

Y. Huang, X. Geng,and A. B. Whinston, “Defeating DDoS Attacks
by Fixing the Incentive Chain; ACM Trans.on Internet Technolagy,
2006.

V. Rezmierski,A. Carroll, and J. Hine, “Incident Cost Analysis and
Modeling Project (I-CAMP 1) - A Reportto the USENIX Associa-
tion,” in ICAMPReport2 2000.

[10] T. Dubendorfer A. Wagner and B. Plattner “An EconomicDamage
Model for Large-Scalelnternet Attacks, Proc. IEEE Workshop on
Enabling Technolagies: Infrastructue for Collabomtive Enterprises
2004.

(1]
(2]

(3]

(4]

(5]

(6]

(7]

(8]

El



