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Abstract. Servicesare capabilitiesthat enableapplicationsand are of crucial
importanceto pervasive computingin next-generationnetworks. ServiceCom-
position is the constructionof complex servicesfrom primitive ones;thus en-
ablingrapidand�e xible creationof new services.Thepresenceof multiple inde-
pendentserviceprovidersposesnew andsigni�cant challenges.Managingtrust
acrossproviders and verifying the performanceof the componentsin compo-
sition becomeessentialissues.Adapting the composedserviceto network and
userdynamicsby choosingserviceprovidersandinstancesis yet anotherchal-
lenge.In SAHARA1, we are developing a comprehensive architecturefor the
creation,placement,andmanagementof servicesfor compositionacrossinde-
pendentproviders.In thispaper, wepresentalayeredreferencemodelfor compo-
sitionbasedonaclassi�cationof differentkindsof composition.Wethendiscuss
thedifferentoverarchingmechanismsnecessaryfor thesuccessfuldeploymentof
suchanarchitecturethroughavarietyof case-studiesinvolving composition.

1 Intr oduction

Pervasive computingdemandstheall-encompassingexploitationof servicesinsidethe
network. By services,we meanboth the componentsof distributed applicationsand
the glue that interconnectsthemas they function acrossthe network. Servicesrange
from providing basicnetwork reachabilityto creatingoverlaynetworkswith enhanced
qualitieslike predictablelatenciesandsustainedbandwidths.Servicesalsoincludein-
stancesof applicationbuilding blocks, requiring processingand storage,judiciously
placedin thenetwork to controlconnectionlatenciesandto achieve scalethroughload
sharing.Suchservicesmay be simple format translators,interworking functions,or
majorsubsystemsfor contentdistribution or Internetsearch,which areoftenregarded
asapplicationsin their own right. Compositionvia interconnectionof servicesallows
moresophisticatedservicesandapplicationsto beconstructedhierarchicallyfrom more
primitive ones.Sinceeconomicsmakesit unlikely thatany singleserviceprovider will
beableto provide all of theconnectivity, applicationsbuilding blocks,processing,and
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storageresourcesto effectively deploy a globe-spanningapplication,the composition
of servicesacrossindependentprovidersis essential.Thispaperproposesacomprehen-
sive referencemodelfor composedservicesin supportof pervasive computing.

To illustrateour conceptof servicecompositionacrossserviceproviders,consider
thefollowing scenario(Figure1). Ms. Tanakatravels from Tokyo to SaltLake City to
attendthe Winter Olympics.Her cellular provider, NTTDoCoMo,maintainsroaming
agreementswith severalforeignnetwork operators,suchasSprint,soshecanmakeand
receivecallsin theU.S..But hernew informationappliance,built by Ericsson,is much
morecapablethan just a phone– it is a gateway to extensive information,entertain-
ment,andmessagingservices.In Japan,shesubscribesto NTTDoCoMo's restaurant
recommendationservice,andwould like to usethe sameapplicationin Utah. In the
U.S.,Sprinthasanarrangementwith Zagat's Guideto presentsuchinformationto its
subscribers,but thetext is in Englishandformattedfor presentationonadifferentkind
of displaythanMs. Tanaka's. A third party, JAL Travel, assemblesa specialnew ser-
vicefor Japanesetouristsat theOlympicsfrom componentservices:Zagat'sRestaurant
Guide,JapanesetranslationusingBabel�sh, andreformattingfor Japanese-styleinfor-
mationappliancedisplays.Ms.Tanakasubscribesto thisservicefor two weeks,andthe
usagechargesappearonherNTTDoCoMobill backin Japan.

This scenarioexempli�es several key points aboutservicescomposition.In next
generationnetworks,userswill demandenhancedserviceslike restaurantrecommen-
dations,but they expectthemto look andfeel thesamewhetherthey areathomeor in a
foreignnetwork. A new service,composedfrom localizedinformationsources,appro-
priatelanguagetranslators,andcontentreformatters,makestheunderlyingdifferences
transparentto theuser. Sucha servicecanbecreatedquickly by simply connectingthe
componentsacrossthenetwork. But many entitiesparticipatein therealizationof this
service,andthey mustbemanaged,authenticatedandcompensatedin someway.

In the context of object-basedsystems,programmingby compositionacrossthe
network is hardly new. Yet thereare critical new challenges.The �rst is composi-
tionsacrossindependentserviceproviders:Zagat owns thedatabaseandthewebsite,
NTTDoCoMomaintainstherelationshipwith theclient andcollectshermonthlybill,
and Sprint provides the local wirelessaccessas well as the gateway accessto local
services.Creatingthe necessarymechanismsto supportcooperative compositionof
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servicesacrossindependentserviceproviders,eachwith its own authentication,autho-
rization,andaccountingmechanisms,is anessentialchallenge.

JAL Travel createda new servicefrom pieces,someof which wereprovided by
other third parties,suchas Babel�sh, and all of which needto run on machinesin-
terconnectedacrossthenetwork, spanningInternetDataCenterprovidersandInternet
ServiceProviders.Hereinlies thesecondchallenge:theability for third partiesto dis-
cover componentsandto broker new servicesfrom constituentpieces,someof which
maynotevenbeawareof thecompositionin which they areparticipating.As thequal-
ities of a composedserviceareno betterthanits weakestcomponent,anessentialneed
is for brokersto beableto verify theperformanceandbehavior of theassembledcom-
ponents,whetheror not theseunderlyingparticipantsareawareof their role in com-
positions.If a componentdoesnot meetits performanceor behavioral speci�cation,it
mustbe“composedout”, andanew instancefrom adifferentprovider “composedin”.

A third challengefor serviceproviders is the needfor an extensive set of new
servicecompositionmanagementtools.From a provisioning viewpoint, suf�cient in-
stancesof thecomponentsneedto beplacedat locationswithin thenetwork to ensure
scalableperformanceandhigh availability even in the faceof site failuresor network
outages.Suchplacementalsoneedsto ensureappropriatenetwork andprocessingla-
tenciesto achieve adequateresponsivenessfor the supportedapplications.Suchtools
includea policy managementmechanismfor serviceprovidersto inform servicecom-
posersabouthow their instancesin their network shouldbe usedfor providing fault
tolerantandloadbalancedbehavior. A pervasive monitoringandmeasurementinfras-
tructureis neededto detectchangingaccesspatternsandshifting workloads,to drive
redirectionto unloadedserviceinstancesor to changethe numberandplacementof
deployed instances.Network topology-awarenessis important,for availability aswell
asperformance.Placementandconnectivity issuesarecomplicatedsincesomeservice
instancesareanchoredto �x ed locations,while lighter weight servicescanbe placed
closeto theusercommunity.

Furtherchallengesarisewhenwe consideruserdynamics.A largenumberof for-
eign roamerslike Ms. Tanakaconverge in Salt Lake City, yielding �ash crowds and
over-utilizedspectrum.Weneednew waysof ef�ciently allocatingresourcesin thecon-
text of new serviceprovider businessmodels.The3rd GenerationPartnershipProject



(3GPP)de�nes the conceptof a Mobile Virtual Network Operator(MVNO) [1], an
entitywith subscribersbut nonetwork. TheMVNO provideswirelessconnectivity ser-
vice composedfrom thephysicalnetwork resourcesof underlyingwirelessoperators.
In our example,NTTDoCoMo actsas a virtual operatorusing spectrumfor its sub-
scribersfrom the alreadyestablishednetwork operatorssuchasSprint,Cingular, and
AT&T Wireless.We view sucha multi-provider relationshipas just anothercaseof
servicecomposition. Today, therelationshipsbetweenthevirtual operatorandtheMo-
bile Network Operator(MNO) arestaticandnegotiatedlong in advance(e.g.,between
Virgin MobileandOne2Onein UK [1], seeFig. 2). But this is inef�cient whenuserdy-
namicsareconsidered;andwe expectmuchmoredynamicformationanddissolution
of relationshipsin thefuture.Thus,asa fourthchallenge,weaddressissuesin ef�cient
resourceallocationacrossproviders,consideringthedynamicsof usercommunities.In
our MVNO scenario,this translatesto dynamicallyselecting(“roaming”) amongco-
locatedMNOs.Figure2 illustratessuchdynamicallocationsin theMVNO context. We
envision thatdynamicrelationshipswill last for shorttime-scalesof minutesto hours,
thusallowing for loadbalancing,andef�cient resourceusage.

Our overall goal is to de�ne a comprehensivereferencemodelthat is able to de-
scribetheassemblyfromcomponentsof end-to-endserviceswith desirable, predictable,
enforceableproperties,yet spanningpotentiallyuncooperating serviceproviders. We
aredevelopingtheseconceptsin the context of the SAHARA2 project,which is also
the nameof our prototypearchitecture.The next sectionsummarizesthe discussion
above with the technicalissuesin composition.Sec.3 presentsa classi�cationof the
differentkindsof compositionandSec.4 presentsalayeredreferencemodelfor compo-
sition.Wedescribethedifferentmechanismsweemploy to addressthetechnicalissues
in compositionin Sec.5. Wediscussrelatedwork in Sec.6 andconcludein Sec.7.

2 TechnicalIssues

The scenarioin our prior sectioncan be understoodalong threedimensionsin the
choicesin servicecomposition:(a) what set of servicesto usefor composition,(b)
which serviceproviders' resourcesto use,and(c) which instancesof eachserviceto
usefor a particularclient session.In addition,we alsohave the issueof who makes
thesedecisions.Consideringthesethreedimensions,the technicalissuesthatmustbe
addressedin a referencemodelfor servicecompositionare:

– Trust managementandbehaviorveri�cation: Whenmultiple providersinteract,it
is importantto establishmutualtrust.This is not only for thepurposeof userau-
thenticationandbilling, but alsoto verify thebehavior of thecomponentsin com-
position.Doesa componentmeetits promisesin termsof functionality, protocols,
performance,availability, or otherproperties?

– Adaptingto networkdynamics:With network dynamics,workloadscanshift, con-
gestioncanarise,andreachabilityto servicescanbe lost. This implies the need
for performancemonitoring,modelingandprediction,andaperformance-sensitive
choiceof providersandinstances.We termthis theserviceselectionproblem.

2 SAHARA: ServiceArchitecturefor HeterogeneousAccess,Resources,and Applications;
http://sahara.cs.berkeley.edu



– Adaptingto userdynamics:Userdynamicscancausedifferentproviders to face
varying demandfor physical resourcesfrom their users.Allocation of resources
(spectrum,network bandwidth,CPU,etc.)acrossproviders,basedon currentde-
mandis importantto achieve fair/utility-drivenresourceallocation.

– ResourceProvisioningandManagement:For agivencommunityof usersandaset
of performance,availability, andadministrativeconstraints,how many instancesof
a serviceareneeded?How canthis be optimizedgiven a knowledgeof the pro-
visioningdoneby otherserviceproviders,andnetwork topologyinformation?We
call this the serviceplacementproblem.Also, how canserviceprovidersenforce
their localpoliciesof theuseof their serviceinstancesin acompositionperformed
by a third party?We termthis thepolicymanagementissue.

– Interoperability acrossmultipleserviceproviders:Whencomposingservicesacross
providers,wehaveto dealwith heterogeneityin protocolsanddataformats,aswell
asauthenticationandauthorizationmechanisms.

3 ServiceCompositionModels

We now classifyservicecompositioninto two modelsbasedon thetypeof interaction
betweencomposedcomponentserviceprovidersandanalyzetheir prosandcons:(1)
CooperativeModel: Serviceprovidersinteractin adistributedfashion,with distributed
responsibility, to provide an end-to-endcomposedservice;(2) Brokered Model: A
single provider, the broker, usesthe functionalitiesprovided by underlying service
providersandencapsulatestheseto composetheend-to-endservice.

In eithercase,the end-usersubscribesto only oneprovider. However, the differ-
encelies in the way the responsibilityfor the composedserviceis apportioned.The
two possibilitiesrepresentdifferentbusinessmodelsfor composition.In the coopera-
tive model,thepropertiesof thecomposedservicesuchasfunctionality, performance,
andavailability, areguaranteedby thedesignof thedistributedinteraction,andthrough
service-level agreementsbetweentheinteractingentities.Eachserviceprovider is only
responsiblefor providing guaranteesfor the portion of the composedservicewithin
its domain.In thebrokeredmodel,thebroker assumesresponsibilityfor theproperties
of the composedservice.We can imaginea broker enteringinto contractswith ser-
vice providers,andusingtheseto constructend-to-endcomposedservices.Thebroker
veri�es thefunctionalityof theindividualpiecesin theservicepath.This is becausein-
dividualcomponentprovidersmaynottrusteachother– they maylimit theinformation
aboutthestateof their servicethey exposeto theotherprovidersin thecomposition,or
mayactively seekto cheaton thequalityof servicethey provide.

An exampleof cooperative compositionis cellularroamingasa service,composed
from theresourcesof multiple mobilenetwork operators,asin Sec.1. Thedistributed
interactionbetweenoperators(NTTDoCoMoandSprint)enablesroaming.Anotherex-
ampleis end-to-endconnectivity servicein the Internet.An inter-domainroutingpro-
tocol allows cooperationbetweendomainsin a distributedfashion.In theseexamples,
therearelong-term,static,negotiatedcontractsbetweentheparticipantproviders.

An exampleof brokeredcompositionis therestaurantguideserviceassembledby
JAL Travel in our earlierscenario.It assumesresponsibilityfor the functionality and
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performanceof thecomposedservice.Anotherexampleis theYahooportalservicethat
composesthird partyservicessuchastheGooglesearchengine,stocktickerandnews.

Fig. 3 illustratesthesealternatecompositionmodels.The modelsof composition
saynothingaboutthedata�o w, only thenatureof interaction,or thebusinessmodel,
betweenproviders.As an example,in the brokeredmodel,we could have data�o w
throughthe broker, who assemblesit (shown by the dottedlines on the top). Instead,
the broker could setup the dataexchangeandnot be in the datapath(shown by the
dottedline at thebottomof the�gure).

The samecomposedservicecould be implementedin eithermodel.Considerthe
provision of a connectivity servicewith QoS guaranteesbetweentwo points on the
Internet.In a cooperative model,ISPsenterinto servicelevel agreementsthatspecify
mutualQoSguarantees.Thesemaybestitchedtogetherin a distributedfashionto of-
fer end-to-endguarantees(www.merit.edu/working.groups/i2-qbone-bb).In abrokered
model,a provider like InterNAP (www.internap.com)purchasespipeswith speci�ed
guaranteesfrom individual ISPsandusesthemto provideQoSto its customers.

Eachof thesemodelsis suitedto aparticularenvironment.In thecooperativemodel,
providerswork togetherandcanshareperformanceinformationto ensureend-to-end
propertiesof thecomposedservice.However, they mustrely oneachother, which leads
to issuesof trust.Sincetheresponsibilityfor thecomposedserviceis distributed,each
provider mustcontinuouslyverify that the otherswith whom it hasagreementsmeet
their servicespeci�cations.Thesespeci�cationsarein termsof functionality, protocol,
performance,andavailability. Suchcomprehensive veri�cation is absentin thecooper-
ativecompositionof Internetconnectivity serviceacrossnetwork domainstoday.

In thebrokeredmodel,thebrokercomposesanend-to-endserviceby selectingindi-
vidual servicesresidingin differentdomains.This simpli�es servicedeploymentsince
themembersof thecompositionneednot agreeamongthemselves,only with thebro-
ker. This alsoenablesthecompositionof servicesacrosscompetingserviceproviders.
Thebroker assumesresponsibilityfor constructingtheentireend-to-endservicepath.
Brokering is a powerful tool to constructservicesfrom providerswho arenot neces-
sarily awarethatthey areparticipatingin a largerend-to-endservice(e.g.,in Figure1,
Zagat's restaurantguideservicedoesnot know it is beingcomposedwith Babel�sh's
languagetranslationservice).However, becausethe broker haslimited visibility into
the underlyingprovider resources,sub-optimalutilization of provider resourcesmay
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result.The natureof the compositionandthe relationshipsof the underlyingservice
providerswill determinewhichmodelis mostappropriate.

4 ServiceComposition: A LayeredReferenceModel

The previous sectionclassi�ed servicecompositionby how responsibilityis shared
acrossproviders.Herewe presenta layeredreferencemodel for compositionacross
differentlayersof concern.

Composedservicesbuild ontopof connectivity providedby theIP layer, thebottom
slicein Fig. 4(a).WeassumethatIP providesreachability, andbuild several“desirable”
propertiesin theconnectivityplane. Theseincludefeaturessuchasperformanceguaran-
tees(e.g.,latency, bandwidth,loss-ratebounds),availability guarantees(e.g.,available
99.99%of thetime),aswell asfunctionalityor protocolguarantees(e.g.,guaranteeing
thata particularadvertisedInternetrouteis valid). We achieve themthroughcomposi-
tion at theconnectivity plane,acrossmultiple providers.This resultsin an“end-to-end
network with desirableproperties”,asshown in themiddlesliceof the�gure.

Theconnectivity planeis furtherdivided into two layers:Enhancedlinks, andEn-
hancedpaths. Theenhancedlinks abstractionis built betweentwo interactingentities:
betweentwo serviceproviders,or betweenaproviderandtheend-user. Thisabstraction
achievesdesirableperformanceorientedproperties,andveri�cation of routing proto-
cols betweenpeeringentities.Veri�cation checksif the routesadvertisedby a peer
arevalid. An exampleof this compositionis of the MVNO choosingbetweenmulti-
ple MNOs. Herethe enhancementis the improved performancethroughreducedcall
blockingrate,dueto dynamicloadsharingacrossmultipleMNOs.3

3 Althoughit is notobviousherehow thisexamplebuildson IP technology, it will beclearafter
adiscussionof themechanismsfor resourceallocation,in Sec.5.



Enhancedpathsbuild onenhancedlinks,andprovidedesirablepropertiesin anend-
to-endpathbetweenpointson the Internet.The pathspansmultiple servicedomains,
andcanbe chosenadaptively via resourceallocationacrossprovidersto meetperfor-
manceor availability constraints.Our referencemodel is independentof whetherthe
performanceguaranteesarestrict,or simply “enhancements”to thebest-effort Internet.
Alternativeenhancementsmightbeappropriatefor differentendapplications.

The top half of the �gure representsthe applicationplane.Theselayerssupport
end-userapplicationsandarein turnbuilt ontopof theend-to-endnetwork.Themiddle-
ware servicesareenablers,suchastheBabel�sh languagetranslationservice,content-
distribution networks or video/audiotranscoders.The applicationserviceslayer con-
sistsof servicesuseful to end-users,suchas the Zagat's restaurantguide,searchen-
ginesor a voice-mailservice.Compositionat theapplicationplaneresultsin enhanced
functionality. In our example,theenhancedfunctionalityis thatof therestaurantguide
appearingin theuser'snativelanguage(Japanese)andpresentationstyle(NTTDoCoMo
userinterface)in a foreignnetwork.

Servicecompositioncanbeappliedwithin andacrosstheselayers,asillustratedin
Fig. 4(a).Fig. 4(b) shows this moreexplicitly. A composedserviceat a higherlayer is
composedof multiple servicesin thesamelayer, or of servicesat the layersbelow. In
Fig. 1, compositiontakesplaceacrossthe application(restaurantguide),middleware
(languagetranslation),andconnectivity plane(roamingserviceenabledby Sprint)lay-
ers.In Fig. 2, compositionis at theenhancedlink layer, usingthecomponentconnec-
tivity servicesofferedby co-locatedMNOs.

Wenotethatthis layerizationis only a referencemodel,andcompositionsneednot
strictly adhereto it. Someapplicationservicescanbecomposeddirectly of enhanced
links, without usingthe enhancedpathsabstractionor middlewareservices.This will
occur typically in performancesensitive applications,wherethe composerneedsfull
visibility via a �at ratherthana hierarchicalcomposition.We next discussthe tech-
niquesandmechanismsusedin enablingcompositionasshown in Fig. 4(b).

5 Mechanismsfor ServiceComposition

Theissueswelistedin Sec.2 appearin different�a vorsin thealternatemodelsof com-
position.SAHARA is our architecturalprototypeto explore themechanismsrequired
to addresstheseissues.To understandthevariousmechanisms,weareworkingonsev-
eral casestudiesof composition.Thesecover the dimensionsof classi�cationsin last
two sections.Wenow describethevariousmechanismsthatwearedesigningto address
the challengespresentedearlierandhow they areusedin the individual casestudies.
We have performedin-depthevaluationsof severalof thesemechanisms.Dueto space
limitations,wesummarizetheevaluationsof only asubsetof thesemechanisms.

5.1 Measurement-BasedAdaptation

For servicecomposition,it is desirableto dynamicallychooseserviceproviders,and
serviceinstancesbasedoncurrentnetwork andserver loads.Measurementscanbecar-
riedoutby athird partymeasurementservice– acommonelementof theserviceinfras-
tructure,or by the composeritself. This appliesto both the cooperative andbrokered



modelsof composition.Wenow describetwo servicesthatwearedevelopinginvolving
measurement-basedadaptation.

We aredevelopinga generalend-to-endInternethostdistanceestimationservice.
Sucha serviceis especiallyusefulin a brokeredcompositionsincethebroker doesnot
haveinsightinto thenetwork characteristicsof individualproviders.Giventhepotential
largenumbersof serviceprovidersandinstances,to scalethemeasurementservice,we
clustertheendhoststo bemonitoredbasedon thesimilarity of theirperceiveddistance
to the measurementpoints.The clustercenteris then usedas a single measurement
targetfor futuremonitoring.Simulationswith realInternetmeasurementdatashow that
ourschemehasgoodpredictionaccuracy andstabilitywith asmallcommunicationand
computationcost[2].

An applicationservicethatwehavedevelopedis theUniversalInbox[3], ametaphor
for any-to-any communicationacrossheterogeneousdevicesandnetworks.Datatrans-
formationservicessuchasaudio/videotranscodersandtext $ speechenginesareex-
tensively usedto adaptcontentbetweencommunicatingdevices.For example,in our
earlierscenario,Ms. Tanaka's email servicecouldbecomposedwith a text-to-speech
conversionservicesothatshecanlistento emailsover hercellular-phone.We usethe
brokeredmodelof compositionhere.To adaptively chooseserviceprovidersand in-
stances,we have designeda middlewaremeasurementlayer that exchangesnetwork
andserver loadusinga link-statealgorithm[4]. This exchangetakesplaceacrossser-
vice executionplatforms,enablinga dynamicchoiceof serviceinstances,possiblyin
themiddleof theusersessions,to hidenetwork andserver failuresfrom end-users.

A critical challengethatweaddressin thecontext of suchanapplicationisavailabil-
ity. Whencomposedservicesspanmultipleproviders,datacouldtraversethewide-area
Internet.We detectandrecover from Internetpathfailuresquickly by usingthe mid-
dlewaremeasurementlayerto choosealternateserviceinstancesfor theclient session.
Ourmeasurementsin [4] show thatInternetpathfailuresthathappendueto congestion
or other factorscanbe detectedreliably within about2 seconds. Further, subsequent
recovery by usingalternateserviceinstancescanbe completedin a few hundred mil-
liseconds. Thus,network pathfailureslastingseveraltensof secondsto minutes[5] can
becompletelymaskedfrom theendclient.

In additionto thesetwo services,we have alsodesignedandimplementeda mea-
surementmethodology[6] to improveDNS-basedserverselection,which is acommon
techniqueusedby ContentDistributionNetworks(CDNs)today. Ourtechniqueenables
thecollectionof client to localDNSservermappingsto allow moreaccurateserverse-
lection basedon a client's local DNS server. Understandingthe distribution of HTTP
requestscorrespondingto localDNSserversalsoenablesbetterloadpredictiongivena
DNSrequestandthusimprovedserverselectionmechanisms.

5.2 Utility-Based ResourceAllocation Mechanisms

In amulti-providerenvironment,differentprovidersmayexperiencedifferentdemands
for resourcesdue to userdynamics.Demandor utility-basedresourceallocationcan
beappliedwithin a serviceprovider to manageits instances.In thebrokeredmodel,it
canbeusedto allocateresourcesacrossproviders.In SAHARA, we areexploring two
resourceallocationmechanisms.
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Auctionsareonewayof constructingamarketplacewherearesource,suchasband-
width or physicalspectrum,canbedynamicallyallocated.Auctionsallocateresources
to consumersbasedon their bids,which representthevalueof thegoodto them.Fur-
thermore,the resourcecanbesubdivided into units,andmultiple bidderscanbeallo-
catedthe resourceuntil the resourcepool is exhausted.Auctionscanoccurin rounds,
wherethe allocationdeterminedby eachround can be for somefuture time period.
Auction-basedallocationsin a multi-provider environmentcanprovide themechanism
for demand-basedresourceallocation.For instance,in theMVNO scenarioin Section1,
spectrumresourcescouldbeauctionedoff every few minutesto competingvirtual op-
eratorsbasedon their currentuser-loadin theareaof coverage.

Congestionpricing is anallocationmechanismthatassignsscarceresourcesto con-
sumersusing the abstractionof price as a meansto moderatedemand.During high
demand,suchamarketensuresthatthepriceincreases.Only thoseconsumerswith the
greatestneedandhaving suf�cient currency will obtain the neededresource.During
low demand,the price drops,andaccessto the resourcewith be cheapandplentiful.
This approachshouldyield anassignmentof resources(supply)to theneed(demand)
thatadaptsto instantaneousdemands[7].

As an applicationthat usesthe congestionpricing mechanism,we have looked at
the selectionof Voice-over-IP (VoIP) gateways acrossmultiple providers [8]. These
gatewaysaredeployed by independententities,andexchangedynamicpricing infor-
mationaswell asthepeeringrelationshipsbetweentheprovider entitiesbasedon the
IETF TRIP (Telephony Routingover IP) protocol.The price is decidedbasedon the
load,or congestion,at eachgateway; andtheusergetsto choosebetweenseveralgate-
waysbasedonthepriceandtherequiredqualityof service.Thisachievespricing-based
load-sharingamongthe gateways. In [9], we looked at the trade-off betweenusing
QoS-basedredirection(nearestVoIPgateway)andcongestion-basedredirection.Thisis
shown in Figure5 whereweseethatincorporatingcongestion-sensitivity in QoS-based
redirectioncanimprovecall blockingrateby asmuchasafactorof threein comparison
to randomredirection.We alsoobserve that increasingcongestion-sensitivity doesnot
signi�cantly degradetheQoSof theVoIPcalls.



5.3 Trust Managementand Veri�cation of Service/Usage

An importantissuefor compositionis the establishmentandmonitoringof trust rela-
tionshipsbetweeninherentlyuntrustingentities.This is importantin cooperative com-
positionwhereprovidershave pairwiseserviceagreementsbetweenthem.This is also
important in brokeredcompositionwherethe agreementsare with the broker. Typi-
cally a AAA (Authentication,Authorizationand Accounting) server governsservice
instancesanduserswithin oneadministrative domain.However, in our scenario,we
needto composeservicesacrossdomainsgovernedby multiple,differentAAA servers.

We are investigating an authorizationcontrol schemewith credentialtransforma-
tionsto enablecross-domainserviceinvocation[10]. Federatedadministrativedomains
form credentialtransformationrulesbasedon establishedpeeringagreements.These
areusedby aAAA server to makeauthorizationdecisionsfor aservicerequestfrom an
af�liated domain.

Another importantissuein servicecompositionis to verify whetherthe provided
serviceadheresto the desirablepropertiesadvertisedby its provider. Suchproperties
canbe speci�ed in a bilateralServiceLevel Agreement(SLA) betweenprovider and
requester. Weuseparameterveri�cation andusagemonitoringasmechanismsto ensure
thatthepropertiesspeci�edin theSLA arebeinghonored.For instance,in acase-study
of connectivity compositionacrossdomains,wehaveborderroutersmonitoringcontrol
traf�c from differentprovidersto detectmaliciousrouteadvertisements.

5.4 Policy Management

An advantageof cooperative compositionis that eachprovider hasvisibility into its
network of services,while a broker doesnot.Thedisadvantageof this distributedform
of compositionis thelackof centralcontroloverthecompositionthatthebrokerenjoys.
This disadvantagecanbeminimizedif someform of distributedpolicy managementis
in place.Speci�cally, in cooperative composition,the servicecompositionpoliciesof
one serviceprovider can be madevisible to and appliedat distantserviceproviders
further alongthe composedpath.Suchpoliciesmay includewhich serviceinstances
arefor primaryuseandwhich aresolely for usein variousfailuremodes,andpolicies
thatgovernloadbalancingbetweeninstances.

A casestudy involving this principle is the distributed applicationof policies in
inter-domainroutingontheInternet.TheBGPprotocolwasnotdesignedto allow local
policiesto be imposedat distantpointsin thenetwork. TheInternetinfrastructurehas
beenplaguedof latewith pathologicalroutesthatattemptto imposesuchinter-domain
routingpoliciesby tricking distantserviceproviders' routeselections[11].

To addressthis issue,wearedevelopinganarchitecture[12] thatallows distributed
policy managementbetweenserviceproviders.By negotiatingpolicy changesatvarious
pointsin thetopologyusinga map,policy agentscanimprove loadbalancingandfault
tolerance.We build anAS relationshipmapin [13] by usingBGPmeasurementsfrom
multiplevantagepoints.Themapindicatesthenatureof inter-providerrelationshipthat
exists betweenneighborASes:peer-to-peeror customer-provider. Figure 6 shows a
summaryof theresultsfrom thisstudy.
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Fig.6. InternetAS Hierarchy andInferredRelationshipsfor 23,935AS Pairs

5.5 Inter operability thr oughTransformation

Interoperabilityis importantfor servicecompositionacrossdifferentserviceproviders.
Dataandprotocolsformatsmayneedto betransformedfor interoperabilityacrosshet-
erogeneity. This is animportantissuefor compositionin theconnectivity planeandin
the applicationplanewhereserviceshave morecomplex interfaces.De�ning the ser-
vice interfaceand propagating it are two key challengeshere.We have investigated
onesuchinteroperabilityserviceat theconnectivity plane.In our broadcastfederation
work [14], a globalmulticastserviceis composedfrom themulticastimplementations
in differentprovider domains.We useprotocol transformationgatewaysbetweenad-
ministrativedomainsthathave non-interoperableimplementationsof multicast.

5.6 ServiceDeployment

In any compositionmodel,a serviceprovider hasto decidehow many instancesto
placeand whereto placethem. In SAHARA, we are exploring two mechanismsto
enablesuchdecisions.(1) First, we infer inter-provider relationshipsbetweenInternet
ASesby passively monitoringinter-domainroutesfrom multiple locations[13]. Sucha
relationshipmapallows usto understandtraf�c �o ws in theunderlyingnetwork topol-
ogyby giving moreinformationaboutreachabilitybetweenpointsin thenetwork, than
a simpleconnectivity graph.This richer reachabilityinformationhelpsin servicein-
stanceplacement– theprovidercanensurethattherearesuf�cient instanceswith good
reachabilityfrom variouspointson theInternet.(2) Next, we have designeda dynamic
replicaplacementprotocolthatenablesanapplicationlevel multicasttreefor Webcon-
tentdistribution. This canmeetclient QoSconstraintsandserver capacityconstraints,
while retainingef�cient andbalancedresourceconsumption[15]. To provideascalable
solution,we aggregatetheaccesspatternsof clientsthataretopologicallyclosein the
network. Weuseincrementalclusteringanddistributionbasedonclientaccesspatterns
to adaptively addnew documentsandpurgeold onesfrom thecontentclusters[16].

6 RelatedWork

Relatedwork falls into two categories:(a) Architecturesfor seamlessintegration of
devicesandservices,and(b) Internet-basedweb-servicesinitiatives.



Ar chitecturesfor SeamlessDevice/Service Integration: TheUMTS model[17]
admitsof a sophisticatedaccounting,billing, andsettlementsarchitectureto support
third-partybrokeringbetweensubscriberneedsfor serviceandmultipleserviceproviders.
However, thereis no explicit considerationof whereserviceprovision andserviceme-
diation shouldexist in this architecture,other than in the core network that ties to-
gethervarious accessnetworks. The Virtual Home Environment (VHE) conceptof
IMT2000 [18] permitsusersto roamaway from home,seeingthesameserviceinter-
face(servicemobility). ICEBERG[19] looksatextensiblepersonalandservicemobil-
ity. Nevertheless,theseefforts do not considercompositionof servicesacrossmultiple
providers,ef�ciency throughnetwork awareness,or resourceallocationissues.

TINA [20] is aCORBA-based[21] servicearchitecture.TheTINA referencearchi-
tecturecontributestheconceptualseparationof thebusinessmodel,the informational
model,andthecomputationalmodel.Its threelayermodelof applications,distributed
processing,andnetwork environmenthasin�uenced our layerizationof composition
in SAHARA. Key differencesarethatSAHARA addselementsof compositionacross
heterogeneousproviders,with a greaterawarenessandmanagementof theunderlying
network topology. SAHARA alsoconsidersresourcemanagementvia placement,allo-
cation,redirectionto servicesandresources.

Inter net-BasedWeb-Services Initiati ves: Thereareseveral industrial initiatives
to enableweb-serviceswhich “integratePCs,otherdevices,databases,andnetworks
into onevirtual computingfabricthatuserscouldwork with via browsers”[22]. These
includeHP'se-speak(www.e-speak.net)andweb-servicesplatform,Microsoft's .NET,
andSunONE.Thesearebasedona languagefor descriptionof webservices(WSDL),
a commonwire format for thesedescriptions(SOAP), anda registry to supportser-
vice location(UDDI). Microsoft's .NET alsode�nesa languageindependentsoftware
platformfor easyandsecureinteroperationof applications[22]. However, thesedonot
de�ne awide-areaservicearchitecture;they arecomplementaryto SAHARA'sgoalsof
serviceplacement,resourceallocation,andnetwork awarenessaspects.

7 Conclusions

In this paper, we have presenteda vision of distributedsystemscomposedfrom ser-
vicesplacedin thewide-areaInternet,andspanningserviceprovidersat differentlev-
els.SAHARA is our evolving architecturalprototypefor thecreation,placement,and
managementof servicesin next generationnetworks.Our goal is to enableend-to-end
servicecompositionwith desirable,predictableand enforceablepropertiesspanning
multiple potentiallydistrustingserviceproviders.We investigatetwo formsof service
compositionunderdifferentbusinessmodelswith varyingdegreesof cooperationand
trust amongproviders.We classifycomponentservicesandcomposedservicesinto a
layeredhierarchy. The overarchingthemesin the varioustechniquesandmechanisms
that we usefor compositioninclude (a) measurement-basedadaptationthroughdy-
namicchoiceamongserviceprovidersandserviceinstances,(b) utility-basedresource
allocationfor demand-driven load sharingacrossprovider resources,and(c) a trust-
but-verify approachto managementof trust andbehavior veri�cation whenmultiple
providersinteractto provide a composedservice.We continueto developthesemech-



anismsthroughprototypedistributed applicationsspanningwide-areanetworks, and
constructedthroughservicecompositionat variouslayersunderdifferentmodels.
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