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Abstract. Servicesare capabilitiesthat enableapplicationsand are of crucial
importanceto penasive computingin next-generatiometworks. ServiceCom-
positionis the constructionof complex servicesfrom primitive ones;thus en-
ablingrapidand e xible creationof new servicesThe presencef multipleinde-
pendenterviceprovidersposesnen andsigni cant challengesManagingtrust
acrossproviders and verifying the performanceof the componentsn compo-
sition becomeessentiaissues Adapting the composedserviceto network and
userdynamicsby choosingserviceprovidersandinstancesds yet anotherchal-
lenge.In SAHARA!, we are developing a comprehense architecturefor the
creation,placementand managemenof servicesfor compositionacrossinde-
pendenproviders.In this paperwe presentlayeredreferencenodelfor compo-
sitionbasednaclassi cationof differentkindsof compositionWe thendiscuss
thedifferentoverarchingnechanismsecessarjor the successfutleploymentof

suchanarchitectureghrougha variety of case-studiesvolving composition.

1 Intr oduction

Penasive computingdemandghe all-encompassingxploitation of servicednsidethe
network. By serviceswe meanboth the componentof distributed applicationsand
the glue that interconnectshem asthey function acrossthe network. Servicesrange
from providing basicnetwork reachabilityto creatingoverlay networkswith enhanced
qualitieslik e predictabldatenciesandsustainedandwidths Servicesalsoincludein-
stancesof applicationbuilding blocks, requiring processingand storage judiciously
placedin the network to controlconnectiorlatenciesandto achieve scalethroughload
sharing.Such servicesmay be simple format translators jnterworking functions, or
major subsystems$or contentdistribution or Internetsearchwhich areoftenregarded
asapplicationsn their own right. Compositionvia interconnectiorof servicesallows
moresophisticatedervicesandapplicationdo beconstructedhierarchicallyfrom more
primitive ones.Sinceeconomicsnakesit unlikely thatary singleserviceprovider will
be ableto provide all of the connectity, applicationsbuilding blocks,processingand
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Fig. 1. ServiceComposition:A Multi-Provider Scenario

storageresourcego effectively deploy a globe-spanningpplication,the composition
of servicesacrossndependenprovidersis essentialThis papemproposesacomprehen-
sive referencamodelfor composedervicesn supportof penasive computing.

To illustrate our conceptof servicecompositionacrossserviceproviders,consider
thefollowing scenario(Figure1). Ms. Tanakatravels from Tokyo to Salt Lake City to
attendthe Winter Olympics.Her cellular provider, NTTDoCoMo, maintainsroaming
agreementwith severalforeignnetwork operatorssuchasSprint,soshecanmalke and
receve callsin theU.S..But hernew informationappliancebuilt by Ericssonjs much
more capablethanjust a phone- it is a gatevay to extensive information, entertain-
ment,and messagingervices.n Japanshesubscribeso NTTDoCoMo's restaurant
recommendatiorservice,and would like to usethe sameapplicationin Utah. In the
U.S., Sprinthasan arrangementvith Zagat's Guideto presentsuchinformationto its
subscribershut thetext is in Englishandformattedfor presentatioon a differentkind
of displaythanMs. Tanakas. A third party JAL Travel, assemblea specialnew ser
vicefor Japaneswuristsatthe Olympicsfrom componenservicesZagat's Restaurant
Guide,JapanestanslationusingBabel sh, andreformattingfor Japanese-stylafor-
mationappliancalisplays Ms. Tanakasubscribeso this servicefor two weeksandthe
usagechagesappeaion herNTTDoCoMobill backin Japan.

This scenarioexempli es several key points aboutservicescomposition.In next
generatiometworks, userswill demandenhancedervicedik e restaurantecommen-
dations put they expectthemto look andfeelthesamewhetherthey areathomeor in a
foreignnetwork. A new service,composedrom localizedinformationsourcesappro-
priatelanguagedranslatorsandcontentreformattersmakesthe underlyingdifferences
transparento the user Sucha servicecanbe createdquickly by simply connectinghe
componentsacrosshe network. But mary entitiesparticipatein the realizationof this
service andthey mustbe managedauthenticate@ndcompensateth someway.

In the context of object-basedystems programmingby compositionacrossthe
network is hardly new. Yet there are critical nev challengesThe rst is composi-
tionsacrossndependenserviceproviders: Zagat owns the databasendthe web site,
NTTDoCoMo maintainsthe relationshipwith the client andcollectsher monthly bill,
and Sprint provides the local wirelessaccessaswell asthe gatevay accesdo local
services.Creatingthe necessarynechanismgo supportcooperatre compositionof
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servicesacrossndependenserviceproviders,eachwith its own authenticationautho-
rization,andaccountingnechanismds anessentiathallenge.

JAL Travel createda new servicefrom pieces,someof which were provided by
otherthird parties,suchas Babel sh, and all of which needto run on machinesin-
terconnecte@dcrosshe network, spannindnternetDataCenterprovidersandinternet
ServiceProviders.Hereinlies the secondchallengethe ability for third partiesto dis-
cover componentandto broker new servicesrom constituenpieces,someof which
may not evenbe awareof the compositionin which they areparticipating As thequal-
ities of a composedserviceareno betterthanits wealestcomponentanessentiaheed
is for brokersto be ableto verify the performancendbehaior of theassembledom-
ponentswhetheror not theseunderlyingparticipantsare aware of their role in com-
positions.If acomponentioesnot meetits performanceor behaioral speci cation, it
mustbe“composedut”, andanew instancerom a differentprovider “composedn”.

A third challengefor serviceprovidersis the needfor an extensive set of new
servicecompositionmanagementools. From a provisioning viewpoint, sufcient in-
stance®f the componentsieedto be placedat locationswithin the network to ensure
scalableperformanceand high availability evenin the faceof site failuresor network
outagesSuchplacementlsoneedsto ensureappropriatenetwork and processinda-
tenciesto achieve adequateesponsienesdor the supportedapplications Suchtools
includea policy managementechanisnfor serviceprovidersto inform servicecom-
posersabouthow their instancesn their network shouldbe usedfor providing fault
tolerantandload balancedbehaior. A penasive monitoringand measuremerinfras-
tructureis neededo detectchangingaccesgatternsand shifting workloads,to drive
redirectionto unloadedserviceinstancesr to changethe numberand placemeniof
deployedinstancesNetwork topology-avarenesss important,for availability aswell
asperformancePlacemenandconnectvity issuesarecomplicatedsincesomeservice
instancesareanchoredo x edlocations,while lighter weight servicescanbe placed
closeto theusercommunity

Furtherchallengesarisewhenwe consideruserdynamics.A large numberof for-
eign roamerslike Ms. Tanakacorverge in Salt Lake City, yielding ash crowds and
over-utilized spectrumWe neednew waysof ef ciently allocatingresource# thecon-
text of new serviceprovider businesamodels.The 3rd GeneratiorPartnershipProject



(3GPP)de nes the conceptof a Mobile Virtual Network Operator(MVNO) [1], an
entity with subscriberdut no network. The MVNO provideswirelessconnectvity ser
vice composedrom the physical network resource®f underlyingwirelessoperators.
In our example,NTTDoCoMo actsas a virtual operatorusing spectrumfor its sub-
scribersfrom the alreadyestablishedhetwork operatorssuchas Sprint, Cingulatr and
AT&T Wireless.We view sucha multi-provider relationshipas just anothercaseof
servicecomposition Today therelationshipsdetweerthevirtual operatorandthe Mo-
bile Network OperatorfMNO) arestaticandnegotiatedlong in advance(e.g.,between
Virgin Mobile andOne20nen UK [1], seeFig. 2). But thisis inef cient whenuserdy-
namicsare consideredandwe expectmuchmore dynamicformationanddissolution
of relationshipsn thefuture. Thus,asafourth challengewe addressssuesn ef cient
resourcellocationacrosproviders,consideringhe dynamicsof usercommunitiesin
our MVNO scenariothis translatedo dynamicallyselecting(“roaming”) amongco-
locatedMNOs. Figure2 illustratessuchdynamicallocationsn theMVNO context. We
ernvision thatdynamicrelationshipswill lastfor shorttime-scaleof minutesto hours,
thusallowing for loadbalancingandef cient resourcaisage.

Our overall goalis to de ne a compehensivaefeencemodelthat is able to de-
scribetheassemblyromcomponentsfend-to-endervicesvith desirable predictable
enforceableproperties,yet spanningpotentially uncoopeating serviceproviders. We
are developingtheseconceptsn the context of the SAHARA? project, which is also
the nameof our prototypearchitecture.The next sectionsummarizeghe discussion
above with the technicalissuesin composition.Sec.3 presentsa classi cation of the
differentkindsof compositiorandSec 4 presentslayeredreferencenodelfor compo-
sition. We describahedifferentmechanismsve employ to addresshetechnicalissues
in compositionn Sec.5. We discusgelatedwork in Sec.6 andconcluden Sec.7.

2 Technicallssues

The scenarioin our prior sectioncan be understoodalong three dimensionsin the
choicesin servicecomposition:(a) what set of servicesto usefor composition,(b)
which serviceproviders' resourcego use,and(c) which instancesf eachserviceto
usefor a particularclient sessionln addition,we also have the issueof who malkes
thesedecisions Consideringhesethreedimensionsthe technicalissueshat mustbe
addresseih areferencanodelfor servicecompositionare:

— Trust mangementand behaviorveri cation: Whenmultiple providersinteract,it
is importantto establishmutualtrust. This is not only for the purposeof userau-
thenticationandbilling, but alsoto verify the behaior of the componentsn com-
position.Doesa componentneetits promisesn termsof functionality, protocols,
performanceavailability, or otherproperties?

— Adaptingto networkdynamicsWith network dynamicsworkloadscanshift, con-
gestioncan arise,and reachabilityto servicescanbe lost. This implies the need
for performancemonitoring,modelingandprediction,anda performance-sensit
choiceof providersandinstancesWe termthis the serviceselectionproblem.

2 SAHARA: Service Architecturefor Heterogeneoug\ccess,Resourcesand Applications;
http://sahara.cs.begley.edu



— Adaptingto userdynamics:Userdynamicscan causedifferentprovidersto face
varying demandfor physical resourcedrom their users.Allocation of resources
(spectrumnetwork bandwidth,CPU, etc.) acrossproviders, basedon currentde-
mandis importantto achieve fair/utility-drivenresourceallocation.

— Resouce Provisioningand Management:For agivencommunityof usersandaset
of performanceavailability, andadministratve constraintshov mary instance®f
a serviceare needed™ow canthis be optimizedgiven a knowledgeof the pro-
visioningdoneby otherserviceproviders,andnetwork topologyinformation?We
call this the serviceplacementproblem.Also, how canserviceprovidersenforce
theirlocal policiesof the useof their serviceinstancesn a compositiorperformed
by athird party?We termthis the policy manajemenissue.

— Interopembility acrossmultipleserviceproviders: Whencomposingervicesacross
providers,we have to dealwith heterogeneityn protocolsanddataformats,aswell
asauthenticatiorandauthorizatiormechanisms.

3 Sewice Composition Models

We now classifyservicecompositioninto two modelsbasedon the type of interaction
betweencomposedomponenserviceprovidersand analyzetheir prosandcons:(1)
Cooperative Model: Serviceprovidersinteractin adistributedfashionwith distributed
responsibility to provide an end-to-endcomposedservice;(2) Brokered Model: A
single provider, the broker, usesthe functionalities provided by underlying service
providersandencapsulatetheseto composeheend-to-endservice.

In eithercase the end-usersubscribego only one provider. However, the differ-
encelies in the way the responsibilityfor the composedserviceis apportioned.The
two possibilitiesrepresentifferentbusinessmodelsfor composition.In the coopera-
tive model,the propertiesof the composedervicesuchasfunctionality, performance,
andavailability, areguaranteedy the designof thedistributedinteraction andthrough
service-leel agreementbetweertheinteractingentities.Eachserviceprovider is only
responsibleor providing guaranteegor the portion of the composedservicewithin
its domain.In the brokeredmodel,the broker assumesesponsibilityfor the properties
of the composedservice.We canimaginea broker enteringinto contractswith ser
vice providers,andusingtheseto constructend-to-enccomposedervicesThe broker
veri es thefunctionality of theindividual piecesin the servicepath.Thisis becausén-
dividualcomponenprovidersmaynottrusteachother—they maylimit theinformation
aboutthe stateof their servicethey exposeto the otherprovidersin thecompositionor
may actively seekto cheaton the quality of servicethey provide.

An exampleof cooperatre compositionis cellularroamingasa service,composed
from the resource®f multiple mobile network operatorsasin Sec.1. Thedistributed
interactionbetweeroperatorgNTTDoCoMoandSprint)enablesoaming.Anotherex-
ampleis end-to-encconnectvity servicein the Internet.An inter-domainrouting pro-
tocol allows cooperatiorbetweerndomainsin a distributedfashion.In theseexamples,
therearelong-term,static,negotiatedcontractdetweerthe participantproviders.

An exampleof brokeredcompositionis the restauranguide serviceassembledby
JAL Travel in our earlierscenariolt assumesesponsibilityfor the functionality and
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performancef thecomposedervice Anotherexampleis the Yahooportalservicethat
composeshird party servicesuchasthe Googlesearchengine stockticker andnews.

Fig. 3 illustratesthesealternatecompositionmodels.The modelsof composition
saynothingaboutthe data o w, only the natureof interaction,or the businessmodel,
betweenproviders. As an example,in the brokeredmodel, we could have data ow
throughthe broker, who assemble# (shavn by the dottedlines on the top). Instead,
the broker could setup the dataexchangeand not be in the datapath (shavn by the
dottedline atthe bottomof the gure).

The samecomposedservicecould be implementedn eithermodel. Considerthe
provision of a connectity servicewith QoS guaranteedetweentwo pointson the
Internet.In a cooperatre model,ISPsenterinto servicelevel agreementthat specify
mutual QoS guaranteesThesemay be stitchedtogetherin a distributedfashionto of-
fer end-to-endyuaranteeénww.merit.edu/verking.groups/i2-qbone-bbin abrokered
model,a provider like InterNAP (www.internap.compurchasepipeswith speci ed
guaranteefrom individual ISPsanduseshemto provide QoSto its customers.

Eachof thesemodelsis suitedto aparticularervironment.In thecooperatre model,
providerswork togetherand can shareperformanceanformationto ensureend-to-end
propertieof thecomposedervice However, they mustrely on eachother whichleads
to issuesof trust. Sincetheresponsibilityfor the composedserviceis distributed,each
provider mustcontinuouslyverify thatthe otherswith whom it hasagreementsneet
their servicespeci cations.Thesespeci cationsarein termsof functionality, protocol,
performanceandavailability. Suchcomprehensie veri cation is absentn the cooper
ative compositionof Internetconnectvity serviceacrosmetwork domainstoday

In thebrokeredmodel,thebroker composesnend-to-enderviceby selectingndi-
vidual servicegesidingin differentdomains.This simpli es servicedeploymentsince
the membersof the compositionneednot agreeamongthemseles,only with the bro-
ker. This alsoenableghe compositionof servicesacrosscompetingserviceproviders.
The broker assumesesponsibilityfor constructinghe entire end-to-endservicepath.
Brokering is a powerful tool to constructservicesfrom providerswho are not neces-
sarily awvarethatthey areparticipatingin alargerend-to-endservice(e.qg.,in Figurel,
Zagpt's restauranguide servicedoesnot know it is beingcomposedvith Babel sh's
languagetranslationservice).However, becausehe broker haslimited visibility into
the underlying provider resourcessub-optimalutilization of provider resourcesnay
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result. The natureof the compositionand the relationshipsof the underlyingservice
providerswill determinewvhich modelis mostappropriate.

4 Sewice Composition: A Layered ReferenceModel

The previous sectionclassi ed servicecompositionby how responsibilityis shared
acrossproviders. Here we presenta layeredreferencemodel for compositionacross
differentlayersof concern.

Composedervicesuild ontop of connectvity providedby thelP layer, thebottom
slicein Fig. 4(a). We assumehat|P providesreachabilityandbuild several“desirable”
propertiesn theconnectivityplane Thesencludefeaturesuchasperformancguaran-
tees(e.g.,lateng, bandwidth loss-ratebounds) availability guaranteege.g.,available
99.99%o0f thetime), aswell asfunctionality or protocolguaranteege.g.,guaranteeing
thata particularadwertisedinternetrouteis valid). We achieve themthroughcomposi-
tion atthe connectiity plane,acrosamultiple providers.This resultsin an“end-to-end
network with desirableproperties” asshavn in the middleslice of the gure.

The connectity planeis furtherdividedinto two layers:Enhancedinks, andEn-
hancedpaths The enhancedinks abstractions built betweertwo interactingentities:
betweertwo serviceproviders,or betweera providerandtheend-userThis abstraction
achieves desirableperformanceorientedproperties andveri cation of routing proto-
cols betweenpeeringentities. Veri cation checksif the routesadwertisedby a peer
arevalid. An exampleof this compositionis of the MVNO choosingbetweenmulti-
ple MNOs. Herethe enhancemerits the improved performancahroughreducedcall
blockingrate,dueto dynamicload sharingacrosamultiple MNOs 2

8 Althoughit is notobviousherehow this examplebuilds on IP technologyit will beclearafter
adiscussiorof themechanisméor resourceallocation,in Sec.5.



Enhancegbathsbuild onenhancedinks, andprovide desirablgropertiesn anend-
to-endpathbetweenpointson the Internet. The path spansmultiple servicedomains,
andcanbe chosenadaptvely via resourceallocationacrossprovidersto meetperfor
manceor availability constraintsOur referencemodelis independenbf whetherthe
performanceuaranteearestrict, or simply “enhancementsto the best-efort Internet.
Alternative enhancementsiight be appropriatdor differentendapplications.

The top half of the gure representshe applicationplane. Theselayerssupport
end-useapplicationsandarein turnbuilt ontop of theend-to-endhetwork. Themiddle-
ware servicesareenablerssuchasthe Babel sh languageranslationservice content-
distribution networks or video/audiotranscodersThe application serviceslayer con-
sistsof servicesusefulto end-userssuchasthe Zagat's restauranguide, searchen-
ginesor avoice-mailservice.Compositionat the applicationplaneresultsin enhanced
functionality. In our example the enhancedunctionalityis thatof therestauranguide
appearingn theusers native languagdJapanesendpresentatiostyle(NTTDoCoMo
userinterface)in aforeignnetwork.

Servicecompositioncanbe appliedwithin andacrosghesédayers,asillustratedin
Fig. 4(a).Fig. 4(b) shavs this moreexplicitly. A composedserviceat a higherlayeris
composedf multiple servicesn the samelayer, or of servicesat the layersbelow. In
Fig. 1, compositiontakes placeacrossthe application(restauranguide), middlevare
(languagédranslation) andconnectity plane(roamingserviceenabledoy Sprint)lay-
ers.In Fig. 2, compositionis at the enhancedink layer, usingthe componentonnec-
tivity servicesfferedby co-locatedvVINOs.

We notethatthis layerizationis only areferencenodel,andcompositionsieednot
strictly adhereto it. Someapplicationservicescanbe composedirectly of enhanced
links, without usingthe enhancegathsabstractioror middlewvare services.This will
occurtypically in performancesensitve applicationswherethe composemeedsfull
visibility via a at ratherthana hierarchicalcomposition.We next discussthe tech-
niguesandmechanismsisedin enablingcompositionasshovn in Fig. 4(b).

5 Mechanismsfor Service Composition

Theissueswelistedin Sec.2 appeain different a vorsin thealternatemodelsof com-
position. SAHARA is our architecturalprototypeto explore the mechanismsequired
to addresshesessuesTo understandhe variousmechanismsye areworking on sev-
eral casestudiesof composition.Thesecover the dimensionf classi cationsin last
two sectionsWe now describeghevariousmechanismghatwe aredesigningo address
the challengegresentecearlierandhow they areusedin the individual casestudies.
We have performedn-depthevaluationsof several of thesemechanismsDueto space
limitations,we summarizehe evaluationsof only a subsebf thesemechanisms.

5.1 Measurement-BasedAdaptation

For servicecomposition,it is desirableto dynamicallychooseserviceproviders,and
serviceinstancedbasedn currentnetwork andsenerloads.Measurementsanbe car
ried outby athird partymeasuremergervice- acommonelemenbf theserviceinfras-
tructure,or by the composeiitself. This appliesto both the cooperatie and brokered



modelsof compositionWe now describawo serviceghatwe aredevelopinginvolving
measurement-basadaptation.

We are developing a generalend-to-endnternethostdistanceestimationservice.
Suchaserviceis especiallyusefulin a brokeredcompositionsincethe broker doesnot
have insightinto thenetwork characteristicef individual providers.Giventhepotential
largenumbersof serviceprovidersandinstancesto scalethe measuremergervice we
clustertheendhoststo bemonitoredbasedn the similarity of their perceveddistance
to the measuremenpoints. The clustercenteris then usedas a single measurement
targetfor futuremonitoring.Simulationswith reallnternetmeasuremerdatashav that
our scheméhasgoodpredictionaccurag andstability with asmallcommunicatiorand
computatiorcost[2].

An applicationservicethatwe have developeds theUniversalinbox[3], ametaphor
for any-to-ary communicatioracrossheterogeneousevicesandnetworks. Datatrans-
formationservicessuchasaudio/videatranscoderandtext $ speechenginesareex-
tensiely usedto adaptcontentbetweencommunicatingdevices. For example,in our
earlierscenarioMs. Tanakas email servicecould be composedvith a text-to-speech
conversionservicesothatshecanlistento emailsover her cellularphone We usethe
brokeredmodel of compositionhere.To adaptvely chooseserviceprovidersandin-
stanceswe have designeda middlevare measuremenfayer that exchangesetwork
andsener load usinga link-statealgorithm[4]. This exchangetakesplaceacrossser
vice executionplatforms,enablinga dynamicchoiceof serviceinstancespossiblyin
themiddleof theusersessionsto hide network andsener failuresfrom end-users.

A critical challengehatwe addresén thecontet of suchanapplicationis availabil-
ity. Whencomposedervicespanmultiple providers,datacouldtraversethewide-area
Internet.We detectand recover from Internetpathfailuresquickly by usingthe mid-
dlewaremeasuremertyerto choosealternateserviceinstancedor the client session.
Ourmeasurements [4] shav thatInternetpathfailuresthathapperdueto congestion
or otherfactorscan be detectedreliably within about2 secondsFurther subsequent
recovery by usingalternateserviceinstancesanbe completedn a few hunded mil-
lisecondsThus,network pathfailureslastingsereraltensof second$o minuteg5] can
be completelymasledfrom theendclient.

In additionto thesetwo serviceswe have alsodesignedandimplementedca mea-
surementmethodology[6] to improve DNS-basedener selectionwhichis acommon
techniquausedby ContentDistribution Networks(CDNs)today Ourtechniquesnables
thecollectionof clientto local DNS sener mappinggo allow moreaccuratesener se-
lection basedon a client's local DNS sener. Understandindhe distribution of HTTP
requestsorrespondingo local DNS senersalsoenablesetterload predictiongivena
DNS requestaindthusimproved sener selectiormechanisms.

5.2 Utility-Based Resource Allocation Mechanisms

In amulti-provider environment,differentprovidersmay experiencedifferentdemands
for resourceglue to userdynamics.Demandor utility-basedresourceallocationcan
be appliedwithin a serviceprovider to managéts instancesin the brokeredmodel, it
canbeusedto allocateresourcescrosgroviders.In SAHARA, we areexploring two
resourceallocationmechanisms.
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Auctionsareoneway of constructinga marketplacewvherearesourcesuchasband-
width or physical spectrumgcanbe dynamicallyallocated Auctionsallocateresources
to consumerdasedon their bids, which representhe value of the goodto them.Fur-
thermore the resourcecanbe subdvided into units,and multiple bidderscanbe allo-
catedthe resourceuntil the resourcepool is exhaustedAuctionscanoccurin rounds,
wherethe allocationdeterminedby eachround can be for somefuture time period.
Auction-basedllocationsin a multi-provider ervironmentcanprovide the mechanism
for demand-basesourcallocation.Forinstancejn theMVNO scenaridn Sectiont,
spectrunresourcesould be auctionedff every few minutesto competingvirtual op-
eratorsbasedn their currentuserloadin the areaof coverage.

Congestionpricing is anallocationmechanisnthatassignscarcaesourceso con-
sumersusing the abstractionof price as a meansto moderatedemand.During high
demandsucha market ensureghatthe priceincreasesOnly thoseconsumersvith the
greatesheedandhaving sufcient curreny will obtainthe neededresourceDuring
low demandthe price drops,andaccesdo the resourcewith be cheapand plentiful.
This approacltshouldyield anassignmenbf resourcegsupply)to the need(demand)
thatadaptgo instantaneoudemandg7].

As an applicationthat usesthe congestiorpricing mechanismye have looked at
the selectionof Voice-over-IP (VoIP) gatewvays acrossmultiple providers [8]. These
gatevays are deployed by independenentities,and exchangedynamicpricing infor-
mationaswell asthe peeringrelationshipsetweenrthe provider entitiesbasedon the
IETF TRIP (Telepholy Routingover IP) protocol. The price is decidedbasedon the
load, or congestionat eachgatevay; andthe usergetsto choosebetweerseveral gate-
waysbasednthepriceandtherequiredquality of service Thisachievzespricing-based
load-sharingamongthe gatevays. In [9], we looked at the trade-of betweenusing
QoS-basededirection(nearesvolP gatavay) andcongestion-base@direction.Thisis
showvn in Figure5 wherewe seethatincorporatingcongestion-sensitity in QoS-based
redirectioncanimprove call blockingrateby asmuchasafactorof threein comparison
to randomredirection.We alsoobsene thatincreasingcongestion-sensitity doesnot
signi cantly degradethe QoSof theVolP calls.



5.3 Trust Managementand Veri cation of Sewice/Usage

An importantissuefor compositionis the establishmenand monitoring of trustrela-
tionshipsbetweeninherentlyuntrustingentities.This is importantin cooperatre com-
positionwhereprovidershave pairwiseserviceagreementbetweerthem.This is also
importantin brokered compositionwherethe agreementsre with the broker. Typi-

cally a AAA (Authentication,Authorizationand Accounting sener governsservice
instancesand userswithin one administratve domain.However, in our scenariowe
needto composeserviceacrosglomaingovernedby multiple, differentAAA seners.

We areinvestigating an authorizationcontrol schemewith credentialtransforma-
tionsto enablecross-domairserviceinvocation[10]. Federate@dministratve domains
form credentialtransformatiorrules basedon establishegeeringagreementsThese
areusedby aAAA senerto make authorizatiordecisiongor a servicerequesfrom an
afliated domain.

Anotherimportantissuein servicecompositionis to verify whetherthe provided
serviceadheredo the desirablepropertiesadwertisedby its provider. Suchproperties
canbe speci edin a bilateral ServiceLevel Agreement(SLA) betweenprovider and
requesteMVe useparameteveri cation andusagemonitoringasmechanismso ensure
thatthepropertiespeci edin the SLA arebeinghonored For instancejn a case-study
of connectvity compositioracrosslomainswe have borderroutersmonitoringcontrol
trafc from differentprovidersto detectmaliciousrouteadwertisements.

5.4 Policy Management

An adwantageof cooperatre compositionis that eachprovider hasvisibility into its
network of serviceswhile a broker doesnot. Thedisadwantageof this distributedform
of compositionis thelack of centralcontroloverthecompositiorthatthebroker enjoys.
This disadwantagecanbe minimizedif someform of distributedpolicy managemeris
in place.Speci cally, in cooperatie composition the servicecompositionpolicies of
one serviceprovider canbe madevisible to and appliedat distantserviceproviders
further alongthe composedath. Suchpolicies may include which serviceinstances
arefor primary useandwhich aresolelyfor usein variousfailure modesandpolicies
thatgovernloadbalancingoetweerinstances.

A casestudy involving this principle is the distributed applicationof policiesin
inter-domainroutingonthelnternet.The BGP protocolwasnot designedo allow local
policiesto beimposedat distantpointsin the network. The Internetinfrastructurehas
beenplaguedof latewith pathologicakoutesthatattemptto imposesuchinterdomain
routing policiesby tricking distantserviceproviders' routeselectiong11].

To addresshisissue we aredevelopinganarchitecturg12] thatallows distributed
policy managemertietweerserviceproviders.By negotiatingpolicy changestvarious
pointsin thetopologyusinga map,policy agentanimprove loadbalancingandfault
toleranceWe build an AS relationshipmapin [13] by usingBGP measurementsom
multiple vantagepoints. Themapindicateshe natureof inter-provider relationshipghat
exists betweenneighborASes: peerto-peeror customeiprovider. Figure 6 showvs a
summaryof theresultsfrom this study
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Fig. 6. InternetAS Hierarcly andInferredRelationshipgor 23,935AS Pairs

5.5 Interoperability through Transformation

Interoperabilityis importantfor servicecompositionacrosdifferentserviceproviders.
Dataandprotocolsformatsmay needto betransformedor interoperabilityacrosshet-
erogeneityThisis animportantissuefor compositionin the connectvity planeandin
the applicationplanewhereserviceshave more comple interfaces.De ning the ser
vice interface and propagting it are two key challengeshere.We have investicated
onesuchinteroperabilityserviceat the connecwity plane.ln our broadcastfedeation
work [14], a global multicastserviceis composedrom the multicastimplementations
in differentprovider domains.We useprotocoltransformatiorgatevays betweenad-
ministratve domainghathave non-interoperablénplementation®f multicast.

5.6 Sewice Deployment

In ary compositionmodel, a serviceprovider hasto decidehowv mary instanceso
placeand whereto placethem.In SAHARA, we are exploring two mechanismgo
enablesuchdecisions(1) First, we infer inter-provider relationshipsetweennternet
ASeshy passiely monitoringinterdomainroutesfrom multiple locations[13]. Sucha
relationshipmapallows usto understandraf c o wsin theunderlyingnetwork topol-
ogy by giving moreinformationaboutreachabilitypbetweemointsin the network, than
a simple connectvity graph.This richer reachabilityinformation helpsin servicein-
stanceplacement-the provider canensurehattherearesufcient instancesvith good
reachabilityfrom variouspointson the Internet.(2) Next, we have designeda dynamic
replicaplacemenprotocolthatenablesnapplicationlevel multicasttreefor Webcon-
tentdistribution. This canmeetclient QoS constraintsandsener capacityconstraints,
while retainingefcient andbalancedresourcae&onsumptiorj15]. To provide ascalable
solution,we aggreatethe accesgatternsof clientsthataretopologicallyclosein the
network. We useincrementatlusteringanddistribution basecdn clientaccespatterns
to adaptvely addnew documentandpurge old onesfrom the contentclusterq16].

6 RelatedWork

Relatedwork falls into two cateyories: (a) Architecturesfor seamlessntegration of
devicesandservicesand(b) Internet-basedieb-servicesnitiatives.



Ar chitecturesfor Seamles®evice/Sewice Integration: The UMTS model[17]
admitsof a sophisticatedaccounting billing, and settlementsarchitectureto support
third-partybrokeringbetweersubscribeneeddor serviceandmultiple serviceproviders.
However, thereis no explicit consideratiorof whereserviceprovision andserviceme-
diation shouldexist in this architecture otherthanin the core network that ties to-
gethervarious accessnetworks. The Virtual Home Ervironment (VHE) conceptof
IMT2000 [18] permitsusersto roamaway from home,seeingthe sameserviceinter-
face(servicemobility). ICEBERG[19] looksat extensiblepersonabhndservicemobil-
ity. Neverthelesstheseefforts do not considercompositionof servicesacrossmultiple
providers,ef ciency throughnetwork avarenessor resourceallocationissues.

TINA [20] is aCORBA-based21] servicearchitectureThe TINA referencearchi-
tecturecontritutesthe conceptuakeparatiorof the businesamodel, the informational
model,andthe computationamodel.lts threelayer modelof applicationsdistributed
processingand network ernvironmenthasin uenced our layerizationof composition
in SAHARA. Key differencesarethat SAHARA addselementsf compositionacross
heterogeneougroviders,with a greaterawarenesand managemendf the underlying
network topology SAHARA alsoconsidergesourcananagementia placementallo-
cation,redirectionto servicesandresources.

Inter net-BasedWeb-Sewices Initiati ves: Thereare several industrial initiatives
to enableweb-servicesvhich “integrate PCs,other devices, databasesand networks
into onevirtual computingfabricthatuserscouldwork with via browsers”[22]. These
includeHP's e-speakwww.e-speak.ne@ndweb-serviceplatform,Microsoft's .NET,
andSunONE. Thesearebasedn alanguagdor descriptionof webserviceYWSDL),
a commonwire format for thesedescriptiong(SOAP), and a registry to supportser
vice location(UDDI). Microsoft's .NET alsode nes a languagandependensoftware
platformfor easyandsecurenteroperatiorof applicationd22]. However, thesedo not
de ne awide-areaservicearchitecturethey arecomplementaryo SAHARA's goalsof
serviceplacementresourcellocation,andnetwork avarenessispects.

7 Conclusions

In this paper we have presentedh vision of distributed systemscomposedrom ser
vicesplacedin the wide-areanternet,andspanningserviceprovidersat differentlev-
els. SAHARA is our evolving architecturaprototypefor the creation,placementand
managemenbf servicesn next generatiometworks. Our goalis to enableend-to-end
servicecompositionwith desirable predictableand enforceablepropertiesspanning
multiple potentiallydistrustingserviceproviders.We investigatetwo forms of service
compositionunderdifferentbusinessmodelswith varying degreesof cooperatiorand
trustamongproviders. We classify componenservicesand composedservicesinto a
layeredhierarcly. The overarchingthemesn the varioustechniquesand mechanisms
that we usefor compositioninclude (a) measurement-basetlaptationthrough dy-
namicchoiceamongserviceprovidersandserviceinstances(b) utility-basedresource
allocationfor demand-dxien load sharingacrossprovider resourcesand (c) a trust-
but-verify approachto managementf trust and behaior veri cation when multiple
providersinteractto provide a composedervice We continueto develop thesemech-



anismsthrough prototypedistributed applicationsspanningwide-areanetworks, and
constructedhroughservicecompositiomat variouslayersunderdifferentmodels.
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