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Lab 4: Linux Device Drivers and OpenCV 

 

This lab will teach you the basics of writing a device driver in Linux. By the 
end of the lab, you will be able to (1) build basic loadable kernel modules      
(2) implement a h-bridge device driver, (3) talk to device drivers using ioctl, 
and (4) communicate with your device driver using code from user space. The 
first bit of this lab is based on a fantastic device driver tutorial written by 
Xavier Calbet at Free Software Magazinei.  We recommend taking a look at 
his article before starting the lab.  
 

The key idea is that it is desirable to have a standard interface to devices.  
In Linux (and most Unix variants) this interface is that of a file.  All 
hardware devices look like regular files: they can be opened, closed, read 
and written using the same system calls that are used to manipulate files. 
Every device in the system is represented by a device special file, for 
example the first IDE disk in the system is represented by /dev/hda.ii  

Exactly what happens when you read or write from the device will vary by 
device, but in general you can get data from it by reading from the special 
file and you can change it by writing to it.  (For example, doing “cat 
/dev/hda” will cause the raw contents of the disc to be printed.)  
 
The exact way devices have been managed on Linux has varied over time.  In general devices 
all started out in the /dev directory, generally with one “special file” per device.  Around 2004 the 
/sys directory was being used as an alternative way to talk to devices.  It provides a more 
complex and powerful interface allowing a standard hotswap scheme and a directory of special 
files per device.  That directory of special files becomes the user interface to the devices.iii  

1. Prelab  

In this prelab we are going to try to get you prepared for the lab.  The lab assumes a basic 
familiarity with the Linux command-line interface (cat, echo, ls, chmod, etc.).  If you don’t have 
that, you’ll want to do some readingiv. But given that basic knowledge, there are two basic things 
we’d like to accomplish before you start the lab. 

 We want you to get comfortable with the idea of using a file as the standard interface to 
devices.  So for example, if we display the value of the file /dev/gpio23 (cat 

/dev/gpio23) we’d expect to either get a “1” or a “0” depending on the state of gpio 

pin.  And typing echo –n “0” > /dev/gpio23 would set the pin to be low. 

 We want you to have a basic familiarity with the language and structure of writing a 
device driver for Linux in general and the Raspberry Pi in specific. 
 

                                                
i http://www.freesoftwaremagazine.com/articles/drivers_linux  
ii Much of this paragraph is taken nearly verbatim from http://www.tldp.org/LDP/tlk/dd/drivers.html  
iii See https://www.kernel.org/pub/linux/kernel/people/mochel/doc/papers/ols-2005/mochel.pdf   
iv http://www.penguintutor.com/raspberrypi/useful-command-reference and 

http://www.tldp.org/LDP/abs/html/basic.html are mostly reasonable places to start. 

http://www.freesoftwaremagazine.com/articles/drivers_linux
http://www.tldp.org/LDP/tlk/dd/drivers.html
https://www.kernel.org/pub/linux/kernel/people/mochel/doc/papers/ols-2005/mochel.pdf
http://www.penguintutor.com/raspberrypi/useful-command-reference
http://www.tldp.org/LDP/abs/html/basic.html
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To accomplish the above things we’d like you to read the Wikipedia page on device files and 
then answer the following questions (most of which you’ll likely need to do a web search to 
answer).  We’re also going to get you to do some work needed to get your Pi on the room’s 
network. 
 

Q1. Please fill in the spreadsheet mentioned on Piazza with your MAC address of your Pi if 
you haven’t already.    

Q2. In the context of Linux device drivers, what is a major number? What is a minor 
number? 

Q3. Give an example of a device file and a hardware device for (a) a character device file 
and (b) a block device file. 

Q4. What is a pseudo-device, and how is it different from a normal device? Give an example 
of a pseudo-device in Linux.  

Q5. Find the GPIO reference for your Raspberry Pi. Where on the board is GPIO23?  
GPIO24? Provide the processor pin number and expansion header number.  

 
In addition, we will be doing some very basic work with OpenCV in part F. Download partF.py 
and take a look at the code. Answer the following questions: 
 

Q6. In the main while loop of the script, we use the function cvtColor(frame, 
cv2.COLOR_BGR2HSV) after capturing an image. What does this function do? Feel free 
to peruse the OpenCV documentation to answer this question.  

Q7. What are the ranges of OpenCV HSV values? Using an online tool or a program such 
as GIMP, provide an estimated range of correctly scaled HSV values we would use to 
detect a yellow object, such as a tennis ball.  

Q8. Why do we use HSV and not RGB? 

Q9. Look at the OpenCV HoughCircles subroutine. Describe in your own words each of the 
input arguments. Again, the OpenCV documentation will be invaluable in answering this 
question. 

 
In addition you will find it helpful to take a look at these links before you come to lab. 

 The first part of http://squidge.sourceforge.net/gpio/ (up to, but not including, “Find 
that GPIO pin!”) 

 http://www.makelinux.net/ldd3/chp-9-sect-4 

 http://www.freesoftwaremagazine.com/articles/drivers_linux 

 http://oreilly.com/catalog/linuxdrive3/book/ch03.pdf 

 

http://squidge.sourceforge.net/gpio/
http://www.makelinux.net/ldd3/chp-9-sect-4
http://www.freesoftwaremagazine.com/articles/drivers_linux
http://oreilly.com/catalog/linuxdrive3/book/ch03.pdf
http://oreilly.com/catalog/linuxdrive3/book/ch03.pdf
http://oreilly.com/catalog/linuxdrive3/book/ch03.pdf
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2. Inlab  

This lab is broken into a number of small parts.  First, you’ll need to get install Raspbian and 
download the kernel source using some handy scripts obtainable from Github.  

 
Once that’s done, parts A, B and the first subsection of C get you familiar with the Linux 

device driver environment.  We supply all needed code for the pseudo devices you’ll build in 
those parts—you “just” need to get them up and running. The remainder of part C will have you 
modifying our pseudo device to create a more advanced pseudo device. 

 
In part D you’ll start working with GPIO.  You will interact with GPIO from user space as well 

as kernel space. You will complete an implementation of an h-bridge device driver. In part E you 
will be use ioctl to expand customizability of your device driver. In part F, you will be introduced 
to OpenCV.  

 
We’d love to do more; there are large chucks of information missing that you’ll need if you 

do embedded systems development in Linux.  In particular we have to entirely skip interrupts.  
The post lab will get you at least vaguely familiar with interrupts. Feel free to ask your lab 
instructor for more details. 

Raspberry Pi setup 

We are going to have you just download an image rather than doing the (very slow and painful) 

build.  But here’s how you would have done the build. Instead just download the image on 

the website. 

1. Download Raspbian and write the image to an SD card 
Raspbian with the PIXEL GUI is around 4GB so make sure your microSD card is large 
enough (16GB should be enough for our purposes). Write the Raspbian image to an SD 
card using an image writing tool of your choice. See the following link if you need help: 
https://www.raspberrypi.org/documentation/installation/installing-images/README.md  
 

2. Insert SD card and boot up your Pi 
If you haven’t already, make sure you have registered your MAC address as per the 
instructions in Q1 of the prelab. This allows you to SSH into your Pi over the University’s 
network. You can complete a majority of this lab through SSH, but when using openCV 
at the end, you will need to plug in a monitor and keyboard in order to visualize the 
program and calibrate some parameters. 
 

3. Get the latest firmware for your Raspberry Pi 
Use rpi-update to update the firmware on your Raspberry Pi to the most recent 
development version. See the documentation here: https://github.com/Hexxeh/rpi-update 
 

4. Download the kernel source using rpi-source 
Use rpi-source to download the kernel source. This makes it possible to build kernel 

modules directly on the Pi without cross compilation. See the documentation here: 

https://github.com/notro/rpi-source/wiki.  You will want to tell the tool not to compare gcc 

versions.  You will also end up having to install bc and ncurses to meet various 

requirements.  It will be obvious as you go. 

 

https://www.raspberrypi.org/documentation/installation/installing-images/README.md
https://github.com/Hexxeh/rpi-update
https://github.com/notro/rpi-source/wiki
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A. The "Nothing" drivervi 

The purpose of this section is to familiarize yourself 
with the tools you will need to build more exciting 
device drivers in the later sections.  In this section we 
are going to build the simplest driver there is--a driver 
that does nothing. The point of the exercise is to 
understand the “scaffolding” associated with building a 
Linux device driver. 
 
In an empty folder, create a new file called "nothing.c".  

#include <linux/module.h> 

MODULE_LICENSE("Dual BSD/GPL"); 

 
As discussed in class, MODULE_LICENSE is a way for the kernel to know if it has been tainted 
with proprietary code. (As an additional exercise, consider checking what happens when you try 
to insert the module without specifying the license.) 
 
Next, create the following simple Makefile. obj-m (object-module) provides a list of the kernel 
modules to build during make:vii 
 
 

obj-m := nothing.o 

all: 

 make -C /lib/modules/4.14.67-v7+/build M=$(shell pwd) modules 

clean: 

 make -C /lib/modules/4.14.67-v7+/build M=$(shell pwd) clean 

 
Be sure that you have tabs, and not spaces, before the lines that start with “make” (as per 
standard Makefile rules).   
 
We need to compile our module with the same kernel that will be receiving our module.  
 

Q1. Answer the following 

a. What does uname –r output? Try running this command. 

b. What is the purpose of the –C option and its arguments in the Makefile? 

c. What does the obj-m syntax mean?   

 

                                                
vi Many tasks done in the following sections are easily automated with bash scripts, bash functions and 

aliases in your .bashrc file.  If you find yourself typing the same long string over-and-over (to copy files or 

whatever) you should consider how to avoid having to do that! 
vii Note, it really should be “make -C /lib/modules/(shell uname –r)/build M=$(shell pwd) clean”, but uname 

isn’t acting as expected. 
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Now run make in the same directory as your nothing.c and Makefile. Notice that make produces 
a “nothing.ko” file; this file is our kernel module. To insert the module into the kernel run 

insmod using sudo on the Pi as follows (note, that after this we’ll leave out the sudo 

command as you may end up doing something to remove the need for sudo). 
 

$ sudo insmod nothing.ko 

 

Q2. What is a .ko file? Why didn't we just compile our code into an executable?  

 
Use lsmod to check that your module has been inserted correctly. You should a "nothing" entry 
in the list of modules. 
 

$ lsmod 

 
Use the following command to remove the module, with sudo. Verify that the module has been 
removed from the list with lsmod. 

$ rmmod nothing 

 

B. The “Hello World!” driver 

In this section, you will write a device driver that prints simple messages to the kernel during 
module insertion and removal.  
 
Create a new "hello.c" file in the same directory as our nothing module on the host: 

#include <linux/init.h> 

#include <linux/module.h> 

#include <linux/kernel.h> 

 

MODULE_LICENSE("Dual BSD/GPL"); 

 

static int hello_init(void) { 

  printk("<1> Pork chop sandwiches!\n"); 

  return 0; 

} 

 

static void hello_exit(void) { 

  printk("<1> What are you doing? Get out of here!\n"); 

} 

 

module_init(hello_init); 

module_exit(hello_exit); 

 
Add hello.o to the list of object modules in the Makefile: 
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obj-m := nothing.o hello.o 

 
After you build and insert the module into the kernel on the target, you can view the module's 
printk messages by running the following command: 

$ dmesg | tail –n  # n being the number of kernel messages to print 

Q3. What do the functions module_init and module_exit do? When are they called? 

When is hello_init called? 

 

C. Memory module 

In this section, we will write a driver that will allow us to read and 
write a character to a pseudo-device. Download the memory 
module code (partC.c) from the website, build it and insert it into 
the kernel as you did the nothing driver. 
 

After you’ve inserted the memory module into the kernel, we need 

to create a device file on the Pi that will let us interact with our 

driver from userspace. In the command below, we’re telling mknod 

(make node) to create a new character device file (c) with major 

number 60 and minor number 0: 

$ mknod /dev/memory c 60 0 

 

We also need to unprotect the device file before normal users can interact with it: 

$ chmod 666 /dev/memory  

 

We should now be able to echo characters to our device file from the terminal. In your terminal, 

type the following command: 

$ echo -n honeybadger >/dev/memory 

 

Q4. What does the “-n” with the echo command do?  Why do we want it here? 

 

To check the contents of our memory driver, use the cat command: 

$ cat /dev/memory 

 

Q5. What was the output of cat, and why did it output this letter?  

 

G1. Write a userspace program in C that opens your memory driver as a file, writes the string 

“Honey badger”, reads a character back, and prints that character to the terminal. 
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Now go back and look carefully at that code.  In the case of read, you are effectively sending 

back three values (buf, f_pos, and the actual return value) and you’ll need to understand them 

to be able to do the next.  At least read over the section in 

http://oreilly.com/catalog/linuxdrive3/book/ch03.pdf on “read and write” (starts on page 63) but 

looking over that whole chapter might be good. 

 

G2. Modify the memory driver so that it inputs (‘echo’) and outputs (‘cat’) the last 5 

characters sent to it where the most recent character is on the left (you could think of it 

as a LIFO). To illustrate the expected behavior, we’ve provided examples a and b:  

a. If you do an echo –n “ABC” to the device and then read from it, you should 

get “CBA”. 

b. If you do an echo –n “ABCDE” to the device and then echo –n “XY” to it, 

you should get out “YXEDC” when you read from it.  

Test it with both your userspace program (from G1) and by using the examples above 

from the command line to insure you are getting the correct behavior.  Demonstrate it to 

your lab instructor. 

 

D. GPIO and the H-bridge device driver 

The Raspberry Pi has a fair bit of general purpose I/O.  In this section we will work with that I/O 

first by using sysfs kernel drivers in user space, and then in kernel space. In the past, this lab 

also included an introduction to other methods of controlling GPIO, namely remapping virtual 

addresses from user space and directly accessing GPIO from kernel space using logical 

addresses. We have removed these sections because of time constraint. If you are interested, 

they are in the appendix at the end of the lab. 

 

D1: Driving GPIO in user space using sysfs 

Here we’ll interface with a GPIO device driver using sysfs.  Let’s use GPIO23. Look in 

/sys/class/gpio on the target.  You should see a few files in there, including export, but 

no gpio23. Type echo 23 > export when you are in that directory.  Now a gpio23 directory 

should show up.  Change directory into gpio23 and you’ll see a few device files.  Read the first 

part of http://squidge.sourceforge.net/gpio/ for a background of these files and directories (that 

documentation is for a different board, but it’s the best explanation we’ve found). Note, writing a 

“0” to the “value” interface will cause the wire to go low, any non-zero value will cause it to go 

highx unless the string sent is too long in which case you just get an error. 

 

Now write a short C program which toggles GPIO23, using stdio.h, as fast as you can using the 

device files in /sys/class/gpio/gpio23. 

 

                                                
x https://www.kernel.org/doc/Documentation/gpio/sysfs.txt has a more detailed description of the gpio 

interface including what causes the pin to go high or low.  

http://oreilly.com/catalog/linuxdrive3/book/ch03.pdf
http://squidge.sourceforge.net/gpio/
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Q6. Take the following measurements: 

a. What period does the signal have?  

b. What is the longest period you get in 10K samples?     

c. Use the trigger tool on the scope to trigger if the pulse width is 2x the average 

you’ve measured above (yes, we measured period above, but we can’t trigger 

on period, so use pulse width and common sense).  Use the “single” run-control 

option to see what is going on.  Either download or sketch the signal. 

d. Explain the results you saw in part b and c. 

e. Why might the above parts indicate a significant problem with using the 

Raspberry Pi with Linux as the basis for an embedded system? 

Q7. Briefly look over the lab appendix at other methods of controlling GPIO. What are the 

main pros and cons of using those methods in comparison to using sysfs and pre-written 

kernel drivers? 

G3. Show your GSI that you can capture an instance of the period being significantly larger 

than it should be. 

 

D.2: Implement an H-bridge device driver 

Consider the code in partD2.c, found on the course website.  It is a simple 

port of the H-bridge code in lab 1 from Arduino to C, with many of the 

same functions. Examine the code to identify any relevant differences. 

You will need to complete the two subroutines setPin() and 

removePin(). You should communicate with GPIO using linux/gpio.h, a 

pre-written header file for communicating with GPIO from kernel space. 

The function setPin() should first check if the pin is valid, request the 

pin, set the direction, and then export the pin. The function removePin() 

should set the pin value to 0 before unexporting and freeing the pin. 

 

Now connect your Raspberry Pi to the h-bridge used in the previous labs. 

See the pin mappings for the Pi3 to the right. Using your new found 

knowledge of creating memory modules from part C, complete the 

module so that writing the characters ‘F’, ‘B’, ‘R’, ‘L’, and ‘S’ to your 

device driver sets the GPIO pins to control the H-bridge as expected.  

 

G4. Show that you can control your robot by writing characters to your 

device driver. 

 

E. IOCTL 

While we can communicate to our device through the device driver, we currently have no way of 

communicating with the device driver itself. For example, we might have a CD-ROM driver that 

can read and write blocks of data, but have no natural way to request that the driver eject the 

disc. For this purpose, Linux provides the ioctl syscall. We can define request codes that we 
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pass through ioctl from user space to implement device-specific functions. To request a 

parameter or data structure from the device driver, we can pass in a reference to that data 

structure through ioctl. 

 

Modify the H-bridge device driver by adding the provided code in partE.c. Once you’ve done 

that install it in the same way you did the single-character driver from part C.  Now build and run 

the following code on the Raspberry Pi: 

 

#include <sys/ioctl.h> 

#include <stdio.h> 

#include <fcntl.h> 

main() 

{ 

 int a=open("/dev/memory",O_RDWR);  

 ioctl(a,0,0); 

} 

 

Q8. What does the userspace program do?  What is the value of cmd that memory_ioctl is 

seeing?  

 

Once you have a basic understanding of memory_ioctl, modify the device driver code so that an 

ioctl() call from user space is able to change the pin settings for the h-bridge. You should be 

able to alter the polarity of each motor in addition to switching the effects of command ‘L’ and 

‘R’.  

G5. Show that you can alter the polarity of the motors using ioctl() calls from a userspace 

program.  
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F. OpenCV  

It is possible to compile OpenCV on the Pi, but this takes several hours to complete. Instead, 

the image you got from us includes a precompiled binary. You need to do a last step to get 

OpenCV to work with Pythonxii. 

 

source ~/.profile && workon cv 

 

 

Now you will write a user space program in python that will communicate with your h-bridge 

device driver in addition to implementing basic blob detection using OpenCV.  

 

At a high level, we want our robot to find a ping pong ball, 

determine its distance, and move towards it. Download 

partF.py from the course website to find a simple 

implementation of blob detection. At this point, you will 

need to plug in a webcam, monitor, and keyboard to your 

Pi in order to calibrate a few parameters. 

 

Point the webcam at a ping pong ball (or tennis ball if you wish) and run the provided code. You 

should see several windows open similar to the one shown below. Calibrate the three 

parameters “huecomp”, “satcomp”, and “valcomp” so that only the ball appears white in the 

window labeled “closing”. Make sure to take note of these values. They may change depending 

on light conditions and you may find it helpful to use a fixed background. You will notice that 

balls within a certain distance are circled red in the “tracking” window, while all other balls 

detected are circled green. Take note of this for the next section. 

 

 

 

 

 

 

 

 

 

 

 

Examine the code to determine which conditional determines the color of the drawn circle. 

Modify the python code so that it writes the proper commands to your h-bridge device driver to 

move toward the ball. 

 

                                                
xii We are loading a virtual environment such that you don’t cause problems with other vanilla modules for 

Python. 



Page 11 of 13 

 

In addition, we would like you to implement one additional feature. For example, improve the 

code we have given you so that it is less likely to detect false circles. Or, find out how to detect 

when the circle detected is off center and have the robot turn to compensate.  

 

Q9. What HSV values gave you good results with the ball?  

Q10. Describe what the following OpenCV functions do in the script we provided. We are 

looking for an understanding of what each step is trying to accomplish 

 cv2.inRange(…) 

 cv2.bitwise_and(…) 

 cv2.GaussianBlur(…) 

G6.  Demonstrate your completed robot to your GSI. Show that your robot will move forward 

towards a tennis ball and stop when it moves within a certain distance.  

G7. Demonstrate your additional feature to your GSI. Describe what improvement you made 

and how you accomplished it. 

  

Postlab (note, you’ll need a Pi to do Q13) 

Q11.   Find another device that uses ioctl.  Why does it use it?  In general, you’ll find that 

people using ioctl have been pushed toward using sysfs instead.  How is it that sysfs 

can do anything close to what ioctl can do? 

 

We really need to cover interrupts, but (as we’re sure you’ll agree) this lab is already too long. 

But for now, take a look at chapter 10 of http://lwn.net/Kernel/LDD3/ and answer a few 

questions. 

Q12. On the Raspberry Pi, what do you get when you type cat /proc/interrupts?  What does 

that output mean? 

Q13. Consider the function short_interrupt().  In your own words, what is this 

function’s purpose? 

 

 

4. Appendix 

This material was in previous versions of the lab.  It’s mildly useful and you may want to look at 

it if you are planning on doing significant embedded Linux work.  But it’s just here for reference.  

 

In addition to driving GPIO using pre-written drivers from kernel space, there are additional 

ways to control GPIO. There are limitations with each method. 

 

1. User space: direct access using user virtual addresses. 

2. Kernel space: direct access using kernel logical addresses. 

 

http://lwn.net/Kernel/LDD3/
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A: User space virtual addresses 

See the example code below. It opens /dev/mem to provide a direct map into physical memory, 

but is using placeholders for some values. The basic goal of the code is to provide access to 

specific physical addresses. The documentation for our processor is at 

http://www.raspberrypi.org/wp-content/uploads/2012/02/BCM2835-ARM-Peripherals.pdf. You 

can use this to find the memory location do the GPIO registers start, from the prospective of the 

processor?  (Hint: go to the GPIO section and section 1.2.3) 

 

#include <errno.h> 

#include <stdio.h> 

#include <stdlib.h> 

#include <string.h> 

#include <sys/types.h> 

#include <sys/stat.h> 

#include <unistd.h> 

#include <fcntl.h> 

#include <sys/mman.h> 

 

#define MMAP_SIZE   <fill in> 

#define MMAP_OFFSET <fill in> 

 

 

volatile unsigned long* init_memmap() 

{ 

 

 int mem_fd = open("/dev/mem", O_RDWR | O_SYNC); 

 if (mem_fd < 0) { 

        printf("/dev/mem error: %d, errno: %d, meaning: %s\n", 

mem_fd,  

   errno, strerror(errno)); 

        exit(0); 

 } 

 

 volatile unsigned long *gpio = (unsigned long*) mmap(NULL, MMAP_SIZE,  

  PROT_READ | PROT_WRITE, MAP_SHARED, mem_fd, MMAP_OFFSET); 

 if (gpio == MAP_FAILED) { 

        printf ("GPIO Mapping failed, error: %s\n", 

strerror(errno)); 

        close(mem_fd); 

        exit(0); 

 } 

    return gpio; 

} 

 

B: Kernel space logical addresses 

http://www.raspberrypi.org/wp-content/uploads/2012/02/BCM2835-ARM-Peripherals.pdf
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Instead of using the prewritten drivers to access GPIO from kernel space, it is also possible to 

access I/O memory directly. Depending on the platform used, we may need to use kernel 

functions such as ioremap() to make I/O memory addresses accessible. Read 

http://www.makelinux.net/ldd3/chp-9-sect-4. You should copy your memory device (either what 

you gave you or what you had when you finished part C) and use that as a basis for your driver.  

Try to create a simple driver so that a write of a “0” to it should drive GPIO23 low, a “1” should 

drive the gpio line high, and reading from it should give the current value of the line.  

 
 

http://www.makelinux.net/ldd3/chp-9-sect-4

